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Abst ract

Al t hough password authentication is the nost w despread user

aut henti cati on met hod today, cryptographic protocols for mutua

aut henti cation and key agreement, i.e., password authenticated key
exchange (PAKE), in particular authenticated key exchange (AKE) based
on a password only, are not actively used in the real world. This
docunent introduces a quite novel form of PAKE protocols that enpl oy
a particular concept of ID based encryption (IBE). The resulting
crypt ographic protocol is the | D based password aut henticated key
exchange (1-PAKE) protocol which is a secure and efficient PAKE
protocol in both soft- and hard-augnented nodels. |-PAKE achi eves the
security goals of AKE, PAKE, and hard-augnmented PAKE. |-PAKE al so
achi eves the great efficiency by allowi ng the whole pre-conputation
of the epheneral Diffie-Hellman public keys by both server and
client.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://wwv ietf.org/lid-abstracts. htm

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm
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1

I nt roducti on

The nost wi despread user authentication nethod today is obviously
passwor d- based aut hentication; a user nenorizes a textual and/or
nunerical password and nakes its direct entry for authentication

There have been various attenpts to enhance security of password-
based aut hentication. Password authenticated key exchange (PAKE) is a
crypt ographi c protocol to achieve both nutual authentication and
secure key agreenent based on a password only, i.e., wthout
requiring a public key certificate [IEEE P1363.2]. That is, PAKE is
an aut henticated key exchange (AKE) protocol based on the user-

menor abl e | ow entropy password, so that both authenticated entities
can only agree on a fresh session key. Augmented PAKE protocols allow
a server to store a one-way function of password instead of the plain
text, so as to mtigate the server conprom se [ RFC2945].

PAKE protocols, however, have not been depl oyed actively despite of
their nerits. Instead, for exanple, Wb applications enploy the
SSL/TLS suite for secure transport of password information at the
cost of manipul ating and relying on server’s public key certificates
with regard to long-termsecurity. This is in part due to that the
password transport over SSL/TLS is easier for migration of existing
passwor d- based systens on the Wb and al so that PAKE protocols
require a large anount of conputation for security enhancenent, e.g.
for encrypting epheneral Diffie-Hellman public keys under the | ow
entropy password. There still remains a security concern as for the
augnment ed PAKE protocols. The protocols which said to resist a server
conprom se are prone to off-line guessing attacks if the server is
really conprom sed. The password information stored in the server’s
storage for verification purposes can be exploited by adversaries to
derive real passwords. Consequently, users are still in great

danger .

Thi s docunent rai ses the fundanental questions as above to the

exi sting form of PAKE protocols and attenpts to provide a nove
design to resol ve these problens. W depart fromthe previous way of
encrypting the epheneral Diffie-Hellman public keys under the | ow
entropy password. Instead we map <I D, password> to <salt, verifier>
for authentication. To the protocol, the fornmer pair is the user

i nput derived fromthe user’s nenory, while the latter is the server
i nput fetched fromthe server’s storage. W also introduce the hard-
augrment ed nodel whi ch enhances the previous, soft-augnented nodel for
sever conproni se security, based on the hardware security nodul e
(HSM . For the purposes, a particular concept of identity-based
encryption (IBE) is enployed. At the cost of pre-conputation of the
salt al phabet as for the ID al phabet, we can reduce the ampunt of
conmputation in real tine, i.e., at registration and authentication
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The resulting cryptographic protocol is the |ID based password

aut henti cated key exchange (1 PAKE) protocol which is a secure and
efficient PAKE protocol in both soft- and hard-augnmented nodel s.

| PAKE achi eves the security goals of AKE, PAKE, and hard-augnented
PAKE. | PAKE al so achi eves the great efficiency by allow ng the whole
pre-conputation of the epheneral Diffie-Hellmn public keys by both
server and client.

1.1 Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Requirenents Notation

2.1 Definitions

Identity Based Encryption (IBE): Identity-based encryption (IBE) is a
public-key encryption technology that allows a public key to be
calculated froman identity and a set of public mathematica
paraneters and that allows for the corresponding private key to be
calculated froman identity, a set of public nmathematical paraneters,
and a domai n-w de secret value [RFC5408]. The IBE franmework is
defined in [ RFC5091], [RFC5408], and [ RFC5409].

Password Aut henticated Key Exchange (PAKE): Password authenticated
key exchange (PAKE) is a cryptographic protocol to achieve both

mut ual aut hentication and key agreenent securely based on a password
only, i.e., without requiring a public key certificate. That is, PAKE
is a formof authenticated key exchange (AKE) which is in particular
based on the password for authentication. The PAKE franmework is
defined in [I| EEE P1363.2], [ISQ | EC 11770-4], and [ RFC2945].

2.2 Abbreviations

TDL Trapdoor Discrete Logarithm

| BE ldentity Based Encryption

| - PAKE I dentity-Based Password Authenticated Key Exchange
AKE Aut hent i cat ed Key Exchange
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PKG Private Key Cenerator

HSM Har dware Security Mdul e

MAC Message Aut henticati on Code

SSL/TLS Secure Socket Layer/Transport Layer Security

CDH probl em Conputational Diffie-Hellmn probl em

2.3 Underlying G oup
The |- PAKE protocol can be inplenented over the follow ng group.
Let N =p*gq where p and q are sufficiently large B-snooth prine such
that p =3 (nod 4), g =3 (nod 4), ged(p - 1, g - 1) = 2. Let Ghe a
mul tiplicative cyclic subgroup of Z N** with a generator g = g_m2

where g_mis a generator of a maximal cyclic subgroup of Z_N‘* of
order phi(N)/2. The order of g is phi(N)/4.

2.4 Notations

al|b
A concatenation of a and b.

A
The al phabet of ID. An al phanuneric set is comonly used.

T
The al phabet of salt. A set of discrete logarithnms of the A's
elements in G This set is maintained privately by the server’s
HSM s.

P
The al phabet of password. An al phanunmeric set with speci al
characters is commonly used.

User
A human user who actually renenbers a pair of ID and password for
aut henti cati on.

I D
User’s identity which is represented ID=1D1||ID2|]|] ... ||
I D _al pha where the IDi is an elenment of Set Afor all i in {1,2,

., al pha}.
Client or C
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A protocol entity providing a user interface to User for ID and
password entry, and a systeminterface to a renote server for
running the protocol. dient represents User in the protocol.

Server or S

A protocol entity providing a systeminterface to Cient for
runni ng the protocol, and storing a 3-tuple of ID, salt, and
password-verifier for authentication.

HSMt and HSM v

Private hardware attached to Server. HSMt stores Set T and is
used for deriving salt given ID. HSMv is only used in the hard-
augrment ed nodel for conputing a password-verifier.

h
A known random hash function which takes an arbitrary finite bit
string and assigns it to an elenent of Z N**, where Z N** is a set
of positive integers nmodul o N which are not zero divisors. In
practice, a cryptographically secure one-way hash function is
used.

H
It is defined as H(ID) = (h(ID))”~2 for an ID. By definition, H
takes an ID and assigns it to an elenments of G That is H(ID) = |
isinG In fact, ID=1D1||ID2|| ... || IDalpha, HID) is
calculated as HID 1) * HIDZ2) * ... * H(ID al pha).

hi (i =0, 1, 2, 3, 4, 5, 6)
Known random hash functions. In practice, a cryptographically
secure one-way hash function is used with distinct indices i. Each
h_i takes an arbitrary finite bit string and assigns it to a
finite string. The bit size of output of each h_i can be different
from each ot her.

t_ID
The secret key of the client whose identity is ID. t_IDis a
discrete logarithmof | = H(ID) based on g. That is, t _ID=10g_g
HID) =log g HID 1) * HID2) * ... * HID alpha) = log_g
HID 1) +log g HID?2) + ... +log_g HID alpha) =t_ID1 +
t ID2 + ... +t_ID alpha.

pw and PW

"pw' is the password rmaintained by Cient. Inportantly, pw can be
a pl ai ntext of password, exactly renenbered by User, or a one-way

hash function of it, depending on the protocol and Server

i npl ementation. "PW is the password nmi ntai ned by Server.

I nportantly, PWcan be equal to pw, exactly maintained by Cient,

or a one-way hash function of it, or a MAC of it, depending on the
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protocol and Server inplenmentation

V_PW
A password-verifier nmaintained by Server, such that V_PW=
h(IDt _IDPW. This value is derived fromPWby hashing in the
soft-augnment ed nodel or MAC in the hard-augnented nodel. That is
PW= h"(pw) or PW= MAC hk(pw), where h’ is a cryptographically
secure one-way hash function, MAC hk is a message authentication
code that takes an elenent in P and assigns it to a finite bit
string where hk is a secret key of HSMv.

X and Y
Epheneral Diffie-Hellman public keys. X=g"x nod N and Y=gy nod N,
respectively, for randomy chosen x and y in Z N‘*.

E_K(pw)
Encryption of pw under the epheneral high-entropy key K The
encryption function Eis a secure symetric key encryption
function, for exanple, AES

C1 and C2
Confirmati on nmessages in the protocol

An indicator that discrininates the values conputed by the server
fromthe sane val ues conmputed by the client. For instance, sk and
sk’ mght be the sane val ues but conputed by respective parties.
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3 ldentity-Based Password Authenticated Key Exchange

|-PAKE is a two-party protocol where Client and Server authenticate
each other and generate a session key together, based on a human-
menor abl e password and I D informati on. For the purpose, the client
and the server exchange nessages invol ving ephemeral keying

i nformati on and agree on a fresh session key.

3.1 Initialization

The initialization SHOULD be fini shed before the |-PAKE protocol
execution.

3.1.1 SystemInitialization
Server MAY negotiate with PKG or play the role of PKG by itself, so
as to generate system paraneters including underlying group
paraneters, |ID and salt al phabets, and required functions.

Server MJUST keep the salt al phabet, T, secure, e.g., in HSMt, after
the initialization.

In the hard-augnented nodel, Server MJST initialize HSMv as wel|.
3.1.2 Registration

User SHOULD sel ect 1D and a nenorabl e password, and register themto

Server through a secure channel. The secure channel at registration

is out of scope in this docunent.

Client MAY receive the User’s input and set the password as pw, so as
to subnit ID and pw to Server.

Server MUST fetch the discrete logarithns of H(IDi) fromT for ID,
and set their sumas User’'s salt, t_ID. Server MAY set the received
pw as PW so as to conpute a password-verifier.

In the hard-augnented nodel, Server MJST negotiate with HSM v for
obt ai ni ng PWsuch that PW= MAC hk(pw). In the soft-augnmented nodel,
Server MAY set PWas a function of pw

Server SHOULD store ID, t_ID, and V_PWin its storage after conputing
t he password-verifier such that V_PW= h(IDt_ID PW

User MAY update the nenorable password with a new one, and register
it to Server again.

3.2 Protocol Execution
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User MUST input ID and password at the user interface provided by
Client. The protocol SHOULD be executed between Server and Cient.

R + S +
I I I I

| Cient | MESSAGE 1 | Server |

| | > | |

| | VESSAGE 2 | |

| | < | |

| | VESSAGE 3 | |

| | - > | S R +
| | VESSAGE 4 | | --- ] HSM.v |
| | < | | oo +
I I I I

R + S +

Client ----> Server

Client SHALL choose a random x from Z N‘* and conputes its
epheneral Diffie-Hellman public key X = g"x mod N. It is an
OPTION that this conmputation MAY be done as pre-conputation.

MESSAGE 1 = ID, X

Server ----> Cient

If the received value Xis 1, 0, or -1, then Server MJST
terminate this protocol execution. Upon receiving MESSAGE 1,
Server SHALL select a randomy from Z N‘* and conmpute Y=g*y nod
N. It is an OPTION that this conputati on MAY be done as pre-
comput at i on.

MESSAGE 2 = Y

Client ----> Server
If the received value Yis 1, 0, or -1, then Cient MJST
term nate this protocol execution. Upon receiving MESSAGE 2,
Client SHALL performthe foll ow ng:

0 Action 1: Calculate | = H(I1D).

0 Action 2: Calculate e h O(ID,C S X VY,1).

0 Action 3: Calculate Z = (YlI"e)”*x nmod N
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0 Action 4: Calculate the secret key K= h_1(ID,C S, X VY, |, Z).
0 Action 5: Calculate the session key sk = h_2(ID,C S, X VY, I, 2).

0 Action 6: Encrypt the password pw using the secret key K,
E K(pw).

0 Action 7: Calculate C1 = h_3(IDC S X Y,1,sk).

MESSAGE 3 = E K(pw), C 1

Server ----> dient

Upon receiving MESSAGE 3, Server SHALL performthe follow ng:

0 Action 1: Calculate | H(I D).

0 Action 2: Calculate e h O(ID,C S X VY,1).
0 Action 3: Calculate Z2 = X*(y+t_ID*e) nod N.

0 Action 4: Calculate the secret key K = h_1(ID,C S, X, Y, I,
z).

0 Action 5: Calculate the session key sk’ = h_2(ID,C S, X Y, I,
z).

0 Action 6: Decrypt the received E K(pw) using the secret key
K .

0 Action 7: Calculate the password verifier V_PW=
h(ID,t_ID PW, where PWis MAC hk(pw) in the hard-augnented
nmodel or h(pw) in the soft-augnented nodel .

If the calculated V_.PWis not equal to the saved V_PWthen
Server MUST terminate this protocol execution. O herw se, Server
SHALL performthe foll ow ng:

0 Action 8: Calculate C1' = h 3(IDCS, XY,I,sk).

If the received C 1 in MESSAGE 3 is not equal to C1' then
Server MUST terminate this protocol execution. O herw se, Server
shal |l performthe foll ow ng:

0 Action 9: Calculate C2 = h 4(IDC S X VY, 1,sk’).
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MESSAGE 4 = C_2

Since (YI?e)"x = (g™y * (g”sID)"e)™x = g™"xy * g™((s_IDex) = X'y
* XM(s_ID* e) = XMy + s IDe), K=K and sk = sk’. That is,
Server cal cul ates the sane secret key with dient and can
decrypt the MESSAGE 3 and obtain the sanme password pw. Server
can confirmthat Client is now operated by authenticated User
and agree on the session key sk to be shared with dient.

Cient
Upon receiving MESSAGE 4, Cient SHALL performthe foll ow ng:
0 Action 1. Calculate C2'" = h 4(IDC S, X Y,I1,sk’).
If the received C 2 does not equal to C2' then dient MJST
term nate this protocol execution. Oherwise, Cient can confirm

that Server is authenticated and agree on the session key sk to
be shared with Server.
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4 Security Considerations

4.1 General - Conpleteness

The |- PAKE protocol is a cryptographic protocol that achieves
mut ual aut hentication and key agreenment, based on a hunman-
menor abl e password and I D i nformation, between two entities.

4.1.1 Mutual Authentication

A user is authenticated by a server through a pair of ID and
menor abl e password pw in the |-PAKE protocol. For the purpose, a
client of the user should submit the encryption of pw under a
correct fresh encryption key K, along with the user’s ID, in the
protocol. Note that pw can be a secure one-way hash function of
real menorabl e password

The server is authenticated by the client through the salt, that
is, the user’s ID information based on IBE, in the |I-PAKE
protocol . For the purpose, the server nust show the confirmation
that the sane session key has been derived based on the salt.

4.1.2 Key Agreenent

A client and a server both exchange epheneral D ffie-Hell man
public keys, X and Y, and agree on the sane key incorporating
the correct Diffie-Hellman key based on them

4.2 | -PAKE - AKE Security

The |- PAKE protocol is an AKE protocol based on a nenorabl e
password and ID information. Thus, it fulfills the requirements
of AKE security.

4.2.1 Passive Attacks

We say that an AKE protocol is secure against passive attacks if
an adversary who nerely observes honest entities carrying out
the protocol, fails to derive a session key, which was

aut henti cated and agreed by the honest entities.

| PAKE is a secure AKE protocol because the nessages, (U, X), (S,
Y), Cl, and C2, eavesdropped by a passive attacker, do not

reveal the correspondi ng session key, sk, due to the CDH problem
and t he secure one-way hash functi on.

More specifically, sk and K are secure one-way hash functions of
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prot ocol nmessages involving the seed key, zk, denoted as
fol |l ows.

zk=z*7Z' "e nod N

Note that Zis a Diffie-Hellnman key of X and Y, i.e., Z=g"(xy)
mod N, Z' can be seen as another formof the Diffie-Hellmn key
of Xand I, i.e., Z=g"(xt) nod N, and e is a secure one-way hash
function of protocol nessages involving X, Y, and I, i.e.,
e=hO(U, S, X, Y, 1).

The confirmati on nessages, Cl and C2, are secure one-way hash
functions of protocol messages involving sk

The |- PAKE protocol is secure against the passive attacks.
4.2.2 Active Attacks

We say that an AKE protocol is secure against active attacks if
an adversary who controls the protocol nessages, e.g., by
injection, interception, replay, and/or nodification, fails to
subvert the communications of the honest entities.

o Inpersonation of client: In order to inpersonate a client of a
target user, an adversary should obtain the encryption of pw
under a fresh encryption key K and its confirmati on nessage Cl.
(1) Although the adversary can inject a new nessage X to the
protocol and derive K fromx and Y, the probability of
constructing the correct encryption of pwis bounded by the
password space. (2) Although the adversary can replay the old
message X generated previously by the honest client, the new
encryption key K nust be different fromthe old encryption key
K due to the server’s new epheneral key Y that is different
fromthe old epheneral key Y . In both cases, the adversary
cannot construct the correct encryption of pwand its
confirmati on message Cl, and thus fails to inpersonate the
client.

o I npersonation of server: In order to inpersonate a server, an
adversary should obtain a correct encryption key K and its
confirmation nessage C2. (1) Although the adversary can inject a
new nessage Y to the protocol, the probability of conmputing Kis
bounded by the salt space. (2) Although the adversary can replay
the old nessage Y generated previously by the honest server,
the new decryption key K nmust be different fromthe old
encryption key K due to the client’s new epheneral key X that
is also distinct fromthe old epheneral key X . (3) Al though the
adversary can nodify a new nessage Y, e.g., Y=g*y*I~(1l/e) nod
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N, for the purpose of canceling out | and so the slat s when
computing a fresh key K fromX, Y, and the secure one-way hash
function e, the probability of obtaining e such that e’ =e nust
be bounded by the collision resistance of the hash function. In
all cases, the adversary cannot obtain a correct encryption key
Kand its confirmati on nessage C2, and thus fails to inpersonate
the server.

0 Man-in-the-mddle attack: In order to reside as a mddle man
in the protocol, an adversary should enforce a fresh encryption
key K, encryption of pw, and confirmation nessages Cl and C2,
according to her own key X and Y, respectively. Al though the
adversary can intercept X and Y, and inject her own key X and
Y to replace them respectively, into the protocol, the
probability of conputing K against a client is bounded by the
salt space while that of constructing the encryption of pw

agai nst the server is bounded by the password space. The
adversary fails to reside as a mddle nan in the protocol

The |- PAKE protocol is secure against the active attacks.
4.2.3 Forward Secrecy

We say AKE provides forward secrecy when the secrecy of previous
session keys is not affected even if long-termsecrets, such as
passwords and salt in the |I-PAKE protocol, of one or nore
entities are conprom sed.

If the password is conprom sed, an adversary should inspect the
protocol nessages of the previous sessions that incorporate the
password but only is the encryption of pw froma conventiona

bl ock ci pher system Due to the security assunption of the bl ock
ci pher, the epheneral encryption key Kis not derivable. Even if
K is also conmpronm sed, the previous session key is not derivable
due to the security assunption of one-way hash function

If the salt is conpronised, the adversary should inspect the
prot ocol nessages of the previous sessions that incorporate the
salt but only is the IDinformation. Due to the hardness
assunption of the Diffie-Hellman problem the previ ous session
key is not derivable from X and Y.
The |- PAKE protocol provides the forward secrecy.

4.2.4 Known Session Key

We say AKE is secure agai nst known session key attacks if the
protocol achieves its goal even if an adversary |earned sone
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previ ous session keys.

If the previous session key sk is conprom sed, an adversary
shoul d i nspect the protocol nessages of the previous and/or
future sessions but only is the confirmati on nessage. Due to the
har dness assunption of the Diffie-Hellman problem and the
security assunption of one-way hash function, the old session
keys neither reveal the password and salt information nor
enforce forged key agreenent.

The |- PAKE protocol is secure against the known sessi on key
att acks.

4.2.5 Key Control

We say AKE is secure against key control attacks if neither
entity is able to force the session key to be a function of a
pre-sel ected value, such as either X or Y.

Due to the the hardness assunption of the Diffie-Hell man
problem neither entity can enforce the key agreenent on a pre-
sel ected val ue.

The |- PAKE protocol is secure against the key control attacks.
4.3 1-PAKE - Dictionary Attack

The |-PAKE protocol is a PAKE protocol that incorporates |BE
Thus, it fulfills the requirenments of PAKE security agai nst
dictionary attacks.

4.3.1 On-line Dictionary Attack

We say PAKE is secure against on-line dictionary attacks if an
active adversary in the client side is only able to test a
singl e guess froma password dictionary per on-line attenpt
while a server is able to count the nunber of failed attenpts
consistently, and also in the server side cannot test any guess
fromthe password dictionary per on-line attenpt. Note that the
second requirenent is very inportant in practical settings.

In order to test a guessed password on-line in the client side,
the adversary shoul d send the honest server the encryption of
guessed password and its confirmation Cl1 after exchanging X and
Y. The adversary can verify the guess according to the response
of the server, while the server can also verify it and count its
failure due to the decryption result. If the failure count gets
to the limt, the server can lock the correspondi ng account.
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In order to test a guessed password on-line in the server side,
the adversary shoul d decrypt out the password whi ch was
encrypted by the honest client after exchanging X and Y. The
adversary cannot verify the guess because the correspondi ng
decryption key K is not derivable.

The |- PAKE protocol is secure against the on-line dictionary
att acks.

4.3.2 Of-line Dictionary Attack

We say PAKE is secure against off-line dictionary attacks if an
active adversary is only able to renpbve at nobst a single guess
froma password dictionary per session, and a passive adversary
cannot renove any guess fromthe dictionary.

As described in the on-line dictionary attack, the active
adversary can only renove a single guess fromthe dictionary in
the client side, and no guess in the server side per session

As described in the passive attack, the passive adversary cannot
derive a decryption key K, and thus cannot renove any guess from
the dictionary per session

The |- PAKE protocol is secure against the off-line dictionary
att acks.

4.4 |1-PAKE - Server Conprom se

The |- PAKE protocol is an augnmented PAKE protocol that fulfills

the requirenents of PAKE security against server conprom se, not
only in the previous (soft-) augnented nodel but also in the new
har d- augnent ed nodel

4.4.1 Soft-Augnented Model

We say PAKE is secure against the server conprom se in the soft-
augrment ed nodel if an adversary who obtained a password
verification directory stored by the server cannot inpersonate
the client of the target user directly, i.e., wthout |aunching
the off-line dictionary attack. Note that the off-line
dictionary attack is possible for the server conpromse in the
sof t - augrment ed nodel

Since the server stores only ID, salt, and verifier in the

password verification directory, the adversary who obtai ned the
directory cannot construct the encryption of password.
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The |- PAKE protocol is secure against the server conpromse in
the soft-augmented nodel .

4. 4.2 Hard- Augnent ed Mbdel

5 | ANA

We say PAKE is secure agai nst the server conprom se in the hard-
augnment ed nodel if an adversary who obtained a password
verification directory stored by the server cannot inpersonate
the client of the target user and | aunch the off-line dictionary
attack. The basic assunption is that the HSM nodul e i s never
conpr om sed.

Since the server stores only ID, salt, and verifier in the
password verification directory, the adversary who obtai ned the
directory cannot construct the encryption of password.

Since the verifier is the MAC of password information under the
MAC key which is only stored in the HSM nodul e, the adversary
who obtained the directory cannot |aunch the off-line dictionary
att ack.

The |-PAKE protocol is secure against the server conpromse in
t he hard-augnent ed nodel .

Consi der ati ons

Thi s docunent includes no request to | ANA
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