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Abst r act

Thi s docunent provides gui dance on nigration to post-quantum
cryptography (PQC) in internet protocols. It outlines the challenges
and considerations that protocol designers and inplementers should
take into account when transitioning fromtraditional cryptographic
algorithms to PQC al gorithns, which are designed to be secure agai nst
guantum conput er att acks.

It is intended for cryptographic protocol designers within the |IETF
community, as well as technol ogy devel opers and i npl enenters
responsi bl e for depl oyi ng PQC st andar ds.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-kw at kowski - pqui p- pgc-
m gration/.

Di scussion of this docunent takes place on the Post-Quantum Use In
Protocols Wrking Group mailing list (rmailto:pquip@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/pqc/.
Subscribe at https://ww. ietf.org/mailman/listinfo/pquip/.

Source for this draft and an issue tracker can be found at
https://github. com kri skwi at kowski / draft-kw at kowski - pgc-mi grati on.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 21 January 2026.
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1. Introduction

Advances in quantum conputing pose a growing threat to systenms that
rely on widely deployed internet security protocols, which use

crypt ographi ¢ nechani sns to secure comuni cations, verify
authenticity, and protect sensitive data at rest and in transit.

Wil e a cryptographically relevant quantum conputer (CRQC) capabl e of
breaki ng these protections may still be years away, initiating the
transition to post-quantum cryptography (PQC) now is essential to
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ensure adequate time for planning and inpl enentation.
2.  Awareness

Bef ore enbarking on the transition to post-quantum cryptography
(PQC), organizations nust first evaluate whether to begin the
mgration i nmediately or adopt a phased tineline. This decision
depends on factors such as the duration required for mgration, the
expected shelf-life of sensitive data, and the projected tineline for
quantumthreats. Data with long-termconfidentiality requirenents
may increase the urgency, as adversaries could collect encrypted

i nformati on today and decrypt it in the future using a
cryptographically rel evant quantum conputer (CRQC). Even in the
absence of a direct harvest-now decrypt-later threat, organizations
must still prepare to protect data integrity and authenticity agai nst
future quantum enabl ed attacks

To guide this process, organizations should clearly define their PQC
m gration objectives, starting with an assessnment of their risk

tolerance - how nuch risk they are willing to accept in safeguarding
data and assets. This assessnent will shape the choice of PQC
al gorithms, protocols, and inplenentation paths. [It's inportant to

recogni ze that PQC migration is not a one-off upgrade but a
continuous effort that requires ongoing threat nonitoring, periodic
reassessnments, and adaptability as quantum technol ogy evol ves.

3. Key exchange

Key exchange is a fundanental conponent of security protocols that
allows two entities to securely exchange keys over an insecure
channel to derive symretric session keys.

The devel opnent of cryptanal ytically rel evant quantum conputers
(CRQXCs) threatens current systens, necessitating a mgration to post-
quant um crypt ography (PQC). A key concern driving this mgration,
particularly for key exchange, is the "harvest-now decrypt-later”
threat. Adversaries may collect and store sensitive data encrypted
wi th keys established using quantum vul nerabl e net hods today, with
the intention of decrypting it later once CRQCs are available. This
threat specifically inpacts the confidentiality of conmunications,
which is protected by keys derived during the key exchange process.

PQT hybrid KEMs are wi dely recomrended because resilience that they
offer: even if one of the underlying algorithms is broken (e.g., the
traditional or post-quantum schene), the confidentiality of the
session renmmins protected as long as the other holds. This property
is essential in practice, since encrypted data captured today coul d
be decrypted in the future if a single algorithmfails. Mgrating
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fromPQ T hybrid to post-quantum KEMs has | ower cost conparing to
digital signatures, as in nost cases KEMs are epheneral and used only
during session setup, without long-termidentity ties. |In contrast,
signatures involve persistent keys, certificates, and conpl ex trust
infrastructure, nmaking their transition nore disruptive.

The expectation is that inportance of PQT hybrid KEMs will dimninish
in time as confidence in post-quantum al gorithns grows.

4. Digital signatures

Digital signatures renmain a vital conponent of cryptographic
protocol s, ensuring authenticity, integrity, and non-repudiation. As
such, post-quantumdigital signature schemes are necessary in a
future-proof internet infrastructure. However, the urgency to depl oy
themis relatively |ower conpared to key encapsul ati on nechani sns

( KEMS) .

Unl i ke key exchange, authentication cannot be broken retrospectively,
meani ng quantum safe signatures are only needed once

cryptanal ytically rel evant quantum conputers (CRQCs) becomne
available. As a result, the migration to post-quantumdigita
signatures is less tinme-sensitive than for KEMs, allowi ng for a nore
deli berate and carefully planned transition. Since post-quantum
signature schenes often involve | arger keys and signatures, greater
comput ati onal overhead, and increased inpl enentation conplexity,
their depl oyment may incur higher costs - reinforcing the inportance
of keeping the mgration as sinple and efficient as possible.

TODO. mgration strategies, hybrid signatures vs dual signatures,
et c.

4.1. PQT hybrid digital signatures

PQ T hybrid digital signatures, which conbine traditional and post-
quantum al gorithms, aimto provide resilience agai nst future quantum
threats by ensuring that if either algorithmrenains secure, the
signature remains valid. This dual-layer approach offers protection
in the face of current uncertainty around newy standardi zed post-
quant um schemes and i npl enmentati ons of them However, hybrid
signatures introduce considerable inplenentation and operationa
conpl exity:

* The nunber of possible hybrid conbinations |eads to
interoperability chall enges and increased inplenmentation burden
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* |f one schene is conprom sed, forgery is only a concern while the
correspondi ng public key remains trusted—nost systens already
revoke or rotate conpron sed keys.

* Long-term protection through hybrids nmay be limted in practice
due to standard key managenent practices

Instead of relying solely on hybrids, protocols should prioritize
cryptographic agility-enbedding algorithmidentifiers in keys and
supporting efficient key rollover. Wile signature mgration should
be pl anned proactively, broad depl oynent of PQC signature schenes can
be aligned with infrastructure readiness and the availability of

wel | -vetted, efficient standards.

5. Infrastructure costs

M grating to post-quantum cryptography (PQC) necessitates potentially
significant updates to an organization's cryptographic
infrastructure. The process requires careful planning and resource
all ocation to address various financial and operational costs.

A key aspect of PQC migration involves identifying and budgeting for
di scovery initiatives, which aimto understand the organization's
cryptographic assets and their PQC rel evancy. This includes building
a conprehensive inventory of cryptographic use and associ ated assets.
The process of inventorying may require specific tools and nethods,
which also factor into the initial costs.

A maj or cost driver is determ ning whether PQC updates can be

i mpl ement ed through software updates or will necessitate nore
expensi ve hardware replacenents or upgrades. Engaging with system
vendors is crucial to confirmmgration needs, inquire about the cost
of new PQC sol utions, and understand the antici pated business inpact
of inplenentation efforts. For custom or niche systens,

organi zations may need to budget for the cost of devel oping interna
PQC- conpl i ant sol uti ons.

Specific infrastructure components and systens require updates,
| eading to associ ated costs:

Kwi at kowsKki Expires 21 January 2026 [ Page 5]



I nternet-Draft PQUI P- M GRATI ON July 2025

* Network Protocols and Systenms: Protocols like TLS, SSH, and QU C
wi dely used in tel ecomnetworks and general |IT infrastructure,
need to integrate PQC for key exchange and authentication. Wile
the conputational perfornmance inpact of PQC Key Encapsul ation
Mechani sns (KEMs) |i ke M.- KEM on handshake speed is often m ninal
or even faster conpared to traditional nethods, the size of PQC
artifacts is much larger, which can lead to increased bandwi dth
usage, increased nunmber of extra round trips and potential del ays.
Wi | e tweaki ng network paranmeters can alleviate sone issues, it
i nvol ves trade-offs, which relate to operational network costs.

* Message Processing: Post-quantum signature algorithnms often handl e
messages differently fromthe traditional "digest-then-sign"
nmodel , typically processing the entire message internally. This
can degrade performance for |arge nmessages, particularly when
stream ng data to constrai ned signing environnents such as HSMs
via interfaces |ike PKCS#11. Wile pre-hashing nessages can
mtigate perfornance issues, it introduces additiona
complexity—requiring applications to adapt to algorithms that
support stream ng processing to reduce nmenory usage. Managi ng
these varied processing approaches across systens increases both
devel opment and operational overhead.

* Public Key Infrastructure (PKI): The PKI supporting systens needs
to be updated to handl e PQC keys and certificates. This involves
changes to Certificate Authorities (CAs), certificate formats
(e.g., X.509), and rel ated processes. Various hybrid certificate
formats are being explored to facilitate the transition, each with
different conplexity and potential overhead. The depl oynent of
new Trust Anchors can also be a tinme-consuning and costly process.

* Constrained Devices: Devices with |ong operational lifetinmes in
environments |ike industrial control systens, vehicles,
satellites, smart neters, and smart cards present uni que
chal | enges and potential costs. Upgrading cryptographic
capabilities on such devices may be difficult or even inpossible
due to resource constraints, physical location, or imutability
features, potentially requiring expensive field updates or device
repl acenent. For guidance on integrating Post-Quantum
Cryptography (PQC) into such constrained environnments, see
[1-D.ietf-pquip-pgc-hsm constrai ned].

* Hybrid Inplenmentations: Wile notivated by security concerns
during the transition period, hybrid scheme strategies can
i ntroduce increased conplexity and potential overhead in ternms of
data size. The conbinatorial explosion of conbining various
tradi tional and PQC schenes adds conmplexity to inplenentation and
testing.

Kwi at kowsKki Expires 21 January 2026 [ Page 6]



I nternet-Draft PQUI P- M GRATI ON July 2025

* Continuous nonitoring and evaluation are al so necessary to track
m gration progress and adapt to evol ving quantum capabilities,
requiring ongoi ng resource conmm tnent and increasing hardware
cost.

In addition to conplexity, PQT hybrid schenmes can incur higher

m gration costs. Organizations adopting hybrids will eventually need
to mgrate again to pure post-quantum schenes once confidence in
these algorithns solidifies, deferring some costs rather than
elimnating them This neans nmaintaining dual algorithm
infrastructure (e.g., certificate chains, key nmanagenent, validation
| ogic) during the hybrid phase, followed by another transition with
its own cost, testing, and operational risks. For nmany depl oynents-
especially constrai ned or high-assurance environnents—this two-step
m gration may be nore burdensone than a single, well-timed switch to
a vetted post-quantum alternative

Adopting principles like cryptographic agility is highlighted as a
way to manage costs in the long term by designing systens that can
undergo multiple cryptographic transitions w thout najor

architectural changes, thereby reducing the cost of future updates.
However, achieving true agility requires effort in standardi zation
and i npl enentati on to support sinultaneous use or dynam c negotiation
of al gorithns.

6. Standards Conpliance

Pr ot ocol designers are encouraged to prioritize solutions that
conformto established, widely trusted standards such as FIPS. This
hel ps ensure conpatibility with regul atory requirenments and
facilitates future certification. Mgration strategies should align
wi t h gui dance such as CWP, and anticipate the certification process
for post-quantum al gorithns.

Wth the NI ST standardi zati on of post-quantum algorithns (e.g.,

[ NI ST-FI PS-203], [N ST-FIPS-204], [N ST-FIPS-205] and

[ NI ST- SP-800-208]), the certification pathway is becom ng clearer and
more structured. However, during the transitional period—while post-
quantum i npl enmentati ons mature—it may be beneficial to adopt PQC T
approaches. These offer several advantages:

* They provide defense in depth by enabling fallback to a well -

est abl i shed, thoroughly vetted inplenmentations of traditiona
schenes.
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* Since the certification process is typically |lengthy, using
al ready-certified traditional inplenentations al ongsi de post -
quantum al gorithms still undergoing certification is a practica
approach for deploynents that require approved conponent schenes.

NI ST gui dance docunents such as [N ST- SP-800-56C] and

[ NI ST- SP-800- 135] offer precedents for this approach. For exanple,
in key agreenent schemes, hybrid shared secrets can be formed by
combi ning output froma N ST-approved algorithmw th that of a non-
approved one. [N ST-SP-800-56C] specifically endorses sinple
concatenati on as an acceptabl e nethod for deriving hybrid shared
secrets, provided at |east one conmponent is generated by an approved
mechani sm

7. Magration Pitfalls
Several practices should be avoided during PQC mgration

* Key reuse across nodes: Using the sane keypair for PQ T hybrid and
traditional signatures risks downgrade attacks.

* Dynam c algorithmnegotiation: Negotiating algorithmtypes at
runtime (e.g., in TLS) can all ow downgrade or confusion attacks.
Algorithmidentifiers should be part of the public key structure.

* Excessive hybridization: Supporting too many hybrid conbi nations
i ntroduces comnbi natorial conplexity and conpatibility issues.

* |gnoring key lifecycle: Systens that do not account for key
expiration and revocation are particularly vulnerable in post-
quant um scenari o0s.

Robust protocol design, infrastructure readi ness, and cl ear
separation of cryptographic roles are essential to avoid these anti -
patterns.

8. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

9. Security Considerations

TGDO
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10. | ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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