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Abst ract

The System for Cross-donmain ldentity Managenent (SCIM 2.0
specification (RFC 7644) defines pagi nati on mechani snms at the
resource |level. However, it does not provide a standardi zed met hod
for paginating large nulti-valued attributes within a resource.

This limtation creates scalability and perfornmance chall enges in
nmodern identity systenms, particularly for attributes such as group
menber shi ps, roles, and entitl enents.

Thi s docunent proposes a cursor-based pagi nati on nmechani sm for
multi-valued attributes in SCl Mresources. The proposal introduces
attribute-1evel pagination paraneters and response netadata,
including total count, to inprove performance, consistency, and
usability in |arge-scal e depl oynents.
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1. Introduction

SCIM 2.0 (RFC 7644) provides a standardi zed protocol for identity
provi si oni ng and managenent across domains. It supports pagination
for collections of resources using paraneters such as "startlndex"
and "count".

However, SCI M does not define pagination for nmulti-valued attributes
within a resource. Exampl es include:



- group. nrenbers

- user.roles

- user.entitlenents

In large-scale identity systens, these attributes can contain
thousands or tens of thousands of entries, resulting in |arge
payl oads and degraded perfornance.

Thi s docunent proposes a standardi zed, cursor-based approach for
pagi nating such attributes.

2. Probl em St at enent
Consi der the foll owi ng request:
GET / Groups/{i d}

A SCI M server may return all nenbers of a group in a single response.
For large groups, this can |lead to:

- Excessive response payl oad size

- Increased | atency

- Hi gh menory consunption on clients and servers

O fset-based pagination is not suitable for nmulti-valued attributes
in dynam c systens because nenbershi p data may change between
requests, resulting in skipped or duplicated entries.

There is currently no standard mechanismin SCIMto pagi hate
mul ti-valued attributes within a resource.

3. Proposed Solution
3.1 Attribute-Level Cursor Pagination

Thi s docunent introduces cursor-based pagination for nulti-val ued
attributes

Clients MAY request partial results for a nulti-valued attribute
using the foll owi ng query paraneters

- attributeCursor: an opaque continuation token issued by the server
- attributeCount: the maxi mum nunber of items to return

Exanpl e (initial request):
GET /G oups/{id}?attributes=nenbers&attributeCount =100
Exanpl e (subsequent request):

GET / Groups/{id}?attributes=nenbers&attributeCursor=eylJjdXJzb3li G | xMDAi f @==&attribute
Count =100

The cursor is opaque and MJUST NOT be interpreted by the client.
3.2 Response Structure

The server returns a subset of the multi-valued attribute along with
pagi nati on met adat a.

Exanpl e response:

{
"id": "group-123",
"menbers": [



{
"val ue": "2819c223-7f 76- 453a- 919d- 413861904646" ,

"$ref": "../Users/2819c223-7f 76- 453a- 919d- 413861904646" ,
"di splay": "Babs Jensen"

]

nmber sPagi nati on": {
"total Results": 5000,
"itensPer Page": 100,
"next Cursor": "eyJjdXJzb3li G | xMDAI f @==",
"hasMore": true

}
}

3.3 Rationale
Cursor - based pagi nati on avoi ds i nconsi stencies caused by concurrent
updates, scales efficiently for |large datasets, and aligns with
modern APl design practices

3.4 Backward Conpatibility

Servers MAY inplenent attribute-|evel pagination optionally. Existing
SCI M clients remai n unaffect ed.

4. Security Considerations

Servers MJST enforce access control for all returned data. Cursor
t okens SHOULD be tanper-resistant and scoped appropriately.

5. Inplenentation Considerations

Clients SHOULD treat cursors as opaque val ues. Servers SHOULD optim ze
backend queries for partial retrieval

6. Future Work

Future extensions may include filtering, sorting, and schema
st andar di zat i on.

7. 1 ANA Consi derations
Thi s docunent nakes no requests of | ANA
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