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Abst ract

Precision Time Protocol (PTP), as defined in | EEE 1588-2019, |acks
cryptographi c security mechani sms, exposing depl oyments to nessage
spoofing, delay attacks, and tinmestanp mani pul ati on. This docunent
defines an optional Authentication TLV (AUTH TLV) usi ng nodern

Aut henti cated Encryption with Associated Data (AEAD) algorithnms to
ensure nessage integrity,authenticity, and replay protection. It

al so provi des exanpl e configurations, inplenentation approaches, and
test strategies.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 14 Novenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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The PTP protocol is widely used for tine synchronization in tel ecom

i ndustrial automation, and financial

t he protocol

lacks built-in security. This draft proposes a |ightweight extension
for cryptographi c nessage authentication and integrity w thout

i mpacting conpatibility.
Probl em St at ement

PTP nessages are susceptible to:

* Spoofing of SYNC or ANNOUNCE nessages
* Tinmestanp alteration during transit

* Replay or delay injection attacks

These vul nerabilities can conmprom se distributed systenms relying on

synchroni zed time for control, |ogs,

AUTH TLV For nat

A new TLV is introduced as foll ows:

or access control.
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The nonce is derived fromthe nessage sequence |ID and cl ock |ID.
Supported AEAD al gorithns:
*  AES- GCM 128/ 256 (1 D 0x0001)
* ChaCha20- Pol y1305 (I D 0x0002)

4. AEAD Al gorithm Support
The AUTH TLV uses AEAD for conbi ned encryption and aut henticati on,
t hough only authentication is used in this extension. The nmessage
body is used as AAD, and only the tag is appended in the TLV.

5. Key Managenent
Keys nmay be provi sioned using:
* Manual configuration (secure |ocal access)
* Enrollment via PKI (e.g., EST, SCEP)
*  TPM based secure provisioning (future work)

6. Backward Conpatibility
As per | EEE 1588 TLV rul es, unknown TLVs are ignored by |egacy
systens. Authentication failures are not enforced unless explicitly
confi gur ed.

7. Exanple Inplenmentations

7.1. Software (ptp4l)

Modi fy ptp4dl to:
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* Enable auth_tlv_enable = 1 in configuration

* Parse and verify AUTH TLV using QpenSSL or |ibsodi um

* Cenerate tag for outgoing nessages with uni que nonce
7.2. Hardware

Suggested flow for hardware tinmestanping with AUTH:

* Tinmestanp before encryption

* Use on-NIC AEAD (if supported) or offload via driver extensions

* Expose configuration via ethtool or netlink extensions
7.3. Wreshark Filters

Use the following filter:

pt p. nessageType && franme contains Oxfe00

Cust om di ssector patches can be developed to interpret the AUTH TLV
fields.

8. Security Considerations
- Nonce reuse nust be avoided; use a deterministic counter with a
uni que base per node. - Replay attacks are mtigated by validating
sequence IDs and time windows. - Integrity is ensured only for
messages using AUTH TLV.

9. | ANA Consi derations
Request registration of:
* AUTH TLV type code (tentatively OxFEOO for testing)
* AEAD AlgorithmID registry for PTP

10. Appendi x A.  Sanpl e ptpdl.conf
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[ gl obal ]

auth tlv_enable 1

aut h_al gorithm 2

aut h_key 00112233445566778899aabbccddeef f 00112233445566778899aabbccddeef f
aut h_nonce_base 112233445566778899aabb

auth tag len 16

aut h_debug 1

11. Appendi x B. Exanple AUTH TLV

TLV Type: OxFEOO

Lengt h: 32

AEAD I D:  0x0002

Tag Len: 16

Nonce: 00 11 22 33 44 55 66 77 88 99 aa bb

Tag: cO ff ee 12 34 56 78 90 de ad be ef 12 34 56 78
12. Appendi x C. Change Log

draft - kumar var i gonda- ospf - preconput ed-frr-00

- Initial version including use case, diagram and exanpl es.
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