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Abst ract

Thi s document specifies a universal, tunnel-less mechanismfor Secure
Servi ce Edge (SSE) steering based on a new SSE |dentification Header

(SSE-1D). The architecture enabl es endpoints, OS network stacks, and

enterprise SD-WAN edge devices to signal the intent for traffic to be
routed to an SSE provider wthout using GRE or |Psec tunnels.

Thi s docunment al so defines an SD-WAN extension called the Direct

Swi t chover Token (DST). DST provides a vendor-agnostic nmechani sm
enabl i ng SD- WAN spokes to establish direct, encrypted, spoke-to-spoke
paths for traffic that does not require SSE inspection. DST is issued
by a central controller after initial packets reach a hub or the
controller and after evaluating policy and SSE requirenents.

Additionally, this docunment introduces (a) a Participating ISP

routi ng nmodel using an SSE-Only Public Pool (SOPP) and an SSE POP I D
(SPID) to locate and route to SSE edges on SSE-enabled circuits, and
(b) a Merger & Acquisition (MA) access node that allows two
enterprises to access resources via the SSE cl oud using Enterprise
IDs; in this nmode, traffic is spliced inside the SSE fabric by EID,
wi th address-domain isolation to avoid IP conflicts.

Toget her, SSE-I1D and DST—augnented with SOPP/ SPI D and M&A node—
provide a unified, interoperable, and tunnel-less architecture for
SSE integration, SD-WAN optim zation, inter-donmain routing, and
enterprise-to-enterprise access.
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1. I nt roduction

Current Secure Service Edge (SSE) deploynents rely heavily on GRE or

| Psec tunnel s between enterprise edge devices and cl oud SSE provi ders.
Thi s design introduces operational overhead, lacks flexibility for
mobi | e endpoints, creates path inefficiencies, and increases

onboardi ng conpl exity and cost.

To address these issues, this docunent defines a universal and

tunnel -1 ess mechani smfor SSE steering using a new SSE | dentification
Header (SSE-I1D). The SSE-ID enabl es endpoi nts, operating systems, and
SD- WAN spokes to signal traffic that nust be routed to a designated
SSE provider. The SSE-ID contains identity and policy netadata,
including an Enterprise I D, Tenant ID, Application ID and optional
attributes.

Thi s docunent al so defines an SD-WAN ext ension, the Direct Sw tchover
Token (DST). DST provides vendor-agnostic authorization for SD WAN



spokes to migrate traffic from hub-routed to direct spoke-to-spoke
encrypted paths when SSE inspection is not required. DST integrates
with the SSE-ID identity and policy nodel.

Two depl oynent extensions are included. First, a Participating ISP
nmodel defines how | SPs may carry an SSE-Only Public Pool (SOPP) and
use an SSE POP ID (SPID) to locate participating SSE edges; the SOPP
is exclusively routed across SSE-enabled circuits, and traffic from
the SSE provider to the public Internet does not originate fromthis
pool . Second, a Merger & Acquisition (MA) access node all ows two
enterprises to interconnect via SSE using Enterprise |Ds; the SSE
cloud splices traffic using those identities and isol ates address
domains to avoid IP conflicts.

Ter mi nol ogy

SSE: Secure Service Edge.

SSE-ID: SSE Identification Header.

El D. | ANA- assigned Enterprise |ID.

TID: Tenant ID.

Al D: Application ID.

DST: Direct Switchover Token.

Spoke: SD-WAN edge devi ce.

Hub: Central SD-WAN aggregation or policy node.

Controller: Central policy engine.

Participating ISP: An ISP that inplenents SOPP/ SPID handling as in
Section 10.

SOPP: SSE-Only Public Pool. A provider-allocated prefix or set of
prefixes routed only across SSE-enabled circuits and not used for
SSE egress to the public Internet.

SPID: SSE POP ID. A unique identifier for an SSE Point of Presence.
MBA Access Mode: A policy npbde enabling cross-enterprise access via
SSE, with identity-spliced traffic and address-donain isol ation.

Peer-EID. The Enterprise ID of the rempote enterprise in MRA node.

ADI D: Address-Domain ID. An identifier that scopes overlapping IP
spaces per enterprise within the SSE fabric.

Probl em St atement and Mboti vati on

SSE adoption is increasing across enterprises. However, steering
traffic to SSE providers still relies heavily on tunnel -based
architectures that are operationally conplex, inefficient for
endpoints, and limted in nobility scenari os.

Meanwhi | e, SD-WAN direct routing renmai ns vendor-specific and | acks a
standard nethod for secure, authorized spoke-to-spoke direct paths.

In addition, enterprises struggle with (a) consistent, policy-based
routi ng behavi or across | SP underl ays toward SSE edges, and (b)

seam ess, lowfriction interconnection during nergers and acqui sitions
when address spaces overl ap.

Thi s specification addresses all three issues by defining:
* A universal, tunnel-less SSE signaling mechani sm (SSE-1D).
* A vendor-neutral SD-WAN extension for direct spoke-to-spoke
conmuni cation (DST).
* A Participating | SP nodel for routing to SSE edges usi ng SOPP/ SPI D.
* An MBA access node with identity-based splicing and address-donain
i solation to avoid IP conflicts.

Tunnel -1 ess SSE Architecture

The tunnel -1 ess SSE architecture uses the SSE-1D header to signal
enterprise identity and SSE routing intent. Endpoints insert SSE-ID
metadata into flows that require SSE routing. SD WAN spokes or
enterprise gateways detect SSE-1D and steer traffic based on policy.
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SSE providers use the SSE-1D to authenticate and authorize fl ows.
SSE Identification Header (SSE-ID)

The SSE-1D header contains:

Versi on, Flags, Header Length.

Enterprise 1D (EID).

Tenant ID (TID).

Application ID (AID).

Nonce/ Fl ow Token.

Si gnature or MAC

Optional TLVs (SSE provider target, device class, geofence, etc.).

E o

New TLVs introduced by this docunent (see al so Section 15):
SSE-POP-1D (SPID) TLV: carries a provider-scoped or gI obal 1D that
identifies the target SSE POP for adnission and |ocalization.

* SOPP-Indicator TLV: indicates that the packet’ s next-hop resol ution
is expected via the SOPP routing context on SSE-enabled circuits.

* Access- Mbde TLV: indicates MA when set accordingly.

* Peer-Enterprise-ID TLV: carries a Peer-EID for cross-enterprise
access in MRA node.

* Address-Donain-1D (ADID) TLV: indicates the address donain
associated with the originating enterprise to resolve |IP overl aps.

SSE-ID Carri age Met hods

The SSE-I1D may be carried through:
| Pv6 Destination Options.
* TCP Opti ons.
* QUI C Transport Paraneters.
* HITP Structured Header.
* UDP First-Packet Shim (fallback for NAT environnents).

When present, SPID, SOPP-Indicator, Access-Mde, Peer-EID, and ADI D
TLVs MJUST be preserved end-to-end to enabl e the behaviors in Sections
10 and 11.

Onboar di ng and Aut hori zati on

Enterprises obtain an Enterprise ID from|ANA Devices are provisioned
with credentials via enterprise onboarding systens. Endpoints sign the
SSE-ID. SSE providers validate signatures and apply policy. For MA
nmode, both enterprises authorize the relationship by exchangi ng trust
anchors and policy scopes at the SSE control plane.

Data Pl ane Qperation

An endpoint inserts SSE-I1D netadata into outbound flows that require
SSE. SD- WAN devi ces detect the SSE-ID and forward traffic to the
nearest SSE POP. SSE POPs validate authenticity and enforce policy.

When SOPP-Indicator is set, participating |SPs apply the SOPP routing
policy (Section 10). Wen Access-Mde is MRA, SSE POPs splice traffic
by EID and enforce ADI D isolation (Section 11).

SD-WAN Di rect Switchover Extension (DST)
1 DST Mtivation
Certain flows, such as internal application access, VOP, OT
communi cati on, or branch-to-branch data transfer, do not require SSE
i nspection. Today, spoke-to-spoke direct path features are proprietary
to individual SD-WAN vendors. DST defines a universal, multi-vendor
mechani sm for authori zi ng spoke-to-spoke direct routing.

2 DST Architecture
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* |nitial packets of a flow reach the Hub or are exported as netadata.

* The Controller evaluates enterprise policy and SSE-ID.

* |f SSE inspection is not required, the Controller issues a DST to
bot h spokes.

* Both spokes validate and establish a direct encrypted adjacency
using a supported suite (I KEv2, DILS, QU C, SRv6-TE).

DST For nat

DST i ncl udes:

Versi on, Flags, Token ID.

I ssue Tine and Expiry.

Source and Destination Spoke | Ds.

Traffic Sel ectors.

Crypto Suite ID.

Optional TLVs: App O ass, Region, Posture Level, QS d ass.
Control |l er Signature.

E R

Control |l er Procedures

The Controller:

* Receives first-packet netadata.

* Det erm nes whether SSE-1D requires SSE.
* |ssues DST if direct path is all owed.

* Supports revocation and rekey.

Spoke Behavi or

Spokes:

* Val idate DST signature, time, and policy.
* Establish secure adjacency.

* Mgrate flowto direct path.

* Revert to hub if adjacency fails.

| nteracti on Between DST and SSE-|D

* |f SSE-I1D Flags indicate "Require SSE', DST MJUST NOT be issued.
DST is only used for flows classified as "SSE not required".
* |dentity and policy fields from SSE-1D may inform DST deci si ons.

Participating | SP Routing with SOPP and SPI D
1 Concept and Scope

Participating | SPs can provi de determ nistic and policy-aligned
reachability to SSE edges by routing a dedi cated SSE-Only Public Pool
(SOPP) of addresses and honoring an SSE POP ID (SPID) |ocator. SOPP
routes exist only on SSE-enabled circuits and within participating

| SP/ partner donmi ns. They are not used by the SSE provider for egress
toward public Internet destinations.

2 SOPP Semantics and Constraints

* SOPP is a dedicated public IP prefix or set of prefixes assigned to
the SSE provider for service ingress fromenterprises and
participating | SPs.

* Packets destined to SOPP addresses term nate at SSE POPs; they MJST
NOT be sourced by the SSE provider for outgoing Internet traffic.

* SOPP routes MJST be advertised and accepted only over SSE-enabl ed
circuits and participating I SP interconnects.

* Non-participating networks SHOULD NOT recei ve SOPP adverti senents.

3 SPID: SSE POP |dentification

* SPID uniquely identifies an SSE POP. It MAY be gl obally unique or
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provi der - scoped.

* SPID can guide sel ection anong nulti ple POPs when several SOPP
prefixes are available; it can also serve as a hint for SLA policy
region, or regulatory constraints.

4 Routing and Policy Rules for Participating |ISPs

* When SOPP-1ndicator TLV is present, participating | SPs SHOULD st eer
traffic to the nearest or policy-conpliant SOPP next-hop derived
fromtheir routing systemand MAY use SPID for tie-breaking or
regi on enforcenent.

* SOPP routes MJST NOT be used by the SSE provider to originate
traffic to the public Internet; such egress MJST use nor nal
(non- SOPP) provi der addresses.

* Filtering policies MIST ensure SOPP | eakage to the general Internet
does not occur. Route-policy SHOULD tag SOPP with a distinctive
community or attribute (out of scope for this docunent).

* | SPs MAY participate without inspecting SSE-1D payloads if they
rely solely on destination SOPP reachability. If SSE-IDis
avai | abl e, SPI D can augnent sel ection.

5 Operational Guidance

* Capacity planning and DDoS controls SHOULD be applied at SOPP
borders.

* Qutage handling SHOULD prefer alternate SOPP paths, then revert to
non-participating default routing where enterprise edges steer
directly to SSE as needed.

Enterprise-to-Enterprise (M&A) Access Mdde
1 Objectives and Use Cases

MBA Access Mode enables two enterprises to interconnect via SSE

wi t hout renunbering or conplex bilateral overlays, and without |IP
conflicts. Typical uses include staged integration, shared services,
and sel ective application access during post-nerger periods.

2 MBA Control Plane and ldentity Mdel

* Access-Modde TLV is set to M@A in SSE-ID for flows that require
cross-enterprise access.

* The initiating enterprise includes a Peer-Enterprise-ID (Peer-ElD)
TLV nami ng the renpte enterprise.

* Each enterprise’ s address space is scoped by an Address-Domain ID
(ADI D) so that overlapping |Ps can coexi st.

* Both enterprises nust onboard with the SSE provi der and authorize a
bilateral policy scope. Trust anchors and policy exchanges occur in
the SSE control plane.

3 In-Coud Splicing and Address-Domai n | sol ation

* At the SSE POP, traffic is spliced between the two enterprises
based on (EI D, Peer-ElID, Access-Mde=M&A) and confined to an
MBA- scope policy context.

* ADI D scopi ng isol ates address donmi ns; overl appi ng RFC1918 or ot her
private prefixes are di sanbi guated by ADI D rather than renunbering.

* The SSE fabric MAY inplenent per-flow NAT, translation, or VRF-1like
segnment ati on keyed by (EID, ADI D) while preserving connectivity and
auditability.

4 MBA Data Pl ane Behavi or
Endpoi nts include SSE-1D with Access- Mode=MBA, Peer-ElI D, and ADI D.

Enterprise edges forward to SSE per nornmal SSE-ID behavi or.
* The SSE POP enforces bilateral policy and perforns in-cloud splicing.
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Return traffic follows the sane identity context; no site
renunbering is required.

Error Handling and Rol | back

If MRA authorization is absent or expired, the SSE POP MJST drop or
reroute traffic per enterprise policy, and SHOULD signal the
condition via telenetry.

Conflicting ADI D assignnent MJUST be rejected with a clear error for
operator renediation.

Error Handling (General)

Mal formed SSE-1D: drop and | og.

Invalid DST: ignore and revert to hub.

Expired DST: tear down direct path.

Unsupported carriage: fall back to defined alternative.
SOPP route | eakage detected: w thdraw and al arm

SPI D unknown: sel ect default SOPP policy or nearest POP.
MBA aut hori zation failure: drop or splice-deny and alert.

Security Considerations

Integrity via signatures or MAC, POPs vali date.

Repl ay protection via Nonce and Expiry.

Zero trust alignment: controller-issued DST; explicit MA consent.
Participating | SPs MJST treat SOPP as service ingress only; egress
to public Internet MJUST use non- SOPP space to prevent spoofing or
reflection abuse.

MRA traffic MJUST remmi n segnmented by (EID, ADID); only authorized
applications are exposed across enterprises.

Privacy Consi derations

SSE-1D avoi ds user identifiers.

DST uses opaque device identifiers.

SPID reveal s only POP sel ection hints.

ADI D confines address nmetadata to SSE scope; avoid exposing ADI D on
the open Internet.

| ANA Consi der ati ons

Thi s docunent requests the creation of the follow ng registries:

*

SSE-1 D TLV Types:

- 0Ox01 SSE- Tar get

- 0x02 Policy dass

- 0x03 Device C ass

- 0x04 CGeof ence Hint

- 0x05 Expiry

- 0x06 Attestation Evidence
- 0x07 Enterprise Attribute

- 0x08 SSE-POP-1D (SPI D) [ NEW
- 0x09 SOPP-1 ndi cat or [ NEW
- OxO0A Access- Mode [ NEW
- 0x0B Peer-Enterprise-1D [ NEW
- 0x0C Address-Donai n-1 D (ADI D) [ NEW
- OxFE Experi nmental

- OxFF Paddi ng

Access- Mbde Val ues:

- 0x00 Default

- 0x01 Require-SSE

- 0x02 MBA [ NEW

DST TLV Types (initial set unchanged unless aligned with MA).



*

New codepoints for SSE-ID carri age:

- I Pv6 Destination Option Type (SSE-ID)
- TCP Option Kind (SSE-1D conpressed)

- QUIC Transport Paranmeter |ID (sse_id)

16. Exanpl es

*

*

Internet-bound traffic with SSE-1D (Require-SSE): nornmal SSE

handl i ng; SOPP unrel at ed.

Enterprise traffic to SSE via Participating |ISP:

destination is SOPP; SPID gui des POP choice; egress to Internet
from SSE uses non- SOPP addr esses.

MRA node:

Enterprise A (EID=123) to Enterprise B (EI D=456), overl apping
10.0.0.0/8. SSE-1D carries Access-Mde=MA, Peer-El D=456, ADI D=A.
SSE splices flows at the POP; ADI D enforces isolation and resol ves
conflicts w thout renunbering.
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Appendi x A, Non-Nornmative YANG Tree

(Onitted for brevity)

Appendi x B. Exanple Controller API

POST /dst/issue
PCST /dst/revoke

Appendi x C. Exanple State Machine

INIT -> PCLI CY_PENDI NG -> DI RECT_NEGOTI ATI ON -> DI RECT_ACTI VE
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