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Abst ract

Thi s docunent describes an architecture for auditing of agent-driven
interactions on the Internet. Autononous and sem - aut ononous
software agents, including those based on artificial intelligence,

i ncreasingly act on behalf of users, organizations, and services.

Exi sting auditing nechani sns often capture isolated systemevents but
do not consistently represent del egation rel ationships, user intent,
or evolving authorization. |In agent-driven systenms, auditability
requires linking intent, delegation, authorization, and execution
The proposed architecture enables this through distributed audit
record generation, propagation of audit context, optiona
attestation, and additonal |ogging for transparency.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github.com nmirjak/draft-audit-architecture.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 19 Novenber 2026.
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1.

I nt roducti on

Aut ononobus and sem - aut ononous software agents based on | arge

| anguage nodel s (LLMs) and simlar non-determnistic systens are

depl oyed to take consequential actions on behalf of users and

organi zations. These agents interact across admnistrative and trust
domai ns, del egate tasks and authority to other agents or tools, and
initiate consequential actions w thout per-step human oversight. The
question of whether the recorded actions of an agent faithfully
represent what the agent actually did has acquired new urgency.

Aut ononmous agents may run | ong-lived workflows w thout tight user
interaction or may be very short-lived, e.g. for a del egated sub-
tasks. Agents may be authenticated to several services, request
step-up approval from a human, spawn further sub-agents, and produc
records that long outlive its own process. Existing auditing
mechani sns often capture isolated systemevents but do not
consistently represent del egation relationships, user intent, or
evol ving authorization. |In agent-driven systens, auditability
requires linking intent, delegation, authorization, and execution

This docunent describes an architecture that enables this form of
auditing through three layers: - distributed audit record generation
by each participant, - propagation of audit context across protoco
interactions, and - optional attestation and i ndependent third-party
| oggi ng for transparency that provides verifiable assurances about
the content and origin of records.

The architecture in this docunent identifies roles and their duties,
descri bes the classes of interaction that nmust be audited, and

di scusses an exanple data nodel to nake audits interoperable across
vendors, donmmins, and tine.

Two principles frame the rest of this docunent:

1. Agents participate in _two distinct classes of interaction_ that
must each be auditable: user-facing interactions (pronpts,
approval s, human-in-the-loop confirmations) and systemfacing
interactions (APl calls, tool invocations, delegation to other
agents or services). Effective auditing requires linking user
intent to resulting system actions across protocol and
adm ni strative boundari es.

2. Unlike traditional delegated workflows in which authorization
transitions are explicit and predefined, Al agent systens
i ntroduce dynamc, fine-grained authorization changes that arise
during execution and are driven by agent decisions, sub-agent
del egati on, and human interaction. Auditing nust therefore
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capture authorization as a _tine-evolving state_ and nust
correlate transitions across interactions and donai ns by
mai nt ai ni ng comon cont ext .

1.1. Relationship to Gher |IETF Wrk

The architecture is designed to conpose existing | ETF buil di ng bl ocks
to nmake verifiable what these | ayers already do rather than
redefining them

Renote attestation follows RATS [ RFC9334] supplies the environnental
evi dence of the record’ s origin: RATS Evidence, Attestation Results,
and Endorsenents are reused verbatimas the vocabul ary for
environment al cl ai ns about audit-record producers.

Transparency follows SCITT [I-D.ietf-scitt-architecture]that nakes a
record’ s existence |ater un-deniable: SCITT Signed Statenents,

Recei pts, and Transparent Statenents are the canonical artifacts, and
SCI TT- conpati bl e Transparency Services are the canonical substrate
for non-repudi abl e cust ody.

The Verifiabl e Agent Conversations data nodel
[1-D. birkhol z-veri fi abl e-agent - conversati ons] could be utilizd as an
I nteraction Record.

HTTP nmay be used as the transport nechani smfor conveying audit

cont ext al ongsi de requests. JSON-based formats, including JW and
COSE, can proide representations for audit records and attestations,
al ong wi th nechanisns for cryptographic protection

Aut hority and del egation are based on by QAuth 2.0 [ RFC6749], Token
Exchange [ RFC8693], Transacti on Tokens
[1-D.ietf-oauth-transaction-tokens], ldentity Chaining
[I-D.ietf-oauth-identity-chaining], Identity Assertion Authorization
Grants [I-D.ietf-oauth-identity-assertion-authz-grant], RAR

[ RFCO396], attestation-based client authentication
[1-D.ietf-oauth-attestation-based-client-auth], DPoP [ RFC9449],
Status Lists [I-D.ietf-oauth-status-list], and SPIFFE cli ent
authentication [I-D.ietf-oauth-spiffe-client-auth].

Workl oad identity follows WMSE [I-D.ietf-wi nmse-arch], which this
docunent specializes for Al Agents.

The three principal acting roles as described in the next section and

shown in Figure 1 have parallel counterparts in QAuth and WMSE; a
depl oynent may use both. The followi ng table shows a sinple napping:
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| Actor View (this docunent) | QAuth view [ RFC6749] | W MSE vi ew
[I-D.ietf-wimse-arch] | |---|---]---] | User | Resource Owner
Principal of a run; may al so be a Wrkload in machi ne-only runs |
Al Agent | QAuth dient | Wrkload (with sub_profil e=ai _agent)
presenting a Workload Identity Credential | | External Service /
Tool | Resource Server | Service-side Wrkload or external endpoint
of another Trust Domain

The auditing | ayer adds the cross-layer artifacts (audit records and
context, agent interaction records, attestation references, and
transparency receipts) that turn isolated | ayer events into a
verifiable audit trail

2. Mtivating Use Cases

The need for interoperable auditing of agent-driven systens arises
fromboth regulatory requirenents and user trust expectations. The
foll owi ng exanpl es highlight scenarios where traditional logging is
insufficient and where an explicit auditing architecture for agents
provi des val ue.

The proposed auditing architecture provides traceability of data
access and enabl es reconstruction of the full chain fromuser intent
to execution, including the full delegation chain that m ght change
dynani cal ly and aut hori zation decisions, providing the desired
verifiable audit trail suitable for compliance and review

2.1. Financial Transactions by Agents

Agents may execute financial operations such as paynents or
procurenent actions on behalf of users, often involving multiple
systens. Regul atory frameworks (e.g., SOX, PSD2) require that
transactions be attributable, authorized, and auditable.

Traditional logs typically capture only execution events (e.g.,
“paynent executed” ), without clearly linking themto user intent,
approval s, or delegation steps. This nakes it difficult to verify
whet her actions were properly authorized.

2.2. Long-Runni ng Aut ononopus Agents

Sone agents operate continuously over extended periods, making
deci si ons and perform ng acti ons based on changing conditions. For
exanpl e, a procurenment agent may nmanage ordering and inventory over
days or weeks. In such scenarios, authorization evolves over tine
due to policy changes, approvals, or context-dependent decisions.
Del egati on paths may al so change dynami cally.
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2.3. Everyday Agent Interaction

Even sinple consunmer use cases benefit frominproved auditing. For
exanpl e, an assistant nmay book a restaurant on behalf of a user by
sel ecting a venue and interacting with a booking service. If the
result is unexpected, traditional |ogs provide linmted insight into
how t he deci sion was nade or which services were invol ved

2.4. Data Sharing and User Trust

Agents often access and share (sensitive) user data with externa
services. For exanple, an assistant may send a user’ s address to a
delivery provider. Wthout detailed auditing, it is difficult to
verify what data was accessed, what was shared, and with whom
Uni nt ended di scl osure can underm ne user trust.

3. Architectural Overview

Figure 1 shows a high level end-to-end view of the proposed
architecture: three principal acting roles produce records about
their own behaviour. These records flow into supporting services
that store, attest, and expose themto consuners that can verify
their authenticity and provenance.
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Figure 1: Roles view principal acting roles, auditing services,
and the records that flow anbng them

The proposed architecture enables interoperable auditing of agent-
driven interactions by conbining distributed audit record generation,
audit context propagation, and optional attestation and transparency
l ogging. Audit information is produced by nmultiple actors operating
across administrative donmains and is |ater reconstructed and
validated by audit consuners through a shared audit context and may
be acconpani ed by attestations.

Audit records are generated distributively. Each principal acting
role (user, agent, service/tool) records its own behaviour rather
than relying on a central observer. These records are |linked via a
propagated audit context with a coherent trail: Interaction Records
flow are generated by the User; Action and Del egati on Records fl owby
the Agent; Service Records flow by external Services/Tools. Each
actor may produce nmutiple records to, e.g., audit actions,

del egation, or authorization changes. Distributed record generation
limts the trust placed in any single point. Two trust nechanisns
are conposed (attestation and transparency logging). An auditing
system may select either, both, or neither according to the strength
of evidence its Auditors require.

The auditing services (Attestation, Audit Store, and Transparency
Log) are distinct fromthe interaction and authorization |ayers that
drives the three acting roles. They can be or need to be operated by
different parties dependeing on trust requirenents of auditor
Attestations may be directly provided by the producer or supplied on
request by an Attestation Service. An Audit Store canonicalises
observabl e agent signals into the records and exposes themto Audit
Consuners and Verifiers. The Store is logically distinct fromthe
Agent it records, because an agent that records itself can produce
useful telenetry but cannot, by itself, deliver non-repudiation to a
third party. Transparency receipts provided by the Transparency Log
are enbedded in or referenced fromthe records.

3.1. Audit Records and Context

Audit records are generated i ndependently by participating actors and
reflect different perspectives of an interaction. User-facing
systens produce records capturing intent, such as pronpts or
approval s. Agents produce records describing decisions, actions, and
del egation steps. Services produce records reflecting execution

out cones

Kuehl ewi nd & Birkhol z Expi res 19 Novenber 2026 [ Page 7]



I nternet-Draft Agent Auditing Architecture May 2026

These records are linked through a shared audit context that is
propagat ed across protocol interactions. This context carries
identifiers such as a trace identifier and references to prior
events, enabling reconstruction of a causal chain. It also carries
identity information, including the acting entity and, where
applicable, the entity on whose behalf the action is perforned.

Transport mechani sms such as HTTP are used for propagating this
context, for exanple via headers or message metadata. Existing
approaches such as WBC s trace context propagation can serve as a
basis but require extension to include identity, delegation, and
aut horization state. As such, correlation is not perforned by a
centralized conponent. |Instead, it emerges from consistent use of
shared identifiers and structures across all participants.

3.2. Attestation Mbdel

Audit records may include attestation evidence that provides
verifiabl e assurances about their content. An attestation binds a
statenment to a cryptographic identity and allows relying parties to
val i date cl ai ns about events, del egation, or execution

Attestations are generated at or on behalf of the entity asserting a
claimand are associated with audit records at creation tine.
Attestation can have different |evels of assurance, depending on the
type of origin (ranging fromself-assertions to RATS evidence). An
agent or service may self-attest its actions using nechani sns such as
JSON Web Signatures or COSE-based signatures. |n other cases, the
producer interacts (taking on the role of a RATS Attester) with an
external renmpote attestation service (i.e., a RATS Verifier) to obtain
an additional statement (an Attestation Result).

Further, the transparency service may attest that a record has been
recorded in an append-only log. And the audit store may provide
additional attestations, such as tinestanping or proof of inclusion
But this does not replace attestations generated by record producers.

3.3. ldentity Substrate

An Al Agent is treated as a specialisation of a Wrkl oad
[I-D.ietf-winmse-arch], with a Wrkload Identifier
[I-D.ietf-winse-identifier] scoped within a Trust Donmain and a
Wor kl oad Identity Credential (e.g., a WT

[1-D.ietf-w mse-workl oad-creds]) bound to a key the workl oad
generates and retains. The credential is never a bearer token and is
normal ly short-lived. For auditing it is benefical if an Agent also
carries a role profile (per [I-D. ncguinness-oauth-actor-profile]’s
sub_profile convention) so that downstream parties can distinguish an
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Al -driven Workload froma human-operated client or a traditiona
service. The role-profile vocabulary is the subject of a separate
specification (W-2 in Section 6).

4. Roles

Arole is a function, not a deploynent unit. The sanme entity may
take on several roles.

4.1. Principle Agent Interaction Actors

The User is the human or organi sation on whose behalf an Agent acts.
Where the User is a natural person they are also the QAuth Principa
of the run: the sub of any token issued for the run and the origina
aut horizing party in any del egation chain. On the audit |ayer the
User’'s duty is to issue intent in a verifiable form-pronpt,
approval, or signed grant--and to respond to step-up escal ati ons.

An Al Agent is a Wirkload [I-D.ietf-w nmse-arch] whose behaviour is
driven, in whole or in part, by a non-determninistic decision process
(typically an LLM. Agents operate within the authorization they
were issued, propagate the upstream Principal’s identity and the

del egati on context unnodi fied except where an exchange explicitly
aut hori ses a change, and enit observable signals, such as pronpts,
actions, tool calls, sub-agent invocations, termnations, that an
Audit Store can canonicalise. Were an Agent signs records itself,
it signs with a key bound to its Wirkload lIdentity Credential, never
with a long-lived shared key. A Sub-Agent is an Agent invoked by
anot her Agent rather than directly by a User. This distinction is
positional and not categorical. A Sub-Agent receives a downscoped
aut hori zation, represented in the del egation chain, and re-binds the
chain on outbound calls so downstream Services can attribute the cal
correctly and trace back to the parent.

A Tool is co-located with or directly invocable froman Agent runtine
(filesystem shell, sandbox, function call). A Service is a renote
wor kfl ow reached via a network protocol. A Resource Server provides
an access service to an authorization-protected resource. All three
enforce the Agent’s presented authorization at the point of effect
and emt per-request records bound to the Agent’s Wirkl oad ldentity
Credential. Those records reflect the canonical request as observed
at the boundary, not as reported by the Agent.
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4.2. Auditing Services

The Auditing Service canonicalises observable records (Interaction,
Action, Delegation, Authorization Transition), signs themw th a key
bound to its own identity, and submits themfor registration with a
Transparency Log before they | eave the operational environment. The
Auditing Service is logically distinct fromthe User, Agent, or Too
it records: the architecture’s accountability properties require

ei ther an independent Auditing Service.

The Audit Store is a generic role of storing audit records after they
have been produced. Substrates range from append-only databases and
SIEMfed log stores to fully transparent registries. Deploynent
requires only availability of records may use any type of Audit Store
i mpl ement at i on.

Attestation binds a record to the operational state of the
environment in which it was produced. A record nay carry inline

Evi dence about that environment, an Attestation Result derived from
that Evidence by a Verifier, or a stable reference to either, and the
resulting record carries a verifiable claimabout _what was running_
and _in what configuration_ when the recorded action took place.
Renote Attestation is the architecture’'s principal candidate for
produci ng records that are authentic in this sense. RATS [ RFC9334]

i s the canonical instance.

The Transparency Log binds a record to an append-only, non-

equi vocating statenent sequence. Once a Transparency Log has issued
a receipt for a signed statenment, the record s existence and content
at registration time can no | onger be denied, and no Auditor with
read access can be presented with an inconsistent view of the
history. Transparency is the architecture’s principal nmechanismfor
produci ng records that are non-repudiable in this sense. SCTT
[I-D.ietf-scitt-architecture] is the canonical instance.

Attestation and transparency answer different questions: attestation
answers "is this record authentic?", transparency answers "did this
record exi st as clained?'. They conpose freely as a record may carry
attestation evidence and be transparently registered, and the
resulting receipt then binds that conbination inmmutably.
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4.3. Auditor

The Auditor consunes Interaction, Action, Delegation, and

Aut hori zation Transition Records together with the receipts that bind
them and deterni nes whet her recorded behavi our matched the User’s
intent and the authorization in force at the tine and, where

appropri ate, whether the recorded evi dence supports or contradicts a
claimof conpliance. The Auditor is not required to trust the Agent:
the entire point of the architecture is to make the Agent itself the
audi t abl e obj ect.

4.4. Rol e Aggregation

An entity can assume one or nore roles. An Agent’s host process may
al so inplement the Audit Recorder role for that Agent. Doing so
sinplifies deploynent but introduces recorder-collusion threats that
the architecture mtigates by either an independent Recorder or non-
repudi abl e registration with a Transparency Service. An Auditor can
be operated by an organisation distinct fromthe one operating the
Recorder, the Transparency Service, the Auditing Service, or the
Agent. The architecture’s requirenents apply across role boundaries
even when those roles are co-| ocat ed.

5. Record Types

Thi s docunent proposes an initial set of four record types for agent
audi ti ng:

Interaction Records: capture user-facing events (pronpts, nodel
responses, instructions, approvals, refusals) and agent-to-agent
di al ogue treated as conversation

The Verifiable Agent Conversations data node
[1-D. birkhol z-verifi abl e-agent -conversations] is the principa
candidate format for the user-Agent dial ogue subtype.

Human-i n-the-1 oop escal ations, |ike step-up approvals, refusals, or
the rarer case of an action that should have been escal ated but was
not, appear as identifiable records bindable to the run's Interaction
Recor d.

Action Records: capture systemfacing events at the boundary where
the action took effect.

An Action Record may carry inline Evidence, an Attestation Result, or

a stable reference to either; where Evidence is unavail able, that
absence is itself an audit-rel evant fact and can be recorded.

Kuehl ewi nd & Birkhol z Expi res 19 Novenber 2026 [ Page 11]



I nternet-Draft Agent Auditing Architecture May 2026

Del egati on Records: capture the assignnent of authority from one
entity to another,e.qg., delegator, del egatee, scope, and
constraints on use.

Aut hori zation del egation records are used to audit which authority is
transmtted along the chain from User through Agent through Sub-Agent
to Tool or Service. Across that chain, the record renmains append-
only, neaning no actor renoves or reorders prior actors. Any cross-
domain transition is recorded with enough fidelity that an Auditing
Service on either side can make sense of it w thout access to the

ot her side's pipeline.

Aut hori zation Transition Records: capture changes in permi ssion
state over time: initial grants, step-up approvals, scope
narrowi ng on exchange, revocation, and expiry.

Aut hori zation is considered as a tinme-evolving state. The ordered
sequence of Authorization Transition Records of a run reconstructs
the authorization in force at any point within it.

Concrete illustrative shapes for each are given in Section 7. The
four classes of records share a common correlation identifier in the
Audit Context (see Section 7.1 and W-11), so that a User’'s stated
intent and an Agent’s executed action remain |inkable across protoco
and adm ni strative boundari es.

Consequential records are attested by an in-device or third-party
service, stored in the Audit Store for retrival by an authorized
auditor, and registered with a Transparency Service before they | eave
the operational environment, or as soon as network conditions permt.

6. Potential Wrk ltens

The following work itens are proposed for potential specifications
that support this architecture:

* *W-1: Audit Data Mddels and Semantics.* The canonical structure
of Interaction, Action, Delegation, and Authorization Transition
Records (Section 5), encoded in at |east one | ETF-recogni sed
serialisation (CBOR COSE or JSOV JW5) with support for detached
payl oads, and carrying actor identity unanbi guously across User,
Agent, Sub- Agent, Tool, and Servi ce.

* *W-2: Delegation-Chain Wre Profile.* Specify both a
Crypt ographi c Del egation Chain carried in token bodies (nested act
per [ RFC8693]; acti/actc candi dates from
[1-D. mw+oauth-actor-chain]) as well as a Tracing Del egation Chain
(a flat, lightweight Actor sequence suitable for audit context,
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HTTP headers, and standal one records) with a defined
reconciliation path between them This itemincludes a
representation for cross-domain transitions, and a sub_profile
[1-D. ncgui nness-oaut h-actor-profile] vocabulary that distinguishes
Al Agent, Sub-Agent, Tool, Service, and Hunman.

* *W-3: Interaction Record Profile.* A canonical Interaction Record
format for pronpts, responses, instructions, approvals, refusals,
tool -invocation traces, reasoning traces (where exposed by the
nodel ), and system events, potentially with an identifiable H TL
subtype and a registration profile conpatible with SCITT.

[1-D. birkhol z-verifi abl e-agent - conversations] is the principa
candi date for the User-Agent dial ogue subtype. This work item
does not preclude additional profiles for non-conversationa

i nteractions, such as network device interaction

* *W-4: Action Record Profile.* A canonical Action Record produced
at the boundary where each tool or service call took effect, bound
to its parent Interaction Record via SC 2/SC 11 tracing
identifiers, to its authorizing Token, and (when available) to the
Attestation Result for the executing environment. Distinguishes
the Recorder’s signing identity fromthe recorded Agent’s identity
where the two are operationally separat ed.

* *W-5: H TL Escal ation Signalling.* Comunication of step-up
requests from Agent to User and the User’s response, e.g.,
approval, refusal, or timeout, in a form auditable end-to-end and
bi ndable to the resulting authorization state.

* *W-6: Profile of RATS Evidence.* How Evidence is referenced from
Interaction and Action Records using [ RFC9334]’' s encodi ng-agnostic
Concept ual Messages, and how Attestation Results derived from such
Evi dence are consuned by ldentity |Issuance Authorities, Services,
and Auditors.

* *W-7. Profile of SCITT Transparency.* A Registraton Policy
profile of [I-D.ietf-scitt-architecture] for auditing records--
adm ssi bl e I ssuers (Agents, Sub-Agents, Recorders) and required
payl oad medi a types--and a Receipt presentation profile permtting
Auditors to verify non-repudi ation independently of any single
Transparency Service.

* *W-8: Authorization Transition Encoding.* A canonica
Aut hori zation Transition Record format carrying previous state,
new state, triggering event, and responsi ble actor (see
Section 7.4), reusing [I-D.ietf-oauth-status-list] where the state
is a token-status state, and replayable to reconstruct
aut horization in force at any tinmestanp within a run.
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7

* *W-9: Auditor-Facing Query Interface.* An optional specialised
query profile over the Audit Store and Transparency Log, surfacing
records by session, workflow, principal, agent, tool, or tine
range, with authorization and privacy controls.

* *W-10: Deploynent and Operations Best Practices.* Recorder
pl acenment, ldentity Issuance Authority configuration for epheneral
Wor kl oads, Trust Domain partitioning, operational separation
bet ween Agent runtinme and audit pipeline, and the privacy gui dance
on redaction, retention, and disclosure that Section 9 relies on

* *W-11: Audit Context Propagation Protocol Extensions.* This could
be realized by an HTTP headers carrying the Audit Context, e.g. a
wor kfl ow-wi de Audit-Trace-I1D, an imredi ate-redecessor Audit-
Parent-1D, the current Audit-Actor, the upstream Audit-On-Behal f-
O, the SC-2 tracing chain as Audit-Del egation-Chain, and a
reference to the current Audit-Auth-State. Alternatively, a
singl e conposite Audit-Context header could be defined that
provi des the audit context enbedded in OQAuth token clains
(Section 7.1). The relationship to existing distributed-tracing
conventions (WBC Trace Context, OpenTelenetry) need to be
consi der ed.

Illustrative Audit Record Exanpl es

This section is informative. It illustrates the four classes of
audit record introduced in Section 5 and the audit context introduced
in SC-2 and SC-11 with concrete exanples. The exact field nanes,

cl ai m nanes, and encodi ngs shown here are placehol ders pending the
specifications defined in SC-1 through SC-11. They are intended to
convey the relationships anong the artifacts.

To enable interoperability, audit records require a conmon structure
that captures identity, delegation, and causal relationships. Each
record includes identifiers for correlation, such as a trace

identifier and a reference to a preceding event. It identifies the
acting entity and may include an “on-behalf-of” identity to represent
del egation. The record also captures rel evant authorization state,
such as scope and validity, which may be derived from QAuth tokens or
aut hori zati on responses.
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7.1. Audit Context in an Access Token

An access token or simlar credential MAY include an audit claim
carrying correlation and tracing-chain infornmation al ongsi de the
conventional QAuth clains. The cryptographic del egation chain
remains in the QAuth act claim|[RFC8693]; the audit claimcarries the
traci ng-layer chain (SC-2) and the correlation identifiers used to
link records:

{

"iss": "authz.exanple",
"sub": "agent-42",

"aud": "cal endar. service",
"exp": 1715674800,

"audit": {
"trace_id": "trace-abc",
"parent _id": "int-001",
"del egation_chain": ["user-123", "agent-42"]

b

"aut hori zation": {
"scope": ["calendar.wite"],
"expires_at": "2026-05-14T11: 00: 00Z"

}
}

The sane informati on MAY be propagated using HTTP headers (SC 11) or
i ncluded in standal one audit records.

7.2. Action Record

An Action Record produced at the boundary where a tool or service
call took effect:
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{
"event id": "act-456",
"trace_id": "trace-abc",
"parent id": "int-001",
"timestanmp": "2026-05-14T10: 00: 00Z",
"type": "action",
"actor": { "type": "agent", "id": "agent-42" },
"on_behal f _of": { "type": "user", "id": "user-123" },
"action": {
"type": "api_call",
"target": "cal endar. service",
"operation": "create_event"
H
"del egation_chain": ["user-123", "agent-42"],
"aut hori zation": {
"scope": ["calendar.wite"],
"expires_at": "2026-05-14T11: 00: 00Z"
}
}

The parent_id references the Interaction Record that notivated the
action. The delegation_chain is the SC-2 tracing chain. The
cryptographic chain lives in the authorizing token and is not
dupl i cated here.

7.3. Delegation Record

A Del egati on Record produced when an Agent narrows or assigns
authority to a Sub- Agent:
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{
"event id": "del-789",
"trace_id": "trace-abc",
"parent id": "act-456",
"timestamp": "2026-05-14T10: 01: 00Z",
"type": "del egation”,
"del egator": { "type": "agent", "id": "agent-42" },
"del egatee”: { "type": "agent", "id": "agent-sub-1" },
"scope": ["emil.send"],
"constraints": {
"expires_at": "2026-05-14T10: 30: 00Z"
}
}

7.4. Authorization Transition Record

An Aut hori zation Transition Record produced when a Principal’s

aut hori zation state changes. This exanple illustrates a user
appr oval
{

"event _id": "auth-001",

"trace_id": "trace-abc",

"parent _id": "int-002",

"timestanp": "2026-05-14T10: 02: 002",

"type": "authorization_transition",

"previous_state": { "scope": ["cal endar.read"] },
"new _state": { "scope": ["calendar.read", "calendar.wite"] },

"trigger": { "type": "user_approval" },
"actor": { "type": "user", "id": "user-123" }

}

An ordered sequence of such records reconstructs the authorization
state in force at any point in a recorded run

8. Security Considerations

The architecture’s security properties are properties of the

combi nation of mtigations supplied by the underlying | ayers (RATS,
SCI TT, WMSE, QAuth) plus the bindings added by this architecture and
any new potenial specification (Section 6). No single |layer suffices
on its own.
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Wiile the final architecture and set of specification require a
detailed security and threat nodel analysis, sone initial
consi deration are stated here:

First, the Agent is not_trusted; the architecture is designed
precisely for the case where the Agent’s internal behaviour is the
subj ect of scrutiny.

Second, the Audit Store is only partially trusted: its records are
corroborated by independent Service-side records and, for
consequential actions, by registration with a Transparency Service.

Third, neither a single Verifier nor a single Transparency Service is
assuned sufficient: a deployment that requires defence against
conmprom se of either re-apprai ses Evidence agai nst independent

Ref erence Val ues and Endorsenents, registers records to nultiple
Transparency Services, and verifies nutual consistency in each case.

The architecture does _not_ solve the case of an adversarial Service
that refuses to record what happened at its boundary, nor the case of
operator collusion across all roles, nor the alignment of the node
behi nd the Agent.

9. Privacy Considerations

Audit records of Al agent activity are intrinsically rich in

i nformati on about the User, the User’s intent, the Agent’s reasoning
trace where exposed, and the data the Agent processed in tool calls.
As such privacy considerations are of special inportance for
audi ti ng.

Prompt and response content frequently contain personally
identifiable information, confidential business information, or
content under contractual confidentiality. Records of this content
registered to a Transparency Service nmay be visible to a broader set
of parties than the original interlocutors. Subsequent
specifications (W-3) nust pernit detached payl oads so that the

regi stered Signed Statenment may carry only a hash of the
conversation, with the content held el sewhere under depl oynent
controls; W-10 best practice need to address redaction and retention
polici es.
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10.

11.

11.

The chain identifier required for cross-service correl ation

(Section 5) also enables correlation of an Agent’s--and by extension
a User’s--activity across the Services it touches. Chain identifiers
can be encrypted to specific Auditors when the Service does not need
to correlate itself, and pairw se per-Service identifiers
([I-D.johansson-direct-presentation-arch]’s pairwi se pattern) could
substitute for a single global chain identifier where correlation is
not required.

Tool -cal |l outputs should be referenceable by hash rather than
included inline in W-4 Action Records. Where inline inclusion is
required, encryption to a specific Auditor shoul d be supported.
Receipts [I-D.ietf-scitt-architecture] bind a registration to a
position in the Transparency Service's data structure. the fact of
registration | eaks the existence of an interaction at a time even
when the Statenent payload is hash-only.

Where an Agent operates across organi sational boundaries, the audit
context propagated outward reveal s the existence and rough size of
the workflow (via Trace ID continuity), the identity or pseudonym of
every Actor that participated earlier in the workflow (via the
Traci ng Del egati on Chain), and the structural shape of the workflow
(via the Parent I D graph). These are not theoretical concerns; the
same primtives are the basis of operational distributed-tracing
systens where the trace streamis routinely used for capacity

pl anni ng, account profiling, and adversarial reconnaissance. To
address this, the Tracing Del egati on Chain could be replaced at an
organi sati onal boundary by an opaque identifier whose mapping is
retained only at the originating side’s Audit Store (the egress
identity generalisation pattern of Section 3.3.8 of

[1-D.ietf-w nse-arch]).
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