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Abst ract

Aut ononmous Al agents now operate at production scal e across
financial, comrercial, and infrastructure domai ns — executing
transactions, invoking APls, and taking consequential actions wthout
di rect hunman oversi ght at each step. Existing authorization

mechani snms (QAuth 2.0, APl keys, ACLs) were designed for hunman-
initiated requests and do not capture the nachi ne-eval uabl e senantics
required for autononous agent authorization: what the agent is
mandated to do, what constraints bound its actions, and for how | ong
the authorization is valid.

Thi s docunent specifies the Agent Authorization Envel ope (AAE), a
structured authorization container for autononpus Al agents. AAE
defines three nandatory bl ocks — MANDATE, CONSTRAINTS, and VALIDI TY —
that together constitute a machi ne-eval uabl e, cryptographically
verifiable authorization assertion. AAE is designed to be protocol -
agnostic, binding to WBC Decentralized lIdentifiers (DI Ds) for agent
identity and WBC Verifiable Credentials (VCs) for issuance and
signature, and is independent of any specific Al framework, transport
protocol, or bl ockchain.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a nmaxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 22 Novenber 2026.
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1.

1.

I nt roducti on

The depl oyment of autononmous Al agents at scale creates an

aut hori zation gap that existing Internet protocols do not address.
When a human user initiates a request, the authorization question is
wel | -understood: who is the user, what are they permtted to do, and
has their session expired? Protocols such as QAuth 2.0 [ RFC6749]
answer these questions for human-del egated access.

When an autononpus agent initiates a request — potentially on behalf
of another agent, under a del egated mandate, with specific
constraints on permissible actions — the question requires a

different answer. The agent may be acting under a nandate issued
hours earlier; its actions may be bounded by val ue caps, action
allowists, or domain restrictions; and the authorization may expire
on a schedule that the receiving systemnust be able to verify

wi t hout contacting the issuing party.

No current |ETF standard addresses this conbination of requirenents
for autonomous agents. QAuth 2.0 scopes are issuer-defined strings
wi t hout nachi ne-eval uabl e semantics for agent mandates. SPIFFE/ SVID
addresses workl oad identity but not authorization semantics. JW
clains are flexible but unstructured for agent-specific use cases.

Thi s docunent specifies the Agent Authorization Envel ope (AAE) to
fill this gap. AAE is derived froma production depl oynent
operational since March 2026 [ ARXI V-AAE] and is aligned with
regul atory requirements from Singapore | MDA [| MDA-MGF], NI ST
[NIST-CAISI], and the EU Al Act (Regul ati on 2024/ 1689).

1. Regul atory Convergence

I ndependent regul atory work has converged on the sanme authorization
structure that AAE i nplenents. Two requirenents fromthe Singapore
| MDA Model Al Governance Franmework for Agentic Al, Version 1.5

[ MDA- MGF], published 20 May 2026, are directly rel evant.

First, on agent identity (82.1.2, "Agent identity — ldentification"),
the framework states

An agent should have its own uni que, cryptographically verifiable
identity, such that it can identify itself to the organisation,
its human user, or other agents.

The framework further recommends that agent identities be catal ogued
and centrally nmanaged, issued fromand tracked by a centralised
system — the operational nodel that a DI D-based trust registry

i mpl ement s.
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Second, on authorization scope (§2.1.2, "Authorisation"), the
framewor k recommends that authorisations be scoped, time- or session-
bound, non-transferable, and follow the principle of |least privilege
by default with explicit escalation paths; that they be bounded by
the aut horising human’s pernissions; and that del egations of
authority be clearly recorded.

This maps directly to the three AAE bl ocks: MANDATE defi nes the scope
and action allowist, CONSTRAINTS inplenent |east-privilege and val ue
bounds, VALIDI TY enforces time-bound non-transferabl e authorization,
and the del egati on chain structure records authority provenance
(Section 3).

A case study in the sane framework (§2.3, "Terminal 3 case study")
descri bes an i ndependent inplenentation of the same pattern: a
"Verifiable Credential of Intent" issued by a hunan principal to an
agent before each cycle, defining accessible records, applicable
constraints, and a declared ceiling ambunt. This is a real-world
depl oynent of pre-transaction scoped authorization that is
structurally equival ent to AAE

1.2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

*Agent:* An autononous software entity that takes actions on behal f
of a principal, potentially wthout per-action human approval

*Principal :* The human or organization that deploys and is ultimtely
accountable for an agent’s acti ons.

*|ssuer:* The entity that issues the AAE, typically a trust registry
or the principal directly.

*Relying Party:* The system or service that receives a request from
an agent and eval uates the AAE to deternine whether to process it.

*AAE: * Agent Authori zation Envel ope — the structured authorization
contai ner defined in this docunent.
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2. The Agent Authorization Envel ope

An AAE is a WBC Verifiable Credential [WC VC] whose

credenti al Subj ect carries an aae object. The aae object has three
mandat ory nenbers — nandate, constraints, and validity — defined in
the follow ng subsections.

An AAE MJST be secured using JOSE. The Verifiable Credential is the
payl oad of a JSON Wb Signhature (JW5) [RFC/7515] in conpact
serialization, signed by the issuer using the Edwards-curve Digital
Signature Al gorithm (EADSA) with the Ed25519 curve, as specified for
JOSE in [RFC8037] and for the signature algorithmitself in

[ RFC8032]. The issuer’s signing key is a JSON Wb Key (JVK)

[ RFC7517] bound to the issuer’s WBC DID [WBC-DID]: the JW5 protected-
header kid paraneter MJUST be a DID URL that dereferences, via the

i ssuer DI D docunent, to the corresponding verification nethod.

Thi s docunent distinguishes two nedia types. An _unsecured AAE —

the Verifiable Credential before JW5 encapsulation — is a JSO\I_obj ect
with nmedia type application/aae+json (Section 8). A _secured AAE_ —
the JW5 in conpact serialization — is not a JSON docunent; it is

transported with nmedia type application/jose [ RFC7515], and the nedi a
type of its JW5 payload is indicated by the cty protected-header
paraneter, "aae+json".

2.1. Structure
On the wire, a secured AAE is a JW5 in conpact serialization:

BASE64URL( UTF8(JWS Protected Header)) || '. ||
BASE64URL(JWS Payload) || '.' ||
BASE64URL( JWS Si gnat ur e)

The JWS Protected Header MJUST cont ai n:

n al gII : n EdDSAII ,
"cty": "aaetjson",
"kid": "did:nmoltrust:registry#key-1"

}

al g REQUI RED. MJST be "EdDSA"; the curve MJST be Ed25519, as
specified for JOSE in [ RFC8037].
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cty: REQUI RED. The nedia type of the JW5 payl oad; MJST be "aae+j son"
(Section 8). The "application/" prefix is omtted as permtted by

[ RFC7515]. Per [RFC7515], cty (content type) identifies the secured
payl oad; the typ paraneter, if present, identifies the JW5 object
itself and MJUST NOT carry the payl oad nedia type.

kid: REQURED. A DD URL identifying the issuer verification nethod.
It MJUST dereference, via the issuer DI D docunent, to an Ed25519
verification nethod authorized for the assertionMethod proof purpose.

The JWS Payl oad is the unsecured AAE: a WBC Verifiable Credenti al
whose nedia type is application/aae+json (Section 8).

{
"@ontext": [

"https://ww.w3. org/ns/credential s/v2",
"https://noltrust.ch/contexts/aae/vl"

]

ype": ["VerifiableCredential", "AgentAuthorizationEnvel ope"],
"id": "urn:uuid: 3f 2b8c10- 7c2e- 4f 1a- 9b6d- 1e2a3c4d5e6f ",
"issuer": "did:moltrust:registry”,
“val i dFronf: "2026-05-20T10: 00: 00Z",
"credential Subject": {
"id": "did:exanpl e: agent - abc123",
"aae": {
"mandate": { ... },
"constraints": { ... },
"validity": { ... }
}
}
}

The Verifiable Credential MJST contain an id nenber whose value is a
URI [RFC3986] that is globally unique across all AAEs issued by the
i ssuer (for exanple, a UU D URN [ RFC9562]). The Verifiable
Credential MJUST NOT contain an enbedded proof menber; integrity and
authenticity are provided solely by the enclosing JWs.

2.2. The MANDATE Bl ock
The MANDATE bl ock specifies what the agent is authorized to do. It

MJUST contain an actions array of permtted action identifiers and
SHOULD contain a purpose string describing the authorization context.
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"mandate": {

"actions": ["read", "book", "pay"],
"purpose": "Travel booking on behalf of principal"”,
"scope": "travel-vertical",

"principal _did": "did:exanple: principal -xyz"
}

actions: REQU RED. Array of strings. Each string is a pernitted
action identifier. Relying parties define their own action
vocabul aries; interoperability is achieved through shared vertica
schenas (see Section 4).

pur pose: RECOMMVENDED. Hunan-readabl e description of the
aut hori zation context. Used for audit |ogs.

scope: OPTIONAL. Restricts the MANDATE to a specific vertical or
servi ce domain.

princi pal _did: RECOWENDED. The DID of the human or organization
ultimately accountable for the agent’s actions.

The MANDATE bl ock MAY al so contain a del egation object or a
del egati on_policy object; both are defined in Section 3.

2.3. The CONSTRAI NTS Bl ock

The CONSTRAI NTS bl ock specifies limts that bound the agent’s actions
wi t hin the MANDATE.

Rel ying parties MJST enforce all constraints they recognize. A
relying party MJST reject an AAE if any constraint marked required:
true is unrecognized or cannot be evaluated. A relying party MAY

i gnore an unrecogni zed constraint only if that constraint is
explicitly marked required: false. |If the required nenber is absent,
the constraint MJST be treated as required: true.
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"constraints": {
"max_transaction_val ue": {
"val ue": 500,
"currency": "USD',
"required": true

} i)

"al l omed_domai ns": {
"val ue": ["booking. exanple.com', "flights.exanple.com'],
"required": true

}

"rate limt": {

"val ue": 10,

"wi ndow': "PT1H',

"required": false
}

}

Constraint keys are extensible. This docunent defines three
RECOMVENDED const rai nt types:

* max_transaction_val ue: Maxi mum val ue of any single transaction
MUST i ncl ude val ue (nunber) and currency (1SO 4217).

* allowed dormins: Allowist of donains the agent nay contact.

* rate_limt: Muxi mum nunmber of actions per tine wi ndow  MJST
i nclude value (integer) and wi ndow (an |1SO 8601 duration, e.g.,
"PT1H").

A relying party that enforces a rate_linmt constraint marked
required: true MJUST nmaintain sufficient state to count accepted
actions within the specified window A relying party that cannot
mai ntain such state MJST reject an AAE containing a required
rate |imt constraint.

2.4. The VALID TY Bl ock

The VALIDI TY bl ock specifies the tenporal bounds of the
aut hori zati on.

"validity": {
"not before": "2026-05-20T10: 00: 00Z",
"not_after": "2026-05-20T18: 00: 002",
"revocation_check": "https://api.noltrust.ch/aae/revocation/{id}",
"single_use": fal se
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not _before: REQU RED. An RFC 3339 [ RFC3339] date-time, expressed in
UTC with the "Z" offset. The AAE MJUST NOT be accepted before this
time.

not after: REQU RED. An RFC 3339 [RFC3339] date-tine, expressed in
UTC with the "Z" offset. The AAE MJUST NOT be accepted after this
time. Relying parties MJST reject expired AAEs.

revocation_check: OPTIONAL. An HTTPS URI Tenpl ate [ RFC6570] for
checki ng AAE revocation status. The tenplate MJST support the {id}
vari abl e, expanding (with URI encoding) to the Verifiable Credentia
id, and SHOULD support the {did} variable, expanding to

credential Subject.id. |If revocation_check is present, the relying
party MJST query the endpoint over HITTPS; the response MJST be a JSON
obj ect containing at |least an id nmenber and a bool ean revoked menber.
The relying party MJST reject the AAE if the endpoint indicates
revoked: true or if the response cannot be parsed. |If revocation
status cannot be determined — for exanple, on network failure or an
HTTP 5xx response — the relying party MIST reject the AAE. A relying
party MAY apply an explicit, locally configured, auditable fail-open
policy only for AAEs whose risk classification permts such

behavi our; such a policy SHOULD NOT be used for high-risk actions and
MUST be subject to explicit governance and audit | oggi ng.

singl e_use: OPTIONAL. Boolean. Default: false. If true, the
relying party MJST nmaintain state keyed by the Verifiable Credenti al
id (Section 2.1) and MJST reject any subsequent presentation of an
AAE bearing the sane id after the first successful authorization. A
relying party that cannot mmintain such state MJUST reject any AAE
with single use: true. Were arelying party is deployed across
mul ti pl e nodes, the single-use state MJST be shared across all nodes
that can accept the AAE;, otherw se the AAE could be repl ayed agai nst
a different node. |In this docunment, "invalidation" denotes relying-
party-local state; it does not invalidate the AAE gl obally.

If the Verifiable Credential contains a validFrom nmenber, the relying
party MJST NOT accept the AAE before the |ater of validFrom and
validity.not_before. Issuers SHOULD set validFromequal to or
earlier than validity. not_before.

3. Del egation Chains

An agent may act under a mandate del egated from another agent. An
AAE issued directly by a principal, and not itself delegated, is a
_root AAE : it has no del egation nmenmber, and its effective del egation
depth is 0. A root AAE that authorizes onward del egati on MUST

i nclude a del egation_policy object in its MANDATE bl ock with a non-
negative integer max_depth nmenber; this value is the parent’s
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ef fective maxi num depth for the first delegation |ink

"mandate": {

"actions": ["read", "book"],

"del egation_policy": { "max_depth": 2}
}

A _del egated AAE_ carries a del egation object in its MANDATE bl ock

"mandate": {
"actions": ["read"],
"del egation": {
"del egator _di d": "did: exanpl e: parent - agent",

"del egat or _aae_i d": "urn:uuid: parent-aae-123",

"del egator _aae_uri": "https://aae.exanpl e/ p/parent-aae-123",
"del egat or _aae_hash": "sha-256:5b7e2c...",

"dept h": 1,

"max_depth": 2
}
}

del egator _did: REQUI RED in del egation context. The DI D of the
del egati ng agent.

del egator _aae_id: REQUI RED in del egation context. The id of the
parent AAE.

del egator _aae_uri: REQU RED i n del egati on context, unless the parent
AAE i s enbedded in the request by the transport binding. A UR from
which the relying party can retrieve the parent AAE

del egat or _aae_hash: OPTIONAL. A hash of the parent secured AAE. |If
present, the value MJST have the form sha-256: <base64url - encoded-
digest>. The digest input MUST be the exact ASCI| octet sequence of
the parent AAE JWS conpact serialization as retrieved, w thout
addi ti onal whitespace, decoding, re-encoding, or JSON

canoni calization. SHA-256 is as defined in [RFC6234]. |If the
comput ed di gest does not match the value in del egator_aae_hash, the
relying party MIST reject the del egated AAE

depth: REQUIRED in del egation context. |Integer. The del egation
depth of this AAE. It MJST equal the parent AAE s effective

del egation depth plus 1. The effective del egation depth of a root
AAE is 0; the effective delegation depth of a delegated AAE is its
del egati on. dept h.
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max_dept h: REQUI RED in del egation context. Integer. The maxi mum
del egation depth permitted for this branch of the chain. It MJST be
| ess than or equal to the parent AAE' s effective maxi mum depth — the

parent’s del egation.max_depth if the parent is a del egated AAE, or
the root AAE s mandate. del egati on_policy. max_depth if the parent is a
root AAE. A relying party MIST reject a del egated AAE whose depth
exceeds its max_depth, and MUST reject any del egati on whose parent is
a root AAE that has no del egation_policy.

A relying party MIUST be able to retrieve the parent AAE in order to
verify a delegation chain. The parent AAE s credential Subject.id
MUST equal the del egated AAE s del egation. del egator_did. Wich DID
is permitted to sign a delegated AAE — the signing-authority rule —
is specified in the Verification Al gorithm (Section 5).

Del egat ed AAEs MUST NOT grant actions not present in the parent AAE
Del egat ed AAES MUST be strictly subordinate to their parent AAE. For
the purposes of this docunment, "equal to or nore restrictive" is
defined per element as follows:

* *Actions*: The del egated mandate. acti ons MJST be a subset of the
parent nandate.actions. |If the del egated MANDATE contains the
del egate action, the parent MANDATE MJST al so contain it.

* *Nuneric upper-bound constraints* (for exanple,
max_transaction_val ue): The del egated val ue MJST be | ess than or
equal to the parent val ue.

* *Rate-limt constraints* (rate limt): A delegated rate Iimt
constraint is equal to or nore restrictive than the parent only if
the relying party can prove that no execution pattern permtted by
the delegated rate Iimt would violate the parent rate limt. In
the absence of a profile defining such conparison senmantics, the
del egated rate |inmt MJST use the same w ndow val ue as the parent
constraint, and the del egated val ue MJST be | ess than or equal to
the parent value; if the windows differ and no such profile
applies, the del egated AAE MUST be rejected.

* *Allowist constraints* (for exanple, allowed_domains): The
del egat ed val ue MJUST be a subset of the parent val ue.

* *Validity*: The del egated validity.not before MJST be greater than
or equal to the parent validity.not_before, and the del egated
validity.not_after MJUST be | ess than or equal to the parent
validity.not_after.
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* *Del egation depth*: The del egated del egati on. depth MJST equal the
parent AAE' s effective del egation depth plus 1; the del egated
del egati on. max_depth MJST be | ess than or equal to the parent
AAE s effective maxi num dept h; and del egati on. depth MJUST NOT
exceed del egati on. max_dept h.

Every constraint present in the parent AAE that is nmarked required:
true, or for which the required nenber is absent and is therefore
treated as required: true (Section 2.3), MJIST al so be present in the
del egat ed AAE and MJST either be marked required: true or onmt the
required nenber. A delegated AAE MJUST NOT omt, downgrade, or change
to required: false any parent constraint that is required by this
rule. A delegated AAE MAY introduce additional constraints, provided
they do not contradict the parent constraints. For currency-val ued
constraints (for exanple, max_transaction_value), the del egated
constraint MJST use the sane currency as the parent constraint,

unl ess the relying party has an explicitly configured and auditable
currency-conversion policy; if the currencies differ and no such
policy exists, the del egated AAE MJUST be rejected.

If arelying party cannot determ ne whether a del egated el enent is
equal to or nore restrictive than the correspondi ng parent el enent,
t he del egated AAE MUST be rejected.

4. Action Vocabul ary Schemnas

Interoperability across relying parties requires shared action
vocabul aries. This docunent defines a mninmal comobn vocabul ary:

| Action | Semantics |
| read | Retrieve information without side effects

TS oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +
| wite | Create or nodify state |
S o m e e e e e e e e e e e e e e e eeee e +
| delete | Renove state |
Fomm oo - o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| pay | Initiate a paynment or financial transfer |
TS oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +
| invoke | Call an external APl or service |
S o m e e e e e e e e e e e e e e e eeee e +
| delegate | Issue a del egated AAE to a sub-agent |
Fomm oo - o e e e e e e e e e e e e e e e e e e e e e emaeao - +

Table 1
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Vertical -specific vocabul aries (travel, finance, healthcare) SHOULD
be published as extensions to this base vocabul ary, as stable and
versi oned schemas at publicly accessible URIs. This docunent does
not create an | ANA registry for action vocabul ari es.

5. Verification Al gorithm

A relying party receiving an agent request with an attached AAE MJST
performthe foll owi ng checks in order

1. *Signature verification*: Parse the JW5 in conpact serialization
and read the protected header. The _signing DID_is the DD
portion of the kid paraneter. Resolve the signing D D,
dereference the referenced verification nethod, and confirmthat
(a) the verification method is present in that DI D docunment, (b)
it is authorized for the assertionMethod proof purpose, (c) it
contains or resolves to a JWK with kty: "OKP' and crv: "Ed25519",
and (d) the JW5 signature validates under that key. Reject the
AAE if the signing DID cannot be resolved, the verification
met hod i s absent or not authorized for assertionMethod, the key
is not Ed25519, the alg is not "EADSA', or the signature is
i nval id.

The relying party MJST then verify signing authority. For a non-
del egat ed AAE (no nandat e. del egati on nmenber), the signing DD
MJST be identical to the Verifiable Credential issuer. For a

del egated AAE, the signing DID MIUST satisfy one of the foll ow ng:
(a) it is identical to nandate. del egation. del egator_did, and the
Verifiable Credential issuer is also identical to that DI D, or
(b) it is explicitly authorized by

mandat e. del egati on. del egator _did to issue del egated AAEs on that
del egator’s behal f, where the authorization is represented by a
verification nethod or service entry in the delegator’s DID

docunent. |If signing authority cannot be established under the
applicable rule — or, for case (b), the relying party does not
under stand the authorization nmechani sm — the AAE MJST be

rej ect ed.

2. *Payl oad and schema validation*: Parse the JW5 payl oad as UTF-
8-encoded JSON. The payl oad MJUST be a WBC Verifiable Credentia
containing id, issuer, credential Subject.id, and
credenti al Subj ect.aae. The aae object MJST contai n mandat e,
constraints, and validity. The protected-header cty paraneter
MJUST equal "aae+json". Reject the AAE if any required nenber is
absent, has the wong JSON type, or otherw se violates the
structural requirenents of this docunent.
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3.

Kr oehl

*Tenporal validity*: Confirmcurrent time is within not_before
and not_after. Reject if outside bounds.

*Subj ect binding*: Confirmthe agent presenting the AAE controls
credential Subject.id. The relying party MJST generate a fresh,
unpredi ctabl e nonce with at |east 128 bits of entropy and send it
to the agent together with a relying-party audi ence identifier
The agent MJST return a JWS in conpact serialization whose

payl oad is the UTF-8 encoding of a JSON object with exactly these
menber s:

"nonce": "<relying-party nonce>",

"aud": "<relying-party audi ence identifier>",
"iat": "<RFC 3339 UTC tinmestanmp>",

"aae_id": "<Verifiable Credential id>"

The chal | enge-response JW5 protected header MJST contain "al g":
"EdDSA" and a kid DID URL whose DI D portion equal s
credenti al Subject.id. The referenced verification nethod MIST be
aut hori zed under the authentication relationship in the resolved
DI D docunent. The relying party MJST reject the AAE unl ess all
of the followi ng hold: (a) the chall enge-response signature is
valid under a key controlled by credential Subject.id; (b) the
verification nethod is authorized for authentication; (c) the
nonce was generated by this relying party and has not been used
before; (d) aud identifies this relying party; (e) aae_id equals
the Verifiable Credential id; and (f) iat is within the relying
party’'s accepted cl ock-skew wi ndow.

*Si ngl e-use check*: If validity.single use is true, the relying
party MJST perform an atom c check-and-record operation keyed by
the Verifiable Credential id. An id that has already been
recorded MJUST be rejected. Were the relying party is depl oyed
across multiple nodes, this state MJST be shared across al

nodes; concurrent presentations of the sane id MJST NOT both
succeed.

*Action check*: Confirmthe requested action is present in
mandat e. actions. Reject if absent.

*Constraint evaluation*: For each constraint in the CONSTRAI NTS
bl ock, the relying party MJST enforce every constraint it

recogni zes. |If a recognized constraint marked required: true (or
with required absent) cannot be evaluated, the relying party MJST
reject the AAE. |If a recognized constraint marked required:

fal se cannot be evaluated, the relying party MAY ignore that
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constraint. |If a constraint is unrecognized, the relying party
MUST reject the AAE unless that constraint is explicitly marked
required: false. The relying party MIST reject the AAE if any
enforced constraint is violated.

8. *Revocation check* (if applicable): If validity.revocation_check
is present, the relying party MJST query the endpoint over HTTPS
and evaluate the result as specified for revocation_check in
Section 2.4, including the limted fail-open exception defined
t here.

9. *Delegation chain* (if applicable): If the AAE contains a
del egation field, the relying party MJST verify every ancestor
AAE in the chain. The signature, payl oad-and-schema, tenporal-
validity, and revocation checks above apply to each ancestor AAE
The subj ect-bi ndi ng and si ngl e-use checks MJST NOT be perforned
for ancestor AAES: ancestor agents are not required to be online
to answer a challenge, and single-use state applies only to the
presented AAE. For each delegation link, the relying party MJST
verify that the parent AAE s credential Subject.id equals the
child s del egation. del egator_did; that the signing authority of
each AAE in the chain holds as specified in step 1; and that
constraint nonotonicity and depth limts hold as defined in
Section 3. To detect cycles, the relying party MJST naintain the
set of AAE id values already visited in the current verification
path and MJUST reject the chain imediately if any id appears nore
than once. The relying party MJST enforce an inplementation-
defined maxi mumrecursion limt no greater than the snall est
max_dept h val ue observed in the chain.

Steps 17 are REQU RED. Steps 89 are conditional on presence of the
rel evant fields.

6. Security Considerations

6.1. Replay Attacks
AAEs with broad tenporal validity wi ndows are susceptible to replay
attacks. Inplementations SHOULD use short not_after w ndows (m nutes
to hours for high-value actions) and SHOULD i npl enent nonce- based
replay protection at the transport |ayer.

6.2. Constraint Bypass
Rel ying parties that silently ignore unrecogni zed constraints create

a security gap. Relying parties MJST treat unrecogni zed constraints
with required: true as grounds for rejection.
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6.3. Key Conprom se

If an issuer’s signing key is conmprom sed, all AAEs signed by that
key are potentially invalid. |Issuers MJUST have an operational key-
rotation procedure and SHOULD publish revocation endpoints. |ssuers
SHOULD retain verification material for retired signing keys for at

| east as long as AAEs signhed by those keys can renain valid, unless a
key was retired because of conprom se. |ssuers SHOULD provide a
mechani smfor real-time revocation signaling to relying parties;

conti nuous access eval uation profiles defined by other standards
bodi es are one such nmechani sm

6.4. Delegation Amplification

Del egati on chains that do not enforce constraint nonotonicity allow
sub-agents to acquire pernissions exceeding those of their parent.

I mpl enent ati ons MJUST enforce that del egated AAEs are strictly
subordinate to their parent AAEs in actions, constraints, and
validity.

6.5. Delegation Revocation

If a parent AAE or a del egator agent is conprom sed, the issuer
SHOULD treat all downstream del egated AAEs as revoked. A relying
party that determines that a parent AAE in a del egati on chain has
been revoked SHOULD treat all descendant AAEs in that chain as

i nvalid.

6.6. Cock Skew and Tine Synchroni zation

AAE validity depends on relying-party evaluation of not_before,

not _after, and chall enge-response tinestanps. Relying parties SHOULD
use authenticated tine synchronization and SHOULD defi ne a maxi mum
accepted cl ock-skew wi ndow. For high-value actions, relying parties
SHOULD keep the accepted skew to the mni num operationally feasible
val ue. Excessive cl ock-skew wi ndows can all ow prenmature use of an
AAE or its continued use after expiration

6.7. On-Chain Anchoring

When AAEs are anchored to a public | edger for tanper-evident audit
trails, inplenentations MJUST ensure that no personally identifiable
information (PIl) is witten on-chain. AAE content SHOULD be hashed
bef ore anchoring; the hash, tinestanp, and issuer DID are sufficient
for audit purposes.
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7. Privacy Considerations

AAEs contain the agent’s DID and may contain the principal’s DD

Rel ying parties SHOULD NOT |og full AAE payl oads unless required for
regul atory audit purposes. Were audit |ogs are required,

i npl ement ati ons SHOULD apply data minimzation: |og the AAE
identifier, action taken, tinestanp, and outcone — not the ful
MANDATE or CONSTRAI NTS payl oad.

Even when only hashes of AAEs are anchored on a public | edger,
ti mestanps, issuer DI Ds, subject DIDs, and repeated hash-publication
patterns can | eak nmetadata and enable linkability across an agent’s
activity. Inplenmentations SHOULD assess linkability risk before
anchoring AAEs on a public | edger and SHOULD avoi d publishing stable
identifiers on-chain unless required.

8. | ANA Consi derati ons

8.1. Media Type Registration
I ANA is requested to register the following nedia type in the "Mdia
Types" registry, followi ng the procedures of [RFC6838] and the
structured syntax suffix rules of [RFC6839]:
Type name: application
Subt ype nane: aae+json
Required paraneters: NA
Optional parameters: NA

Encodi ng consi derations: Sanme as for application/json [ RFC8259];
UTF- 8.

Security considerations: See Section 6 of this docunent.
Interoperability considerations: This nedia type uses the "+json”
structured syntax suffix [RFC6839]. Processors that do not

under st and appl i cati on/ aae+j son MAY process it as application/
j son.

Publ i shed specification: This docunent.

Applications that use this nedia type: Autononmous Al agent

framewor ks, authorization servers, policy engines, and relying
parties that issue or evaluate Agent Authorization Envel opes.
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Fragment identifier considerations: As specified for the "+json"
structured syntax suffix in [RFC6839].

Additional information: Deprecated alias nanmes for this type: NA
Magi ¢ nunber(s): NA File extension(s): .aae.json. Macintosh
file type code(s): NA

Person & email address to contact for further infornmation: Lars
Kersten Kroehl lars@mltrust.ch (mailto:lars@oltrust.ch)

I nt ended usage: COMVON
Restrictions on usage: NA
Aut hor: Lars Kersten Kroehl
Change controller: Lars Kersten Kroehl, CryptoKR GrbH
This registration applies to the unsecured JSON AAE payl oad. A
secured AAE in JW5 conpact serialization is not a JSON document and
is transported using the application/jose nmedia type defined in
[ RFC7515]; this docunent does not register a separate nedia type for
the secured form
Thi s docunent requests no other | ANA actions.
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Appendi x A,  Exanpl e: Travel Booking Agent

A travel booking agent operating under an 8-hour mandate with a $500
transaction cap. The exanple shows the JW5 protected header and the
JWE payl oad (the unsecured Verifiable Credential); on the wire these
are BASE64URL- encoded and concatenated with the signature as a JW5 in
conpact serialization (Section 2.1).

JWE protected header:
"al g": "EdJDSA",
"cty": "aae+json",

"kid": "did:noltrust:registry#key-1"
}
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JWE payl oad:

{
"@ontext": [

"https://ww.w3. org/ns/credential s/v2",
"https://noltrust.ch/contexts/aael/vl"

]

"1ype": ["VerifiableCredential", "AgentAuthorizationEnvel ope"],
"id": "urn:uuid: 9bldeb4d- 3b7d- 4bad- 9bdd- 2b0d7b3dch6d",
"issuer": "did:nmoltrust:registry",

"val i dFronmt': "2026-05-20T08: 00: 002",
"credential Subject": {
"id": "did:exanple:travel -agent-001",

"aae": {
"mandate": {
"actions": ["read", "book", "pay"],
"purpose": "Business travel booking",
"scope": "travel-vertical",
"principal _did": "did:exanpl e:enterprise-corp”
}

onstraints": {
"max_transaction_val ue": {

"val ue": 500, "currency": "USD', "required": true

} i)

"al l omed_domai ns": {
"value": ["flights.exanple.com', "hotels.exanple.con],
"required": true

}

b

"validity": {
"not _before": "2026-05-20T08: 00: 002",
"not _after": "2026-05-20T16: 00: 00Z",
"single_use": fal se

}

}
}
}

Appendi x B. Relationship to Existing Standards

AAE i s designed as a conplenent to, not a replacenent for, existing
aut hori zati on standards:

* *QAuth 2.0 / GNAP* ([RFC6749], [RFC9635]): Handl e human-del egat ed

access tokens. AAE handl es machi ne-to-machi ne agent authorization
with richer semantics.
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*  *SPIFFE/ SVID* ([ SPI FFE]): Handl es workl oad identity in service
meshes. AAE handl es aut horization semantics | ayered above
identity.

* *WBC Verifiable Credentials*: AAE is issued as a VC, |everaging
the existing VC ecosystem for issuance, verification, and
revocati on.

* *WBC DI Ds*: AAE subjects and issuers are identified by Dl Ds,
enabl ing decentralized, portable agent identity.
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