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Abst ract

Sunmarization is often used in multi-domain networks to inprove
network efficiency and scalability. Wth sunmarization in place,
there is a need to signal |oss of reachability to an individual
prefix covered by the summary. This enabl es fast convergence by
steering traffic away fromthe node which owns the prefix and is no
| onger reachabl e.

This mechanism referred to as Unreachabl e Prefix Announcenent (UPA),
has been specified for IGPs. This docunent specifies an and

equi val ent BGP nmechani sm for multi-AS networks where BGP is used to
carry sunmmary routes.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-krierhorn-idr-upal.

Di scussion of this docunent takes place on the Inter-Domain Routing
Working Goup mailing list (mailto:idr@etf.org), which is archived
at https://milarchive.ietf.org/arch/browse/idr/. Subscribe at
https://ww.ietf.org/mailman/listinfo/idr/.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft docunents valid for a maxi num of six nonths

and may
time. |
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be updated, replaced, or obsoleted by other docunents at any

t is inappropriate to use Internet-Drafts as reference
or to cite themother than as "work in progress.”

This Internet-Draft will expire on 8 January 2026.
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Documents (https://trustee.ietf.org/

info) in effect on the date of publication of this docunent.
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1.

I nt roducti on

In modern networks, route summarization is a conmon practice to
reduce routing table size and inprove scalability. However,

sunmari zati on can nmask the | oss of reachability of specific prefixes
covered by the sunmary route, |eading to slower convergence tines.
To address this, Interior Gateway Protocols (IGPs) have inpl enented
an Unreachabl e Prefix Announcenent (UPA) mechani sm
[I-D.ietf-1sr-igp-ureach-prefix-announce] to explicitly signal the

| oss of specific prefixes, enabling fast convergence nechanisns |ike
BGP Prefix |Independent Convergence (PIC) [I-D.ietf-rtgwg-bgp-pic] on
i ngress devices.

Thi s docunent proposes a simlar UPA mechanismfor BGP. In multi-AS
networ ks, particularly those |everaging SRv6, where IGP is not
runni ng end-to-end, a BGP-based UPA is crucial. It ensures that the

| oss of reachability for an SRv6 | ocator or an egress PE | oopback,
whi ch night be part of a summarized route, can be quickly
communi cat ed across AS boundaries, thereby naintaining fast
convergence and network stability.

Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Ter mi nol ogy
* UPA: Unreachabl e Prefix Announcenent.
*  SRv6: Segnment Routing over |Pv6.
* BGP PIC. BGP Prefix | ndependent Convergence.
* PE: Provider Edge router.
* AS: Autononpus System
* RIB: Routing Infornmation Base.
* MP_UNREACH: Ml tiprotocol Unreachabl e NLRI.
*  Ext Com Extended Community.

* AFl: Address Family ldentifier.
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4.

5

*  SAFl: Subsequent Address Family ldentifier

Ref erence Depl oynent Scenari o
The primary depl oynent scenario for BGP UPA is a multi-AS network
with an SRv6 deploynment. In this environnent, BGP is used to carry
SRv6 | ocators across AS boundaries, and summarization is performed at
these boundaries to maintain scalability. Wen a specific SRv6
| ocator within a sumuary beconmes unreachabl e, the UPA nechanismis
needed to signal this event across the ASes to the ingress PEs to
trigger BGP-PIC
Thi s docunent considers two primary BGP transport options for SRv6:
*  BGP | Pv6 Unicast (AFI=2, SAFI=1)
* BGP CAR for SRv6 (AFI =2, SAFI =83)
Wil e both options are viable, the rest of this docunment primrily
considers the use of BGP | Pv6 Unicast but the described UPA mechani sm
is applicable to just as well to BGP CAR or any other BGP transport
routing depl oynent that uses route sunmmarization

BGP UPA Message For mat

A BGP UPA nmessage is used to announce the |oss of reachability of a
specific prefix.

The specific prefix whose reachability is lost is encoded in the
MP_UNREACH NLRI attribute [RFCA760].

The UPA Extended Community (as defined in Section 5.1) is the only
other attribute that applies to a UPA nessage.

An Update nmessage carrying a UPA MJST only contain UPA prefixes
(i.e., no other reachability advertisenents or wthdrawals) due to
the presence of the UPA Extended Community.

1. UPA Extended Community

A new Transitive |Pv4-Address-Specific Extended Community is defined
for UPA

The structure of this Extended Comrunity is as foll ows:
* Type Field: TBD (assigned by | ANA).

* Sub-Type Field: TBD (assigned by | ANA)
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* G obal Administrator Field (4 bytes): This field carries the BGP
Router-1D of the node originating the UPAin BGP. This is helpfu
for troubl eshooting and tracing the originator in a nmulti-domain
network. It is assuned that BGP Router-1Ds are unique within the
operator’s managed ASes.

* Local Administrator Field (2 bytes): This field is set to zero.
6. Trigger for UPA Origination in BGP

UPA origination in BGP can be triggered by two nain scenari os:
6.1. Scenario A: 1 GP Redistribution of Summary into BGP

VWhen an I GP summary route is redistributed into BGP, and a specific
conponent prefix within that summary | oses reachability in the | GP
the UPA indication is conveyed fromIGP to BGP. The details of this
mechanismis inplenmentation specific and outside the scope of this
docunent .

6.2. Scenario B: BGP Aggregation/ Sunmari zation

When BGP itself is perform ng aggregati on or summari zation, and a
constituent specific route goes away, the UPA is triggered internally
wi t hi n BGP

I mpl enent ati ons SHOULD provi de a configurable option to specify which
types of specific prefixes trigger UPA (e.g., only /48 prefixes for
SRv6 | ocators).

7. UPA Oigination in BG?

UPA origination trigger (in either of the two scenarios) is processed
by BGP only when in the absense of a valid reachable route in BGP for
that specific prefix. The origination of UPA indication involves the
updat e generation of the BGP UPA nessage as specified in Section 5.

The UPA state for the prefix SHOULD be retained for a tine period to
ensure it has been propagated to its neighbors and avoi d generation
of multiple UPA nessages for the sane prefix.

8. UPA Propagation in BGP
The propagati on of UPA messages in BGP follows the sane principles as

UPA origination. BGP speakers receiving a UPA will process it (refer
Section 7) and propagate it to their peers as appropriate.
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10.

11.

12.

13.

14.

UPA Processing in BGP

A BGP speaker processes UPA nessages only for those prefixes for
which it does not have a valid reachable route. The processing of
UPA nessage involves notification of unreachability within the router
to trigger BGP PIC. The details of this mechanismare outside the
scope of this docunent.

UPA Ti ner

The UPA state needs to be retained in the BCP table for a
configurable duration. This is crucial to prevent unwanted fl ooding
and to allow sufficient tine for the UPA to be propagated to all

rel evant peers.

Backwar ds Conpatibility

The UPA nmechanismis designed to be backwards conpatible. Since a
UPA is propagated as an MP_UNREACH NLRI, a BGP speaker that does not
under stand the UPA Extended Community will sinply discard or ignore
the update as a withdrawal for a non-existent prefix.

I mpl enent ati ons SHOULD provi de a configuration knob to enable UPA
propagati on to specific neighbors. The default MJST be to not
propagat e UPA nmessages. This ensures that UPA propagati on can be
limted to the desired domain or network boundary.

Security Considerations

The primary security consideration relates to the use of BGP | Pv6

Uni cast for carrying SRv6 |ocators. There is a potential for |eakage
of internal infrastructure details into the public Internet if
filtering route policies are m sconfigured. The explicit signaling
of unreachabl e prefixes via UPA could reveal nore granul ar interna
network topology information if not properly contained.

Qperators SHOULD ensure robust filtering policies are in place at AS
boundaries. The configurable knob to di sable UPA propagation to
speci fic neighbors (Section 11) can serve as a mitigation strategy to
limt the scope of UPA nessages to trusted donmins.

I ANA Consi derations
Thi s docunent requests that | ANA assign a new Transitive
| Pv4- Addr ess- Specific Extended Conmunity type and sub-type fromthe
FCFS range for UPA.

Ref er ences
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