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Abst ract

Thi s docunent specifies PipeStream a recursive entity streamn ng
protocol for hierarchical task deconposition and distributed
processing over QU C transport. PipeStream enables the decomnposition
("dehydration") of conplex inputs into constituent entities, their
transm ssi on across distributed processi ng nodes, and subsequent
rehydrati on (reassenbly) at destination endpoints. The protocol’s
primary notivating use case is distributed docunment processing, but
its recursive scatter-gather design is applicable to any donmain
requiring hierarchical deconposition of work units.

The protocol enploys a dual -stream architecture consisting of a data
stream for entity payload transmi ssion and a control stream for
tracking entity conpletion status and mai ntai ni ng consi stency.

Pi peStream defi nes four hierarchical data |ayers for entity
representation: BlobBag for raw binary data, SemanticlLayer for

annot ated content with metadata, ParsedData for structured extracted
i nformati on, and CustontEntity for application-specific extensions.

Pi peStreamis organi zed into three protocol |ayers: Layer 0 (Core)
provi des basic streaming with dehydrate/rehydrate semantics; Layer 1
(Recursive) adds hierarchical scoping and di gest propagation; Layer 2
(Resilience) adds yield/resune, claimchecks, and conpletion
policies. Al inplenentations support Layer 0; Layers 1 and 2 are
optional and negotiated at connection tine.

To ensure consi stency across distributed processing pipelines,

Pi peStream i npl ements checkpoi nt bl ocki ng, whereby processing nodes

synchroni ze at defined points before proceeding. This mechani sm

guarantees that all constituent parts of a dehydrated entity are

successfully processed before rehydrati on operati ons comence.
About Thi s Docunent

This note is to be renoved before publishing as an RFC
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Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-krickert-pipestreani.

Di scussi on of this docunent takes place on the Individual G oup
mailing list (mailto:kristian.rickert @ipestreamai).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 2 Septenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew t hese documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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I ntroduction

Probl em St at ement
Di stributed processing pipelines face significant chall enges when
handl ing |l arge, conplex work units that require multiple stages of
transformation, analysis, and enrichnment. Traditional batch
processi ng approaches require entire inputs to be |oaded into nenory,
processed sequentially, and transmtted in their entirety between
processi ng stages. This nethodol ogy introduces substantial |atency,
excessive menory consunption, and poor utilization of distributed
conputing resources

Modern distributed processing workflows increasingly denand the
ability to:

* Process inputs increnmentally as data becones avail abl e

* Distribute processing | oad across heterogeneous wor ker nodes

* Maintain consistency guarantees across parallel processing paths
* Handle inputs of arbitrary size without menory constraints

* Support recursive deconposition where constituent parts may
t hensel ves be deconposed

* Scale fromsingle work units to collections of mllions of inputs
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Current approaches based on batch processing and store-and-forward
architectures are inefficient for large inputs and fail to exploit
the inherent parallelismavailable in distributed processing
environments. Furthernore, existing stream ng protocols do not
provi de the consistency semantics required for hierarchica
processing where the integrity of the rehydrated output depends on
the successful processing of all constituent parts.

1.2. Applicability

Al t hough PipeStreamwas originally notivated by distributed docunent
processing pipelines, its recursive scatter-gather design is donain-
neutral. The protocol is applicable to any workl oad that can be
nmodel ed as hi erarchical deconposition of a root entity into sub-
entities, parallel processing of those sub-entities, and
determnistic reassenbly of results. Exanple donains include:

* Distributed docunent processing and content enrichnent pipelines
* Hierarchical video transcoding and rendering (scene deconposition)

* Federated conputation pipelines such as distributed machi ne
| ear ni ng

* Genom ¢ sequenci ng and assenbly workfl ows

Thr oughout this document, "docunent" is used as the canonical exanple
of a root entity, but all protocol nechanisns apply equally to any
deconposabl e work unit.

1.3. PipeStream Overvi ew

Pi peSt ream addr esses t hese chal | enges by defining a stream ng
protocol that enables increnmental processing with strong consistency
guarantees. The protocol is built upon QU C [ RFC9000] transport,

| everaging its native support for mnultiplexed streans, |owl atency
connection establishment, and reliable delivery semantics.

The fundanental innovation of PipeStreamis its treatnent of inputs
as recursive conpositions of entities. A root entity MAY be
deconposed into nmultiple sub-entities, each of which MAY itself be
further deconposed, creating a tree structure of processing tasks.
Thi s recursive deconposition enables fine-grained parallelismwhile
the protocol’s control stream mechani smensures that all branches of
the deconposition tree are tracked and synchroni zed.

Pi peSt ream enpl oys a dual - stream desi gn
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1.

1.

4.

5.

1. *Data Streant: Carries entity payl oads through the processing
pipeline. Entities flow through this streamw th m ni mal
buffering, enabling | owlatency increnental processing.

2. *Control Streant: Carries control information tracking the status
of entity deconposition and rehydration. The control stream
ensures that all parts of a dehydrated entity are accounted for
bef ore rehydration proceeds.

Desi gn Phi | osophy

Pi peStream i npl enents a recursive scatter-gather pattern
[scatter-gather] over QU C streams. An input entity is "dehydrated"
(scattered) at the source into constituent sub-entities, these sub-
entities are transmtted and processed in parallel across distributed
pi peline stages, and finally the results are "rehydrated" (gathered)
at the destination to reconstitute the conplete processed output.

The checkpoi nt bl ocki ng nechani sm (Section 9.3) provides barrier
synchroni zati on semantics anal ogous to the barrier pattern in
paral | el computi ng.

Thi s approach provi des several advantages:

* *]ncrenental Processing*: Processing nodes MAY begin work on early
entities before the conplete input has been transmitted.

* *Pparallelisnt: |Independent entities MAY be processed concurrently
across multiple worker nodes.

* *Menory Efficiency*: No single node is required to hold the
compl ete input in menory.

* *Fault lsolation*: Failures in processing individual entities can
be detected, reported, and potentially retried w thout affecting
other entities.

* *Consi stency*: The checkpoi nt bl ocki ng nechani sm ensures that
rehydrati on operations proceed only when all constituent parts
have been successfully processed.

Prot ocol Layering

Pi peStreamis organized into three protocol |ayers to accomvpdate
varyi ng depl oynent requirenents:

Ri ckert Expi res 2 Septenber 2026 [ Page 7]



I nternet-Draft Pi peSt ream March 2026

| Protocol Layer | Nane | Description |
[} e —————— e ————_——(—_ Ll —_—_—————(——(————(———r
| Layer O | Core | Basic stream ng, dehydrate/

| | | rehydrate, checkpoint |
. - . +
| Layer 1 | Recursive | Hierarchical scopes, digest

| | | propagation, barriers |
o e R o e e e e e e e e m o +
| Layer 2 | Resilience | Yield/resume, claimchecks, |
| | | conpl etion policies |
. - e +

Table 1

I mpl enent ati ons MUST support Layer 0. Support for Layers 1 and 2 is
OPTI ONAL and negoti ated during connection establishnent.

1.6. Scope

Thi s docunent specifies the PipeStream protocol including nessage
formats, state machines, error handling, and the interaction between
data and control streans. The docunent defines the four standard
data |l ayers but does not nmandate specific processing semantics, which
are left to application-layer specifications.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

2.1. Protocol Entities

*Entity* The fundanental unit of data flow ng through a PipeStream
pi peline. An Entity represents either a conplete docunent or a
constituent part of a deconposed docunent. Each Entity possesses
a unique identifier within its processing scope and carries
payl oad data in one of the four defined Layer formats. Entities
are i mutabl e once created; transformati ons produce new Entities
rat her than nodifying existing ones.

*Docunment* A logical unit of content or work submitted to a
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2

2

Pi peStream pi peline for processing. A Document enters the

pi peline as a single root Entity and MAY be deconposed into
multiple Entities during processing. The Docunent is considered
conplete when its root Entity (or the rehydrated result of its
deconposition) exits the pipeline.

*Scope* A hierarchical nanespace for Entity IDs. Each scope

mai ntains its own Entity ID space, cursor, and Assenbly Manifest.
Scopes enable collections to contain docunents, docunents to
contain parts, and parts to contain jobs, each with independent ID
managenent. (Protocol Layer 1)

Dehydrati on and Rehydration

*Scatter-Gather* The distributed processing pattern inplenented by

Pi peStream A single input is "scattered" (dehydrated) into
multiple parts for parallel processing, and the results are
"gat hered" (rehydrated) back into a single output. PipeStream
extends cl assical scatter-gather with recursive nesting: any
scattered part may itself be scattered further.

*Dehydrate (Scatter)* The operation of deconposing a docunent or

Entity into multiple constituent Entities for parallel or
distributed processing. Wen an Entity is dehydrated, the

ori gi nati ng node MIST create an Assenbly Manifest entry recording
the identifiers of all resulting sub-entities. The dehydration
operation is recursive; a sub-entity produced by dehydration MAY
itself be dehydrated, creating a tree of deconposition
Dehydration transitions data froma solid state (a single stored
record) to a fluid state (multiple in-flight entities).

*Rehydrate (Gather)* The operation of reassenbling nmultiple Entities

back into a single conmposite Entity or Docunent. A rehydrate
operation MJST NOT proceed until all constituent Entities listed
in the correspondi ng Assenbly Mnifest entry have been received
and processed (or handl ed according to the Conpl etion Policy).
Rehydration transitions data froma fluid state back to a solid
state.

*Solid State* A docunment or Entity that exists as a conplete, stored

record -- either at rest in storage or as a single root Entity
entering or exiting a pipeline. Contrast with "fluid state".

*Fluid State* A docunent that has been deconposed into nmultiple in-

flight Entities being processed in parallel across distributed
nodes. A docunent is in the fluid state between dehydration and
rehydration. Contrast with "solid state".
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2.3. Consistency Mechani sns

*Checkpoint* A synchronization point in the processing pipeline
where all in-flight Entities MJUST reach a consistent state before
processing nmay continue. A checkpoint is considered "satisfied"
when all Assenbly Manifest entries created before the checkpoint
have been resol ved.

*Barrier* A synchronization point scoped to a specific subtree.
Unl i ke checkpoints which are global, barriers block only entities
dependent on a specific parent’s descendants. (Protocol Layer 1)

*Control Streamt The control streamthat tracks Entity conpletion
status throughout the processing pipeline. The Control Streamis
transmtted on a dedicated QU C stream parallel to the data
streans.

*Assenbly Manifest* A data structure within the Control Streamthat
tracks the rel ati onship between a conposite Entity and its
constituent sub-entities produced by dehydration.

*Cursor* A pointer to the |owest unresolved Entity IDwithin a
scope. Entity IDs behind the cursor are considered resol ved and
MAY be recycled. The cursor enables efficient |ID space nanagenent
wi t hout gl obal coordi nati on.

2.4. Resilience Mechanisns (Protocol Layer 2)
*Yield* A tenporary pause in Entity processing, typically due to
external dependencies (APl calls, rate linmting, human approval).

A yielded Entity carries a continuation token enabling resunption
wi t hout reprocessing.

*Cl ai m Check* A detached reference to a deferred Entity that can be
queried or resuned i ndependently, potentially in a different
session. C ai mchecks enabl e asynchronous processing patterns and
retry queues.

*Conpl etion Policy* A configuration specifying howto handle parti al
failures during dehydration. Policies include STRICT (all nust
succeed), LENI ENT (continue with partial results), BEST EFFORT
(conpl ete with whatever succeeds), and QUORUM (require m ni num
success ratio).

2.5. Data Representation

*Data Layer* One of four defined representations for Entity payl oad
dat a:

Ri ckert Expi res 2 Septenber 2026 [ Page 10]



I nternet-Draft Pi peSt ream March 2026

2

3.

1. *BlobBag*: Raw binary data with m ninmal netadata

2. *SemanticlLayer*: Annotated content with structural and
semanti c netadata

3. *ParsedData*: Structured information extracted from docunent
cont ent

4. *CustonEntity*: Application-specific extension Layer
6. Additional Terms

*Pi peline* A configured sequence of processing stages through which
Entities flow

*Processor* A node in the nesh that perforns operations on entities
(e.g., transformation, dehydration, or rehydration).

*Sink* A terminal stage in a pipeline where rehydrated docunents are
persisted or delivered to an external system

*Stage* A single processing step within a Pipeline.

*Scope Digest* A cryptographic summary (Merkle root) of all Entity
statuses within a conpl eted scope, propagated to parent scopes for
efficient verification. (Protocol Layer 1)

Pr ot ocol Layers

Pi peStream defi nes three protocol |ayers that build upon each other

This | ayered approach allows sinple deploynments to use only the core

prot ocol while conpl ex depl oynments can | everage advanced features.

1. Layer 0: Core Protoco

Layer O provides the fundanental streaning capabilities:

* Unified Control Frame (UCF) header (1-octet type)

* Status franme (16-octet base bit-packed frane)

* Entity frame (header + payl oad)

* Status codes: PENDI NG PROCESSI NG COWPLETE, FAILED, CHECKPO NT

* Assenbly Manifest for parent-child tracking

* Cursor-based Entity ID recycling

Ri ckert Expi res 2 Septenber 2026 [ Page 11]



I nternet-Draft Pi peSt ream March 2026

*

*

All

3. 2.

Si ngl e-|1 evel dehydrate/rehydrate
Checkpoi nt bl ocki ng
i mpl ement ati ons MJST support Layer O.

Layer 1: Recursive Extension

Layer 1 adds hierarchical processing capabilities:

*

Scoped Entity | D nanespaces (collection -> docunent -> part ->
j ob)

Explicit Depth tracking in status franes
SCOPE_DI GEST for Merkl e-based subtree conpl etion
BARRI ER for subtree-scoped synchroni zati on

Nest ed dehydration with depth tracking

Layer 1 is OPTIONAL. Inplenentations advertise Layer 1 support
during capability negotiation.

3. 3.

Layer 2: Resilience Extension

Layer 2 adds fault tol erance and async processing:

*

YI ELDED status with continuation tokens

DEFERRED status wi th clai mchecks

RETRYI NG, SKI PPED, ABANDONED st at uses

Conpl etion policies (STRICT, LEN ENT, BEST EFFORT, QUORUM
Cl ai m check extensions and deferred processing tokens

St oppi ng point validation

Layer 2 is OPTIONAL and requires Layer 1. |Inplenentations advertise
Layer 2 support during capability negotiation.
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3.4. Capability Negotiation

Pi peStream uses a two-tier negotiation nodel. The ALPN identifier
(Section 11.1) identifies the base PipeStreamtransport mappi ng,
while the capabilities structure handl es dynam c resource limts and
optional |ayer support that may vary based on endpoint configuration
or real-time |oad.

Duri ng CONNECT, endpoi nts exchange supported capabilities using the
capabilities structure. This nessage MJST be encoded using the
default CBOR format for both the client’s initiation and the server’s
response (Section 3.5).

serialization-format = &
cbor: 0, ; Default (1ETF native)
prot obuf: 1,

)

capabilities = {
| ayer 0-core: bool,
| ayer 1-recursive: bool, Scoped | Ds, digests
| ayer2-resilience: bool, Yi el d, claimchecks

; Always true
? max-scope-depth: uint .le 7, ; Default: 7 (8 levels, 0-7)

? max-entities-per-scope: uint, Defaul t: 4,294,967, 294
? max-w ndow si ze: uint, Defaul t: 2,147, 483,648 (2731)
; (Max in-flight entities)
? serialization-format: serialization-format, ; Default: CBOR
? keepal ive-tineout-ns: uint, ; Default: 30000 (30s)
}
Peers negotiate down to conmon capabilities. |f Layer 2 is requested

but Layer 1 is not supported, Layer 2 MJUST be di sabl ed.
3.4.1. Version Negotiation

Pi peStream protocol versioning is carried in two places: the ALPN
identifier and the Ver field in the STATUS frane (Section 6.2.1).

The ALPN identifier pipestream 1l identifies the major protoco

version and the QUIC transport mapping defined in this document. The
4-bit Ver field in STATUS franes carries the value Ox1 for this

speci fication.
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A future major version of PipeStream (e.g., pipestreani2) would
register a new ALPN identifier. QU C s native ALPN negoti ation
during the TLS handshake provides version selection: if a client
of fers both pipestream 2 and pipestreanil and the server supports
only pipestreanil, the TLS handshake sel ects pi pestreani 1l without
additional round trips. This nechanismis consistent with the
ver si oni ng approach used by HTTP/ 3 [ RFC9114] and DNS over QUIC

[ RFC9250] .

M nor, backward-conpati bl e extensions (such as new optiona
capability fields or new status codes within the reserved ranges) do
not require a new ALPN identifier. Such extensions are negotiated
through the capabilities structure or the | ANA registries defined in
Section 11.

3.4.2. Serialization Fornat Negotiation
The serialization_format field determ nes the encoding used for al
vari abl e-1 ength control nessages (frane types 0x80-0xFF) and entity

headers. Negotiation proceeds as foll ows:

1. Each peer advertises its preferred serialization format inits
Capabi liti es nmessage.

2. If both peers advertise the sane format, that format is used.
3. If a peer receives a Capabilities nmessage w t hout
serialization_ format, the sender is assuned to prefer CBOR
[ RFC8949] .

4. |If the resulting preferences differ, the peers MJST use CBOR
[ RFC8949] as the fall back

The initial Capabilities exchange on a new connection MJST use the
default CBOR format for both the client’s initiation and the server’s
response. The negotiated serialization format and resource linits
take effect imrediately followi ng the successful conpletion of this
initial Capabilities exchange (one request and one response). If a
peer cannot decode the initial Capabilities exchange, it MJST cl ose
the connection with Pl PESTREAM | NTERNAL_ERROR (0x01).

4. Protocol Overview

This section provides a high-1evel overview of the PipeStream
protocol architecture, design principles, and operational nodel

4.1. Design CGoals

Ri ckert Expi res 2 Septenber 2026 [ Page 14]



I nternet-Draft Pi peSt ream March 2026

4.1.1. True Stream ng Processing
Pi peStream MJUST enabl e true stream ng processing where entities are
transmtted and processed increnentally as they becone avail abl e.
I mpl enent ati ons MJUST NOT buffer conplete inputs before initiating
transm ssi on.

4.1.2. Recursive Deconposition
The protocol MJST support recursive deconposition of entities,
wherein a single input entity MAY produce zero, one, or nany output
entities.

4.1.3. Checkpoint Consi stency

Pi peSt ream MJUST provi de checkpoi nt bl ocking semantics to nmaintain
processi ng consi stency across distributed workers.

4.1.4. Control and Data Pl ane Separation

The protocol MJST maintain strict separation between the control
pl ane (control strean) and the data plane (entities).

4.1.5. QU C Foundation
Pi peSt ream MJUST be i npl enented over QUI C [ RFCO000] to | everage:
* Native stream nultipl exi ng without head-of-Iine bl ocking
* Built-in flow control at both connection and stream | evels
* TLS 1.3 security by default
* Connection mgration capabilities

4.1.6. Milti-Layer Data Representation

The protocol MJIST support four distinct data representation |ayers:

Ri ckert Expi res 2 Septenber 2026 [ Page 15]



I nternet-Draft Pi peSt ream March 2026

4. 2.

| Layer | Name | Description |
[} ettty e ——————(————_ s —p—_——————————(—(—(————(———r
| O | Bl obBag | Raw binary data with netadata |
S D S I O +
| 1 | SemanticlLayer | Annotated content with enbeddi ngs |
Fommma - I IRy T T T re iRy +
| 2 | ParsedDat a | Structured extracted information |
R, T o e e e e e e e e e e e e e o m o +
| 3 | CustonkEntity | Application-specific extension |
S D S I e +
Tabl e 2
Architecture Summary
Pi peStream uses a dual -stream architecture within a single QU C
connection between a Cient (Producer) and Server (Consumer):
e gty ety Lty e el
Stream | Type | Pl ane | Content |
[ ey S ———————————————— pp—p—————— Ll p—p—_——
Stream | Bidirectional | Control | STATUS, SCOPE DI GEST, |
0 | | | BARRI ER, GOAWAY, |
| | | CAPABI LI TIES, CHECKPO NT |
--------- L
Streanms | Unidirectional | Data | Entity frames (Header + |
2+ | | | Payl oad)
--------- O L T o O
Tabl e 3

4. 3.

Connection Lifecycle

A Pi peStream connection follows this |ifecycle:

1.

*Establishment:* Cient initiates QUI C connection with ALPN
identifier "pipestream 1"

*Capabil ity Exchange:* Client and server exchange supported
protocol layers and limts

*Control StreamlInitialization:* Cient opens Stream 0 as
bi di rectional Control Stream

*Entity Streamng:* Entities are transnmtted per Sections 5 and 6
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5. *Termination:* Connection closes via GOAWAY-initiated graceful
shut down (Section 6.5) or QU C CONNECTI ON_CLCSE

5. QUIC Stream Mappi ng
Pi peStream | everages the native nmultiplexing capabilities of QU C

[ RFCO000] to provide a clean separation between control coordination
and data transm ssion.

5.1. Control Stream (Stream 0)

The Control Stream provides the control plane for PipeStream
operati ons.

5.1.1. Streamldentification

The Control Stream MJUST use QUIC Stream I D 0, which per RFC 9000 is a
bidirectional, client-initiated stream

5.1.2. Usage Rules

1. The Control Stream MUST be opened i nmedi ately upon connection
est abl i shrent .

2. Capability negotiation (Section 3.4) MJST occur on StreamO
before any Entity Streans are opened.

3. Stream 0 MJUST NOT carry entity payl oad dat a.

4. 1 npl enentati ons SHOULD assign the Control Streama high priority
to ensure tinmely delivery of status updates. An inplenentation
MAY choose a different priority policy when operating in
constrai ned environnents where QU C stream schedul i ng over head
must be m ni m zed.

5.1.3. Flow Control Considerations
The Control Streamcarries small, bit-packed control franes. STATUS
franes are 16 octets base. |Inplenmentations MJST ensure adequate flow
control credits:
* The initial MAX_STREAM DATA for Stream O SHOULD be at | east 8192

octets. A lower value is permissible for extremely constrained
devices but risks stalling status delivery.
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ty Streamtransmi ssion due to
n. 1In rare cases where

ata planes is required by the
nporarily pause entity

dits are repl eni shed.

5.1.4. Heartbeat Mechanism

QUI C al ready provides native transport |iveness signals (for exanple,
PING and idle timeout handling). Inplenentations SHOULD rely on
those transport nechani sns for connection |iveness.
Pi peStream heartbeat franes are OPTIONAL and are intended for
application-level responsiveness checks (for exanple, detecting
stall ed processing | ogic even when the transport renmains heal thy).
When used, an endpoint sends a STATUS franme with all fields set to
their heartbeat val ues:

[ ety S p—p——_— e —p—p——(—(————

| Field | Val ue | Description |

[ bbb sy e oo pe

| Type | 0x50 (STATUS) | |

R Fom e Fom e +

| Stat | OxO (UNSPECI FIED) | Heartbeat signal |

S Fom e oo +

| Entity 1D | OxFFFFFFFF | CONNECTI ON_LEVEL |

R o e e e o o e e e e oo oo +

| Scope ID | 0x00000000 | Root scope |

S Fom e Fom oo +

| Reserved | 0x00000000 | MUST be zero |

S Fom e oo +

Table 4
The KEEPALI VE Tl MEQUT defaults to 30 seconds. Endpoints MAY
negotiate a different value by including a keepalive-tineout-nms field
(in mlliseconds) in the capabilities exchange (Section 3.4); the
effective tinmeout is the minimumof the two peers’ advertised val ues.
When no status updates have been transmitted for KEEPALIVE TI MEQUT,
an endpoi nt MAY send a heartbeat frame. |If no data is received on
Stream O for 3 * KEEPALIVE_TI MEQUT, the endpoint SHOULD first apply
transport-native liveness policy (e.g., QUC PING; it MAY close the
connection with Pl PESTREAM | DLE TI MEQUT (0x02) when application-Ievel
inactivity policy requires it.
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5.1.5. Transport Session vs. Application Session Context

The session-id segnment identifies application context for detached or
resunmabl e resources (for exanple, Layer 2 yield/claimcheck flows).

Pi peStream Layer 0 stream ng senantics do not depend on this UR
schene.

5.1.6. Interaction with QU C Fl ow Control and Congestion Contr ol

Pi peStreamrelies on the flow control and congestion control

mechani sns provi ded by QUI C [ RFC9000] and does not define its own
transport-layer congestion control. QU C provides flow control at
both the stream | evel (MAX_STREAM DATA) and the connection | evel
(MAX_DATA). PipeStream s cursor-based backpressure (Section 9.1)
operates at the application layer and is conplenmentary to QU C fl ow
control:

* QUCTflowcontrol limts the nunber of bytes in flight on any
gi ven stream or connecti on.

* Pi peStream backpressure imts the nunber of entities in flight
(i.e., the nunber of Entity IDs between cursor and | ast_assi gned).

When the QUI C connection-level flow control wi ndow is exhausted, new
Entity Streans cannot transnit data regardl ess of whether

Pi peStream s entity wi ndow has capacity. Conversely, when
PipeStreanmis entity windowis full, no new Entity Streans are opened
even if QU C flow control credits are available. [|nplenentations
MUST respect both limts. An inplenentation SHOULD nonitor QU C

| evel flow control credit availability and avoid opening new Entity
Streans when connection-level credits are bel ow the expected entity
size, to prevent head-of-line blocking across streans sharing the
connecti on budget .

5.2. Entity Streans (Streans 2+)
Entity Streams carry the actual entity data.
5.2.1. Unidirectional Data Fl ow

Entity Streams MJUST be unidirectional streans:
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5.2.

5. 3.

2.

| Stream Type | dient to Server | Server to Cient |
[ e ———————— e ——_———————————— s p——_——r
| Cdient-lnitiated | 4n + 2 (n >=0) | 2, 6, 10, 14, |
S TRy +
| Server-lInitiated | 4n + 3 (n >=0) | 3, 7, 11, 15, |
IR I I IR +

Table 5
One Entity Per Stream
Each Entity Stream MJST carry exactly one entity.

The entity id in the Entity Frame header MJST be unique within
its scope.

Once an entity has been conmpletely transmtted, the sender MJUST
cl ose the stream

Transport Error Mapping

Pi peStream error signaling on Stream O and QU C transport signals are
conmpl enentary. Endpoints SHOULD bridge them so peers receive both
transport-1level and protocol -l1evel context. An inplenentation MAY
omt bridging when operating as a sinple pass-through proxy that does

not

1.

i nspect entity status.

If an Entity Streamis aborted with RESET _STREAM or STOP_SENDI NG,

the endpoint SHOULD emit a corresponding term nal status (FAlILED,

ABANDONED, or policy-driven equivalent) for that entity on Stream
0. The endpoint MAY onmit the status frane only if the connection
itself is being closed i mediately.

If PipeStreamdetermnes a ternminal entity error first (for
exanmpl e, checksum failure or invalid frame), the endpoint SHOULD
abort the affected Entity Streamwith an appropriate QU C error
and emt the correspondi ng PipeStream status/error context on
Stream 0. Aborting the stream MAY be deferred if the entity
payl oad is still needed for diagnostic purposes.

If Stream O is reset or becones unusabl e, endpoints SHOULD treat
this as a control -plane failure and cl ose the connection with

Pl PESTREAM CONTROL_RESET (0x03). An endpoint that can recover
control -plane state through an application-|ayer mechani sm MAY
attenpt reconnection before closing.
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6.

6.

6.

4. On QUIC connection termnati on (CONNECTI ON_CLOSE), entities
wi t hout a previously observed term nal status MJST be treated as
failed by local policy.

Frame Formats

This section defines the wire formats for PipeStreamfranes. All
multi-octet integer fields are encoded in network byte order (big-
endi an) .

*Forward Conpatibility:* All Reserved and Flags fields defined in
this section MIST be set to zero when sent and MJUST be ignored by
receivers. This convention enables future specifications to assign
meaning to currently-reserved bits w thout breaking depl oyed

i mpl ement ati ons. Receivers that encounter non-zero values in
reserved fields MJUST NOT treat this as an error.

1. Control Stream Framng (Stream 0)

To support m xed content (bit-packed franes and serialized nmessages)
on the Control Stream PipeStreamuses a Unified Control Franme (UCF)
header .

1.1. UCF Header

Every message on Stream O MUST begin with a 1-octet Frane Type.

[ gt - b fum o puguty e fums oo oty s fums s ey o}
| Val ue | Frane | Length | Description |
| | dass | Encoding | |
f oo oo s s oo s s o}
| Ox50-0x7F | Fixed | No length | Bit-packed control franmes |
| | prefix | with type-defined sizes |
S TS R oo e e e e e e i oo oo oo +
| Ox80-0xFF | Variable | 4-octet | Variable-size serialized |
| | | Length + N | control nessages (encoding |
| | | | per Section 3.5)

N Fomm oo - Fomm e oo - o e e e e e e e +

Table 6

For Fixed frames, the receiver determ nes frame size fromthe Frame
Type value. For Variable frames, the Type is followed by a 4-octet
unsi gned i nteger (big-endian) indicating the length of the serialized
message that follows. Handling of unknown frane types is specified
in Section 11.2.1.

Vari abl e-frame Length (32 bits): The payload |length in octets,
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excluding the 1-octet Type and the 4-octet Length field.
Recei vers MUST reject lengths greater than 16,777,215 octets (16
MB - 1) with Pl PESTREAM ENTI TY_TOO LARGE (0x06).

6.1.2. Fixed Frame Sizes
The followi ng fixed-size frame types are defined by this docunent:
[ bbby oo oo ey oo oo oo s
| Type | Nane | Total Size | Notes |
B ety el Sy g — g p——_—(—————(————————(———————
| Ox50 | STATUS | 16 octets | 20 octets when C=1; |arger |
| | | (base) | when E=1 with extension data |
Fom e e - - S Fomm e oo - o e e e e e e e e m e e +
| Ox54 | SCOPE DI GEST | 72 octets | Includes 32-octet Merkle |
| | | | root and 64-bit counters |
Foommo- oo S e +
| Ox55 | BARRI ER | 12 octets | No variabl e extension |
ommmo - oo S o m oo +
| Ox56 | GOAVWAY | 8 octets | Gaceful shutdown signal |
R o e e - R o e e e e e e e e e o +
Table 7
6.2. Status Frames (Layer 0)
6.2.1. Status Frame Format (0x50)
The Status Frane reports lifecycle transitions for entities. The
frane is 128-bit aligned for efficient parsing on 64-bit
archi tectures.
0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Type (0x50) |Ver(4) |Stat(4)|E CD3) | Flags (11 bits) |
I T S T i i S i sk I SR SR S
| Entity ID (32 bits) |
B i s T T i i o S o T Ji I
| Scope ID (32 hits) |
I I i S s S S S
| Reserved (32 bits) |
I e I S S i i
Ver (4 bits): Protocol version. MJST be set to Ox1 for this
specification. Receivers that encounter an unsupported version
MUST cl ose the connection wi th Pl PESTREAM LAYER UNSUPPORTED
(0x00) .
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Stat (4 bits): Status code (see Section 6.2.2).

E (1 bit): Extended frame flag. |If set, an Extension Header
(Section 6.5) MJUST follow the base frane (and any cursor update).

C (1 bit): Cursor update flag. A 4-octet cursor value follows
(Section 6.2.3).

D (3 bits): Explicit scope nesting depth (0-7). O=Root. Layer 1.

Flags (11 bits): Reserved for future use. MJST be zero when sent
and MJST be ignored by receivers.

Entity ID (32 bits): Unsigned integer identifying the entity.
Scope ID (32 bits): ldentifier for the scope to which this entity
bel ongs. Expanding to 32 bits ensures uni queness across high-

frequency docunment sessions.

Reserved (32 bits): Reserved for future use. MJST be zero when sent
and MJST be ignored by receivers.

6.2.2. Status Codes

[ bbbl oo s s oo oo e e 3
| Value | Name | Layer | Description |
[ bbb oo s ooy oo ooy oo e o}
| 0xO0 | UNSPECI FIED | - | Default / heartbeat signal |
oo - S oo - Fom oo +
| Ox1 | PENDI NG | O | Entity announced, not yet |
| | | | transmitting

B S, o e e e e oo o B S, o m e e e e e e e e m e ao- +
| Ox2 | PROCESSING | O | Entity transmission in |
I I I | progress I
oo - S oo - o oo +
| 0x3 | COVPLETE | O | Entity successfully |
| | | | processed

B S, o e e e e oo o B S, o m e e e e e e e e m e ao- +
| Ox4 | FAI LED | O | Entity processing fail ed |
E S E o e e e e e e o - +
| Ox5 | CHECKPONT | O | Synchronization barrier |
S S S Fom oo +
| Ox6 | DEHYDRATING | O | Dehydrating into children |
B S, o e e e e oo o B S, o m e e e e e e e e m e ao- +
| Ox7 | REHYDRATING | O | Rehydrating children |
E S E o e e e e e e o - +
| Ox8 | YIELDED | 2 | Paused with continuation |
| | | | token |
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R oo +
| 0Ox9 | DEFERRED |
- o +
| OXA | RETRYING |
Fome o oo +
| OxB | SKIPPED |
R o e oo +
| OXC | ABANDONED |
- o +

The base STATUS franme is 16
follows (total 20 octets).
ot her STATUS fi el ds.

Pi peSt ream March 2026
------- Fom e+
2 | Detached with claimcheck |
------- S
2 | Retry in progress |
------- e
2 | I'ntentionally skipped |
------- Fom e+
2 | Timed out |
------- S
Tabl e 8

octets. Wen C=1, a 4-octet cursor val ue
When E=1, an Extension Header follows all

6.2.3. Entity Status State Machine

The foll owing table defines
transitions. A receiver th

the conplete set of valid status
at observes a transition not listed in

this table MJUST treat the status frame as a protocol error and cl ose
the connection with Pl PESTREAM ENTI TY_|I NVALI D (0x05) as the QUIC

Application Error Code.

Ri ckert Expi res 2 Septenber 2026 [ Page 24]



I nternet-Draft Pi peSt ream March 2026

| From State | Valid Transitions (To) |
[} e ———— e p—p—p—p—_—_——————_———————————————————————————————————r L
| PENDI NG | PROCESSI NG, DEHYDRATI NG, FAl LED, |
| | SKI PPED, ABANDONED |
. NN +
| PROCESSI NG | COWPLETE, FAILED, DEHYDRATI NG, |
| | CHECKPQO NT, YIELDED, DEFERRED, ABANDONED |
S o m e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e ea oo +
| DEHYDRATI NG | REHYDRATI NG, FAI LED, ABANDONED |
. . +
| REHYDRATI NG | COWPLETE, FAI LED, ABANDONED |
I T rrrrreeeee—— +
| CHECKPO NT | PROCESSI NG |
S o m e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e ea oo +
| YI ELDED | PROCESSI NG, FAILED, DEFERRED, ABANDONED |
. . +
| DEFERRED | PROCESSI NG FAI LED, SKI PPED, ABANDONED |
I T rrrrreeeee—— +
| FAI LED | RETRYI NG, ABANDONED |
S o m e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e ea oo +
| RETRYI NG | PROCESSI NG, FAI LED, ABANDONED |
. . +
| COWPLETE | (terminal -- no transitions) |
I e +
| SKI PPED | (terminal -- no transitions) |
S o m e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e ea oo +
| ABANDONED | (terminal -- no transitions) |
. . +
Table 9
Not es:

1. PENDINGis the inplicit initial state for every entity upon ID
assi gnnent .

2. The FAILED -> RETRYING transition is valid only when the entity’s
completion policy permts retries (max-retries > 0) and the retry
count has not been exhausted. |If retries are not permitted or
are exhausted, FAILED MIUST be treated as a term nal state.

3. Layer 2 states (YIELDED, DEFERRED, RETRYI NG, SKI PPED, ABANDONED)
MUST NOT appear when Layer 2 has not been negotiated. A receiver
operating at Layer O or Layer 1 that observes a Layer 2 status
code MJUST treat it as Pl PESTREAM LAYER UNSUPPORTED ( 0x0C) .
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6.2. 4.

The UNSPECI FI ED (0x0) status is used only for heartbeat franes
(Section 5.1.4) and connection-level signals. It is not a valid
entity lifecycle state and MJUST NOT appear in transitions for
entity IDs other than OxFFFFFFFF.

Cursor Update Extension

When C=1, a 4-octet cursor update follows the status frame:

0 1 2 3
01234567890123456789012345678901

T T S S e T o S U S SUp S SEp S SR S i

New Cursor Value (32 bits) |

T S i T o e S T T e SEp S A S

New

Cursor Value (32 bits): The numeric value of the new cursor.

Entities with IDs |ower than this value (nodulo circular ID rules)
are considered resolved and their | Ds MAY be recycl ed.

6.3. Scope Digest Franme (0x54)

When Protocol Layer 1 is negotiated, a scope conpletion is
summari zed:

Ri ckert
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0 1 2 3
01234567890123456789012345678901
R i i R e S e i ol it T R S i S S R i o ik S N TR
Type (0x54) | Flags (8) | Reserved (16) |
e b T S i i S S S S e e s S i T T i S S
Scope ID (32 bits) |
R s i e R i e oI S e S e S R i Tk T S S R S R i S
Entities Processed (64 bhits)

R e i i e T S e s i i e T S S R o

Entities Succeeded (64 bhits)
Entities Failed (64 bits)

R s o o i i S S S o o ol ol S S S S R R o
Entities Deferred (64 bits)
e o o o e e e i i S S e R S T I s s ot b e S

+-

I

+-

I

+-

I

I

I

+-

I

I

I

i T o T i e S S S i S e S
I

I

I

+-

I

I

I

+-

| .

| Merkl e Root (256 bits)
I
+-

I
|
I
+
I
I
I
+
I
I
I
+
I
|
I
+
I
I
I
+

I S T i S S S e T T I S i e S

Flags (8 bits): Reserved for future use. MJST be zero when sent and
MJUST be ignored by receivers.

Scope ID (32 bits): ldentifier of the scope being sumari zed.

Entities Processed (64 bits): The total nunber of entities that were
processed within the scope.

Entities Succeeded (64 bits): The nunber of entities that reached a
term nal success state.

Entities Failed (64 bits): The nunber of entities that reached a
terminal failure state.

Entities Deferred (64 bits): The nunber of entities that were
deferred via cl ai mchecks.

Merkl e Root (256 bits): The SHA-256 Merkle root covering all entity
statuses in the scope (see Section 9.4).
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The SCOPE_DI GEST franme is 72 octets total. The Scope |ID MJST natch
the 32-bit identifier defined in Section 6.2.1.

6.4. Barrier Frane (0x55)

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Type (0x55) |S| Reserved (23 bits) |
B T S i T s i i e e SEI S
| Scope ID (32 hits) |
I S S i S S M i
| Parent Entity ID (32 bits) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

S (1 bit): Status (0 = waiting, 1 = rel eased).

Reserved (23 bits): Reserved for future use. MJST be zero when sent
and MJST be ignored by receivers.

Scope ID (32 bits): ldentifier for the scope to which this barrier
appl i es.

Parent Entity ID (32 bits): The identifier of the parent entity
whose sub-tree is blocked by this barrier.

6.5. GOAVAY Frane (0x56)

The GOAVAY frane signals that the sender will not accept new entities
beyond a specified Entity ID. It enables graceful shutdown: in-
flight entities with IDs at or below the Last Entity ID are processed
to conpletion, while the peer refrains from opening new Entity
Streans.

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type (0x56) | Reserved (24 bits) |
B i s T T i i o S o T Ji I
| Last Entity ID (32 hits) |
e L i i e e S h h o i R SR S

Reserved (24 bits): Reserved for future use. MJST be zero when sent
and MJST be ignored by receivers.

Last Entity ID (32 bits): The highest Entity ID that the sender will
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process. Entities with IDs greater than this value (per the
circular ordering defined in Section 9.1) MJST NOT be sent by the
peer after receiving this frane.

6.5.1. Gaceful Shutdown Procedure

1. An endpoint wi shing to shut down sends a GOAWAY frane on StreamO
with Last Entity ID set to the highest entity it is willing to
process.

2. Upon receiving GOAWAY, the peer MJST NOT open new Entity Streans
for entities with IDs above Last Entity ID. Entity Streans
al ready open for IDs at or bel ow Last Entity ID continue to
compl eti on.

3. Both peers continue processing status updates on Stream O unti |
all in-flight entities reach term nal state.

4. Once all entities are resolved, either peer MAY close the QU C
connection with Pl PESTREAM NO ERROR (0x00).

5. If an endpoint receives an entity with an I D above the Last
Entity ID after sending GOAVAY, it MJST reject it with
Pl PESTREAM ENTI TY_I NVALI D (0x05) .

An endpoi nt MAY send nultiple GOAWAY frames to progressively | ower
the Last Entity ID. The Last Entity ID MJST NOT increase across
successi ve GOAVWAY franes w thin the sane connecti on.

6.6. Yield and C ai m Check Extensions (Layer 2)
Wien E=1 in a status franme, an Extensi on Header MJST fol | ow.
6.6.1. Extension Header

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Ext ensi on Length (32 bits) |
el i I e i it T e e e e i i T o S e e S e T R R

Extension Length (32 bits): The total |length of the extension data
that follows this header, in octets. This allows receivers that
do not support specific status extensions to skip the extension
data and continue parsing the control stream
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If E=1 is set for a Status code that does not define an extension
layout in this specification (or a negotiated extension), the
recei ver MJST use the Extension Length to skip the data. |If the
length is zero or mssing, the frame MJST be treated as nal f or ned.

6.6.2. Yield Extension (Stat = 0x8)

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Yield Reason | Token Length (24 bits) |
T T S i I S M it SN R SR S
I I
| Yi el d Token (vari abl e) |
| |
B T S i T s i i e e SEI S

Yield Reason (8 bits): The reason for yielding (see
Section 6.5.1.1).

Token Length (24 bits): The length of the Yield Token in bytes
(‘maxi mum 16, 777, 215).

Yi el d Token (variable): The opaque continuation state.

6.6.2.1. Yield Reason Codes

[ el sl e ety o}
| Val ue | Nare | Description |
| Ox1 | EXTERNAL_CALL | Waiting on external service |
oo o - o e e e e oo oo o e e e e e e e e m e e +
| Ox2 | RATE_LIM TED | Voluntary throttle |
S o e e e e oo o e e e e e e e e e +
| Ox3 | AWAI TING SIBLING | Waiting for specific sibling |
o a o o e e oo s o e e e e e e e i e +
| Ox4 | AWAI TI NG_APPROVAL | Hunman/wor kfl ow gate |
oo o - o e e e e oo oo o e e e e e e e e m e e +
| Ox5 | RESQURCE_BUSY | Semaphore/l ock |
S o e e e e oo o e e e e e e e e e +
| 0x0, | Reserved | Reserved for future use |
| 0x06- OxFF | | |
o a o o e e e oo o m e e e e e i e +

Tabl e 10

6.6.3. CaimCheck Extension (Stat = 0x9)
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0 1 2 3
01234567890123456789012345678901
R i i R e S e i ol it T R S i S S R i o ik S N TR
I
Claim Check ID (64 bits) |
I
_ _ _ o I
Expiry Tinmestanp (64 bits, Unix mcros) |
I

+-

I

I

I

I T S S S e S S S S S Sup S Sup S S S
I

|

I

+-

S I S S S

Claim Check ID (64 bits): A cryptographically secure random
identifier for the claim

Expiry Tinmestanp (64 bits): Unix epoch timestanp in mcroseconds
when the cl ai m expires.

6.7. Variable-Length Serialized Messages (0x80-0xFF)
Messages in this range are preceded by a 4-octet length field. The
message body is encoded using the serialization format negoti ated
during capability exchange (Section 3.5). If no format was
negoti ated, CBOR [ RFC8949] is the default.
[ ety gy s —p—p—(—(—(—(——r
| Type | Message Name | Reference |

[ gty b o e e ey e pu e pe g o
| Ox80 | Capabilities | Section 3.4 |

Tabl e 11
6.8. Entity Franes

Entity franes carry the actual docunment entity data on Entity
Streans.

6.8.1. Entity Frame Structure
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| Header Length (4) |

o e e e e e e e e e e oo - +
I I
| Payl oad |
I I
e e e e e e e eaea oo n +

Header Length (4 octets):

in bytes.

Header (serialized):

Pi peSt ream

March 2026

4 octets, big-endian uint32

Variabl e | ength

Vari abl e | ength (per header)

The length of the serialized EntityHeader

The EntityHeader nessage encoded in the

negoti ated serialization format (see Section 6.7.2).

Payl oad (variable):

6.8.2. Message Schenma (CDDL)

The raw entity data.

Normative definitions for serialized PipeStream nessages use CDDL

[ RFC8610] notation
provided in Appendi x D
6.8.2.1. Entity Header

entity-header = {

entity-id: uint,

? parent-id: uint,
? scope-id: uint,
layer: uint .le 3,

? content-type:
payl oad- 1 engt h:
? checksum bstr

tstr,

ui nt,

7 .size 32,

? nmetadata: { * tstr => tstr },
? chunk-info: chunk-info,

? conpl etion-policy:

}

6.8.2.2. Chunk Info

chunk-info = {

total -chunks: uint,
chunk-i ndex: uint,
chunk-of fset: uint,
}
Ri ckert

An i nformati ona

conpl eti on-policy, ;

Expi res 2 Septenber 2026

Protocol Buffers equivalent is

32-bit on wire (STATUS frane)
32-bit scope-loca

32-bit (Section 6.2.1)

Data | ayer 0-3

M ME type

32-bit (UCF header)

SHA- 256; SHOULD be present

Layer 2
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6.8.2.3. Yield and Deferra

yi el d-token = {
reason: yield-reason, ; See Appendi x C for enum val ues
? continuation-state: bstr,
? validation: stopping-point-validation,

}

cl ai mcheck = {
claimid: uint,
entity-id: uint,
? scope-id: uint,
expiry-timestanp: uint, ; Uni x epoch nicroseconds
? validation: stopping-point-validation,

}
6.8.2.4. Support Types

entity-status = uint .size 1 ; Values 0x0-0xC per Section 6.2.2

st oppi ng- poi nt-val i dation = {

st at e-checksum bstr, ; Hash of processing state
byt es- processed: uint, ; Progress marker

chi |l dren-conpl ete: uint,

children-total: uint,

i s-resunmabl e: bool,

checkpoint-ref: tstr,

N ) N ) ) )

}
6.8.3. Checksum Al gorithm

Pi peSt ream uses SHA- 256 [FI PS-180-4] for payload integrity
verification. The checksum MJST be exactly 32 octets.

7. Entity Model

Pi peSt ream di sti ngui shes between the wire-level entity representation
(EntityHeader, Section 6.7.2) and the application-Ievel docunent

envel ope (PipeDoc, this section). The EntityHeader is the on-the-
wire structure that prefixes every entity payload on an Entity
Stream it carries the fields needed for transport-|evel processing
(entity-id, |ayer, payload-length, checksum. The PipeDoc structure
is an application-layer envelope carried within the entity payl oad
itself, providing domain-specific identification (doc_id) and
ownership tracking. A PipeDoc’s entity_ id field MUST match the
entity-id field in the enclosing EntityHeader
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7.1. Core Fields

Every PipeStreamentity is represented as a Pi peDoc nessage:

S ettty ey e e el e ey
| Field | Type | Requirenent | Description |
[ oo oo oo s s e s s
| doc_id | string | REQUI RED | Unique docunent |
| | | | identifier (UUD |
| | | | recomended) |
I I i T ) L i I i T ) +
| entity id | uint32 | REQUI RED | Scope-|I ocal |
| | | | identifier |
R R i I R i +
| ownership | Oanershi pContext | OPTI ONAL | Multi-tenancy |
| | | | tracking

I I i T ) L i I i T ) +

Tabl e 12

7.2. Four Data Layers

Each Pi peDoc carries entity payload in one of four data |ayers:

| Layer | Name | Content |
b oo pumnl o fumsbomsoefosesssfsessesfospsesfosfy Sessfospsososspsesospsesespseseefsessfsesssespssespesfespeesfespeefspe
| O | Bl obBag | Raw binary data: original docunent |
| | | bytes, inmages, attachnents |
Fomm o - o o m e e e e e e e e ee e +
| 1 | SemanticlLayer | Annotated content: text segments |
| | | with vector enbeddi ngs, NLP |
| | | annotations, NER, classifications |
AR, S o e m e e e e e e e e e e +
| 2 | ParsedDat a | Structured extraction: key-val ue |
| | | pairs, tables, structured fields |
S oo o m m e e e e e e e e ee oo +
| 3 | CustonkEntity | Extension point: domain-specific |
| | | extension types |
AR, S o e m e e e e e e e e e e +

Table 13

7.3. Coud-Agnostic Storage Reference
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file-storage-reference
provider: tstr, ; Storage provider identifier
bucket: tstr, ; Bucket/contai ner nane
key: tstr, ; Object key/path
? region: tstr, ; Optional region hint
? attrs: { * tstr => tstr }, ; Provider-specific attributes
? encryption: encryption-netadata,

1
—~

}

encryption-netadata = {

algorithm tstr, " AES- 256- GCM', " AES- 256- CBC'

? key-provider: tstr, ; "aws-kns", "azure-keyvault",
; "gcp-kns", "vault"

? key-id: tstr, ; Key ARV URI/ID

? wrapped-key: bstr, ; Oient-side encrypted DEK

? iv: bstr, ; Initialization vector

? context: { * tstr => tstr }, ; Encryption context

8. Protocol Operations
This section defines the protocol-1evel operations that PipeStream
endpoints performduring a session. These operations describe the
phases of a PipeStream session lifecycle, from connection
establi shnent through entity processing to terninal consunption.
8.1. Overview

A Pi peStream sessi on proceeds through four sequential actions:
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e +
Pi peStream Acti on Fl ow
oo e m e e e e e e e e e e e e e e e e e e e e e e e +
I
%
ST +
CONNECT I
| (Session + Capability Negotiation) |
oo e m e e e e e e e e e e e e e e e e e e e e e e e +
I
%
ST +
| PARSE |
| (Dehydration: 1:N possible) |
oo e m e e e e e e e e e e e e e e e e e e e e e e e +
I
S . +
v v %
S e SIS e SIS +
| PROCESS | | PROCESS | | PROCESS |
[ (=1 1 (1 1 (N1
S + e e oo - + e e oo - +
I I I
. . +
I
%
oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| SI NK |
| (Term nal Consunpti on) |
T +
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E bl oo oo oo s e e
| Phase | Action | Cardinality | Description |
b b puly o fums s ool e foss s asemsosefseseefsessfsesssesssespesfespeemsfespeesfespen
| 1 | CONNECT | 1:1 | Session establishment and
| | | | capability negotiation |
S S S Fom oo +
| 2 | PARSE | 1:N | Dehydration: deconpose |
| | | | input into entities |
R, S R S o e e e e e e e e a oo - +
| 3 | PROCESS | 1:1 or N1 | Transform rehydrate,
| | | | aggregate, or pass through |
| | | | entities (parallel)
S S S o m e +
| 4 | SINK | N1 | Term nal consunpti on: |
| | | | index, store, or notify |
AR, R S oo e e e e e e i oo oo oo +
Tabl e 14

8.2. CONNECT Action

The CONNECT action establishes the session with capability
negoti ati on.

8.2.1. ALPN ldentifier
ALPN Protocol ID: pipestream 1
8.2.2. Capability Exchange

I medi ately after QU C handshake, peers exchange Capabilities
nmessages on Stream O.

The Capabilities exchange includes serialization format negotiation
(Section 3.5). The agreed-upon format applies to all subsequent
vari abl e-1 ength serialized nessages on Stream 0 and to all entity
headers on Entity Streans.

8.3. PARSE Action

The PARSE action perforns dehydration with optional conpletion
pol i cy:
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conpl etion-policy = {

? mode: conpl eti on- node,
? max-retries: uint, ; Default: 3
? retry-del ay- ns: ui nt, ; Default: 1000
? tineout-ns: uint, ; Default: 300000 (5 nin)
? mn-success-ratio: float32, ; For QUORUM node
? on-tineout: failure-action,
? on-failure: failure-action,
}
conpl eti on-node = &
unspecified: O, ; Default; treat as STRICT
strict: 1, ; Al children MUST conpl ete
lenient: 2, ; Continue with partial results
best-effort: 3, ; Conplete with whatever succeeds
quorum 4, ; Need min-success-ratio
)
failure-action = &
unspeci fied: O, ; Default; treat as FAIL
fail: 1, ; Propagate failure up
skip: 2, ; Skip, continue with siblings
retry: 3, ; Retry up to max-retries
defer: 4, ; Create claimcheck, continue
)
8.4. PROCESS Action
[ b s oo e oo e e e e e s e e s s s e s
| Mode | Description |
| TRANSFORM | 1:1 entity transformation |
S oo e m e e e e e e e e e e e e e e e e e ma o - +
| REHYDRATE | N:1 nerge of siblings fromdehydration |
S ot o oo +
| AGGREGATE | N1 with reduction function |
S Fom o e e eaaooo- +
| PASSTHROUGH | Metadata-only nodification |
S oo e m e e e e e e e e e e e e e e e e e ma o - +

Tabl e 15
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8.5. SINK Action

[} e ———_— e —_——(—————(—(————————(—(———————
| Type | Description |
[ el sl
| 1 NDEX | Search engine integration |
| | (Elasticsearch, Solr, etc.) |
S o m e e e e e e e e e +
| STORAGE | Blob storage persistence |
| | (Object stores, Coud storage) |
oo s o m e e e e e e e e eea oo +
| NOTI FI CATI ON | Webhook/ nmessaging triggers |
o e e o - o m e e e e e e e e e e aa oo +
Tabl e 16

9. Rehydration Semantics
9.1. Entity ID Lifecycle and Cursor
Entity IDs are managed using a cursor-based circul ar recycling schene

within the 32-bit ID space. The ID space is divided into three
| ogical regions relative to the current cursor and | ast_assi gned

poi nters:

| Region | I'D Range | Description |
B sl e sy oo e
| Recyclable | IDs behind cursor | Resolved entities; |IDs |

| | may be reused |
T o e e e oo o e e e e e e e e e e oo - +
| In-flight | cursor to | Active entities (PENDI NG |
| | last_assigned | PROCESSI NG, etc.) |
R o e e e e oo o e e e e e e e oo +
| Free | Beyond | Available for new entity |
| | last_assigned | assignnent |
T o e e e oo o e e e e e e e e e e oo - +

Table 17

The wi ndow size is conmputed as (last_assigned - cursor) nod
OXFFFFFFFD. |If w ndow size >= max_wi ndow, the sender MJST apply
backpressure and stop assigning new IDs until the cursor advances.
*Rul es: *

1. new.id = (last_assigned + 1) % OxFFFFFFFD
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2. If new.id ==0, new.id =1 (skip reserved NULL_ENTITY)

3. If (new.id - cursor) % OxFFFFFFFD >= max_wi ndow -> STOP, apply
backpressure

4. On reaching a terminal state (COWLETE, SKI PPED, ABANDONED, or
FAILED with no remaining retries): mark resolved; if entity_ id ==
cursor, advance cursor past all contiguous resolved |IDs

5. IDs behind cursor are inplicitly recyclable

An entity in the FAILED state that may still transition to RETRYI NG
(Section 6.2.2a) MJST NOT be marked resolved. Only when retries are
exhausted or no conpletion policy permts retries does FAILED becone
term nal for cursor purposes.

9.2. Assenbly Manifest

The Assenbly Manifest is a |ocal data structure maintained by each
endpoint to track the parent-child rel ati onships created during
dehydration. It is not transmtted on the wire; rather, each

endpoi nt constructs its own manifest fromthe parent-id fields in
received EntityHeaders and from status updates observed on the
Control Stream The CDDL bel ow defines the | ogical structure of each
entry; inplenmentations MAY use any internal representation that
preserves the required senantics.

Each Assenbly Manifest entry tracks:

assenbl y-nmani fest-entry = {
parent-id: uint,
? scope-id: uint, ; Layer 1
children-ids: [* uint],
? children-status: [* entity-status],
? policy: conpletion-policy, ; Layer 2
? created-at: uint,
? state: resolution-state,

}

resolution-state = &
unspecified: O,

active: 1,

resol ved: 2,

partial: 3, ; Some children fail ed/skipped
failed: 4,
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9.3. Checkpoint Bl ocking
A checkpoint is satisfied when:

1. Al entities in the checkpoint scope with IDs | ess than
checkpoint _entity_id (considering circular wap) have reached
ternminal state.

2. Al Assenbly Mnifest entries within the checkpoint scope have
been resol ved.

3. Al nested checkpoints within the checkpoint scope have been
satisfied.

Checkpoi nt Frame (Section 6.6 / Appendix C) carries both:

checkpoint-frame = {
checkpoint-id: tstr,
sequence- nunber: uint,
checkpoint-entity-id: uint,
? scope-id: uint,
? flags: uint,
? timeout-ms: uint,

}

* checkpoint_id: an opaque identifier for |ogging and correl ation.

* checkpoint_entity id: the nuneric ordering key used for barrier
eval uati on.

| mpl enent ati ons MJST use checkpoint_entity id (not checkpoint _id)
when eval uating Condition 1.

For circular conparison in Condition 1, inplenmentations MJST use the
sanme nodul o ordering as cursor managenent. Define MAX = OxFFFFFFFD
and:

is_before(a, b) = ((b - a+ MAX) % MAX) < (MAX / 2)

An entity IDa is considered "less than checkpoint_entity id b" iff
is before(a, b) is true.

9.4. Scope ID Allocation (Layer 1)
VWhen Layer 1 is negotiated, Scope IDs are 32-bit unsigned integers

assigned by the endpoint that initiates the dehydration. The
al |l ocation schenme is as foll ows:
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9. 5.

Scope ID O is the root scope and MJUST NOT be used for child
scopes.

The dehydrating endpoi nt assigns a uni que Scope ID to each new
child scope created during dehydration. The Scope |ID MJST be
uni que within the connection for the lifetine of that scope
(i.e., until the scope’s SCOPE_DI GEST franme has been enitted and
acknow edged) .

Scope | Ds MAY be all ocated sequentially or randomy; the protocol
does not require any particular ordering. Sequential allocation
i s RECOVMVENDED for sinplicity and debuggability.

Once a scope has been closed (its SCOPE_DI GEST has been sent),
the Scope I D MAY be reused for a new scope. |nplenentations MJST
ensure that no in-flight status franes reference a recycled Scope
ID;, this is guaranteed if the inplenentation waits until all
entities within the scope have reached terminal state before
recycling.

Scope Di gest Propagation (Layer 1)

When a scope conpl etes, the endpoint MJUST conpute a Scope Di gest and
propagate it to the parent scope via a SCOPE DI GEST frane
(Section 6.3).

The Merkle root in the Scope Digest is conputed as foll ows:

1.

For each entity in the scope, ordered by Entity ID (ascending),
construct a 5-octet |eaf value by concatenating:

* The 4-octet big-endian Entity ID.

* A l-octet status field where the lower 4 bits contain the Stat
code (Section 6.2.2) and the upper 4 bits are zero.

Conput e SHA- 256 over each 5-octet |eaf to produce |eaf hashes.

Build a binary Merkle tree by repeatedly hashing pairs of sibling
nodes: SHA-256(left || right). |If the nunber of nodes at any

|l evel is odd, the last node is pronoted to the next |evel without
hashi ng.

The root of this tree is the nerkle root value in the
SCOPE_DI GEST frane.
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9

9

10.

10.

10.

This construction is determnistic: any two inplenmentations
processing the sane set of entity statuses MJST produce the sane
Mer kl e root.

6. Rehydration Readi ness Tracking

I mpl enent ati ons MJST track Assenbly Manifest resolution order using a
mechani smthat provides (1) insertion and anortized (1l og n) ninimum
extraction. The tracking mechani sm MJST support efficient decrease-
key operations to handl e out-of-order status updates.

I mpl enent ati ons MAY use a Fi bonacci heap or similar priority queue to
satisfy these conplexity requirenents.

7. Stopping Point Validation (Layer 2)
When yi el ding or deferring, include validation

st oppi ng- poi nt-val i dation = {
? state-checksum bstr, ; Hash of processing state
byt es- processed: uint, ; Progress marker
chi |l dren-conpl ete: uint,
children-total: uint,
i s-resunabl e: bool ,
checkpoint-ref: tstr,

N ) ) ) )

Security Considerations
1. Transport Security

Pi peStreaminherits security from QU C [ RFC9000] and TLS 1.3
[ RFC8446]. Al connections MJST use TLS 1.3 or later
I mpl enent ati ons MJUST NOT provi de nechanisns to di sable encryption

2. Entity Payload Integrity

Each Entity SHOULD include a SHA-256 [FI PS-180-4] checksumin its
EntityHeader (the checksumfield defined in Section 6.7.2). The
checksumis OPTIONAL in the wire format to accommopdate zero-1length
entities, streanmed entities whose final length is unknown at header-
em ssion tine, and scenari os where application-layer integrity
mechani sms provi de equi val ent guarantees. When a checksumi s
present, it MJST be exactly 32 octets containing the SHA-256 digest
comput ed over the raw payl oad bytes (the octet sequence foll owi ng the
EntityHeader on the Entity Stream). The checksum does not cover the
EntityHeader itself.
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10.

For chunked entities (where chunk-info is present in the
EntityHeader), each chunk MAY carry its own per-chunk checksum The
checksumin the first chunk’s EntityHeader, if present, MJST cover
only that chunk’s payload bytes. An inplenentation that requires
whol e-entity integrity verification MJST either conpute a rolling

di gest across all chunks or require the sender to transmt a final
summary entity containing the whol e-payl oad checksum

To support true streaming of large entities, inplenentations MAY
begin processing an entity payl oad before the conpl ete payl oad has
been received and verified. However, the final rehydration or
term nal SINK operation MJUST NOT be committed until the conplete
payl oad checksum has been verifi ed.

If a checksumverification fails, the inplenmentati on MJST:
1. Reject the entity with PIPESTREAM | NTEGRI TY_ERRCOR (0x04).

2. Discard any partial results or tenporary state associated with
the entity.

3. Propagate the failure according to the Conpletion Policy
(Section 8.3).

I mpl enentations that require i medi ate consi stency SHOULD buffer the
entire entity and verify the checksum before initiating processing.

2.1. AgorithmAgility

Thi s specificati on nandates SHA-256 [FI PS-180-4] as the sol e checksum
algorithmfor both payload integrity (this section) and Merkle tree
construction (Section 9.4). SHA-256 is well-studied and w dely

depl oyed; however, future devel opnments may necessitate migration to a
different algorithm

Pi peStream supports algorithm mgration through the capability
negoti ati on nechani sm (Section 3.4). A future specification MAY
define additional fields in the capabilities structure to advertise
supported checksum al gorithns, follow ng the general principles
outlined in [RFC7696]. Until such negotiation is defined, all

i npl ement ati ons MJUST use SHA-256 when produci ng or verifying
checksums. An inplenmentation that receives a checksumof a length
other than 32 octets MJST reject the entity with

Pl PESTREAM | NTECRI TY_ERROR (0x04).
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10.

10.

The checksumfield in the EntityHeader is typed as bstr .size 32 in
the CDDL schema (Appendix C). A future algorithm negotiation

ext ensi on woul d need to update this constraint, the SCOPE DI GEST
Merkl e root size, and the corresponding | ANA registry entries.

3. Resource Exhaustion

| Limt | Default | Description |
[§ sty ool e U
| Max scope depth | 7 | Prevents recursive |
| | | bonbs (8 levels: 0-7) |
Fom e oo oo +
| Max entities | 4,294,967,294 | Menory bounds |
| per scope | | |
o e e e e oo S o e e e e e e oo +
| Max wi ndow size | 2,147,483,648 | Max in-flight |
| | | entities (2731) |
Fom e oo oo +
| Checkpoi nt | 30s | Prevents stuck state |
| timeout | | |
o e e e e oo S o e e e e e e oo +
| d aimcheck | 86400s | Garbage collection |
| expiry I I I
Fom oo oo oo +
Tabl e 18

I mpl enent ati ons MUST enforce all resource limts listed above.
Exceeding any limt MJST result in the corresponding error code (see
Section 11.4). Inplenmentations SHOULD al | ow operators to configure
stricter limts than the defaults shown here.

To prevent nenory-exhaustion attacks, inplenentations MJUST NOT pre-
al l ocate nenory for variable-1ength payl oads based solely on the
32-bit Length field in the UCF header (Section 6.1.1). Menory MJST
be allocated incrementally as octets are received, or capped at a
smaller initial buffer until the nessage type and context are
verified.

4. Anplification Attacks
A singl e dehydrati on operation can produce an arbitrary nunber of

child entities froma small input, creating a potential anplification
vector. To mitigate this:
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10. 5.

I mpl ement ati ons MUST enforce the max_entities_per_scope linit
negoti ated during capability exchange (Section 3.4). Any
dehydration that would exceed this limt MJST be rejected.

| mpl enent ati ons MJUST enforce the max_scope depth limt. A
dehydration chain deeper than this limt MJST be rejected with
Pl PESTREAM DEPTH_EXCEEDED ( 0x07) .

I mpl enent ati ons SHOULD enforce a configurable rati o between i nput
entity size and total child entity count. A recommended default
is no nore than 1,000 children per negabyte of parent payl oad.

The backpressure nechani sm (Section 9.1) provides a natura
throttle: when the in-flight window fills, no new Entity IDs can
be assigned until existing entities conplete and the cursor
advances. | nplenentations MUST NOT bypass backpressure for
dehydration-generated entities.

Privacy Considerations

Pi peStreamentity headers and control stream frames carry netadata
that may reveal information about the entities being processed, even
when payl oads are encrypted at the application | ayer

1.

Ri ckert

*Entity structure | eakage*: The number of child entities produced
by dehydration, the scope depth, and the Entity ID assignnent
pattern may reveal the structure of the input being processed
(e.g., an entity that dehydrates into 50 children is likely a
multi-part input). Inplenentations that require structura
privacy SHOULD pad dehydration counts or use fixed deconposition
granularity. Deploynments that do not handl e privacy-sensitive
data MAY onit this padding.

*Metadata i n headers*: The content _type, netadata map, and

payl oad_length fields in EntityHeader (Section 6.7) are
transmitted in cleartext within the QU Cencrypted stream

I mpl enentations that require netadata confidentiality beyond
transport encryption SHOULD encrypt EntityHeader fields at the
application | ayer and use an opaque content_type such as
application/octet-stream This overhead is unnecessary when the
depl oynent operates within a trusted network.

*Traffic anal ysis*: The timing and size of status franes on the
Control Stream may correlate with processing patterns.

I mpl enent ati ons operating in privacy-sensitive environnments
SHOULD send status frames at fixed intervals with padding to
obscure processing timng. Deploynents in trusted environnents
MAY omit traffic padding to reduce bandw dth overhead.
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10.

10.

10.

4. *ldentifiers*: The doc_id field in PipeDoc (Section 7.1) and
filenanmes in BlobBag entries are application-layer data but nmay
be | ogged by internedi ate processing nodes. |nplenentations
SHOULD provi de nechani sns to redact or pseudonym ze identifiers
at pipeline boundaries. This recomendati on may be rel axed when
all nodes in the pipeline are operated by the sanme administrative
entity.

6. Replay and Token Reuse
6.1. Yield Token Repl ay

Yi el d tokens (Section 6.5.1) contain opaque continuation state that
enabl es resunpti on of paused entity processing. A replayed yield
token coul d cause an entity to be processed nultiple tines or to
resune froma stale state. To prevent this:

1. Inplementations MJUST associ ate each yield token with a stable
application context identifier (for exanple, a session
identifier) and Entity ID. In Layer 0O-only operation, this
context MAY be inplicit in the active transport connection. For
Layer 2 resunptions that can occur across reconnects or different
nodes, the context identifier MJST renmai n stable across transport
connections. A vyield token MIST be rejected if presented in a
different context than the one that issued it, unless the token
was explicitly transferred via a cl aimcheck

2. Inplenentations MUST invalidate a yield token after it has been
consuned for resunption. A second resunption attenpt with the
same token MUST be rejected.

3. The StoppingPointValidation (Section 9.6) provides integrity
checking at resunme tinme. |Inplenmentations MJST verify the
state_checksum field before accepting a resuned entity. |If the
checksum does not match the current state, the resunpti on MIST be
rejected and the entity MJST be reprocessed fromthe begi nning.

6.2. daimCheck Replay

Clai m checks (Section 6.5.2) are long-lived references that can be
redeenmed in different sessions. To prevent nisuse:

1. Each claimcheck carries an expiry_tinmestanp (Unix epoch
m croseconds). |Inplementations MJST reject expired clai mchecks.

2. Inplenentations MJUST track redeened clai mcheck IDs and reject
duplicate redenptions. The tracking state MJUST persist for at
| east the claimcheck expiry duration
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10.

11.

11.

11.

3. Cdaimcheck I Ds MIST be generated using a cryptographically
secure random nunmber generator to prevent guessing.

7. Encryption Key Managenent

When using Fil eStorageReference with encryption:

1. Key IDs MIST reference keys in approved providers.

2. Wapped keys MUIST use approved envel ope encryption.
3. Key rotation MJST be supported via key_id versioning.
4. I nplenentati ons MUST NOT | og key material.

5. Inplenentations MUST NOT include unw apped data encryption keys
in EntityHeader netadata or Control Stream franes.

I ANA Consi derations
Thi s docunent requests the creation of several new registries and one
ALPN identifier registration. Al registries defined in this section
use the "Expert Review' policy [RFC8126] for new assignnments unl ess
ot herwi se st at ed.
1. ALPN Identifier Registration

Thi s docunent registers the follow ng ALPN [ RFC7301] protocol
identifier:

Protocol : PipeStream Version 1

Identification Sequence: 0x70 0x69 0x70 0Ox65 0x73 0x74 0x72 0x65
0x61 0x6D O0x2F 0x31 ("pi pestreanm 1")

Speci fication: This docunent

2. PipeStream Frame Type Registry

IANA is requested to create the "Pi peStream Frane Types" registry.
Val ues are categorized into Fixed (type-sized, no | ength prefix)

frames in O0x50-0x7F and Variable (4-octet length prefix) franes in
0x80- OxFF. Val ues 0xCO- OxFF are reserved for private use.
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11.

11.

[ oo oo oo e oo s oo sl e bt e e e
| Val ue | Frane Type | A ass| Size | Layer| Reference

| | Nane | | | | |
[ ey e e pu e pu g pey s pojefupe ooy Cjj—pj—t Cjjofpojfpj——_—_—
| 0x50 | STATUS | Fi xed| 16 octets base |O | Section |
I I I I I | 6.2 I
S IR T Fo-m - I Fo-m - S T +
| Ox54 | SCOPE DI GEST | Fixed| 72 octets | 1 | Section |
| | | | | | 6.3 |
R R +----- o e e e e oo +----- S +
| 0x55 | BARRI ER | Fi xed| 12 octets | 1 | Section |
I I I I I | 6.4 I
S IR T Fo-m - I Fo-m - S T +
| 0x56 | GOAWAY | Fi xed| 8 octets | O | Section |
| | | | | | 6.5 |
R R +----- o e e e e oo +----- S +
| 0x57-0x7F| Reserved | Fi xed| - | - | this |
| | | I | | docunment |
S IR T Fo-m - I Fo-m - S T +
| 0x80 | CAPABILITIES |Var | Length-prefixed |0 | Section |
| | | | | | 3.4 |
R R +----- o e e e e oo +----- S +
| 0x81 | CHECKPO NT | Var | Length-prefixed |0 | Section |
I I I I I | 9.3 I
S IR T Fo-m - I Fo-m - S T +
| 0x82- 0xBF| Reserved | var | - | - | this |
| | | | | | document |
R R +----- o e e e e oo +----- S +

Tabl e 19

2.1. Unknown Frane Handling

Recei vers that encounter a Variable-class frame type (0x80-0xFF) that
they do not recognize MJUST skip the frame by readi ng and di scarding
the number of octets indicated by the 4-octet |ength prefix.

Recei vers that encounter an unknown Fi xed-class franme type
(0x50-0x7F) for which no size is defined MIST cl ose the connection
wi t h Pl PESTREAM ENTI TY_I NVALI D (0x05), since the frame size cannot be
determ ned. Future specifications that register new Fi xed-cl ass
frane types MJST define the frame size in the registry entry.

3. PipeStream Status Code Registry
I ANA is requested to create the "Pi peStream St atus Codes" registry.

Status codes are 4-bit values (0x0-0xF). Val ues 0xD- OxE are reserved
for Expert Review. Value OxF is reserved for private use.
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11.

[ ool oo e oo oo
| Value | Name | Layer | Description |
[ ettty e ——————— _ppp—p—p——_" Ll —_—_————————————(——(—(—————r
| 0xO0 | UNSPECI FIED | - | Default / heartbeat |
omm - LR SRR R e T +
| Ox1 | PENDI NG | O | Entity announced |
e R e e e T +
| O0x2 | PROCESSING | O | I'n progress |
R, S R, o e e e e e +
| 0x3 | COWPLETE | O | Success |
omm - R LT omm - R e T +
| Ox4 | FAI LED | O | Failed |
e R e e e T +
| O0x5 | CHECKPONT | O | Barrier |
R, S R, o e e e e e +
| Ox6 | DEHYDRATING | O | Dehydrating into children |
omm - R LT omm - R e T +
| Ox7 | REHYDRATING | O | Rehydrating children |
e R e e e T +
| Ox8 | YIELDED | 2 | Paused |
R, S R, o e e e e e +
| 0x9 | DEFERRED | 2 | daimcheck issued |
omm - R LT omm - R e T +
| OXA | RETRYING | 2 | Retry in progress |
e R e e e T +
| OxB | SKIPPED | 2 | I'ntentionally skipped |
R, S R, o e e e e e +
| OxC | ABANDONED | 2 | Timed out |
omm - R LT omm - R e T +
Tabl e 20

4. PipeStream Error Code Registry

I ANA is requested to create the "Pi peStream Error Codes" registry.
Val ues in the range 0x00-0x3F are assigned by Expert Review. Val ues
in the range 0x40-O0xFF are reserved for private use.

Pi peStream error codes are used as QU C application error codes in
CONNECTI ON_CLCSE and RESET_STREAM franes. \When termnating a
connection or aborting a streamdue to a protocol-level error, the
endpoi nt MJUST use the correspondi ng PipeStream error code val ue as
the QU C Application Error Code.
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March 2026

G acef ul shut down

Control stream nust reset

Pr ot ocol |ayer not
support ed

5. PipeStream Serialization Format Registry

I ANA is requested to create the "PipeStream Serialization Formats"
New entries require Expert Review [ RFC8126].

registry.
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11.

11.

[ bbbl oo s s oo el e ool 3
| Value | Name | Description | Reference |
[ bbb puml oo s oo sy ool s s o}
| O | CBOR | Concise Binary Object | RFC 8949, |
| | | Representation | this docunent |
L S T e T +
| 1 | PROTCBUF | Protocol Buffers (see | this docunent |
I I | Appendi x D) I I
R, TS o e e e e T +
| 2-255 | Reserved | Reserved for future | this docunent |
I I | use I I
L S T e T +
Tabl e 22

6. URI Schene Registration

This section registers the "pipestream URl schene per [RFC7595].
The URI schene identifies application context for detached or
resumabl e resources (for exanple, Layer 2 yield/claimcheck flows).
Pi peStream Layer 0 stream ng senmantics do not depend on this UR
schene.

Scheme nane: pi pestream

Status: Permanent

Applications/protocols that use this schenme: PipeStream protoco
(this docunent)

Contact: Kristian Rickert (kristian.rickert@ipestream ai)
Change controller: |ETF
6.1. URI Syntax

The URI syntax is defined using ABNF [ RFC5234]:

pi pestream URI "pi pestream//" authority "/" session-id

[ "/" scope-path ] [ "/" entity-ref ]

session-id = 1*( ALPHA/ DG T/ "-" )

scope- pat h = scope-id *( "." scope-id)

scope-id =1*DAT

entity-ref = 1*( ALPHA/ DIAT)

authority = <authority, see RFC 3986, Section 3.2>
Exanpl es:
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* pipestream//processor. exanpl e. com alb2c3d4

* pipestream //processor. exanpl e. com 8443/ alb2c3d4/ 1. 42/ e5f 6
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Appendi x A, Appendi x A Protocol Layer Capability Matrix
[ s s e ey ol j—p—j—(—_—— o pojp—p—j—— o
| Feature | Layer O | Layer 1 | Layer 2 |
| Unified status franme | X | X | X |
| (128-bit base) | | | |
oo e m e e e e e e e e e e e e mm e mmmaa o - S R S R S R +
| Entity stream ng | | | |
o m o oo O O O +
| PENDI NG PROCESSI NG COVPLETE/ | | | |
| FAI LED | | | |
o e e e e e e e e e e e e e e mmemamao o B B B +
| DEHYDRATI NG REHYDRATI NG | X | X | X |
o e m e e e e e e e e e e e m—— oo oo R R R +
| Checkpoi nt bl ocking | X | X | X |
o m o oo S S S +
| Assenbly Manifest | X | X | X |
o e e e e e e e e e e e e e e mmemamao o B B B +
| Cursor-based ID recycling | X | X | X |
o e m e e e e e e e e e e e m—— oo oo R R R +
| Scoped status fields (Scope | | X | X |
| I'D, depth) I I I I
Fom oo S S S +
| Hierarchical scopes | | X | X |
oo e m e e e e e e e e e e e e mm e mmmaa o - S R S R S R +
| Scope digest (Merkle) | | | X |
o m oo i O O O +
| Barrier (subtree sync) | | X | X |
Fom oo S S S +
| YIELDED st at us | | | X |
oo e m e e e e e e e e e e e e mm e mmmaa o - S R S R S R +
| DEFERRED st at us | | | X |
o m oo oo O O O +
| d aimchecks | | | X |
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e T S T S T S T +

| Conpl etion policies | | | X |

oo e m e e e e e e e e e e e e mm e mmmaa o - S R S R S R +

| SKI PPED/ ABANDONED st at uses | | | X |

O S TRy S TRy S TRy +
Tabl e 23

Appendi x B. Appendix B: Relationship to Existing Protocols

Thi s appendi x di scusses the rel ati onship between Pi peStream and

exi sting transport and application protocols. The intent is to
clarify the design rationale for specifying a new application
protocol directly over QU C [ RFC9000] rather than |layering on HITP/ 3
[ RFC9114], gRPC, or WebTransport [RFC9297].

B.1. QUIC as Application Transport

RFC 9308 [ RFC9308] provi des gui dance for designers of application
protocol mappings to QU C. PipeStreamfollows this guidance: stream
semantics are mapped to the protocol’s data nodel (Section 4), flow
control operates at both the stream and connection |evel, and an ALPN
token is registered for protocol identification (Section 11).

The precedent for application protocols that bypass HTTP and nap
directly onto QU C is well established. DNS over Dedicated QU C
Connections [ RFC9250] adopts a direct nmapping on the grounds that
HTTP fram ng introduces unnecessary overhead when the application has
its own nessage semantics. The Media over QU C Transport protoco
[MOQT] sinmilarly defines its own fram ng and control nessages over
QUIC streans, with HTTP/3 as an optional encapsul ation rather than a
requi renent.

Pi peStreami s requirenents align with these precedents. The
protocol s dual -stream architecture (Section 4), bit-packed contro
frames (Section 6), and recursive entity lifecycle (Section 9) have
no counterpart in HITP semantics, and mappi ng them onto request -
response pairs would add conplexity w thout benefit.

B.2. Efficiency Considerations

The decision to inplenent PipeStream as a standal one protocol over
QU Cis driven by the follow ng efficiency requirenments:

Ri ckert Expi res 2 Septenber 2026 [ Page 56]



I nternet-Draft Pi peSt ream March 2026

B.2.1. Frami ng Overhead

HTTP/ 3 and gRPC introduce nultiple layers of framng. A gRPC nessage
over HTTP/3 incurs QUIC stream overhead, HTTP/3 DATA frame over head
(mnimum 2 octets), and gRPC envel ope overhead (5 octets). For snall
status updates |like PipeStreami s 16-octet STATUS frane, this
encapsul ati on woul d doubl e the bandwi dth requirenent. PipeStreanis
bi t - packed frames achi eve near-theoretical m ni mum overhead for high-
frequency coordi nati on.

B.2.2. Stateless Control Plane

HTTP/ 3 requi res maintai ning state for QPACK header conpression. In
hi gh- concurrency environments where a single node manages thousands
of sessions, the nenory overhead of these contexts is significant.
Pi peStream status franes are statel ess and sel f-describing; a

recei ver can parse any frame w thout reference to previous franes,
enabling | ow | atency processing and easier |oad bal anci ng across
redundant nodes.

B.2.3. Stream | ndependence

gRPC bidirectional streaming is constrained by the lifecycle of a
single RPC call. Wile nultiple entities can be multiplexed into one
RPC, this reintroduces head-of-line blocking at the application |ayer
if one entity requires retransm ssion. Alternatively, opening a new
RPC for every entity (which could nunber in the mllions for |arge
docunent sets) incurs substantial setup and teardown over head.

Pi peStreamtreats each entity as an i ndependent QU C stream ensuring
maxi mum paral |l el i smand optinmal use of QU C s |oss recovery

mechani sns.

B.3. HITP/3

HTTP/ 3 [ RFC9114] provides nultipl exed request-response exchanges over
QU C Its stream nodel binds each client-initiated request to a
server response on the same stream PipeStreamrequires
bidirectional, peer-initiated entity streans where either endpoint
may open new streanms to transmit sub-entities arising fromrecursive
deconposition. The request-response constraint precludes this.

Pi peStream al so requires a persistent control streamcarrying
compact, fixed-size status franes at high frequency. HITP/ 3 does
define unidirectional control streans, but their framng is specific
to HTTP semantics (SETTINGS, GOAWAY, MAX PUSH | D) and cannot be
repurposed for application-level status coordi nation without

i ntroducing a parallel signaling nechanismthat duplicates nuch of
what QUI C al ready provi des.
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B.4. gRPC

gRPC defines a renote procedure call framework over HITP/2, with
experinmental support for HITP/3. Bidirectional streaming in gRPCis
scoped to a single RPC nethod: one request stream and one response
streamper call. PipeStreamrequires an arbitrary nunber of
concurrent entity streanms with i ndependent flow control, plus a

dedi cated control stream all within a single connection. Achieving
this over gRPC would require either nmultiplexing all entities onto a
single bidirectional RPC (sacrificing per-streamflow control and
head- of -1 i ne i ndependence) or opening a separate RPC per entity
(sacrificing session-level coordination and incurring per-cal

over head) .

gRPC further mandates a 5-octet |ength-prefixed fram ng envel ope for

every nessage. PipeStreanis fixed-size control frames are bit-packed
at the wire level with zero serialization overhead, which is naterial
at the status update frequencies the protocol is designed to sustain.

B.5. WebTransport

WebTransport [ RFC9297] provides bidirectional streans and unreliable
datagrans over HITP/3, and is the closest existing protocol to the
transport abstraction PipeStreamrequires. However, severa
properties make it unsuitable as a substrate:

WebTransport sessions are established via an HITP/ 3 CONNECT request,

inheriting the client-server asymetry of HTTP. 1In PipeStream both

endpoints participate symetrically in capability negotiation and may
initiate entity streans; the protocol does not distinguish a "client"
role froma "server" role after the handshake.

WebTransport is designed for environments constrained by the web
security nodel (origin-based isolation, CORS). PipeStreamtargets
server-to-server processing pipelines where these constraints are
i nappl i cabl e.

WebTransport provides raw byte streans with no built-in coordination
semantics. PipeStreamwould need to inplenent its own fram ng,
status state machi ne, checkpoint barriers, and scope hierarchy on top
of WebTransport streams. At that point, the HTTP/ 3 session |ayer

i ntroduces an additional round trip during establishnent and per-
stream fram ng overhead, with no correspondi ng benefit.
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B.6. Summary

Pi peSt ream occupi es a design point not addressed by existing
protocols: a QU Cnative application protocol conbining nmultiplexed
entity streaning, recursive deconposition with hierarchical scopes,
Mer kl e-based integrity propagation, and barrier-synchronized
reassenbly. Wile existing protocols |ike SCTP [ RFC9260] and PPSPP
[ RFC7574] address subsets of these requirenents, none provide the
integrated lifecycle and coordinati on semantics that PipeStream
defi nes.

Appendi x C. Appendi x C. Schena Reference (CDDL)

Thi s appendi x consolidates the normative CDDL [ RFC8610] schema
definitions for all PipeStream nessages. These definitions are
authoritative for the wire fornat when CBOR [ RFC8949] is the
negoti ated serialization format (the default). Individua
definitions also appear inline throughout the specification body.

An informational Protocol Buffers equivalent is provided in
Appendi x D for inplenmentations that negotiate Protobuf encoding.

CDDL "uint" is an unbounded unsi gned integer. Wen
encoded in CBOR, the encoder MJST use the snall est

CBOR mmj or-type-0 encoding that fits the val ue.

The followi ng aliases docunent the wire-format field

wi dt hs used in fixed-size franes; they do not constrain
the CBOR encodi ng but record the maxi num val ue each
field may carry.

uint32 values 0..4294967295 (Entity 1D, Scope |ID
uint64 values 0..2"64-1 (counters, timnestanps)

For variable-length serialized nessages (CBOR), the
natural uint encoding applies and receivers MJST accept
; any valid CBOR unsigned integer

; Serialization format negotiation

serialization-format = &
cbor: 0,
prot obuf: 1,
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capabilities = {
| ayer 0-core: bool,
| ayer 1-recursive: bool,
| ayer2-resilience: bool,
max- scope-depth: uint .le 7,
max-entities-per-scope: uint,
max- wi ndow- si ze: ui nt,
serialization-format: serialization-formt,
keepal i ve-ti neout-ns: uint, ; Default: 30000 (30s)

N ) N ) )

entity-header = {
entity-id: uint,
? parent-id: uint,
? scope-id: uint,
layer: uint .le 3,
? content-type: tstr,

32-bit on wire (STATUS frane)
32-bit scope-1ocal

32-bit (Section 6.2.1)

Data | ayer 0-3

payl oad-1 engt h: uint, ; Payl oad byte count

? checksum bstr .size 32, ; SHA-256; SHOULD be present
? nmetadata: { * tstr => tstr },

? chunk-info: chunk-info,

?

compl eti on-policy: conpletion-policy, ; Layer 2
}

chunk-info = {
total -chunks: uint,
chunk-i ndex: uint,
chunk-of fset: uint,

compl etion-policy = {
? node: conpl eti on- node,
? max-retries: uint,
? retry-delay-ms: uint,
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timeout-ns: uint,

m n-success-ratio: float32
on-tineout: failure-action,
on-failure: failure-action,

N ) ) )

}

conpl eti on-nmode = &(
unspeci fied: O,
strict: 1,
| enient: 2,
best-effort: 3,
quorum 4

)

failure-action = &
unspecified: O,
fail: 1,
skip: 2,
retry: 3,
defer: 4,

; Checkpoint frane (Type 0x81)

checkpoint-franme = {
checkpoint-id: tstr,
sequence- nunber: uint,
checkpoint-entity-id: uint,
? scope-id: uint,
? flags: uint,
? timeout-ms: uint,

status-franme = {
entity-id: uint,
? scope-id: uint,
status: entity-status,
? extended-data: any,

}

entity-status = &
unspeci fied: O,
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pendi ng: 1,
processing: 2,
compl ete: 3,
failed: 4,
checkpoint: 5,
dehydrating: 6,
rehydrating: 7,
yi el ded: 8,
deferred: 9,
retrying: 10,
ski pped: 11,
abandoned: 12,

; Assenbly Manifest entry

assenbl y-nmani fest-entry = {

parent-id: uint,

? scope-id: uint,

children-ids: [* uint],
children-status: [* entity-status],
policy: conpletion-policy,
created-at: uint,
state: resolution-state,

-~

N ) )

}

resolution-state = &
unspeci fied: O,

active: 1,
resol ved: 2,
partial: 3,
fail ed: 4,

)

; Yi el d token (Layer 2)

3

yi el d-token = {
reason: yield-reason,
? continuation-state: bstr,
? validation: stopping-point-validation,

}

yi el d-reason = &
unspeci fied: O,
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external -call: 1,
rate-limted: 2,
awai ting-sibling: 3,
awai t i ng- approval : 4,
resour ce- busy: 5,

clai mcheck = {

claimid: uint,

entity-id: uint,

? scope-id: uint,

expiry-tinestanp: uint,

? validation: stopping-point-validation,

; Stopping point validation (Layer 2)

st oppi ng- poi nt-validation = {
? state-checksum bstr,

byt es- processed: uint,

chi |l dren-conpl ete: uint,

children-total: uint,

i s-resunmabl e: bool ,

checkpoint-ref: tstr,

N ) ) ) )

scope-di gest = {
scope-id: uint,
entities-processed: uint,
entities-succeeded: uint,
entities-failed: uint,
entities-deferred: uint,
merkl e-root: bstr .size 32,
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pi pe-doc = {
doc-id: tstr,
entity-id: uint,
? owner shi p: ownershi p-cont ext,

}

owner shi p-context = {
owner-id: tstr,
? group-id: tstr,
? scopes: [* tstr],

file-storage-reference = {
provider: tstr,
bucket: tstr,
key: tstr,
? region: tstr,
? attrs: { * tstr => tstr },
? encryption: encryption-netadata,

encryption-netadata = {
algorithm tstr

? key-provider: tstr,
? key-id: tstr,

? wrapped- key: bstr,
? iv: bstr,

?

context: { * tstr => tstr },

}
Appendi x D. Appendix D: Schema Reference (Protocol Buffers)

Thi s appendi x provides an informational Protocol Buffers schema
equi val ent for PipeStream nmessages. The normative schema definitions
use CDDL notation and appear throughout the specification body and in
Appendi x C. I nplenentations that negotiate Protobuf as the
serialization format (Section 3.5) MAY use these definitions. The
canoni cal Protobuf source files are maintained in the repository at
proto/.

D.1. Protocol -Level Messages
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11

Copyri ght 2026 Pi peStream A

Pi peStream Protocol - |ETF draft protocol for recursive
entity stream ng over QU C. Defines the wire-format
messages for Layers 0-2 of the PipeStream architecture:
core streaming, recursive scoping, and resilience.

Edition 2023 is used for closed enuns (critical for wre-protocol
safety) and inplicit field presence (distinguishing "not set” from
zero values). In this edition, all fields have explicit presence
by default, naking the 'optional’ keyword unnecessary.

edition = "2023";

package pi pestream protocol.vl

i mport "googl e/ prot obuf/any. proto";

11
11
11
11
11

Al enuns in this file are CLOSED. Unknown enum val ues recei ved on
the wire MIUST be rejected. This is essential because status codes
are encoded as 4-bit values in the status frame wire format;
accepting unknown val ues coul d cause undefined behavior in state
machi nes and cursor advancenent.

option features.enumtype = CLCSED,

11
11

SerializationFormat specifies the encoding for variable-
| ength control nessages (0x80-0xFF) and entity headers.

enum Seri ali zati onFormat {

SERI ALI ZATI ON_FORVAT_CBOR = O0;
SERI ALI ZATI ON_FORVAT_PROTOBUF = 1,

Capabilities describes the feature set supported by a PipeStream
endpoi nt. Exchanged during the CONNECT handshake so that both

si des can negotiate which protocol |ayers and resource linits
apply to the session.

message Capabilities {

/1 \Whet her the endpoint supports Layer O (core entity stream ng).
bool | ayer0 core =1

/1 \Whet her the endpoint supports Layer 1 (recursive scoping and
/1 dehydration).
bool layerl recursive = 2;

/1 \Whet her the endpoint supports Layer 2 (resilience, yield, and
/1 claimcheck). Requires Layer 1 support; if layerl recursive is
/1 false, this MIST be fal se

bool layer2_resilience = 3;
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/1 Maxi mum nesting depth allowed for recursive scopes.
/] Default is 7 (8 levels: 0-7).
ui nt 32 max_scope_depth = 4;

/1 Maxi mum nunber of entities permtted within a single scope.
uint32 nax_entities_per_scope = 5;

/1 Maxi mum fl ow control w ndow size, in nunber of in-flight
[l entities. Default is 2,147,483, 648 (2"31).
ui nt 32 nax_w ndow_si ze = 6;

/1 Serialization format (default: CBOR).
SerializationFormat serialization_format = 7;

EntityHeader is sent at the beginning of each entity streamto
describe the payload that follows. It carries identity, |ineage,
content netadata, chunking information, and the conpletion policy
that governs how partial failures of this entity’'s children are
handl ed.

message EntityHeader {

/1l Scope-local entity identifier
uint32 entity id =1

/1 ldentifier of the parent entity.
uint32 parent _id = 2;

/1 ldentifier of the scope.
uint32 scope_id = 3;

/] Data |ayer (0-3).
ui nt 32 | ayer = 4;

/1 M ME content type.
string content_type = 5;

/1 Length in bytes of the conplete entity payl oad, before any
/1 chunki ng.
ui nt 64 payl oad_| ength = 6;

/1 SHA-256 integrity checksum
byt es checksum = 7;

/1 Arbitrary netadata.
map<string, string> netadata = 8§;

/1 Chunking information.
Chunkl nfo chunk_info = 9;
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/'l Resilience conpletion policy.
Conpl eti onPol i cy conpletion_policy = 10;
}

/1 Chunklnfo describes how a payload is divided into chunks.
message Chunkl nfo {

/1 Total nunber of chunks.

uint32 total chunks = 1;

/| Zero-based chunk i ndex.
ui nt 32 chunk_i ndex = 2;

/1 Byte offset within the conpl ete payl oad.
ui nt 64 chunk _of fset = 3;

}

/1 ConpletionPolicy controls Layer 2 resilience behavior.
message Conpl etionPolicy {

/1 Mode for evaluating conpletion.

Conpl eti onMbde node = 1;

/1 Maximumretry attenpts.
uint32 nax_retries = 2;

/1 Delay between retries in mlliseconds.
uint32 retry_delay_nms = 3;

[/ Maximumwait tine in mlliseconds.
uint32 tineout_ns = 4;

/1 M ninmum success ratio for QUORUM node.
float mn_success ratio = 5;

/!l Action on tineout.

Fai |l ureAction on_tinmeout = 6;
/1 Action on failure.
Fail ureAction on failure = 7;

}

/1 Conpl eti onMbde specifies conpletion evaluation strategies.
enum Conpl eti onMode {

COVPLETI ON_MODE_UNSPECI FI ED = O;
COVPLETI ON_MODE_STRI CT = 1,
COVPLETI ON_MODE_LENI ENT = 2;
COVPLETI ON_MODE_BEST_EFFORT = 3;

COVPLETI ON_MODE_QUCORUM = 4;
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/1 FailureAction specifies error

enum Fai | ureAction {

}

FAI LURE_ACTI ON_UNSPECI FI ED = 0;
FAI LURE_ACTION_FAI L = 1;

FAI LURE_ACTION_SKI P = 2
FAI LURE_ACTI ON_RETRY

3;
FAI LURE_ACTI ON_DEFER = 4;

handl i ng behavi ors.

March 2026

/1 EntityStatus represents the lifecycle state of an entity.
enum EntityStatus {

}

/] StatusFrame represents a status transition.

ENTI TY_STATUS_UNSPECI FI ED = O;
ENTI TY_STATUS_PENDI NG = 1,
ENTI TY_STATUS_PROCESSI NG = 2;
ENTI TY_STATUS_COVPLETE = 3;
ENTI TY_STATUS_FAI LED = 4,
ENTI TY_STATUS_CHECKPO NT = 5;
ENTI TY_STATUS_DEHYDRATI NG
ENTI TY_STATUS_REHYDRATI NG
ENTI TY_STATUS_YI ELDED = 8;
ENTI TY_STATUS_DEFERRED = 9;
ENTI TY_STATUS_RETRYI NG = 10;
ENTI TY_STATUS_SKI PPED = 11,
ENTI TY_STATUS_ABANDONED = 12;

~No-

message StatusFrane {

}

/1 ldentifier of the entity.
uint32 entity_id = 1;

/1 ldentifier of the scope.
ui nt 32 scope_id = 2;

/1 Current status.
EntityStatus status = 3;

/1 Optional extension data.
googl e. prot obuf . Any extended_data = 4;

/'l Checkpoi nt Frame (Type 0x81)
message Checkpoi nt Frame {

/1 Uni que checkpoint identifier.
string checkpoint_id = 1;

/1 Monotoni ¢ sequence nunber.
ui nt 64 sequence_nunber = 2;
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/1 Nurmeric ordering key for barrier eval uation.
ui nt 32 checkpoint_entity_ id = 3;

/1 Scope to which this checkpoint applies.
uint 32 scope_id = 4;

/'l Checkpoint fl ags.
uint32 flags = 5;

[/ Maximumwait tine in mlliseconds.
uint32 tineout_ns = 6;

}

/1 Assenbl yMani festEntry tracks parent-child rel ati onshi ps.
message Assenbl yManifestEntry {

/1 ldentifier of the parent entity.

uint32 parent _id = 1;

/1 Scope identifier.
ui nt 32 scope_id = 2;

/1 Odered child identifiers.
repeated uint32 children_ids = 3;

/1 Current status of each child.
repeated EntityStatus children_status = 4;

/1l Governing conpletion policy.
Conpl etionPolicy policy = 5;

/1l Creation tinmestanp (Uni x epoch m croseconds).
uint64 created at = 6;

/'l Current resolution state.
Resol utionState state = 7;
}

/1l ResolutionState tracks Assenmbly Manifest conpletion.
enum Resol utionState {

RESOLUTI ON_STATE_UNSPECI FI ED = 0;

RESOLUTI ON_STATE_ACTI VE = 1,

RESCLUTI ON_STATE_RESOLVED = 2;

RESCLUTI ON_STATE_PARTI AL = 3;

RESOLUTI ON_STATE_FAI LED = 4;

}

/1 YieldToken captures continuation state for paused entities.
message Yi el dToken {
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}

/'l Reason for yielding.
Yi el dReason reason = 1

/1 Opaque continuation state.
bytes continuation_state = 2;

/1 Validation data for resunption.
St oppi ngPoi nt Val i dati on validation = 3;

/1 Yiel dReason descri bes why processing was yi el ded.
enum Yi el dReason {

}

Y| ELD_REASON_UNSPEC! FI ED = 0;

Y| ELD_REASON_EXTERNAL_CALL = 1;

Y| ELD_REASON RATE LI M TED = 2;

YI ELD_REASON_AWAI TI NG_SI BLI NG = 3;
Y| ELD_REASON_AWAI TI NG_APPROVAL = 4;
Y| ELD_REASON_RESOURCE_BUSY = 5;

/1 CainCheck is a Layer 2 deferred-processing reference.
message C ai nCheck {

}

/1 Unique claimidentifier.
uinté4 claimid = 1;

/1 ldentifier of the deferred entity.
uint32 entity_id = 2;

/1 Scope identifier
uint32 scope_id = 3;

/1l Expiry timestanmp (Uni x epoch mi croseconds).
uint64 expiry_timestamp = 4;

/1 Validation data.
St oppi ngPoi nt Val i dation validation = 5;

/1 St oppi ngPoi nt Val i dation captures a snapshot of progress.
message St oppi ngPoi ntVal i dation {

/1l Hash of internal state.
bytes state checksum =1

/1 Payl oad bytes consuned.
ui nt 64 bytes_processed = 2;

/1 Conpleted child count.
uint32 children_conmplete = 3;
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/1 Total expected child count.
uint32 children_total = 4;

/1 Resunption capability flag.
bool is_resunable = 5;

/] Last passed checkpoi nt
string checkpoint_ref = 6;

}

/1 ScopeDi gest is a Layer
message ScopeDi gest {
/1 ldentifier of the scope.
ui nt 32 scope_id = 1;

/1 Total processed count.
uint64 entities_processed = 2;
/] Total succeeded count.
uint64 entities_succeeded = 3;

/1 Total failed count.
uinté4 entities failed = 4;

/1 Total deferred count.
uint64 entities deferred = 5;

/1 Merkle root hash.
bytes nerkle_root = 6;

}

/1 PipeDoc represents the top-1evel
message Pi peDoc {
/1 Uni que docunent
string doc_id = 1;

identifier.

/1 ldentifier of the entity.
uint32 entity_ id = 2;

/1 Omnership and access context.
Owner shi pCont ext ownership = 3;
}

/1 Omnershi pContext defines multi-tenancy and access control

[l entities.

message Owner shi pCont ext {
/1 Entity owner identifier.
string owner_id = 1,
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[l Goup identifier.
string group_id = 2;

/1 List of access scopes.
repeated string scopes = 3;

}

/1 FileStorageReference provides a | ocation for external

message Fil eSt orageRef erence {
/1 Storage provider identifier.
string provider = 1;

/'l Bucket or container nane.
string bucket = 2;

/1 Cbject key or path.
string key = 3;

/1 Optional region hint.
string region = 4;

/1 Provider-specific attributes.
map<string, string> attrs = 5;

/1 Encryption netadat a.
Encrypti onMet adata encryption = 6;
}

/1 EncryptionMetadata defines encryption paraneters.

message EncryptionMetadata {
/1 Encryption algorithm
string algorithm= 1;

/1 Key provider identifier.
string key provider = 2;

[l Encryption key identifier.
string key_id = 3;

/1 Optional wapped DEK
byt es wapped _key = 4;

/'l Initialization vector.
bytes iv = 5;

/1 Additional encryption context.
map<string, string> context = 6;
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