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Abst ract

Thi s docunent defines data objects for the RESTful Provisioning
Protocol (RPP) and sets up | ANA RPP Data Object Registry to describe
and catal ogue them Specifically, it details the |ogical structure,
constraints, and protocol operations (including their inputs and
outputs) for foundational resources: donmin nanmes, contacts, and
hosts. In accordance with the RPP architecture

[1-D. kowal i k-rpp-architecture], these definitions focus entirely on
the semantics, remmining i ndependent of any specific data
representation or nedia type (e.g., JSON or XM).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent.

extracted fromthis document nust
described in Section 4.e of the Trust Legal
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Code Conponents
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1. Introduction

The RESTful Provisioning Protocol (RPP) defines a set of data objects
used to represent and manage foundational registry resources,

i ncl udi ng domai n nanes, contacts, and hosts. This initial list is
not exhaustive; additional resource and component objects MAY be
defined in future revisions or introduced via | ANA registration to
support new features and operational needs.

In accordance with the RPP architecture

[1-D. kowal i k-rpp-architecture], a core architectural principle is the
clear distinction between the abstract data nodel and its concrete
data representation. The data nodel defines the |ogical structure,
rel ati onshi ps, and constraints of the objects, independent of
formatting. The data representation defines how these abstract
concepts are expressed in specific formats (e.g., JSON, XM, or

YAM.) .

Thi s docunent focuses on the data nodel of RPP objects and operations
on them including the data nodel of operation inputs and outputs.
Thi s separation of concerns ensures the protocol mmintains a stable
semantic foundation that can be consistently inplenmented across
different media types and easily adapted to new representation
formats. For instance, the nodel defines a contact’s name as a
required string type, but it remains agnostic as to whether that
string is ultimtely encoded as a JSON property or an XM el enent.
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1.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Resource Definition Principles
2.1. Data Element Abstraction

Each data object is conposed of |ogical data elenments. A data
element is a logical unit of information identified by a stable nane,
i ndependent of its representation in any given nmedia type. The
definition for each elenent specifies its |ogical nane, purpose,
cardinality, data type, and constraints.

2.2. Extensibility

The set of data elenents for a given data object is extensible. New
data el ements, associations or operations MAY be defined and
registered with 1ANA in order for the data object to support new
features.

2.3. Dat a El ement Semantics

The definition of each data elenent within an object consists of the
followi ng attributes:

Nane: A human-readabl e name for the data el enent.
Identifier: A machine-readable, unique identifier for the el ement,
usi ng camel Case notation

* Cardinality: Specifies the nunber of tinmes an el enent nmmy appear
The notation is as foll ows:
- 1 for exactly one
- 0-1 for zero or one
- 0+ for zero or nore
- and 1+ for one or nore

* Data Type: Defines the elenent’s data structure, which can be a
primtive type (e.g., String, Integer) or a reference to another
conmponent obj ect.

* Description: Explains the purpose of the data el enent and any
ot her rel evant infornmation

* Constraints: Provides specific validation rules or linmtations on
top of the data type itself, such as val ue ranges

* Mitability: Defines the lifecycle of the data elenent’s value. It
MUST be one of the follow ng:
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- create-only: The element’s value is provided during the
object’s creation and cannot be nodified thereafter.

- read-only: The elenent’s value is managed by the server. It
cannot be set or nodified directly by the client, though it may
change as a result of server-side operations.

- read-wite: The elenent’s value can be set and nodified by the
client.

Qper at i ons

For each data object a set of possible operations is defined together
with their respective input and output data.

1. Authorisation

For each operation authorisation requirenents and operation behavi our
is specified. Werever "object authorisation" is nentioned, it neans
that an operation MAY accept or require additional authorisation data
related to the object beyond default client-Ievel authorisation, or
that an operation MAY have different effect or response if such

aut horisation is provided. Typically it would be a value related to
or derived fromAuthorisation Infornmation Cbject attached to the

obj ect.

2. Uniforminterface

For the typical set of Create, Read, Update and Del ete operations the
followi ng set of input and output data nodel is specified on top of
additional transient input data, unless an operation for the specific
object tells otherw se.

2.4.2. 1. Create

2

4.

* |nput: Object representation (create-only and read-wite
properties)

* Qutput: Object representation (read-wite and read-only
properties)

2. 2. Read

* |nput: Ooject identifier
* Qutput: Object representation (read-wite and read-only
properties)

The output representati on MAY vary depending on the identity of the
querying client, use of object authorisation information, and server
policy towards unauthorized clients. |If the querying client is the
sponsoring client, all available infornmation MJST be returned. |If
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the querying client is not the sponsoring client but the client

provi des valid object authorisation information, all avail able

i nformati on SHOULD be returned, however some optional el enments MAY be
reserved to the sponsoring client only. |If the querying client is
not the sponsoring client and the client does not provide valid

obj ect authorisation information, server policy determ nes which

OPTI ONAL el enents are returned, if any, or whether the entire request
is rejected.

2.4.2.3. Update

* |nput: hject identifier, Cbject changes representation (read-
wite properties)

*  Qutput: Object representation (read-wite and read-only
properties)

2.4.2.4. Delete

I nput: Cbject identifier
Qut put: nject representation (read-wite and read-only
properties) or no representation

2.4.3. (Qperations beyond uniforminterface

For all other operations both input and output representation have to
be fully specified.

2.5. EPP Conpatibility Profile

RPP is designed to coexist with the Extensible Provisioning Protoco
(EPP), often operating in parallel against a conmon backend

provi sioning system \While RPP is not inherently constrained by al

of EPP's requirenents, a specific set of rules is necessary to ensure
seam ess interoperability in such m xed environnents.

To address this, this docunent defines an "EPP Conpatibility
Profile". This profile specifies a set of additional constraints on
RPP data objects and operations that a server MJST adhere to when
supporting both RPP and EPP concurrently.

Thr oughout this docunment, all constraints that are part of this
profile are explicitly marked with a reference to "EPP Conpatibility
Profile". Inplementers of systenms in a mixed EPP/ RPP environnent
MUST foll ow these specific constraints in addition to the base RPP
requirenents.
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3. Conmmon Data Types

This section defines data types and structures that are re-used
across multiple data object definitions.

3. 1. Identifier

Ildentifiers are character strings with a specified mninumlength, a
specified maxi num |l ength, and a specified format outlined in

Section 2.8 of [RFC5730]. ldentifiers for certain object types MAY
have additional constraints inposed either by server policy, object
specific specifications or both.

3.2. Tinmestanp

Date and tinme attribute val ues MUST be represented in Universa
Coordinated Tinme (UTC) using the Gregorian cal endar using date-tine
formas defined in [RFC3339]. In EPP Conpatibility Profile upper
case "T" and "Z" characters MJST be used.

3.3. dient ldentifier

Client identifiers are character strings with a specified mninmum

| ength, a specified maximum | ength, and a specified format. Contact
identifiers use the "cl|IDType" client identifier syntax described in
[ RFC5730] .

| TBC. do we need this or is it arelation with an entity/RFC8543
| organisation? |If registrars nodeled are as first class objects
| (organisations), then clIDis nothing else but a reference to

| this organisation, so maybe no need to define syntax separately
| on identifier level (or in other words it would be defined on

| this object). R8.1 in the formof -02 RPP requirements
| includes RFC8543.

3.4. Phone Nunber

Tel ephone nunber syntax is derived fromstructures defined in

[1 TU. E164. 2005]. Tel ephone nunbers described in this specification
are character strings that MJUST begin with a plus sign ("+", ASClI

val ue 0x002B), followed by a country code defined in [ITU. E164. 2005],
followed by a dot (".", ASCI| val ue 0x002E), followed by a sequence
of digits representing the tel ephone nunber. An optional "x" (ASClI
val ue 0x0078) separator with additional digits representing extension
i nformati on can be appended to the end of the val ue.
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4.

4.

4.

Associ ati ons

RPP allows for different types of associations (relationship) between
the objects. The association nmay be added between 2 objects with own
i ndpendent |ifecycle (UML aggregation) or in the relation when one
object’s existance and lifecycle is bound to the other parent/owner
obj ect (UML conposition). In both cases, especially if the relation
allows for cardinality higher than one on either side, the

associ ation may be assigned additional attributes, not being part of
an object on either side of relation. |In many cases such relation
woul d be attributed with a single text string | abel, describing a
role or a type of relation. Depending on the context this val ue

nm ght be uni que, which allows using such |abel as a key in a

di ctionary.

The foll owi ng generic Association Types are defined for RPP
1. Aggregation

Not ati on: Aggregati on[ Type]

A relation between two i ndependent objects.

If the cardinality of target object is nore than 1, this represents

an ordered array. It MJST assured that the same unchanged data is
al ways inserted in the sane order in order to allow stable reference
by position to data el enents. 1In case of data insertions, deletions

or updates the renmaining of the data SHALL preserve its order
2. Conposition
Not ati on: Conposition[ Type] or Type

A rel ation between an independent parent object and 1 or nore
dependent child object(s).

If the cardinality of target object is nore than 1, this represents

an ordered array. It MJST assured that the same unchanged data is
al ways inserted in the sane order in order to allow stable reference
by position to data el enents. 1In case of data insertions, deletions

or updates the renmaining of the data SHALL preserve its order

4.3. Labell ed Aggregation

Not ati on: Label | edAggregati on[ Type]

A relation between two i ndependent object with single text string
attribute. Miltiple associations with the sane | abel are all owed.
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A type defining such associ ati on MJST defi ne Label Description with
semantics of the | abel and Label Constraints with constraints rel ated
to the | abel.

4. 4. Aggregation Dictionary
Not ati on: AggregationDi ctionary[ Type]
A relation between two i ndependent object with single text string
attribute. Only single association with the sane |abel is allowed
allowing it to be used as dictionary key.
A type defining such associati on MJST defi ne Label Description with
semantics of the |abel and Label Constraints with constraints rel ated
to the | abel.

4.5. Labell ed Conposition
Not ati on: Label | edConposi tion[ Type]
A rel ation between an i ndependent parent object and a dependent child
object with single text string attribute. Miltiple associations with
the same | abel are all owed.
A type defining such associati on MJST defi ne Label Description with
semantics of the |abel and Label Constraints with constraints rel ated
to the | abel.

4.6. Conposition Dictionary
Not ati on: ConpositionDi ctionary[ Type]
A rel ation between an i ndependent parent object and a dependent child
object with single text string attribute. Only single association

with the sane label is allowed allowing it to be used as dictionary
key.

A type defining such associati on MJST defi ne Label Description with
semantics of the | abel and Label Constraints with constraints related
to the |abel.

5. Conponent bjects
This section defines commopn objects that are re-used in the

definitions of top-level data objects. Conponent objects carry only
data but do not define any operations.
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5.1. Period hject

* Nanme: Period Object
* Description: Represents a duration of tine.
* Data El ements:
- Val ue
o ldentifier: value
Cardinality: 1
Mutability: read-wite
Data Type: |nteger
Description: The nuneric value of the period.
Constraints: The value MJST be from 1l to 99, inclusive.
it
Identifier: unit
Cardinality: 1
Mutability: read-wite
Data Type: String
Description: The unit of the period.
Constraints: The val ue MJUST be one of: "y" (years) or "ni
(rmont hs) .

1
OOOOOOgOOOOO

5.2. Status nject

Nane: Status Object

* Description: Represents one of the status values associated with a
provi si oni ng obj ect

* Data El enents:

- Label
o ldentifier: |abel
Cardinality: 1
Mitability: create-only
Data Type: String
Description: machi ne-readi bl e enum | abel of a status
Constraints:
+ Exact list of allowed status |abels depends on the
provi sioni ng object type. This enuneration can be
expanded by extensions.
+ The status |abels MJST use canel case notation and use
only ASCI| al phabetic characters.
+ Statuses MAY be of three categories:
1. those explicitly set by a server. Those MJST have
"server" prefix

2. those explicitly set by a client. Those MJST have
"client" prefix

3. those indirectly controlled by provisioning object
|ifecycle or business logic. Those MJST NOT use either
"client" or "server" prefix. They MAY use another
prefix or no prefix at all

Oo0Oo0oo0oo
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5.3.

Reason

o Indentifier: reason

Cardinality: 0-1

Mutability: create-only

Data Type: String

Description: a human-readabl e text that describes the
rationale for the status applied to the object.
Constraints: None

O o0Oo0oo

Identifier: due

Cardinality: 0-1

Mutability: read-wite

Data Type: Ti nestanp

Description: a timestanp, when this status is going to be
renoved automatically, or changed to other status. This
field can be used to expresse lifecycle related information
0 Constraints: servers MAY restrict possibility to set or
update this value by the client.

OOOOOQO

TBD: |dea - nodel status object as Labell ed Composition using
"Label"? Con: Generic Constraints for Label will be repeated.

Naneserver hject

Nane: Nanmeserver Object
Description: Represents a single nameserver.
Dat a El enents:

Host Nanme

o ldentifier: hostNane

o0 Cardinality: 1

o Mitability: read-wite

o Data Type: String

0 Description: Fully qualified name of a host.

0 Constraints: The value MJST be a syntactically valid host
nane.

DNS Resource Records

ldentifier: dns

Cardinality: O+

Mutability: read-wite

Data Type: Conposition[ DNS Resource Record]

Description: DNS Resource Records related to the host.

Constraints:

+ In EPP Compatibility Profile the entries MJUST be limited
to A and AAAA entries for IPv4 and |1 Pv6 gl ue records
respectively.

+ The |l abels of DNS entries MJST be subordinate to the Host
Narme of the Naneserver.

OO0OO0OOo00Oo
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5.4. DNS Resource Record

*  Nanme: DNS Resource Record
* Description: Represents a DNS Entry
*  Data El enents:
- Label
o Ildentifier: hostNanel abe

0o Cardinality: 1
o Mitability: read-wite
o Data Type: String.
0 Description: DNS entry | abel
0 Constraints:
+ The value MJST be a syntactically valid DNS host nane in
Zone file string representation
+ Absolute FQDNs and rel ative host nanmes are all owed.
- Type
o ldentifier: type

o0 Cardinality: 1
o Mitability: read-wite
o Data Type: String.
0 Description: DNS entry type.
o Constraints:
+ Each value MJUST be a valid string representation of
resource record type as defined in [ RFCL035].
+ Allowed val ues MAY be constrai ned by server policies.
For dommin provisioning typically the Type woul d be
constrained to the allowed parent side entries.

- Data
o ldentifier: data
o0 Cardinality: 1
o Mitability: read-wite
o Data Type: String.
0 Description: DNS entry val ue.
0 Constraints: Each value MJST be a syntactically valid

resource record data for a Type in zone file string
representation.

- TTL
o ldentifier: ttl
o Cardinality: 1
o Mitability: read-wite
o Data Type: Nunber.
0 Description: TTL value of a resource record as defined in
[ RFC1035] .
o0 Constraints: The all owed val ue range MAY be constrai ned by

server policy.

5.5. Authorisation Infornmation Object
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5

6

Name: Aut horisation Information
Description: Contains information used to authorise operations on
a data object. It may hold different kind of authorisation
i nformation.
Dat a El enents:
- Method
I dentifier: nethod
Cardinality: 1
Mutability: create-only
Data Type: String
Description: The identifier of the RPP authorisation nethod.
Constraints:
+ The val ue MJST be one of the values registered at | ANA as
defined in [I-D.draft-wullink-rpp-core].
+ In EPP Conpatibility Profile this value MIST be set to
authinfo if standard password base authorisation is used
- Authorisation Information
o ldentifier: authdata
Cardinality: 1
Mutability: create-only
Data Type: String
Description: The value of the authorisation information. It
m ght be as sinple as password string, but also nore conpl ex
val ues like public key certificates or tokens encoded as
string are possible.
o Constraints:
+ Authorisation Information object is imutable. |If the
i nformati on changes (for exanple password is updated) a
new i nstance MJST be created.
+ Dependi ng on the nethod and server policy Authorisation
I nformati on MAY not be avail able for read or any other
operation responding with this data el ement.

OO0OO0OO0o0Oo

O O0OO0Oo

Post al Address Object

Nane: Postal Address Object
Description: Contains the conponents of a postal address.
Dat a El enents:
-  Street
o ldentifier: street
Cardinality: O+
Mutability: read-wite
Data Type: String
Description: The contact’s street address.
Constraints: Inplementations MAY |imt the maxi mum | ength of
entries or character set.
- Gty
o ldentifier: city

OO0Oo0o0oo
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5.

7.

Cardinality: 0-1

Mutability: read-wite

Data Type: String

Description: The contact’s city.

Constraints:

+ Inplementations MAY linit the maxi mumlength of entries
or character set.

+ |In EPP Conpatibility Profile this data el ement MJST be
provi ded.

St at e/ Provi nce

Identifier: sp

Cardinality: 0-1

Mutability: read-wite

Data Type: String

Description: The contact’s state or province.

Constraints: Inplementations MAY |imt the maxi mum | ength of

entries or character set.

Post al Code

ldentifier: pc

Cardinality: 0-1

Mutability: read-wite

Data Type: String

Description: The contact’s postal code.

Constraints:

+ Inmplementation MAY limt the maxi mumlength of entries or
character set.

+ The limtations MAY differ depending on Country Code (cc)
data el enment.

Country Code

Identifier: cc

Cardinality: 0-1

Mutability: read-wite

Data Type: String

Description: The contact’s country code.

Constraints:

+ The value MJUST be a two-character identifier from
[1SC3166-1].

+ |In EPP Conpatibility Profile this data el ement MJST be
provi ded.

Oo0Oo0oo0oo

OO0OO0OO0OO0OOo

OO0OO0Oo0o0Oo

OO0OO0OO0OO0Oo

Postal Info Object

Nane: Postal |nfo Object

Description: Contains postal -address information in either
internationalised or |ocalised forns.

Dat a El enents:
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| TBC. Contact Type is not localised (shall be the sanme for
| PERSON and ORG. Mywving it |level up would however detach it
| fromrel ated/ dependant fi el ds Name/ Organi sati on

*  Contact Type
- ldentifier: type
- Cardinality: 0-1
- Mitability: read-wite
- Data Type: String
- Description: Specifies whether the contact is and individual or
an organi sati on.
- Constraints: The value MJST be one of: "PERSON' (individual) or
"ORG' (organisation).
*  Name
- ldentifier: nane
- Cardinality: 0-1
- Mitability: read-wite
- Data Type: String
- Description: The nane of the individual or role.
- Constraints:
o Inplenmentations MAY linmt the maxi mum |l ength of entries or
character set.
0 In EPP Conpatibility Profile this data el enent MJST be
provi ded.
o0 The inplenentations MAY require this field if Contact Type
(type) is set to "PERSON'.
* (Organisation
- ldentifier: org
- Cardinality: 0-1
- Mitability: read-wite
- Data Type: String
- Description: The nane of the organisation.
- Constraints:
o0 Inplenmentations MAY linmt the maxi mum |l ength of entries or
character set.
o0 The inplenentations MAY require this field if Contact Type
(type) is set to "ORG'.
*  Address
- ldentifier: addr
- Cardinality: 0-1
- Mitability: read-wite
- Data Type: Postal Address Object
- Description: The detailed postal address.
- Constraints: In EPP Conpatibility Profile this data el enent
MJST be provi ded.
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5.8. Disclose nject
| TODO Model Disclose in universal (extendible) way

*  Nane: Disclose
Identifier: disclose
* Description: TBD

6. Domain Name Data bject
6.1. bject Description

Nane: Donmai n Name Data Object

Identifier: domai nName

Description: A Dormain Name data object represents a domain name
and contains the data required for its provisioning and managenent
in the registry

6.2. Data El enents

The followi ng data el enents are defined for the Dormai n Name Data
oj ect.

*  Nane

- ldentifier: nane

- Cardinality: 1

- Mitability: create-only

- Data Type: String

- Description: The fully qualified nanme of the domain object.
- Constraints:

o The value MJUST be a fully qualified domain nane that
conforns to the syntax described in [ RFC1035].

0 A server MAY restrict allowable domain nanes to a particul ar
top-1evel donmin, second-level domain, or other donain for
whi ch the server is authoritative.

o The trailing dot required when these names are stored in a
DNS zone is inplicit and MUST NOT be provi ded when
exchangi ng host and donmai n nanes.

* Repository ID
- ldentifier: repositoryld
- Cardinality: 0-1

- Mitability: read-only
- Data Type: ldentifier
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Description: A server-assigned unique identifier for the
object. In EPP Conpatibility Profile this data el ement MJST be
provi ded.

Constraints: (None)

*  Status

Identifier: status

Cardinality: O+

Mutability: read-only

Data Type: Status Object

Description: The current status descriptors associated with the
domai n.

Constraints: Possible conbinations of Status Object Labels is
specified in Section 2.3 of [RFC5731] and [ RFC3915]

TBC. | ANA registry for statuses?

* Registrant

ldentifier: registrant

Cardinality: 0-1

Mutability: read-wite

Data Type: Contact nbject.

Description: The contact object associated with the domain as

the registrant.

Constrai nts:

o The relation MIST correspond to a valid Contact Data Object
known to the server.

0 Servers MAY restrict association of a Contact (hject of a
di fferent sponsoring client.

TBC. | eave registrant here or nove it to contacts with a type?

*  Contacts

Identifier: contacts
Cardinality: O+
Mutability: read-wite
Dat a Type: Label |l edAggregati on[ Contact Object]
0 Label Description: The role of the associated contact.
0 Label Constraints:
+ List of supported roles is defined by server policy
+ In the EPP Compatibility Profile, the value MJUST be one
of: "admn", "billing", or "tech"
Description: A collection of other contact objects associated
with the domain object.
Constraints:
o Maxi mum nunber of associated contacts (per role) MAY be
restricted by server policy
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TBC: | ANA registry for contact role |abel?

* Naneservers

Identifier: nameservers

Cardinality: O+

Mutability: read-wite

Data Type: Conposition[Host Data Cbject] or Aggregation[ Host
Dat a Obj ect ]

Description: A collection of naneservers associated with the
domai n.

Constraints: (None)

*  DNS

Identifier: dns

Cardinality: O+

Mutability: read-wite

Data Type: Conposition[ DNS Resource Record]

Description: A collection of DNS entries related to the domain

nane.

Constraints:

o0 The Type of the entries MAY be constrai ned by the server
policy. Typically the values would be Iimted to all owed
parent side resource record types

0o In EPP Conpatibility Profide with DNSSEC Ext ensi on al | owed
val ues MUST be DS and DNSKEY.

0 The labels of DNS entries MJST be subordinate to the donmain
nane and MJUST NOT be bel ow zone cut in case of present
del egati on.

* Subordi nate Hosts

I dentifier: subordinateHosts

Cardinality: O+

Miutability: read-only

Dat a Type: Aggregation[Host Object]

Description: A collection of subordinate host objects that
exi st under this domain.

Constraints: (None)

* Sponsoring Cient ID

Identifier: sponsoringCientld
Cardinality: 1

Mutability: read-only

Data Type: Client Identifier
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Description: The identifier of the client that is the current
sponsor of the domain object.
Constraints: (None)

* Creating Client ID

Identifier: creatingCientld

Cardinality: 0-1

Mutability: read-only

Data Type: Client Identifier.

Description: The identifier of the client that created the
domai n obj ect.

Constraints: (None)

* Creation Date

Identifier: creationDate

Cardinality: 0-1

Mutability: read-only

Data Type: Ti nestanp.

Description: The date and tine of domain object creation.
Constraints: The value is set by the server and cannot be
specified by the client.

* Updating Cient ID

ldentifier: updatingCientld

Cardinality: 0-1

Mutability: read-only

Data Type: Cient Identifier.

Description: The identifier of the client that |ast updated the
domai n obj ect.

Constraints: This element MJUST NOT be present if the domain has
never been nodifi ed.

* Update Date

Identifier: updateDate

Cardinality: 0-1

Mutability: read-only

Data Type: Ti nestanp.

Description: The date and tinme of the nost recent donain object
nmodi fi cation.

Constraints: This el ement MJST NOT be present if the domain

obj ect has never been nodifi ed.

* Expiry Date
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6.

6.

3.

3.

- ldentifier: expirybDate

- Cardinality: 0-1

- Mitability: read-only

- Data Type: Tinestanp.

- Description: The date and tine identifying the end of the
domai n object’s registration period.

- Constraints: The value is set by the server and cannot be
specified by the client.

*  Transfer Date

- ldentifier: transferDate

- Cardinality: 0-1

- Mitability: read-only

- Data Type: Tinestanp

- Description: The date and tine of the nbst recent successful
dommi n obj ect transfer.

- Constraints: This elenment MJST NOT be provided if the domain
obj ect has never been transferred.

* Authorisation Infornmation

- ldentifier: authlnfo

- Cardinality: 0-1

- Mitability: read-wite

- Data Type: Authorisation Information Cbject

- Description: Authorisation information associated with the
dommi n obj ect.

- Constraints: (None)

Qper ati ons
1. Create Qperation

The Create operation allows a client to provision a new Domai n Nane
resource. The operation accepts as input all create-only and read-
wite data el enents defined for the Domai n Nane Data Object.

* Aut horisation:
- Cenerally each client is authorised to create new donain
obj ects becomi ng a sponsoring client. This can be however
constrained by the server policy in many ways, i.e. by applying
rate limting, billing related constraints or conpliance |ocks.

In addition, the follow ng transient data element is defined for this
operati on:

* Registration Period
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- ldentifier: period

- Cardinality: 0-1

- Data Type: Period Object.

- Description: The initial registration period for the domain
nane. This value is used by the server to calculate the
initial expiryDate of the object. This elenent is not
persisted as part of the object’s state.

6.3.2. Read Qperation

The Read operation allows a client to retrieve the data el enents of a
Dormai n Name resource. The server’s response MAY vary dependi ng on
client authorisation and server policy.

* Aut horisation:
- Sponsoring client:
o Full object representation
- Oher client:
0 Wthout object authorisation
+ Limted (non-confidential) object representation or
operation denied
0 Wth object authorisation
+ Full object representation, however sone properties only
aut horised to the sponsoring client MAY be redacted
according to server policy

The followi ng transient data elenents are defined for this operation

* Hosts Filter
- ldentifier: hostsFilter
- Cardinality: 0-1
- Data Type: String
- Description: Controls which host information is returned with

t he obj ect.
- Constraints: The value MJST be one of "all", "del" (del egated),
"sub" (subordinate), or "none". The default value is "all"

6.3.3. Delete Operation
The Del ete operation allows a client to renove an existing Domain
Nane resource. The operation targets a specific data object
identified by its nane.

* Aut horisation:
- Only sponsoring client is authorised to performthis operation

The server SHOULD reject a delete request if subordinate host objects
are associated with the donmai n nane.
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The error response SHOULD indicate the rel ated subordi nate host
obj ect s.

6.3. 4.

Renew Qperation

The Renew operation allows a client to extend the validity period of
an exi sting Domain Name resource. The operation targets a specific
data object identified by its nane.

*

Aut hori sati on:

- Only sponsoring client is authorised to performthis operation
I nput : Domai n Nane

Qut put: Full object representation (read-wite and read-only
properties), or a mninmumrepresentation of properties affected by
the operation (Expiry Date).

The followi ng transient data elenents are defined for this operation:

*

6. 3.

7.

7.1

*

Current Expiry Date

- ldentifier: currentExpiryDate

- Cardinality: 1

- Data Type: Tinestanp

- Description: The current expiry date of the domamin nane. The
server MJST validate this against the object’s current
expiryDate to prevent unintended duplicate renewals.

Renewal Peri od

- ldentifier: renewal Period

- Cardinality: 0-1

- Data Type: Period Object

- Description: The duration to be added to the object’s
registration period. This value is used by the server to
cal cul ate the new expiryDate. The default value MAY be defined
by server policy. The nunber of units avail able MAY be subject
to limts inposed by the server.

Transfer operation

| TODO define transfer operation

Cont act Data hject

oj ect Description

Nane: Contact Data hject
Identifier: contact
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* Description: A Contact Data Cbject represents the soci al
information for an individual or organisation associated with
ot her objects.

7.2. Data Elenents

The foll owing data el enents are defined for the Donain Nane Data
oj ect.

* Handle ID

- ldentifier: id

- Cardinality: 1

- Mitability: create-only

- Data Type: Identifier.

- Description: External unique identifier of the contact object.

- Constraints:
o0 This value MJST be supported to be provided by the client.
0 Servers MAY support server-side generation of this val ue.

* Repository ID

- ldentifier: repositoryld

- Cardinality: 0-1

- Mitability: read-only

- Data Type: ldentifier

- Description: A server-assigned unique identifier for the
obj ect.

- Constraints: In EPP Conpatibility Profile this data el enent
MUST be provi ded.

* Postal Information

- ldentifier: postallnfo
- Cardinality: 1-2
- Mitability: read-wite
- Data Type: AggregationDictionary[Postal Info Object]
0 Label Description: type of contact data |ocalisation
0 Label Constraints: Allowed values: "int" for
"internationalised" all-ASC | version of an address and
"l oc" for localised forns with possible non-ASCI| character
set s.
- Description: Contains postal-address information.
- Constraints: There MJUST be no nore that 1 el enent of type
and one el enent of type "loc".

int

*  Voi ce Phone Nunber
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- ldentifier: voice

- Cardinality: 0+

- Mitability: read-wite

- Data Type: Phone Nunber

- Description: Voice phone nunber associated with the contact
- Constraints: (None)

* Fax Phone Number
- ldentifier: fax
- Cardinality: 0+
- Mitability: read-wite
- Data Type: Phone Nunber
- Description: Fax nunber associated with the contact
- Constraints: (None)
*  E-mail
- ldentifier: emil
- Cardinality: 0+
- Mitability: read-wite
- Data Type: String.
- Description: The contact’s enmil address.
- Constraints: Enmail address syntax is defined in [ RFC5322].
* Status
- ldentifier: status
- Cardinality: O+
- Mitability: read-only
- Data Type: Status Object

- Description: The current status descriptors associated with the
contact.

- Constraints:

0 Description: The current status descriptors associated with
the contact.

0o Constraints: Possible conbinations of Domain Status Labels
is specified in Section 2.2 of [RFC5733]

o The value MJUST be one of the status tokens defined in the
| ANA registry for domain statuses.
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o The initial value list MAY be as defined in [RFC5733]. In
this case the values MJUST have the same semanti cs.

* Sponsoring Cient ID

- ldentifier: sponsoringCientld

- Cardinality: 1

- Mitability: read-only

- Data Type: dient ldentifier.

- Description: The identifier of the client that is the current
sponsor of the donain object.

- Constraints: (None)

* Creating Cient ID

- ldentifier: creatingCientld

- Cardinality: 0-1

- Mitability: read-only

- Data Type: dient ldentifier.

- Description: The identifier of the client that created the
cont act object.

- Constraints: (None)

* Creation Date

- ldentifier: creationDate

- Cardinality: 0-1

- Mitability: read-only

- Data Type: Tinestanp.

- Description: The date and tinme of contact object creation.

- Constraints: The value is set by the server and cannot be
specified by the client.

* Updating Client ID

- ldentifier: updatingCientld

- Cardinality: 0-1

- Mitability: read-only

- Data Type: dient ldentifier.

- Description: The identifier of the client that |ast updated the
contact object.

- Constraints: This elenent MJST NOT be present if the contact
has never been nodifi ed.

* Update Date

- ldentifier: updateDate
- Cardinality: 0-1
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7.3.

8.
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- Mitability: read-only

- Data Type: Ti mestanp.

- Description: The date and tinme of the npbst recent contact
obj ect nodification.

- Constraints: This elenent MJST NOT be present if the contact
obj ect has never been nodified.

Transfer Date

- ldentifier: transferDate

- Cardinality: 0-1

- Mitability: read-only

- Data Type: Ti mestanp.

- Description: The date and time of the nmpbst recent successful
contact object transfer.

- Constraints: This elenment MJUST NOT be provided if the contact
obj ect has never been transferred.

Aut hori sation I nformation

- ldentifier: authinfo

- Cardinality: 0-1

- Mitability: read-wite

- Data Type: Authorisation Infornmation

- Description: Authorisation information associated with the
cont act object.

- Constraints: (None)

Di scl ose

- ldentifier: disclose

- Cardinality: 0-1

- Mitability: read-wite

- Data Type: Disclose hject.

- Description: Identifies el enents that require exceptional
server-operator handling to allow or restrict disclosure to
third parties.

| TBC. 1ANA registry for statuses?

Qper ati ons

| TODO Describe operations for contacts

Host Data Object



I nternet-Draft RPP Data (bjects Cct ober 2025

8.

8.

1.

2.

Obj ect Description

A Host Data (hject represents a nane server that provides DNS
services for a a donmin nane.

Data El enments

The followi ng data el enents are defined for the Host Data Cbject.

TBC. host Nane/dns properties are identical to Naneserver
oject. Shall we define sonmething |ike "Extends"?

Host Nane

Identifier: hostNane

Cardinality: 1

Mutability: read-wite

Data Type: String

Description: Fully qualified nane of a host.

Constraints: The value MJST be a syntactically valid host nane.

DNS Resour ce Records

Identifier: dns

Cardinality: O+

Mutability: read-wite

Data Type: Conposition[ DNS Resource Record]

Description: DNS Resource Records related to the host.

Constraints:

0 The labels of DNS entries MJST be subordinate to the Host
Narme of the Nanmeserver.

0 In EPP Compatibility Profile the entries MJST be limted to
A and AAAA entries for IPv4 and |1 Pv6 glue records
respectively.

St at us

Identifier: status

Cardinality: O+

Mutability: read-only

Data Type: Status Object

Description: The current status descriptors associated with the
domai n.

Constraints: Possible conbinations of Domain Status Labels is
specified in Section 2.3 of [RFC5732]
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TBD: this block

reposi toryl d/ sponsoringClientld/creationbDate/updatingdientld/
updat eDate/transferDate is the sane as for Domain Nane. Shall
it be abstracted to a new conponent object |ike "Provisioning
Met adat a" ?

* Repository ID

Identifier: repositoryld

Cardinality: 0-1

Mutability: read-only

Data Type: ldentifier

Description: A server-assigned unique identifier for the
object. For EPP conpatibility this data elenment is obligatory.
Constraints: (None)

* Sponsoring Cient ID

Identifier: sponsoringCientld

Cardinality: 1

Mutability: read-only

Data Type: Client Identifier.

Description: The identifier of the client that is the current
sponsor of the host object.

Constraints: (None)

* Creating Cient ID

Identifier: creatingCientld

Cardinality: 0-1

Miutability: read-only

Data Type: Client Identifier.

Description: The identifier of the client that created the host
obj ect.

Constraints: (None)

* Creation Date

Identifier: creationbDate

Cardinality: 0-1

Mutability: read-only

Data Type: Ti nestanp.

Description: The date and tinme of host object creation.
Constraints: The value is set by the server and cannot be
specified by the client.

* Updating Client ID
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- ldentifier: updatingCientld

- Cardinality: 0-1

- Mitability: read-only

- Data Type: dient ldentifier.

- Description: The identifier of the client that |ast updated the
host obj ect.

- Constraints: This elenent MJST NOT be present if the donmain has
never been nodi fi ed.

* Update Date

- ldentifier: updateDate

- Cardinality: 0-1

- Mitability: read-only

- Data Type: Ti nmestanp.

- Description: The date and tine of the nbst recent host object
nmodi fication.

- Constraints: This el enent MJUST NOT be present if the host
obj ect has never been nodified.

* Transfer Date

- ldentifier: transferDate

- Cardinality: 0-1

- Mitability: read-only

- Data Type: Tinestanp

- Description: The date and time of the npbst recent successful
host object transfer.

- Constraints: This elenent MJST NOT be provided if the host
obj ect has never been transferred.

8.3. (Operations
| TODO Describe operations for hosts

9. | ANA Consi derations

9.1. RPP Data Object Registry
Thi s docunent establishes the "RESTful Provisioning Protocol (RPP)
Data Object Registry". This registry serves as a catal ogue of all
data objects, conponent objects, data el enments, and operations used
within RPP.

9.1.1. Registration Policy

The policy for adding new objects, data el enents, or operations to
this registry is "Specification Required" [RFC8126].
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9.1. 2.

Regi stry Structure

The registry is organised as a collection of Object definitions.
Each Object definition MJST include:

*

9.1.3.

A header containing the Object Identifier, hject Nane, hject
Type (Resource or Conmponent), a brief description, and a reference
to its defining specification

A "Data El enents" table listing all persisted data el enents
associated with the object. Each entry MJST specify the elenment’s
Identifier, Name, Cardinality, Mitability, Data Type, and

descri ption.

If applicable, an "Qperations" section. For each operation, the
regi stry MJST provide:

- The Qperation’s Name and a description

- A "Paraneters" table listing all data elenments that are
provided as input to the operation but are not persisted as
part of the object’s state. Each entry MJST specify the
paraneter’s ldentifier, Name, Cardinality, Data Type, and a
descri ption.

Initial Registrations

The initial contents of the RPP Data Object Registry are defined

bel
j
j
j

OW.
ect: period
ect Nane: Period Object

ect Type: Conponent

Description: Represents a duration of tine.

Ref erence: [This-I1D

Data El enments
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[ ety C——————— Ly sl —————————— gy L p—p—p——(———————
| El enent | Elenent |Card.| Miutability | Data | Description |
| Identifier | Name | | | Type | |
[ ey b p g pegty Cjajfupjpy gt oo f—pj—p—j— b pojfopoj—p—j——_—
| val ue | Val ue | 1 | read-wite | Integer | The nuneric |
| | | | | | val ue of |
| I | | | | the period. |
S B S +----- S B S o e e e e oo o +
| unit | Unit | 1 | read-wite | String | The unit of |
| | | | | | the period. |
S O oo S O S +
Table 1
oj ect: naneserver
oj ect Nane: Naneserver hject
oj ect Type: Conponent
Description: Represents a single nanmeserver.
Ref erence: [This-I1D
Dat a El enents
[ g b pumnly oo g pu el o pufeng oo oo o el e fums s gty e e pu e o}
| El enent | El enment | Card.|Mitability| Data Type | Description |
| I denti fier]| Nanme | | | | |
E e el e el s pusente oo oo e el e et e e e e =}
| host Namre | Host | 1 | read-write| String | The name of |
| | Narre | | | | t he host. |
S E S +- - - - - S R R +
| dns | DNS | 0+ | read-write| Comnposition[ DNS | DNS |
| | Resour ce| | | Resource | Resour ce |
| | Records | | | Record] | Records |
| | | | | |related to |
| | | | | | t he host. |
S E S +- - - - - S R R +
Tabl e 2
oj ect: dnsrr
hj ect Nane: DNS Resource Record
oj ect Type: Conponent
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Description: Represents a DNS Entry.
Ref erence: [This-I1D

Data El enments

[ oo oo st oo oo sl s
| El enent | Elenent |Card.| Miutability |Data | Description
| Identifier | Narme | | | Type |
[ bbbl bbb g pel *es e s el el s s e s s
| host Nanel abel | Label | 1 | read-write |String|] DNS entry
| | | | | | label.
o e e e oo O Foom-- o e e oo oo S o e e e oo
| type | Type | 1 | read-wite |String] DNS entry

| | | | type
S R +----- R +o-m - - S
| data | Data | 1 | read-write |String|] DNS entry
| | | | | | val ue.
o e e e oo O Foom-- o e e oo oo S o e e e oo
| ttl | TTL | 1 | read-wite | Nunber| TTL val ue
| | | | | | for a
| | | | | | reource
| | | | | | record.
o e e e oo . Fo-o-- o e e oo oo S o e e e oo

Table 3

oject: authinfo

oj ect Nanme: Authorisation Information

hj ect Type: Conponent

Description: Contains authorisation credentials for an operation.
Ref erence: [This-1D]

Data El enents
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[ ey C—————————— Lty Ll ————————— Lty Tl —p—p—(————
| El errent | El ement Name | Card.|Mutability |Data | Description |
| Identifier]| | | | Type | |
[ gl s g pu g pugepe jepejfupety oo poj gt s juj gy - po o puj o poj o pja—p—j——r o
| met hod | Met hod | 1 | create-only| String| The |
| | | | | | identifier of |
| | | | | | the RPP |
| | | | | | authorisation |
I I I I I | method. I
TS S +----- S +o-m - - S +
| aut hdata | Authorisation|1l | create-only| String| The val ue of |
| | I'nformation | | | | the |
| | | | | | authorisation |
| | | | | | information. |
I I I I I | It mght be I
I I I I I | as sinple as I
I I I I I | password I
I I I I I | string, but I
| | | | | | also nore |
I I I I I | conplex I
| | | | | | values like |
| | | | | | public key |
| | | | | | certificates |
| | | | | | or tokens |
| | | | | | encoded as |
| | | | | | string are |
| | | | | | possible. |
TS S +----- S +o-m - - S +
Tabl e 4

oj ect: domai nSt at us
bj ect Nane: Status Obj ect
oj ect Type: Conponent
Description: Represents one of the status values associated with the
provi si oni ng obj ect.
Ref erence: [This-I1D
Dat a El enents
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[ ool s el e e s o
| El errent | El ement | Card. | Mutability | Data Type| Description |
| Identifier]| Name | | | | |
[ et Sl o jfupu oo poj ooty s fo o fu g = pu o pu s puj - poj o pj——j—_—
| I abel | Label |1 | create-only| String | machi ne-reasible |
| | | | | enum | abel of a |
I I I I I | status I
Fomm e e e oo B S, +----- o m e e e - B S o e e e e m e i oo +
| reason | Reason |0-1 |create-only|String a human-readabl e

I I
| text that |
| describes the |
| rationale for the |
| status applied to |
| the object. |

| due | Due |0-1 |read-wite | Timestanp| a tinestanp, when |
| | | | | | this status is |
| | | | | | going to be |
| | | | | | renoved |
| | | | | | automamtically, or |
| | | | | | changed to other |
I I I I | | status. This |
| | | | | | field can be used |
| | | | | | to expresse |
| | | | | | lifecycle related |
| | | | | | information |
Fomm e Fommm Fomo o o I o eaeaaa +

Table 5

| TODO | ANA table: Postal Address Object TODO | ANA tabl e:
| Postal Info Cbject TODO | ANA table: Disclose Object

oj ect: donmai nNane

oj ect Nane: Donain Nanme Data Object

hj ect Type: Resource

Description: Represents a domain nane and its associ ated dat a.
Ref erence: [This-1D]

Data El enents
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1 | create- | String | The fully
| onl'y | | qualified
| | nanme of the
| | | domai n
| | obj ect.
repositoryld read-only |Ildentifier | A server-
| | assi gned
| | uni que
| |identifier
| | for the
| | obj ect.

| | Repository 1D 0-1
I I I
I I I
I I I
I I I
| | |

| status | St atus | O+ | read-only | Status nhject | The current
I I I I I | status

| | descriptors
| | for the

| | domai n.

| regi strant | Regi strant |0-1 |read-wite| Contact Object | The
| | | | | | regi strant
| | | | | | contact |ID.

| contacts | Cont acts | O+ | read-write| Label | edAggregati on| Associ at ed
| | | | | [ Contact hject] | cont act
| | | | | | obj ects.

| nameservers | Nameservers | O+ | read-write| Conmposition[ Host | A collection
| Data hject] or | of

| Aggr egat i on[ Host | nameservers
| Data hj ect] | associ at ed

| |with the

| | domrai n.

| read-write| Conposition[ DNS | A collection
| | Resour ce Record] | of DNS

| | | entries

| | |related to

| | | the domain

| | | nane.

| subor di nat eHosts | Subordinate | O+ | read-only | Aggregation [Host | Subordinate
| | Host s | | | Obj ect ] | host nanes.

| sponsori ngC i entld| Sponsori ng | 1 |read-only |Cient ldentifier |The current
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| |Cient ID | | | | sponsoring |
| | | | | |client ID. |
o e e e e oo oo S +--m - - TS o e e e o S +
|creatingClientld |Creating |0-1 |read-only |Client ldentifier |The client 1D
| |Cdient ID | | | | that created |
| | | | | | the object. |
IR I Hommm- T I IR I +
| creati onbDat e | Creation Date|0-1 |read-only | Ti nestanp | Creation |
| | | | | |timestamp. |
o e e e e oo oo S +----- TS o e e e e oo S +
| updatinglientld |Updating |0-1 |read-only |Client Identifier |The client 1D
| |Cient ID | | | | that | ast |
| | | | | | updated the |
I I I I I | obj ect . I
o e e e e oo oo S +--m - - TS o e e e o S +
| updat eDat e | Update Date |0-1 |read-only |Timestanp | The tinestanp|
| | | | | | of the last |
I I I I I | updat e. I
IR I Hommm- T I IR Fememeeeeeaa +
| expiryDate | Expiry Date |0-1 |read-only |Tinestanp | Expiry |
| | | | | |timestanmp. |
o e e e e oo oo S +----- TS o e e e e oo S +
| transferDate | Transfer Date|0-1 |read-only | Ti nestanp | The tinmestanp|
| | | | | | of the last |
| | | | | | successf ul |
| | | | | | transfer. |
o e e e e oo oo S +--m - - TS o e e e o S +
| aut hl nfo | Aut horisation|0-1 |read-wite|lauthlnfo | Aut hori sati on|
| | I'nfo | | | |information |
I I I I I | for the I
I I I I I | obj ect . I
Fom e e e oo o m e e e oo - Fomm - - Fomm oo - o e e e e oo oo o m e e e oo - +
Table 6

Qper ati ons
Qperation: Create
Description: Provisions a new Donmai n Nane resource.

Par aneters
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B oo oo s s s st o}
| Identifier | Name | Card. | Data | Description |
| | | | Type | |
[ bbbty s ety * b bty e
| period | Registration | 0-1 | period | The initial |
| | Period | | | registration |
| | | | | period for the |
| | | | | domai n name. |
Fom e e e e oo o e e S Fommm e e o e e e aa - +
Table 7
Qperation: Read
Description: Retrieves the data el enments of a Domai n Nane resource.
Par anet ers
B oo b e s s sl el s st o}
| Identifier | Nare | Card. | Data | Description |
| | | | Type | |
[ ety bbbl —es e by bbbl bbb s bbb
hostsFil ter | Hosts Filter | 0-1 | String | Controls

| | | | which host

I I I I

I I I I

I I
I I
| i nformation |
| i s returned. |

| queryAuthinfo | Query | 0-1 | authlnfo | Credentials |

| | Authorisation | | | to authorise |

| | I'nformation | | | access to |

| | | | | full object |

I I I I | data. I

T T R, TS o e +
Table 8

Qperation: Delete

Description: Renoves an existing Domai n Nane resource.

Par anet ers: (None)

Qperation: Renew

Description: Extends the validity period of a Domai n Nane resource.

Paraneters
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10.

[ ool ooy oo e el oo
| Identifier | Nare | Card. | Data Type | Description |
[ oo ool ooy oo pues e =gy oo pup
| currentExpiryDate | Current | 1 | Tinmestanmp | The expected |
| | Expiry | | | current expiry |
| | Date | | | date, for |
| | | | | validation. |
o e e e e m e i oo B S B S, o m e e e - S +
| renewal Period | Renewal | 0-1 | period | The duration |
| | Period | | | to add to the |
| | | | | registration |
I I I I | period. I
TR S IR I S T T +
Table 9

| TODO | ANA table: Contact Data Object TODO | ANA tabl e: Host
| Data Object

Security Considerations
| TODO wite security considerations, if any
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