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Abst r act

Thi s document provides specification of the Domain Connect Protocol
that was built to support DNS configuration provisioning between
Servi ce Providers (hosting, social, email, hardware, etc.) and DNS
Provi ders.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 March 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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I ntroduction

Connecting a domain nane to a service should be a sinple and
straightforward process. However, historically, users have faced a
conpl ex and often frustrating task involving manual DNS
configuration. Traditional methods are unreliable, require deep
techni cal know edge of DNS, and result in outdated and confusing
instructions from Service Providers. This |leads to user frustration,
support overhead, and abandoned set ups.

To address these chall enges, Donai n Connect offers a stream ined and
automated solution. It enpowers Service Providers to easily enable
their services to work with user domains, sinplifying both DNS

provi der discovery and DNS configuration. By abstracting away the
compl exi ties of manual DNS nmanagenent through user-friendly web
interactions, standard authentication, and tenpl at e-based
configurations, Domain Connect significantly inproves the user

experi ence.

Use Cases
Primary Use Cases
The foll owi ng use cases illustrate the wi de range of applications

where Domai n Connect sinplifies and autonmates DNS configuration, from
basi ¢ service onboardi ng to conpl ex, dynani ¢ DNS nmanagenent
scenari 0s.

* *SaaS Provider with One-Of DNS Configuration:* A Software as a
Service (SaaS) Provider offering functionality with an option to
assi gn own dommi n nanme, such as web hosting or emmil, can utilize
Domai n Connect to stream ine the process of configuring DNS
records for their custoners. This automation elimnates the need
for manual configuration and sinplifies the onboardi ng experience
for users.
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3.

2

*SaaS Provider with Miulti-Step DNS Configuration:* Sone SaaS
Providers may require a multi-step DNS configuration process,
potentially involving asynchronous operations. For example, a
service mght require initial verification of donmain ownership
through a TXT record, followed by the creati on of CNAVE records
for different subdomains. Domain Connect can handl e such
scenarios by utilizing its asynchronous flow. This allows the
Service Provider to obtain user consent and apply the necessary
DNS changes in nmultiple steps, even if the user is not actively
present during the entire process.

*On-Prem se Service with Publicly Accessible DNS Service:* An on-
premni se service, such as a local network device or server, can

al so benefit from Domain Connect if it utilizes a publicly
accessi bl e DNS service. By |everagi ng Domai n Connect, the service
can automatically update DNS records as needed, ensuring that the
service renmmi ns accessi ble through its domain nane.

*Tool or Service with Regularly Updated DNS Entries:* A tool or

service that requires regular updates to DNS entries, such as a

dynanmi ¢ DNS service or a DNS-based | oad bal ancer, can use Domai n
Connect to automate the process.

*Packaged Software Provider:* A packaged software provider

whet her open-source or proprietary, can integrate Domai n Connect
into their installation and configuration process. This allows
the software to automatically configure necessary DNS records
during installation, sinplifying the setup process for users.
However, if the software is installed on a private network with a
private DNS service, it might not be directly conpatible with
Domai n Connect, unless the DNS service provides Domai n Connect
endpoints accessible to the installation process.

Use Cases out of scope

Wi | e Domai n Connect offers significant advantages in autonating DNS
configuration, it's inmportant to recogni ze scenari os where it might
not be the ideal solution

*

*Aut omation or Cl/CD Pipelines:* Domain Connect is primarily
desi gned for user-driven DNS configuration, where an end user
grants consent and applies changes. Automating this process
within CI/CD pipelines or other autonated workflows can be
challenging, as it requires obtaining and securely storing OAuth
t okens beforehand. However, if authorisation tokens are pre-
obtai ned froma user-driven setup process, Domain Connect can be
al so integrated into automati on workfl ows.
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4.

* *Private/ Enterprise DNS with Public SaaS Providers:* Domain
Connect relies on public DNS records and endpoints to facilitate
di scovery and configuration. |If a private or enterprise DNS
service is used, it mght not be directly conpatible with Donain
Connect, unless the DNS service provides publicly accessible
Donmai n Connect endpoints.

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

The Terns like "*Registrar*", "*Authoritative server*", "*Zone*",
"*Zone Apex*" or "*Sub Donmain*" are used as defined in [ RFC38499].

Thi s specification uses the Augnented Backus- Naur Form ( ABNF)
notati on of [ RFC5234]. The following ABNF rules are inported from
the normative references [ RFC5234].

ALPHA
DAT

"41-5A | &61-7A  ; A-Z ] a-z
%%x30- 39 ; 0-9

Service Provider An entity that offers products and services that
are configured or accessed using domain names. These services
typically rely on DNS for setup, discovery and/or operation.
Exanmpl es include web hosting, enmail services, cloud platfornms, and
ot her online applications.

DNS Provider An entity that offers DNS zone hosting services. DNS
Providers are responsible for hosting the DNS zone for a domain
nane and providing the necessary tools to nmanage the DNS records.
DNS Provider would be an Authoritative server operator for the
hosted zones, or would have a contractual relationship with the
operator to nmanage zone distribution over DNS

User Refers to the end-user who has nmeans to control domain nane’s
DNS configuration at DNS Provider and wi shes to configure it to
work with a service provided by a Service Provider.

Service Tenpl ate/ Tenpl ate A structured data format that describes a
set of configurations for DNS records required by a Service
Provider to configure a certain service together w th netadata
related to the control flow of Donmain Connect protocol. A
tenplate is used as a nmean of conmuni cati on between Service
Provi der and DNS Provi der.
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Public Tenpl ate Repository A publicly accessible repository of
Service Tenpl ates, formatted in a standardi zed manner, intended to
facilitate sharing, discovery, and reuse of service
configurations. (Read nore: Section 10.11).

5. Protocol design
5.1. Tenpl ates

Tenpl ates are core to Domain Connect, as they fully describe a
service owned by a Service Provider and contain all of the

i nformati on necessary to enable and operate/maintain the service in
the formof a set of records.

The individual records in a tenplate MAY be assigned to a group
identified by a groupld. This allows for the application of
tenplates in different stages. For exanple, an email provider night
first set a TXT record to verify the domain, and later set an MX
record to configure enmail delivery. Wile done separately, both
changes are fundanentally part of the sane service

Tenpl ates MAY al so contain variable portions, as often values of data
in DNS change based on the inplenentation and/ or user of the service
(e.g. the I P address of a service, a user id, etc.).

The tenplate is defined by the Service Provider and manual |y
onboarded with the DNS Provi der, according to a tenplate definition
published in the Public Repository (Section 10.11) or agreed out-of -
band between the Service Provider and the DNS Provider

5.2. Trust Mbodel

The Domai n Connect protocol relies on a robust trust nodel to ensure
the security and reliability of DNS configuration del egati on between
Service Providers and DNS Providers. This nodel addresses the
necessary trust relationshi ps between users, Service Providers, and
DNS Providers, centering on secure tenplate utilization and DNS
Provi der vetting processes.

5.2.1. Trust Establishnent

User trust in the DNS Provider is an essential factor. DNS Provider
is atrusted party by the fact that DNS Provider has full technica
access to the DNS zone already. Users depend on their DNS Providers
to accurately reflect DNS record nodifications initiated through
Domai n Connect. Consequently, DNS Providers are expected inpl enent
aut hori zati on checks to validate user permnissions prior to enacting
any DNS zone changes. Furthernore, DNS Providers are responsible for
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5

6

6

translating tenplate specifications into a human-readabl e format,
enabling users to readily comprehend the nature and inpact of
proposed DNS record changes.

Users would typically place trust in Service Providers to act
responsi bly and only nmake DNS nodifications that are within the scope
defined by the approved tenplate, however it shall be observed that a
mal i ci ous actor may try to exploit this trust by acting as a benign
Service Provider or building a fake one, therefore by default Service
Provi der shall not be assuned to be a trusted party in the protocol
consi derati ons.

A foundational elenment to close this gap is the establishment of
trust between DNS Providers and Service Providers. DNS Providers
verify the legitimcy and security of tenplates provided by Service
Providers as well as they are able to verify textual infornmation
included in the tenplate and provided to the user, such as provider
nane or service nanme. This trust is typically established through an
onboar di ng process which may invol ve contractual agreenents or
appropri ate tenpl ate acceptance policies.

2.2. Tenplate Security

Tenpl ates are central to the trust nodel, defining the permtted
scope of DNS zone nodifications and restricting Service Provider
actions, preventing unauthorized changes beyond the tenplate’s
specified paraneters. The tenplate defines the types of DNS records
within the zone and together with a distinct domain nane and
optionally sub-donmain with user consent it defines clearly the part
of the zone that the Service Provider is authorized to nmodify via the
tenpl ate application. Service Providers create tenplates which are
then onboarded by DNS Providers, either adhering to a published
tenpl ate definition or based on bilateral agreenents. The DNS

Provi der has very explicit know edge and control of the settings
bei ng changed to enabl e a service.

Pr ot ocol Fl ows
1. GCeneral infornmation

To attach a domain nanme to a service provided by a Service Provider
the user would first enter their domain nane.
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Instead of relying on exanination of the nameservers and mappi ng
these to DNS Providers, DNS Provider discovery is handled through

simple records in DNS and an API. The Service Provider queries for a
specific record in the zone that returns a REST endpoint to initiate
the protocol. Wen this endpoint is called, a Donmain Connect

conpliant DNS Provider returns information about that donmain and how
to configure it using Domain Connect.

To apply the changes to DNS, there are two use cases. The first is a
synchronous web flow, and the second is an asynchronous fl ow using
QAut h and an API.

It is noted that a DNS Provi der MAY choose to only inplenent one of
the flows, however it is RECOWENDED to inplenent Synchronous Fl ow
which fulfill needs of nobst Service Providers.

I ndi vi dual Service Providers MAY work with the synchronous flow only,
t he asynchronous flow only, or w th both.

6.2. The Synchronous Fl ow

This flowis tailored for the Service Provider that requires a one
ti me synchronous change to DNS

’
‘ 1

I\

[\ | Service Provider | | DNS Provi der | | DNS Server
User e o Fomm o - ’ e o- +o-m o - ’ feeoo- +o---
1 Provi des domai n nane |

I
| |
| 2 Initiates DNS di scovery |
[=mmmmmmm e >|
I
I
I

|

I

I

I I I

| | 3 Responds with

| | di scovery URL fragnent

| [ <mmmmmmmm e |
I I I

| 4 Requests DNS Provider settings

I
I
I
|
I
I
I

I
I
I
I
5 Provides settings| |
|
I
I
I
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I I
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!
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Figure 1: Sequence di agram of Synchronous Fl ow

St eps:

1.

Kowal i k,

*User Provides Donain Nane*: The user initiates the process by
providing their domain nane to the Service Provider.

*Service Provider Initiates DNS D scovery*: The Service Provider
queries the DNS provider to discover the Domain Connect settings
for the given donmain.

*DNS Provi der Responds with Discovery URL Fragnent*: The DNS
Provi der responds with a URL fragment containing informtion
where to query settings of DNS provider for a domain nane.

*Servi ce Provider Requests DNS Provider Settings*: The Service
Provi der uses the URL fragnent to request the conplete Donmain
Connect settings fromthe DNS Provider

*DNS Provi der Provides Settings*: The DNS Provider provides the
settings, including information about API endpoints.

*Service Provider Queries for Supported Tenplate*: The Service
Provi der checks if the DNS Provider supports the specific
tenpl ate required for the service

*DNS Provi der Responds with Tenpl ate Support Status*: The DNS
Provider confirns if they support the requested tenpl ate.

*Servi ce Provider Presents Connection Link*: The Service
Provi der presents a connection link to the user, which leads to
the DNS Provider’s Domai n Connect servi ce.

*User Navigates to DNS Provider*: The user navigates the link
and user agent is directed to the DNS Provider’'s website.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

6. 3.

*DNS Provider Performs URL Lookup and Signature Key Verification
(if required)*: If the tenplate requires signing, the DNS
Provi der | ooks up the URL signature keys in DNS

*DNS Provi der Checks Request URL Signature (if required)*: The
DNS Provider verifies the signature of the request URL.

*Servi ce Provider Requests Authentication*: The Service Provider
requests authentication fromthe user

*User Authenticates*: The user authenticates with the DNS
Pr ovi der.

*DNS Provi der Checks Domain Name in Customer’s Account*: The DNS
Provider verifies that the user is authorized to make change to
the donmain’s DNS zone.

*DNS Provi der Requests Consent for DNS Changes*: The DNS
Provi der asks the user for consent to apply the changes to the
DNS zone.

*User Confirns Consent*: The user confirnms their consent to the
DNS changes.

*DNS Provi der Applies Changes to DNS*: The DNS Provi der applies
the changes to the zone.

*DNS Provider Redirects or C oses Wndow: The DNS Provi der
either redirects the user back to the Service Provider or closes
t he Dommi n Connect browser w ndow.

*Service Provider Queries DNS Records*: The Service Provider
queries the DNS records to verify that the changes have been
appl i ed.

*DNS Server Returns New DNS Records*: The DNS Server returns the
updat ed DNS records.

*Service Provider Reports Success*: The Service Provider reports
to the user that the domai n has been successfully connected to
the service

The Asynchronous Fl ow

The asynchronous QAuth flowis tailored for the Service Provider that
wi shes to make changes to DNS asynchronously with respect to the user
interaction, or wishes to make nultiple or additional changes to DNS
over tinme.

Kowal i k,
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Fi gure 2: Sequence di agram of Asynchronous Fl ow
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St eps:
1-14: Sanme as for the Synchronous Fl ow

15. *DNS Provi der Requests Consent for (Future) DNS Changes*: The
DNS Provi der asks the user for consent to allow the Service
Provi der to make DNS changes on their behalf in the future.

16. *User Grants Consent*: The user grants consent for future DNS
changes.

17. *DNS Provider Provides QAuth Code*: The DNS Provi der provides an
QAuth code to the Service Provider.

18. *Service Provider Exchanges Code for Token*: The Service
Provi der exchanges the QAuth code for an access token

19. *DNS Provider Returns Access Token*: The DNS Provider provides
an access token to the Service Provider

20. *Service Provider Sends APl Request with Token (Later)*: At a
later time, the Service Provider uses the access token to send
an APl request to apply the tenplate to the donain.

21. *DNS Provider Applies Changes to DNS*: The DNS Provi der applies
the changes to the DNS zone.

22. *DNS Provider Responds with Success*: The DNS Provi der responds
to the Service Provider with success.

23. *Service Provider Queries DNS Records*: The Service Provider
queries the DNS records to verify that the changes have been
appl i ed.

24. *DNS Server Returns New DNS Records*: The DNS Server returns the
updat ed DNS records.

25. *Service Provider Reports Success (Asynchronous)*: The Service
Provider reports to the user that the domai n has been
successfully connected to the service.

7. DNS Provider Discovery
To facilitate di scovery of the DNS Provider froma domain name DNS is

utilized. This is done by returning a TXT record for _domai nconnect
in the zone.
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The record content represents an authority and path part of the
settings REST APl URL.

An exanpl e of the contents of this record:
domai nconnect . vi rt ucondonai ns. exanpl e

_domai nconnect TXT record content, when prepended with https://
schema and appended with /v2 path segnent, MJST forma valid URL

[ RFC3986]. _dommi nconnect TXT record MJST contain the authority part
of the URL and MAY contain a path part. _donai nconnect MJST not
contain schema, query or fragnent part of an URL.

As a practical matter of inplementation, the DNS Provider nmay or may
not contain a copy of this data in each and every zone. Instead, the
DNS Provi der MUST sinply respond to the DNS query for the

_‘domai nconnect‘ TXT record with the appropriate data.

How this is inplemented is up to the DNS Provider

For exanple, the DNS Provider nmay not store the data inside a TXT
record for the domain, opting instead to put a CNAME in the zone and
have the TXT record in the target of the CNAME. Another DNS Provider
may sinply respond with the appropriate records at the DNS | ayer

wi t hout having the data in each zone.

The URL prefix returned MJIST be subsequently used by the Service
Provider to determne the additional settings for using Domain
Connect on this domain at the DNS Provider. This is done by calling
a REST API.

Normative URI tenplate of the settings end-point per [RFC6570]:

GET

https://{+_donmai nconnect}/v2/{domai n}/settings

_domai nconnect parameter is the URL prefix returned in the
_domai nconnect TXT record.

This MJUST return a JSON structure containing the settings to use for
Domai n Connect on the domain nane (passed in on the path) at the DNS
Provider. This JSON structure MJST contain the follow ng fields

unl ess ot herw se specifi ed.
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| *Field*
B oo b
*Provi der

+
I
+
I
| d* |
I
I
I
I
I
I
I
I

+

I

+

| (REQUI RED) Uni que |
| identifier for the |
| DNS Provider. To |
| ensure non- |
| coordi nat ed |
| uniqueness, this |
| SHOULD be the |
| dormain name of the |
| DNS Provider (e.g. |
| virtucomexample). |

| *Provider | providerNane | String | (REQUI RED) The |
| Nane* | | | nanme of the DNS |
| | | | Provider. |

*Provi der
Di spl ay
Nanme*

| (OPTIONAL) The |
| name of the DNS |
| Provider that |
| SHOULD be |
| displayed by the |
| Service Provider. |
| This MAY change |
| per domain for |
| some DNS Providers |
| that power |
| multiple brands. |

*UX URL
Prefix for
Synchr onous
Fl ows*

| (OPTIONAL) The URL |
| Prefix for linking |
| to the UX of |
| Domain Connect for |
| the synchronous |
| flow at the DNS |
| Provider. If not |
| returned, the DNS |
| Provider is not |
| supporting the |
| synchronous flow |
| on this donain. |
| This URL MUST be |
| of https schema |
| and MJST NOT |
| contain query or |
| fragment part. |
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*UX URL
Prefix for
Asynchr onous
Fl ows*

url AsyncUX (OPTI ONAL) The URL
Prefix for |inking
to the UX el enents

of Donmmi n Connect

for the
asynchronous fl ow
at the DNS
Provider. |If not

I I
I I
| |
I I
I I
I I
I I
I I
| returned, the DNS |
| Provider is not |
| supporting the |
| asynchronous flow |
| on this donain. |
| This URL MJST be |
| of https schema |
| and MUST NOT |
| contain query or |
| fragment part. |

* APl URL
Prefi x*

| (REQUI RED) The URL |
| Prefix for the |
| REST APl This URL |
| MUST be of https |
| schema and MUST |
| NOT contain query |
| or fragment part. |

*W dt h of
W ndow*

| (OPTIONAL) This is |
| the desired width |
| of the wi ndow for |
| granting consent |
| when navigated in |
| a popup. Default |
| value if not |
| returned is 750px. |
| The Service |
| Providers SHOULD |
| obey to this |
| setting if opening |
| a pop-up windowto |
| assure optinal |
| display of the |
| user interface of |
| the DNS Proviver. |

*Hei ght of

| | height
| W ndow* |
I I

| (OPTIONAL) This is |
| the desired height |
I I

of the wi ndow for
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| granting consent

| when navigated in
| a popup. Default

| value if not

| returned is 750px.
| The Service

| Providers SHOULD

| obey to this

| setting if opening
| a pop-up windowto
| assure optinal

| display of the

| user interface of

| the DNS Proviver.

| (OPTIONAL) This is
| a URL to the

| control panel for
| editing DNS at the
| DNS Provider.

| This field all ows
| a Service Provider
| whose tenplate

| isn't supported at
| the DNS Provider

| to provide a

| direct link to

| perform manua

| edits. To allow

| deep links to the
| specific donain,

| this string MAY

| contain %donmai n%

| which MUST be

| replaced with the
| dormai n name when

| building the deep
| link to the

| control panel of a
| given domai n.

| This URL MUST be

| of https schemn

| and MAY contain

| query or fragnent

| part.

| *Nane | naneServers | String | (OPTIONAL) This is |
| Servers* | | List | the list of |
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naneservers |
desired by the DNS |
Provider for the |
zone to be |
authoritative. |
Thi s does not |
i ndi cate the |
authoritative |
naneservers; for |
this the registry |
woul d be queri ed. |

Table 1: properties of the settings data structure

{
"providerld": "virtucondonai ns. exanpl e",
"provi derNane": "Virtucon Donai ns",
"providerDi spl ayNane": "Virtucon Donai ns",
"url SyncUX": "https://domai nconnect. virtucondonmai ns. exanpl e",
"url AsyncUX": "https://domai nconnect. virtucondomai ns. exanpl e",
"url APl ": "https://api.domai nconnect. virtucondomai ns. exanpl e",
"w dth": 750,
"hei ght": 750,
"url Control Panel ": "https://domai ncontrol panel . virtucondomai ns. ex
anpl e/ ?domai n=%domai n% ,
"nameServers": ["nsOl.virtucondomai nsdns. exanpl e", "ns02.virtucon
domai nsdns. exanpl e"]
}

Di scovery MUST work on the Zone Apex only. Bear in mnd that zones
can be delegated to other users, making this information valuable to
Servi ce Providers since DNS changes may be different for a Zone Apex
vs. a Sub Domain for an individual service

The Service Provider MJST handl e the condition when a query for the
_domai nconnect TXT record suceeds, but a call to query for the JSON
fails. This can happen if the zone is hosted with another DNS
Provi der, but contains an incorrect _domai nconnect TXT record.

The DNS Provider MJST return a 404 HTTP error code if they do not
contain the zone.

Kowal i k, et al. Expires 5 March 2026 [ Page 19]



I nternet-Draft Domai n Connect Sept enber 2025

| Status | Response | Description |
[ e ——ty e ———————_ s p—p—p—p—_—_——————————(—————(—————(—————r
| *Success* | 2xx | A response of an http status code of 2xx

| | | indicates that the call was successful. |
| | | The response is the JSON descri bed above.

S IR T e +
| *Not | 404 | A response of a 404 indicates that the |
| Found* | | DNS Provider does not have the zone. |
S TS oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +

Tabl e 2: HTTP status codes for the settings end-point
8. Applying Domai n Connect
8.1. Endpoints

The Domai n Connect endpoints returned in the JSON during di scovery
are in the formof URLs.

The first set of endpoints are for the UX that the Service Provider
links to. These are for the synchronous fl ow where the user can
click to grant consent and have changes applied, and for the
asynchronous QAuth fl ow where the user can grant consent for QAuth
access.

The second set of endpoints are for the REST API

Al'l endpoints begin with a root URL for the DNS Provi der such as:
htt ps://connect. dnsprovi der. exanpl e

They MAY al so include any path segnment at the discretion of the DNS
Provider. For exanple:

https://connect. dnsprovi der. exanpl e/ ap

The root URLs for the UX endpoints and the APl endpoints are returned
in the JSON payl oad during DNS Provider discovery.

8.2. Query Supported Tenpl ate
Normative URI tenplate of the tenplate query end-point per [RFC6570]:
GET

{+url API }/ v2/ dormai nTenpl at es/ provi ders/{provi derld}/services
[ {servicel d}
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This URL is be used by the Service Provider to deternmine if the DNS
Provi der supports a specific tenplate.

The foll owi ng table describes the paraneters of the URI tenplate:

| Property | Key | Description |
| *URL API* | url API | (REQUI RED) Val ue of url APl from |
| | | the settings endpoint. |
oo s Fom ek o m e e e e e e e e mee oo s +
| *Service | providerld | (REQUI RED) identifier of the |
| Provider 1d* | | Service Provider of the tenplate.

S Fomm e oo - o e e e e e e e e e e mmmemao - +
| *Service Id* | serviceld | (REQU RED) The nane or identifier

| | | of the tenplate. |
oo s Fom ek o m e e e e e e e e mee oo s +

Table 3: URI tenplate paraneters for the query supported
tenpl at e end- poi nt

Returning a status of 200 without a body indicates the tenplate is
supported. The DNS Provi der MAY di scl ose the version of the tenplate
in a JSON object with field version (see: version field (Section 9.2)
or the full JSON object of deployed tenplate.

Returning a status of 404 indicates the tenplate is not supported.

[ ety sy e st o}
| Status | Response | Description |
| *Success* | 2xx | A response of an http status code of

| | | 2xx indicates that the call was |
| | | successful. The response OPTI ONALLY |
| | | contains the version or tenplate. |
- Ry T e +
| *Not | 404 | A response of a 404 indicates that |
| Found* | | the tenplate is not supported |
R TS o e e e e e e e e e e e e e e me oo +

Table 4: https status codes for the Query Supported
Tenpl at e end- poi nt
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8.3. Synchronous Fl ow

8.3.1. Apply Tenplate
8.3.1.1. Apply Tenplate URL

Normative URI tenplate of the synchronous tenplate apply end-point
per [ RFC6570]:

GET

{+url SyncUX}/v2/ domai nTenpl at es/ provi der s/ {provi derl d}/services
[ {servicel d}/ appl y{?domai n, host, groupl d, f orce, provi der Nare,
servi ceNane, i nstancel d, redirect _uri, properties*}{&sig, key}

This is the URL, where the user agent (typically web browser) is sent
to apply a tenplate to a dns zone the user controls. It is
redirected to or linked fromthe Service Provider to start the

synchr onous Donmai n Connect Protocol

8.3.1.2. Paraneters/properties

[ el Ll et o}
| Property | Request | Description |

| Parameter | |
| *URL Sync | url SyncUX | (REQUI RED) Val ue of url SyncUX |
|  Ux* | | property fromthe settings |
| | | endpoint. |
. . T e +
| *Service | providerld | (REQUIRED) identifier of the |
| Provider | | Service Provider of the tenplate to |
| Id* | | be applied |
S R o e e e e e e e e e e m e ao- - +
| *Service | serviceld | (REQUIRED) identifier of the |
| Id* | | tenplate to be applied |
I . TS +
| *Domai n* | domain | (REQUI RED) The dommi n nane being |
| | | configured. This is the Zone Apex |
| | | (the registered domain or delegated |
I I | zone). I
. . T e +

*Host * host (OPTIONAL) This is the host nane of

I I
| the Sub Domain. If left blank, the |
| tenplate is being applied to the |
| Zone Apex. O herwi se the tenplate |
| is applied to the sub donain of the |
| domain in the sane zone. |
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*Redi r ect
URI *

| (OPTIONAL) The location to direct |
| the client browser to upon |
| successful authorization, or upon |
| error. If omitted the DNS Provider |
| SHOULD cl ose the browser w ndow |
| upon conpletion. It MJST be scoped |
| to the syncRedirectDomain authority |
| fromthe tenplate, or the request |
| MJST be signed. |

| (OPTIONAL) A random and uni que |
| string passed along to prevent |
| CSRF, or to pass back state. It |
| MUST be returned as a query |
| paraneter when redirecting to the |
| redirect _uri described above. |

*Nane/ Val ue (REQUI RED) Any key that will be

I I I I
| Pairs* | | used as a replacenment for the "% |
| | | surrounded" variables in the |
| | | tenplate. The name portion of this |
| | | APl call corresponds to the |
| | | variable(s) specified in the |
| | | tenplate and the val ue corresponds |
| | | to the value that will be used when |
| | | applying the tenplate. |
| | | The client MJST ignore any unknown |
| | | paranmeters, not referenced in the
| I | tenplate. |
I . T +

*Provi der provi der Nane (OPTIONAL) Thi s paraneter allows

Nane* for the caller to provide

I I
| |
| additional text for display with |
| the tenplate providerNane. This |
| text SHOULD be used to augnent the |
| providerNarme val ue fromthe |
| tenplate, not replace it. This |
| parameter is only allowed when the |
| "sharedProvi der Nane" attribute is |
| set in the tenplate. Note: this |
| used to be controlled by the |
| "shared" attribute in the tenplate, |
| which has been deprecat ed. |

*Servi ce servi ceName

| | | (OPTIONAL) This paraneter allows |
| Nane* | | for the caller to provide |
I I I I

additional text for display with
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| | | the tenplate serviceNane. It |
| | | SHOULD be used to augnent the |
| | | serviceName val ue fromthe |
| | | tenplate, not replace it. This |
| | | parameter is only allowed when the

| | | "sharedServiceNane" attribute is |
| | | set in the tenplate. |

| (OPTIONAL) This paraneter specifies |
| the groups fromthe tenplate to |
| apply. If no group is specified, |
| all groups are applied. Miltiple |
| groups MAY be specified in a comm |
| delimted format. |

| *Signature* | sig | (OPTIONAL) A signature of the query |
| | string. See Security |
I | | Considerations section bel ow. |

| (OPTIONAL) A val ue containing the |
| host in DNS where the public key |
| for the signature can be obtai ned. |
| The domain for this host is in the

| tenplate in syncPubKeyDonain. See |
| Security Considerations section |
| bel ow. |

Table 5: URI tenplate paraneters of the apply call in the sync flow
An exanpl e query string
GET

htt ps://web-connect. dnsprovi der. exanpl e/ v2/ domai nTenpl at es/ provi der s/
exanpl eservi ce. exanpl e/ servi ces/ t enpl at el/ appl y?donmai n=exanpl e. com&
| P=192. 168. 42. 42&RANDOMIEXT=shn?@A1542108821%3AHel | o

This call indicates that the Service Provider w shes to connect the
domai n exanple.comto the service using the tenplate identified by
the conposite key of the provider (exanpleservice.exanple) and the
service tenplate owned by them (tenplatel). |In this exanple, there
are two variables in this tenmplate, "IP' and "RANDOMIEXT". These
vari abl es are passed as nane/val ue pairs.
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8.3.1.3. Browser handling considerations
The synchronous tenplate apply URL can be called in one of two ways.
8.3.1.3.1. New Browser W ndow

The first is through a new browser tab or in a popup browser w ndow.
The DNS Provi der authenticates the user if necessary, verifies domain
owner shi p, and asks for confirmati on before application of the
tenplate. After application of the tenplate, the DNS Provi der should
automatically close the browser tab or w ndow.

Pl ease note that in this case the only way Service Provider woul d
know i f the user has conpleted the setup or cancelled the operation
is if the user closes the browser window. The Service Provider needs
to verify via DNS what actually happened (See: Section 8.5).

8.3.1.3.2. Sane Browser W ndow

The second is in the current browser tab/w ndow. As above the DNS
Provi der authenticates the user in if necessary, verifies the user
control of the DNS Zone for the domain, and asks for confirmation
before application of the tenplate. After application of the

tenpl ate (or cancellation by the user), the DNS Provider nust
redirect the browser to a return URL (redirect_uri query paraneter of
the Apply Tenplate URL).

Several paraneters nmust be appended to the end of this redirect uri
* State

If a state paraneter is passed in on the query string, this nust
be passed back as state= on the redirect_uri

* Error

I f authorization could not be obtained or an error has occurred,
the paraneter error= nust be appended. For consistency with the
asynchronous QAuth flows the valid values for the error paraneter
will be as specified in QAuth 2.0 [ RFC6749] (4.1.2.1. FError
Response - "error" paraneter). Valid values are: invalid_request,
unaut hori zed_client, access_deni ed, unsupported response_type,

i nval i d_scope, server_error, and tenporarily_unavail abl e.

* Error Description

When an error occurs, an OPTIONAL error description containing a
devel oper focused error description may be returned.
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Under norrmal operation the access_denied error can be returned for
a nunber of reasons. For exanple, the user may not have access to
the account that owns the domain. Even if they do and
successfully sign-in, the account or the domain may be suspended.

It is unlikely that the DNS Provider would want to leak this
information to the Service Provider, and as such the description
may be vague.

There is one piece of information that nmay be interesting to
comrunicate to the Service Provider. This is when the end user
deci ded to cancel the operation. |f the DNS Provider w shes to
conmuni cate this to the Service Provider, when the
error=access_deni ed the error_description may contain the prefix
"user_cancel". Again, this is left to the discretion of the DNS
Provi der.

To prevent an open redirect, unless the request is digitally signed
the redirect _uri must be within the domains specified in the tenplate
i n syncRedi r ect Domai n.

Pl ease note that even though in this case Service Provider is

i nformed whether the process finished without error, by receiving
request to redirect _uri without error paraneter, the Service Provider
still SHOULD verify via DNS to be sure that the changes have been
applied (See: Section 8.5).

8.3.2. Security Considerations
8.3.2.1. R sk of phishing with open tenpl ate paraneters

By applying a tenplate with parameters there is a security
consi deration that nmust be taken into account.

Consi der the tenplate above where the I P address of the A record is
passed in through a variable. A bad actor could generate a URL with
a malicious IP and phish users by sending out ermails asking themto
"re-configure" their service. |If an end user is convinced to click
on this link, they would Iand on the DNS Provider site to confirmthe
change. To the user, this would appear to be a valid request to
configure the domain. Yet the I P would be hijacking the service.

Not all tenplates have this problem But when they do, there are
several options.
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8.3.2.2. Disable Synchronous

One option is to disable the synchronous fl ow and use asynchronous
QAuth. This can be controlled with the syncBl ock value fromthe
tenpl ate. However, as will be seen bel ow QAuth has a higher

i mpl ement ati on burden and requires onboardi ng between each Service
and DNS Provi der.

8.3.2.3. Digitally Sign Requests

Anot her option is to digitally sign the query string. A signhature is
appended as an additional query string paraneter, properly URL
encoded and of the form

si g=V2t e9z\WMJ7G3pl xBTsnYSITvn2vz Mr NwA] W¥2BwTe91DxuJhdVf 4cVcavZBYf EYV
7u5d7PzTO7se70Or khyi B7TpoJJWLy BSqHR7HKMESZI dUsdt g5%2B1Sz Et | X0Ug8b2nCnQ
FORFuJGXpqCyFr Eaj vpTM/f FKPk1kuct mt kj V79%2BATcvNPLWY7Ky E4%2Bqc8j pf N61cP
51 8i Adkr Aa39%2Bf Tr o5cmMARBYUJ5yr nRs 6KT4b5D7 1HFv OUk 0s GEUddUUN sy RQKRHUFNG
H Eya50YDHf ZJI YHkKH KOxX6Ygei i 9QZ21 35U9eJbSvZGko5beqvi WFXdsVVDbvd3DYch
SHgJ q9%@2 FXoMI Twe@aD¥8D

The Service Provider generates this signature using a private key.
As indicated, this signature is generated fromthe query string
properly URL encoded.

The Service Provider MJIST publish their public key and place it in a
DNS TXT record in a domain specified in the tenplate in
syncPubKeyDomai n at a host of their choice. The TXT record MJST be
publ i shed as a comma-separated |ist of key-value properties.
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+:::::::::::: =" :::::::::::::::::::::::::::::::::::::::::::::::+
| Property Key Descri ption |
[ oo ool s sy oo oo e
| *Fragnent p (REQUI RED) The index value of the public key |
| I ndex* f ragnent |
Fo ot o m o m i o o f o oo +
| *Fragnent d (REQUI RED) The payl oad of public key fragnent |
| Payl oad* |
T +

I
Al gorit hnt algorithmintended for use with the key. The |
val ues used SHALL be registered in the | ANA |
"JSON Wb Signature and Encryption |
Al gorithns" registry established by |
[ RFC7518]. If omtted it MJST be assunmed to |
be RS256. The support of RS256 is MANDATORY |

I

+ +
I I
+ +
I I
I I
+ +
I I
I I
+ +
*Si gni ng I a I (OPTIONAL) The paraneter identifies the
I I
o
I I
I I . . .
| | for both DNS Providers and Service Providers.
+ +
I I
I I
I I
+ +

T T T +
| *Public t (OPTIONAL) The format of the public key. [If |
| Key omtted MIST be assumed to be x509. |
| Format* |
T +

Table 6: Properties of the public key TXT record

To allow for key rotation or usage of nultiple keys, the host nane of
the TXT record MJUST be appended as anot her query paranmeter on the
query string of the form

key=_dcpubkeyvl

Thi s exanple indicates that the public key can be found by doing a
DNS query for a TXT record called _dcpubkeyvl in the domain specified
in the syncPubKeyDormain fromthe tenplate.

To account for DNS Servers with limts to the size of a TXT record,
the public key MAY be split into nultiple TXT records at the
specified host. For exanple, a public key of:

M | Bl j ANBgkghki GCOWOBAQEFAACCA@BAM | BCgKCAQEAL8SgvprmeasNABHkkvOSBj Azl ¢
4gr YLj i AXRt Ni BUI GUDMeTzQ KTsW/y9NuxUldl HCZy901Cr KNg5EzLI ZLNy M | 6gi XnM
+HMd4byp97zs/ 3D39@8Bi R5poubQRaGoz VW 8y QoG0Cc VAEVe Tf y R/ XSEWC5u16 EBNv RN
NAQAV ZYUdWjVy Qv Xsj hx Qot 8KcKOQP8i Hpol/ 1dbdRy20pRPQ@FdZpovUgknybqg/ 6FkeD
t WuCQBMru4QxcUa3+WPInYHKt gW p/ eFxpeb+gLvcLH 1h0JXt xLVdyy60Lk3f 2JRYUX
2ZZ\VDvG3bi Tpelz6i Rzj Gg6M xXZHj | 8weDj Xr Jwl DAQAB

may contain several TXT records. The records would be of the form
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p=1, a=RS256, d=M | Bl j ANBgkqhki GOWOBAQEFAAOCAQBAM | BCgKCAQEA18SgvpmeasN
4BHkkvOSBj Azl c4gr YLj i AXRt Ni BUi GUDMeTZQr KTsWy9NuxULdl HCZy901Cr KNg5EzL
I ZLNyM | 6qi XnM+HMI4byp97zs/ 3D39Q8i R5poubQcRaGoz W8y QpGOCC VANEVC Tf y

p=2, a=RS256, d=R/ XSEWC5u16 EBNv RnNAQAV ZYUdWjVy Qv Xsj nx Qot 8KcKOQP8i Hpol/ 1
dbdRy20pRP@FdZpovUgknybqg/ 6FkeDt W uCQeMru4QxcUa3+WPInYHKt gW p/ eFxpeb+
gLvcLHf 1h0JXt xLVdyy60OLk3f 2JRYUX2ZZVDvG3bi Tpelz6i Rzj Gg6M GxXZH; | 8

p=3, a=RS256, d=weDj Xr Jw DAQAB

Here the public key is broken into three records in DNS, and the data
al so indicates that the signing algorithmis an RSA Signature with
SHA- 256. The representation as x509 certificate is the default in
this case.

The above data was generated for a query string:
a=1&b=28&i p=10. 10. 10. 10&donai n=exanpl e. net

Signing the query string by the Service Provider is OPTIONAL. Not
all Services Provider tenplates require or are able to provide this
| evel of security. Presence of the syncPubKeyDomain in the tenplate
indicates that the tenplate requires signature verification

DNS Providers MJST reject any request to apply a tenplate with
syncPubKeyDomai n present and no signing of a query string in place.

The digital signature MJUST be generated on the full query string
only, excluding the sig and key paranmeters. This is everything after
the ?, except the sig and key val ues which MJST be appended to the

si gned query string.

The val ues of each query string val ue key/value pair MJIST be properly
URL Encoded before the signature is generated.

8.3.2.4. \Warnings
Sone applications aren’t able to use QAuth and/or sign requests.
If the tenplate require variables, and QAuth and signing isn't
avai l abl e, the flag warnPhi shing SHOULD be set to true in the
tenplate in order to offer transparency to the DNS Provi der about
security properties of the tenplate.
When set this indicates to the DNS Provider that they SHOULD di spl ay

additional warnings to the user to have themverify the link was/is
froma reputabl e source before applying the tenpl ate.

Kowal i k, et al. Expires 5 March 2026 [ Page 29]



I nternet-Draft Domai n Connect Sept enber 2025

8.3.3. Shared Tenpl ates

Sone tenplates can be called by multiple conpanies, or be used for
di fferent purposes.

For exanple, nobst services are sold and provided by the sanme conpany.

However, some Service Providers have a reseller channel. This allows
the service to be provided by the Service Provider, but sold through
third parties. It is often this third party reseller that configures
DNS.

Wi |l e each reseller could enabl e Domai n Connect, this is inefficient
for the DNS Providers. Enabling a single tenplate that is shared by
multiple resellers would be nore opti nmal

As anot her exanple, sonme tenplates may be used for different purposes
by the sane conpany.

To facilitate these use cases, the ability to pass in additiona
context for the display of the providerName and serviceName is
enabled. This is only allowed when the tenpl ate enabl es the
capability through the sharedProvi der Nane and/or sharedServi ceNane
flags.

Note: The shared flag used to be used for this purpose, but has been
depr ecat ed.

The exact nessage presented to the user is up to the DNS Provider
However it is recomended that these fields be used to augnent the
di spl ay of the serviceNanme and providerName fromthe tenplate, not
replace it.

Not e: When a Service Provider has a |arge reseller channel, it is

hi ghly recomrended that the Service Provider creates an APl for their
resellers to ease the inplenentation of Domain Connect. There are

el ements of convenience in doing this around Domai n Di scovery and URL
Formatting. But this would be required if the tenplate required

si gnat ur es.

8.4. Asynchronous Flow QAuth
8.4.1. General information
Using the QAuth flow is a nore advanced use case needed by Service

Provi ders that have nore compl ex configurations that may require
mul tiple steps and/or are asynchronous fromthe user’s interaction
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Details of an QAuth inplenmentation are beyond the scope of this
specification. Instead, an overview of how QAuth is used by Donmain
Connect is given here.

Not all DNS Providers will support the asyncronous flow. As such it
is recommended that Service Providers relying on an OAuth
i mpl ementation al so i npl enent a synchronous i npl enentation

8.4.2. (QAuth Flow Setup

Service Providers wishing to use the QAuth fl ow MJST regi ster as an
QAuth client with each DNS Provider. This is typically a manual
process, however other solutions |like QAuth Dynamic Cient

Regi stration [ RFC7591] MAY be offered by DNS Provider as well.

To register, the Service Provider would provide (in addition to their
tenpl ate) any configuration necessary for the DNS Providers QAuth

i npl ementation. This includes valid URLs and Domains for redirects
upon success or errors of QAuth flow, token validity, presence and
validity of refresh tokens etc.

Note: The validity of redirects are very inportant in any QAuth
i mpl ementation. Mst QAuth vulnerabilities are a conbination of an
open redirect and/or a conprom sed secret.

The DNS Provi der SHOULD give the Service Provider a client id and a
secret which will be used when requesting tokens. For sinplicity the
client id MAY be the same as the providerld, however it is up to the
agreenent between the parties involved. Any other formof client

aut hentication within QAuth framework MAY be agreed between the
parties.

8.4.3. QAuth Flow Getting an Authorization Code

Normative URI tenplate of the authorization code end-point per
[ RFC6570] :

GET

{+url AsyncUX}/ v2/ domai nTenpl at es/ provi der s/ { provi der | d} { ?7domai n, host,
client _id,redirect _uri,response_type, scope, provi der Nane, servi ceNane,
state, properties*}

}

To initiate the QAuth flow the Service Provider first links to the
DNS Provider to gain consent.
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This endpoint is simlar to the synchronous flow described above.
The DNS Provider MJST authenticate the user, verify the user has
control of the DNS Zone for the domain, and ask the user for

perm ssion. Instead of permi ssion to nmake a change to DNS, the
permssion is nowto allow the Service Provider to nake the changes
on their behalf. Sinmilarly the DNS Provider MAY warn the user that
(the eventual) application of a tenplate m ght change existing
records and/or disrupt existing services attached to the domain.

Wil e the variables for the applied tenplate would be provided | ater,
the val ues of sone variables nay be necessary to determne conflicts.
As such, any variables inpacting conflicting records SHOULD be
provided in the consent flow This primarly includes variables in
hosts, and variables in the data portion for certain TXT records.

The protocol allows for the Service Provider to gain consent to apply
multiple tenplates. These tenplates are specified in the scope
parameter. It also allows for the Service Provider to gain consent
to apply these tenplates to the domain or to the domain with nultiple
sub-domai ns. These are specified in the domain and host paraneter.

If conflict detection is inplenmented by the DNS Provider, they SHOULD
account for all pernutations, in order to informthe end user of all
possi bl e consequences of the authorised change.

The scope paraneter is a space separated list (as per the QAuth
protocol) of the tenplate servicelds. The host paraneter is an
OPTI ONAL comma separated |ist of hosts. A blank entry for the host
inplies the tenplate can be applied to the Zone Apex For exanpl e:
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| *Query String* | *Descri pti on*

[} i p—p—p—_—————————————_————_———————————— Ll p—p—p—_———r
| scope=t 1920t 2&dorai n=exanpl e. com | Tenpl ates "t 1" |
| | and "t2" can be

| | applied to |
| | exanpl e. com |
Lt oo o - +

scope=t 1920t 2&domai n=exanpl e. com&host =subl, sub2 | Tenpl ates "t1" |
| and "t2" can be |

I

I

| | applied to |
| | subl. exanpl e. conj
I | or I
| | sub2. exanpl e. conj
o m e e e e e e e e e e e e e e e e e e e e e e mem o o e +

scope=t 1920t 2&domai n=exanpl e. com&host =subl, | Tenpl ates "t 1"
| and "t2" can be

| exanpl e. com or
| subl. exanpl e. co

=

I

I .

| | applied to
I

I

Table 7: exanpl es of scope and host paraneter values in the
async flow

Upon successful authorization/verification/consent fromthe user, the
DNS Provider MJST direct the end user’s browser to the redirect URI.
The aut hori zation code MJST be appended to this URI as a query
paraneter of "code=" as per the QAuth specification

Sinmlar to the synchronous flow, upon error the DNS Provi der MAY
append an error code as query paraneter "error". These errors are
also fromthe QAuth 2.0 [RFC6749] (4.1.2.1. Error Response - "error"
paraneter). Valid values include: invalid request,

unaut hori zed_client, access_deni ed, unsupported response_type,
invalid _scope, server_error, and tenporarilly unavailable. An

OPTI ONAL error_description suitable for devel opers nmay al so be
returned at the discretion of the DNS Provider. The same

consi derations as in the synchronous flow apply here.

The state val ue passed into the call MJST be passed back on the query
string as state=.

The foll owi ng table describes the values of the URI tenplate for the

request for the QAuth consent flow that nust be included unless
ot herwi se indicated
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| *Service

| 1d*

URI

I
| type*
I
I

Kowal i k,

*Redi r ect

*

*Provi der
Name*

et al.

property fromthe settings

Domai n Connect Sept enber
Key | Description
oo e sy s oo o e s
ur | AsyncUX | (REQUI RED) Val ue of url AsyncUX
I
I

redirect _uri

provi der Nane

endpoi nt ..

(REQUIRED) identifier of the
Service Provider of the tenplate
to be applied

(REQUI RED) The donai n nane bei ng
configured. This is the Zone

Apex.

(OPTIONAL) An list of comm
separ at ed host nanes upon which
the tenpl ate may be applied. An
enpty string inplies the root.

(REQUI RED) The client id that was
provi ded by the DNS Provider to
the Service Provider during

regi stration.

(REQUI RED) The location to direct
the client’s browser upon
successful authorization or upon
error. Validation of the
redirect _uri MJST be done by the
DNS Provider to match the val ues
provi ded during onboardi ng.

(OPTIONAL) If included it MJST be
the string 'code’ to indicate an
aut hori zation code is being
request ed.

(REQUI RED) The QAut h scope
corresponds to the requested
tenplates. This is list of space
separ at ed servicel ds.

(OPTIONAL) Thi s paraneter allows
for the caller to provide
additional text for display with
the tenplate providerNane. This
text SHOULD be used to augnent the
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R +
| *Service |
| Nane* I
I I
I I
I I
| |
I I
Fom e +
| *State* |
I I
I I
| |
I I
I I
I I
R +
| *Name/ |
| Val ue |
| Pairs* |
I I
I I
I I
I I
R +
Tabl e 8:

8.4.4. CQAuth Flo
Nor mati ve URI
POST

{+url API }/v2/ 0

Domai n Connect Sept enber 2025

| providerNarme val ue fromthe |
| tenplate, not replace it. |

| (OPTIONAL) This paraneter allows
| for the caller to provide

| additional text for display with
| the tenplate serviceNane(s). It
| SHOULD be used to augnent the

| serviceName val ue(s) fromthe

| tenplate, not replace.

| (OPTIONAL) This is a random

| unique string passed along to

| prevent CSRF or to pass state

| value back to the caller. |If

| present it MJST be returned as a
| paraneter appended to the

| redirect _url described above.

| (OPTIONAL) Any key that will be

| used as a replacenment for the "%

| surrounded" value(s) in a tenplate
| required for conflict detection

| This includes variables used in

| hosts and data in certain TXT
| records.

URI tenplate paraneters of the authorization end-
point in async flow

w. Requesting an Access Token

tenpl ate of the access token end-point per [RFC6570]:

aut h/ access_t oken

[ ety Cp—p—p——————————————————————————————————
| Request | Description |
| Parameter | |
| url API | (REQUI RED) Val ue of url APl property |
| | fromthe settings endpoint. |
S o e m e e e e e e e e e e e m—— oo oo +

Table 9: URI tenplate paraneters of the access token end-point

Kowal i k, et al
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Once aut horization has been granted, the Service Provider MJST use
the Authorization Code provided to request an Access Token. The
QAut h specification recommends that the Authorization Code be a short
|ived token, and a reasonable recommended setting is ten mnutes,
however the specific setup would depend on specifics of DNS
Provider’'s inplenmentation. As such this exchange needs to be

conmpl eted before that tine has expired or the process will need to be
r epeat ed.

Thi s token exchange is typically done via a server to server APl cal
fromthe Service Provider to the DNS Provider using a POST. Wen
called in this manner a secret is provided along with the

Aut hori zati on Code.

QAuth does allow for retrieving the access token w thout a secret.
This is typically done when the QAuth client is a client application
When onboarding with the DNS Provider this would need to be enabl ed.

When the secret is provided (which is the nornal case), care nust be
taken. A nmalicious user could create a domain that returns a fal se
_‘domai nconnect® TXT record, and subsequently a JSON call to their
own server for the APl end point. By doing so, they could then run
Donmai n Connect on their domain and retrieve the secret.

As such the url APl used for QAuth by the Service Provider SHOULD be
mai nt ai ned per DNS Provider and not the value retrieved during

di scovery or other neasures have to be inplenmented to prevent token
| eakage.

The foll owing table describes the POST parameters that MJST be
included in the request for the access token unl ess otherw se

i ndi cated. The paraneters SHALL be accepted via the query string or
the body of the post. This is again particularly inmportant for the
client_secret, as passing secrets via a query string is generally
frowned upon given that various systens often | og URLs.

The body of the post is application/json encoded.
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Upon successfu

Property

* Aut hori zati on code/
Code/ Refresh
Code*

+
I
[ e —————— s p—p—_——
I
I
I
I
I
I

*Redi rect URI* redirect _uri

client_secret

Tabl e 10: paraneters

t oken exchange,

Domai n Connect

(o]

the DNS Provi der

(REQUI RED) The aut hori zati on
code that was provided in the
previ ous step when the user
accepted the authorization
request, or the refresh_token
for a subsequent access token

(OPTIONAL) This is REQU RED if
a redirect _uri was passed to
request the authorization
code. Wien included, it needs
to be the same redirect _uri
provided in this step.

(REQUI RED) The type of code in
the request. Usually the
string ’authorization_code
"refresh_t oken’

or

(REQUIRED) This is the client
id that was provided by the
DNS Provider to the Service
Provider during registration

(REQUI RED) The secret provided
to the Service Provider during
registration. Typically
required unless the rare
circunstance with secret-1|ess
QAut h.

f the token end- point

MJUST return a

response with 4 properties in the body of the response.

Kowal

ik, et al.
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The access token to be used when naki ng
APl requests |

The nunber of seconds until the |
access_t oken expires |

| *refresh_token* | The token that can be used to request new |
| | access tokens when this one has expired. |

Table 11: properties of the token end-point response

| Status | Response | Description |
| *Success* | 2xx | A response of an http status code of 2xx

| | | indicates that the call was successful. |
| | | The response is the JSON descri bed above.

Fom e oo S o m e e e e e e e e e e e e e e e eeee e +
| *Errors* | 4** | Al other responses indicate an error.
N Fomm oo - o e e e e e e e e e e e e e e e e e e e e e emaeao - +

Table 12: http status codes of the token end-point response

8.4.5. (QAuth Fl ow. Making Requests with Access Tokens

Once the Service Provider has the access token, they can call the DNS
Provider’s APl to nake changes to DNS on the domain by applying and
(OPTI ONALLY) renoving authorized tenplates. These tenplates can be
applied to the Zone Apex or to any Sub Domain that has been

aut hori zed.

All calls to this APl pass the access token in the Authorization
Header of the request to the call to the API. Mre details can be
found in the QAuth specifications, but as an exanpl e:

GET /resource/1 HTTP/ 1.1

Host: exanpl e. com

Aut hori zation: Bearer nF_9.B5f-4.1JgM
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Wi le the calls below do not have the same security consideration of
passing the secret, it is recomend that the url APl be froma stored
val ue vs. the value returned during discovery here as well.

8.4.6. QAuth Flow Apply Tenplate to Donain.

Normative URI tenplate of the asynchronous apply end-point per
[ RFC6570] :

PCST

{+url API }/ v2/ dormai nTenpl at es/ provi ders/{provi derld}/services
[ {servicel d}/ appl y{?domai n, host, groupl d, f orce, provi der Nare,
servi ceNane, i nst ancel d, properties*}

The primary function of the APl is to apply a tenplate to a user
domai n.

Wiile the providerld is inplied in the authorization, this is on the
path for consistency with the synchronous flows and other APlIs. If
not matchi ng what was authorized, an error MJST be returned.

When applying a tenplate to a domain, it is possible that a conflict
may exist with previous settings. Wiile it is recomended that
conflicts be detected when the user grants consent, because QAuth is
asynchronous it is possible that a new conflict was introduced by the
user.

Wiile it is up to the DNS Provider to determ ne what constitutes a
conflict (see section on Conflicts below), when one is detected
calling this APl MJST return an error. This error SHOULD enunerate
the conflicting records in a format described bel ow

Because the user often isn't present at the tine of this error, it is
up the Service Provider to determine how to handle this condition
Sone providers nay decide to notify the user. QOhers nay decide to
apply their tenplate anyway using the "force" parameter. This
paraneter will bypass error checks for conflicts, and after the cal
the service will be in its desired state.

Calls to apply a tenplate via QAuth require the follow ng paraneters
posted to the above URL unl ess otherw se indicated. The DNS Provi der
MUST accept paraneters in query string or body of this post.

The body is application/json encoded.
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| Property | Key | Description |
[} e ———— e —_—(———————— Ll p—p—r
| *URL API* | url API | (REQUI RED) Val ue of url APl from |
| | | the settings endpoint. |
. . YY" +
| *Service | providerld | (REQUIRED) identifier of the |
| Provider 1d* | | Service Provider of the tenplate
| | | to be applied |
R R o e m e e e e e e e e e e +
| *Service ld* | serviceld | (REQUI RED) The nane or identifier
| | | of the tenplate to be applied. |
. . T e +
* Domai n* domai n (REQUI RED) The Zone Apex domai n

I I
| name being configured. It MJST |
| match the domain that was |
| authorized in the token. |

| (OPTIONAL) The host nane of the |
| Sub Domain that was authorized in |
| the token. |If omtted or |eft |
| blank, the tenplate is being |
| applied to the Zone Apex. |

*Nane/ Val ue
Pai r s*

| (REQUI RED) Any variable fields |
| consunmed by this tenplate. The |
| name portion of this APl call |
| corresponds to the variabl e(s) |
| specified in the record and the |
| value corresponds to the val ue |
| that MJUST be used when applying |
| the tenplate as per the |
| inplenmentation notes. |

| (OPTIONAL) Specifies the group of

| changes in the tenplate to apply. |
| If omtted, all changes are |
| applied. This can also be a comm

| separated |ist of grouplds. |

| (OPTIONAL) Specifies that the |
| tenplate SHOULD be applied |
| independently of any conflicts |
| that may exist on the domain. |
| This can be a value of 0 or 1. |

| *Provider | providerName | (OPTIONAL) This paraneter allows |
| Nane* | | for the caller to provide |
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| additional context for the

| providerNanme that applied the

| tenplate. 1t MAY be used by DNS
| Providers that want to display

| state regardi ng which tenpl ates

| have been applied. It is only

| all owed when the

| "sharedProvi der Name" attribute is
I

I I
I I
I I
I I
I I
I I
I I
I I
| | set in the tenpl ate being appli ed.

*Servi ce servi ceName

Nane*

| (OPTIONAL) This paraneter allows
| for the caller to provide

| additional context for the

| serviceName that applied the

| tenplate. 1t MAY be used by DNS
| Providers that want to display

| state regardi ng which tenplates

| have been applied. It is only

| all owed when the

| "sharedProvi der Name" attribute is
I

I
I
I
I
I
I
I
I
|
| set in the tenpl ate being appli ed.

*| nst ancel d* i nstancel d | (OPTIONAL) Only applicable to

| tenplates supporting nmultiple

| instances (see multilnstance

| (Section 9.2) tenplate property).

| Allows for later renmoval of one

| tenplate instance by DNS Providers
I

storing this information.

Table 13: URl tenplate paraneters of the apply end-point in the
async fl ow

An exanple call is below. In this exanple, it is contenplated that
there are two variables in this tenplate, "IP" and "RANDOMIEXT" whi ch
both require values. These variables are passed as nane/val ue pairs.

PCST

https://connect. dnsprovi der. exanpl e/ v2/ domai nTenpl at es/ provi der s/
exanpl eservi ce. exanpl e/ servi ces/tenpl at el/ appl y?1 P=192. 0. 2. 42&
RANDOMTEXT=shn?8A1542108821%8AHel | 0&f or ce=1

The API MJST validate the access token, and that the domain bel ongs
to the user and is represented by the token being presented. Any
errors with variables, conflicting tenplates, or problens with the
state of the domain are returned; otherwise the tenplate is applied.
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Results of this call can include information indicating success or an
error. FErrors MJST be 400 status codes, with the foll ow ng codes
defi ned.

Any 200 | evel code MJST be |
consi dered a success. The response
MAY be of status 200 with a response
body, but also 204 without a body. |

| A response of a 400 indicates that |
| the server cannot process the |
| request because it was mal forned or |
| had errors. This response code is

| intended for progranming errors. |

| *Unaut horized* | 401 | A response of a 401 indicates that

| | | caller is not authorized to make |

| | | this call. This can be because the

| | | token was revoked, or other access

| | | issues. |

o a o S o m m e e e e e e e e e e e e eaao o +
*Conflict* 409 This indicates that the call was

I I
| good, and the caller authorized, but |
| the change could not be applied due |
| to a conflicting tenplate. Errors |
| due to conflicts MJUST NOT be |
| returned when force is equal to 1. |

| Gther 4xx error codes SHOULD be |
| returned when sonething is wong |
| with the request that nakes applying
| the tenplate problematic; nost often
| sonething that is wong with the |
| account and requires attention. |

Table 14: http status codes of the apply end-point in the async flow
When a 409 is returned, the body of the response SHOULD contain
details of the conflicting records. |If present this MJST be JSON
containing the error code, a nmessage suitable for devel opers, and an
array of tuples containing the conflicting records type, host, and
data el enment.

As an exanpl e:
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{
"code": "409",
"message": "Conflicting records”,
"records": [
{
"type": "CNAME",
"host": "www',
"data": "@
H
{
"type": "A",
"host": "@,
"data": "randomi p"
}
]
}

In this exanple, the Service Provider tried to apply a new hosting
templ ate. The domain had an existing service applied for hosting.

8.4.7. (QAuth Flow Revert Tenplate

This call reverts the application of a specific tenplate froma
domai n.

I mpl enentation of this call is OPTIONAL. |If not supported a 501 MUST
be returned.

Normative URI tenplate of the asynchronous tenplate revert end-point
per [ RFC6570]:

PCST

{+url API }/ v2/ dormai nTenpl at es/ provi ders/{provi derld}/services
[ {serviceld}/revert{?donai n, host, i nstancel d}

This APl allows the renoval of a tenplate froma user donai n/ host
usi ng an QAuth request.

The provider and service nane in the URL MUST match the val ues
provi ded during authorization.

This call MJST validate that the tenplate exists and has been applied
to the domain by the Service Provider, or an error response with code
410 SHOULD be returned that the call would have no effect.

An exanple URL m ght |ook |ike:
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POST

https://connect. dnsprovi der. exanpl e/ v2/ domai nTenpl at es/ provi ders
[ exanpl eservi ce. exanpl e/ servi ces/tenpl at el/ revert ?2domai n=exanpl e. com

Al l oned paraneters:

I
tenpl ates supporting multiple |
i nstances (see nultilnstance |
(Section 9.2) tenplate property). |
For DNS Provider storing information |
about applied tenplates allows |
renoval of single instance of |
tenplate. |If mssing all instances |
of tenplate MJUST be renoved. |

| Property | Key | Description |
[ gt ————— L pp—p————————— e p—p—_—
| *URL API* | url API | (REQUI RED) Val ue of url APl fromthe |
| | | settings endpoint. |
. S ISRy e +
| *Service | providerlid | (REQU RED) identifier of the Service |
| Provider Id* | | Provider of the tenplate to be |
I I | applied I
. S TR . +
| *Service Id* | serviceld | (REQU RED) The name or identifier of |
| | | the tenplate to be applied. |
S Fomm e oo - o m e e e e e e e e e e e e e e e e e e o +
| *Domai n* | domain | (REQUI RED) The Zone Apex domain nane |
| | | being configured. It MJST match the |
| | | dormain that was authorized in the |
| | | token. |
. S ISRy T +
| *Host* | host | (OPTIONAL) The host name of the Sub |
| | | Dormain that was authorized in the |
| | | token. If omtted or |eft blank, |
| | | the tenplate is being applied to the |
| | | Zone Apex. |
. S ISRy e +
*lnstanceld* | instanceld | (OPTIONAL) Only applicable to

| |

I I

I I

I I

I I

I I

| |

I I

+ +

Table 15: URI tenplate paraneters of the revert end-point in the
async fl ow

The DNS Provider MJUST be able to accept these on the query string or
in the body of the POST with application/json encoding.
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Response codes Success, Authorization, and Errors are identical to
above with the addition of the 501 code.

8.4.8. (QAuth Fl ow. Revoking access

Like all QAuth flows, the user nmay revoke the access at any tine
using UX at the DNS Provider site. As such the Service Provider
needs to be aware that their access to the APl may be deni ed.

8.5. \Verification of Changes

There are circunstances where the Service Provider may wish to verify
that the tenplate was successfully applied. Wthout Domai n Donnect,
this typically involved the Service Provider querying DNS to see if
the changes to DNS had been nade.

Thi s same techni que works with Domai n Connect, and if necessary can
be triggered either nmanually on the Service Provider site or

aut omati call y upon page/w ndow activation in the browser when the
browser wi ndow for the DNS Provider is closed.

When the redirect _uri is used and an error is not present in the URI
the Service Provider can not assune the changes were applied to DNS
While true in nost circunstances, users can tanper with or alter the
return url in the browser. As such it is recomend that enabl enent

of a service be based on verification of changes to DNS

9. Domai n Connect (bjects and Tenpl ates

9.1. Tenpl ate Versioning
If a breaking change is made to a tenplate it is recomended that a
new tenpl ate be created. Wile on the surface versioning | ooks
appealing, inreality this is rarely needed.
Any changes to the tenplate need to account for existing users with
settings in DNS, sone applied through Domai n Connect and sonme manual .

So when changes are nade, they are often backward conpati bl e.

Note that when a tenplate changes, it does need to be on-boarded with
the DNS Providers.

The version field (Section 9.2) of the tenplate definition serves the

pur pose of transparency between the DNS Provider and the Service
Provider in case of such changes
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9.2. Tenplate Definition

A template is defined as a standard JSON da
the following data. Field values MJST be d

i ndi cat ed.

| Dat a El erent | Type | Key

[ e ———— —p————— i p—p—p—p—(—(——————
| *Service | String providerld

| Provider Id* |
I

Fom e o - T o e e o s
| *Service | String | providerNanme

| Provi der | |

| Nane* I I

| | |

I I I

I I I

S T o e e oo s

| *Service Id* |String |serviceld

Fom e o - T o e e o s

| *Service | String |serviceName

| Namre* I I

I I I

| | |

I I I

I I I

S T o e e oo s
Kowal i k, et al. Expires 5 March 2026

Sept enber 2025

ta structure containing
efined unl ess otherw se

(REQUI RED) The uni que |
identifier of the |
Servi ce Provider that |
| created this tenplate. |
| This is used in the URLS|
|to identify the Service |
| Provider. To ensure |
| non- coor di nat ed |
| uni queness, this SHOULD |
| be the domain name of |
| the Service Provider |
| (e.g. |
| exanpl eservi ce. exanpl e) . |

| (REQUI RED) The name of

| the Service Provider

| suitabl e for display.

| Thi s SHOULD be di spl ayed
|to the user on the DNS

| Provi der consent UX

| (REQUI RED) The nane or |
|identifier of the |
|template. This is used |
|[in URLs to identify the |
|tenplate. It is also |
|used in the scope |
I
I
|
I

D Q

| paraneter for QAuth. It
| MUST NOT contain space

| characters, and SHOULD
| be URL friendly.

| (REQUI RED) The nane of |
| the service suitable for|
| di splay to the user. |
| Thi s SHOULD be di spl ayed|
|to the user on the DNS |
| Provi der consent UX |
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*Ver si on* I nteger |version | (OPTIONAL) | f present

| |this represents a |
| | version of the tenplate

| | and SHOULD be changed |
| | with each update of the

| | tenmpl ate content. This

| | opaque value is mainly |
| | informational to inprove|
| | communi cati on and |
| | transparency between |
I I

| provi ders.

| *Logo* | String |1 ogoUrl | (OPTI ONAL) A graphical
0go representing the
| h
rvice Provider and/or
Servi P id d/
rvice for use in any
Ser vi f i
web- base oW,
I I I | web- based fl | f |
I | | | present this MAY be |
| | I | di spl ayed to the user on
| | | | the DNS Provider consent |
| | |

| *Descri ption*| Text | descri ption | (OPTI ONAL) A textual |
| description of what this|
|tenmplate attenpts to do. |
| This is meant to assist |
| devel opers and MJST NOT |
| be displayed to the |
| user. |

| *Vari abl e | Text | vari abl eDescri ption| (OPTI ONAL) A textual |
| Descri pti on* | description of what the
| | variables are. This is

| meant to assi st |
| devel opers and MJST NOT |
| be displayed to the |
| user. |

| *Synchronous | Bool ean | syncBl ock | (OPTI ONAL) | ndi cat es |
| Bl ock* | | that the synchronous |
| | protocol MUST be |
| di sabled for this |
|template. The default |
|for this is fal se. |

| * Shar ed* | Bool ean | shared | (OPTIONAL) This flag has
| | | | been deprecated. It |
I | | |used to indicate that |
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| * Shar
| Provi
| Nanme*

| * Shar

| Servi ce Name*

Draft

ed
der

ed

Bool ean

| *Synchronous | String

| Publ i
| Dorai

Kowal i k,

c Key
n*

et al.

Domai n Connect

| shar edPr ovi der Narme

| shar edSer vi ceNane
I
I
I
I
I
I
I
I
I
I
| syncPubKeyDomai n

Expires 5 March 2026

Sept enber 2025

|the tenplate allowed a

| dynam ¢ provi der Name on
| the query string. It is
| repl aced with the

| shar edPr ovi der Nane fl ag
|in v2.2 of the spec.

| (OPTIONAL) This flag |
| indi cates that the |
|tenpl ate allows the |
|caller to pass in |
| additional information |
| for the provider Name. |
| This informati on SHOULD |
| augrment the display of |
| the providerNane from |
| the tenplate. The |
| default for this is |
| fal se. For backward

| compatability with DNS |
| Providers not at V2.2 of|
|the spec it is |
| recommended t hat the |
| shared flag al so be set.|

| (OPTIONAL) This flag |
| indi cates that the |
|tenpl ate allows the |
|caller to pass in |
| additional information |
| for the serviceNane. |
| This informati on SHOULD |
| augnment the display of |
| the serviceNane fromthe
| templ ate. The default |
|for this is fal se. |

| (OPTI ONAL) When present, |
|indicates that calls to

| apply a tenplate |
| synchr onously MUST be
|digitally signed. The

| val ue indicates the |
| domai n nane for querying|
| the TXT record from DNS |
| that contains the public|
| key used for signing. |
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| *Synchronous | String

| Redir
| Domai

| *Mul t

ect
ns*

iple

| I nst ance*

| *Warn
| Phi sh
I

| *Host
| Requi
I

Kowal i k,

i ng*

r ed*

et al.

Bool ean

Bool ean

| Bool ean

Domai n Connect

syncRedi rect Donai n

mul til nstance

| war nPhi shi ng
I
I
I
|
I
I
I
I
I
|
I
I
I
I

| host Requi r ed

Expires 5 March 2026
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| (OPTI ONAL) When present, |
|[this is a conma |
| separated |ist of domain|
| names for which

| redirects are all owed be|
| sent to after applying a|
|tenmpl ate for the |
| synchronous flow. DNS

| Provi der MUST NOT send
|redirects to any other

| domai n nane not incl uded
|on this list.

| (OPTI ONAL) Defaults to |
| Fal se. When set to |
| True, it indicates that |
| the tenplate MAY be |
| applied multiple tinmes. |
| This only inpacts DNS |
| Providers that maintain

|template state in DNS. |

| (OPTI ONAL) When present, |
|[this tells the DNS |
| Provi der that the |
|templ ate |ikely contains|
| vari abl es susceptible to]
| phi shing attacks and the|
| provider is unable to
|digitally sign the |
| requests. \When set the

| DNS Provi der SHOULD |
| di spl ay warnings to the

| user and be nore verbose|
| about the changes |
| applied. The default |
| value for this is fal se.

| (OPTI ONAL) Defaults to |
| fal se. Wen present |
|this indicates that the |
| tenmpl at e has been |
| authored to work only |
| when bot h donmai n and |
| host are provided. An

| exanpl e where this woul d|
| be true would be a |
| tenmpl ate where CNAME is |
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| | set on the fully |
| | qual i fied domai n nanme. |
| | This is largely |
| |informational, as nost |
| | DNS Providers already |
| | enforce such rules on |
I I
+

I I
I I
I I
I I
I I
I I
| | | the DNS | evel anyway.

o e e e e oo o e o m e e e e e e e aao o +
| *Tenpl at e | Array of|records | (REQUIRED) A list of |
| Recor ds* | Tenpl at e| | records for the |
| | Records | | tenpl at e. |
S T o e e oo s e e e e e oo +

Tabl e 16: properties of the tenplate definition
9.3. Tenplate Record

Each tenplate record is an entry that contains a type and severa
ot her val ues dependi ng on the type.

Many of these val ues can contain variables, which are expressed as
strings surrounded with "% or special variable "@ (See:

Section 10.9). Variables are replaced with values when the tenpl ate
i s applied.

It is noted that as a best practice the variable portions SHOULD be
constrained to as snall as possible a portion of the resulting DNS
record

For exanple, say a Service Provider requires a CNAME of one of three
val ues for their users: sOl. exanple.com s02.exanple.com and
s03. exampl e. com

The value in the tenplate could sinply contain %ervercluster% and
the fully qualified string passed in. Alternatively, the value in

the tenplate could contain %ar % exanpl e.com and a val ue of 01, 02,
or 03 passed in. By placing nore fixed data into the tenplate, the
tenplate is nmore secure

Each record MJUST contain the foll owi ng el enents unl ess otherw se

speci fi ed.

| Dat a | Type | Key | Description |

| El errent | | | |

[ et Cemsfums ey ey sty o}

| * Type* | enum |type | (REQUI RED) Describes |
| |the type of record in
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| DNS, or the operation |
| i rrpactl ng DNS. |
| Val id val ues include: |
| A, AAAA, CNAME, M, |
| TXT, SRV, or SPFM |
| The DNS Provi der MJST |
| support the core set |
| of records A, AAAA |
| CNAME, MX, TXT, SRV. |
| The DNS Provi der |
| SHOULD support SPFM |
| record for high |
|interoperability with |
| exi sting tenpl ates |

|

I

|

| All other record types
| MAY be specified by |
| type nane as listed |n|
| T ANA registry for DNS |
| Resource Record (RR) |
| TYPES. Unknown record|
| types MAY be specified|
| as per [RFC3597] by |
| the word "TYPE"

| i mredi ately foll owed

| by the decimal RR type
| nunber, with no

| i nterveni ng

| whi t espace. Support

| for other record types
| is OPTI ONAL.

| For each type,

| addi ti onal fields

| woul d be REQUI RED.

| * A host, pointsTo,

| TTL

| * AAAA: host,

| poi ntsTo, TTL

| * CNAME: host,

| poi ntsTo, TTL (host

| MUST NOT be null or @
| unl ess hostRequired is
| defined true for the

| tenpl at e)

| * NS: host, pointsTo,

| TTL (host MJST NOT be
| nul'l or @unless

| host Required is
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| *Essenti al *| enum |

| *Host *

Kowal i k,

et al.

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
+

| String|

Domai n Connect

essenti al

host

Expires 5 March 2026
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| defined true for the
| tenpl at e)

| * TXT: host, data,

| TTL, txtConflict-

| Mat chi ngMbde,

| txt Conflict-

| Mat chi ngPr ef i x

| * MX: host, pointsTo,
| TTL, priority

| * SRV: nane, target,
| TTL, priority,

| protocol, service,

| wei ght, port

| * SPFM host, spfRules
| * other record types:
| host, data, TTL

| (OPTI ONAL) Thi's

| paraneter identifies
| the group the record
| bel ongs to when

| appl yi ng changes.

| This MJUST NOT contain
| vari abl es.

| (OPTI ONAL) This |
| paranet er indicates |
| how the record is |
| treated during |
| conflict detection |
| with existing |
| tenpl at es. |
| 1f the DNS Provider is|
| not i npl ementi ng |
| appl i ed tenpl ate state|
|[in DNS this is |
| i gnor ed. |
| Al ways (default) - |
| record MJUST be appli ed|
| and kept with the |
| templ ate |
| OnApply - record MJST |
| be applied but can be |
| later renmoved without |
| dr oppi ng the whol e |
| tenpl ate |

| (REQUI RED) The host |
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| * Name*

Domai n Connect

| String|nane

| *Points To*| String| poi ntsTo

| *TTL*

Kowal i k,

et al.

I
|
I
I
I
I
+

| I'nt or|ttl
| string|
| repr. |
| of Int|

Expires 5 March 2026
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| for A AAAA CNAME, |
| NS, TXT, MX and ot her |
| unspeci fied record |
| type val ues. |
| This value is relative
|to the applied host |
| and donmi n, unl ess |
|[trailed by a "." |
| A value of enpty or @]
| i ndicates the root of |
| the applied host and |
| domai n. I n other |
| wor ds |
| "[ host.] exanpl e.com". |
| Thi s val ue SHOULD NOT |
| contain variabl es |
| unl ess absol utely |
| necessary. This is |
| di scussed bel ow. |

| The nane for the SRV |
| record. |
| This value is relative
|to the applied host |
| and domain. A value |
| of enpty or @ |
| indi cates the root of |
| the applied host and |
| domai n. |
| This val ue SHOULD NOT |
| contai n variabl es |
| unl ess absol utely |
| necessary. This is |
| di scussed bel ow. |

| The pointsTo |ocation |
| for A AAAA, CNAME, NS
| and MX records. |
| A value of enpty or @]
| i ndicates the host and|
| domai n nane bei ng |
| appl i ed or |
| [ host . ] exanpl e. com |

| The tinme-to-live for

| the record in DNS. |
| Valid for A AAAA |
| CNAME, NS, TXT, MX, |
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| and SRV records. In
| order to avoid |
| oper ati onal |
| unpredactibility of |
|the tenplate and the |
| chal | enges outlined |
| bel ow this SHOULD NOT |
| contai n vari abl es |
| unl ess absol utely |
| necessary. If it |
| does, the variable |
| MUST be included as |
| string in the tenplate]|
|definition to build a |
| valid JSON and the |
| vari abl e MUST be the |
| only val ue content. |
| Prefixes, suffixes or |
| mul tiple variabl es |
| MUST NOT be used. |
| This value, no matter |
|if variable or |
| constant, is |
| under st ood as "best |
|effort” by DNS |
| Provi der and MAY be |
|limted or adjusted by|
|l ocal policy at |
| runtime or during |
| tenpl at e onboardi ng, |
|I'i ke applying a |
| certain mninum or |
| maxi mum val ue of TTL

| or an enuneration of |
| TTL val ues supported |
| by the DNS Provider. |
| The DNS Provi der |
| SHOULD NOT rej ect |
| templ ate application |
| because of invalid |
| val ue, rather pick the|
| nearest supported |
| val ue or a default, in]
| order to avoid |
| necessity of per |
| provi der adj ustnent to|
| the application flow |
| Support of variables |
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| * Dat a*
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I

| * TXT

| Conflict
| Mat chi ng
| Mode*

I

I

I

I

| *TXT

| Conflict

| Mat chi ng
| Prefix*

| *Priority*
I
I
I

Kowal i k, et al.
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String|data
I

| String|txtConflictMatchi ngMode
I

I
I I
I I
| |
I I
I I
I I
I I
+

|Int or|priority
| string|
| repr. |
| of Int|

Expires 5 March 2026
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|[inthis fieldis |
| OPTI ONAL for DNS |
| Provi der. |

o)

| The data for a TXT |
|record in DNS. A |
| val ue of empty or @ |
| i ndi cates the host and|
| domai n nane bei ng |
| appli ed or |
| [ host . ] exanpl e. com For
| any unspecified record|
|type this field |
| contai ns the canoni cal
| presentation format of|
| the given record. The|
| representation SHALL |
| foll ow [ RFC3597] as |
| generic or type- |
| speci fic encoding. |
| This MJUST NOT be used

| for any record type |
| explicitly listed in |
|the Type field with |
| specific data fields. |

| Descri bes how |
|conflicts on the TXT |
| record are detected. |
| Possi bl e val ues are |
| None, All, or Prefix. |
| The default value is |
| None. See bel ow |
| (Section 10.3). |

String|txtConflictMatchingPrefix| The prefix to detect

I
| conflicts when |
| txt Conflict- |
| Mat chi nghbde is |
| “Prefix". This MJUST |
| NOT contain variabl es. |
| See bel ow |
| (Section 10. 3). |

| The priority for an MX|
|or SRV record. This |
| MAY contain variable |
|but if it does the |
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| | | | vari abl e MUST be |
| | | | included as string in |
| | | |the tenplate |
| | | | definition to build a |
| | | |valid JSON and the |
| | | | vari abl e MUST be the |
| | | | only content of the |
| | | | val ue fi el d. |
| | | | Prefixes, suffixes or |
| | | | mul tiple variabl es |
| | | | MUST NOT be used. |
| | | | Support of variables |
| | | |[inthis fieldis |
| | | | OPTI ONAL for DNS |
| | | | Provi der. |
+

| *Wei ght * | I nt or| wei ght | The wei ght for the SRV
| string| | record. This MAY

| repr. | | contain variable but
| of Int]| |if it does the

| | vari abl e MUST be

| |included as string in
| | the tenplate

| | definition to build a
| | valid JSON and t he

| | vari abl e MUST be the
| | only content of the

| | val ue field.

| | Prefixes, suffixes or
| | mul tiple variabl es

| | MUST NOT be used.

| | Support of variabl es
| |[inthis fieldis

| | OPTI ONAL for DNS

| | Provi der.

+

| *Port* | I nt or| port | The port for the SRV |
| string| | record. This MAY |
| repr. | | contain variable but |
| of Int| |if it does the |
| | | vari abl e MUST be |
| | | included as string in

| | |the tenplate |
| | |definition to build a |
| | | valid JSON and the |
| | | vari abl e MUST be the

| | | only content of the

| | | val ue field. |
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I | | | Prefixes, suffixes or |
| | | | mul tiple variabl es |
| | | | MUST NOT be used. |
I | | | Support of variables |
I | | |inthis fieldis |
| | | | OPTI ONAL for DNS |
| | | | Provi der. |
+

| *Protocol * | String]| protocol | The protocol for the |
| | | | SRV record. |

| *Service* |String|service | The synbolic name for |
| | | | the SRV record. |

| * Tar get * | String|target | The target for the SRV|
| | | | record. |

| *SPF Rul es*| String| spfRul es | These are desired |
| | | rules for the SPF TXT

| | | | record. These rules |
| | | | SHOULD be merged with

| | | | ot her SPFM records |
| | | |into final SPF TXT |
| | | | record. See |
| | | | Section 10. 10. |

Table 17: properties of the tenplate record definition
10. Tenpl ate Consi derations

10.1. Tenplate State in DNS

DNS Providers may choose to maintain state inside records in DNS
indicating the tenplates witing the records.

A DNS Provider that maintains this state may be able to provide an
i mproved experience for users, telling themthe services enabl ed.
They al so may be able to have nore advanced handling of conflicts.

To make the inpl enentati on burden reasonable for DNS Providers,
Domai n Connect does not dictate the approach
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10.

2. Disclosure of Changes and Conflicts

It is left to the discretion of the DNS Provider to determ ne what is
di sclosed to the user when granting perm ssion and/or applying
changes to DNS. This includes disclosing the records being applied
and the records that may be overwitten.

For changes bei ng nade, one DNS Provider may decide to sinply tel
the user the nanme of the service being enabl ed. Another may decide
to display the records being set. And another may progressively

di spl ay bot h.

For conflict detection, one DNS Provider may sinply overwite changed
records w thout warning. Another may detect conflicts and warn the
user of the records that will change. And another may i npl enent
logic to further detect, warn, and renove any of the existing

tenpl ates that overlap with the new tenplate once applied (this
assunmes they are a DNS Provider that naintains tenplate state in
DNS) .

As an exampl e, consider applying a tenplate that sets two records
(recordA and recordB) into a zone. Next consider applying a second
tenplate that overlaps with the first tenplate (recordB and recordC).
If the DNS maintains tenplate state and renoves conflicting

tenpl ates, applying the second tenplate would renmove the first

tenpl ate. Application of the second tenplate would conflict with
recordB and the entire first tenplate would be renpved

Manual changes made by the user at the DNS Provider may al so have
appropriate warnings in place to prevent unwanted changes; with
overrides being possible and renoval of conflicting tenplates.

For the synchronous flow, this happens while the user is present.

For the asynchronous flow, the consent UX is sinlar. However, the
changes are nade | ater using the APl and OQAuth. The DNS Provi der MAY
decide to detect conflicts and return these fromthe APl without
appl yi ng the change using the proper response code. |If the force
paraneter is set, the changes MUST be applied regardl ess of

conflicts.

It isultimately left to the DNS Provider to determ ne the anount of
di scl osure and/or conflict detection. The only requirement is that
after a tenplate is applied the new records MJST be applied in
totality.

A reasonabl e set of reconmendations for the UX m ght consist of:
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10. 3.

The consent UX SHOULD informthe user of the service that will be
enabled. |If the user want to know the specifics, the DNS Provider
could provide a "show details" link to the user. This could
display to themthe specific records that are being set in DNS

If there are conflicts, either at the tenplate or record |evel,
the consent UX SHOULD warn the user about these conflicts. For
tenpl ates, this would be services that woul d be disabled. For
records, this would be records that woul d be del eted or
overwritten. This could be progressively disclosed.

Record Types and Conflicts

Conflict detection done by the DNS Provider prior to tenplate
application has to take into consideration specifics of each DNS
record type. The rules outlined bel ow ensure predictable conflict
resol uti on between DNS Providers. Each rule applies to the records
on the very sane host, unless specifed otherw se.

*

CNAME record conflicts with TXT, MX, AAAA, A and existing CNAME
records, and any other records of these types conflict with an
exi sting CNAMVE record. Note: CNAME records cannot be at the root
of the zone.

NS records conflict with all other records. This includes of the
same host, and for any record ending with the NS host. For
exanple, an NS record of foo will conflict with any foo, ww.foo,
bar.foo, etc. Simlarly all other record type conflict with NS
records in the same manner.

MX, SRV records always conflict with records of the sane type

A and AAAA records conflict with any other A and/or AAAA record,
to avoid IPv4 and | Pv6 pointing to different services.

TXT records conflict detection is handl ed | ooking at
t xt Conf | i ct Mat chi nghMbde par anet er

- None: This indicates that the TXT records do not conflict with
any other TXT record. This is the default setting, if not
speci fi ed.

- All: This indicates that the TXT records conflict with any
ot her TXT record

- Prefix: This indicates that TXT record conflict with any other
TXT containing value starting with txtConflictMatchingPrefix
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10.

10.

10.

4. Apply, Re-apply, and Milti-Instance

There is an additional consideration for DNS Providers that nmintain
the state of an applied tenplate when re-applying a tenpl ate.

To avoid unnecessary conflict warnings to the user, under nornmal use
when re-applying a tenplate such a DNS Provi der SHOULD renove the
previously applied tenplate on the same host.

This may not be desireable for all tenplates, as a limted set of
tenpl ates are designed to be applied nultiple times. To faciliate
this the tenplate can have the flag nultilnstance (Section 9.2) set.
This tells the DNS Provider that the tenplate is expected to be
witten nultiple times and that a re-apply MJST NOT renove previous
i nst ances.

This setting only inpacts DNS Providers that nmaintain applied

tenpl ate state. DNS Providers that do not maintain applied tenplate
state can only rely on the normal conflict resolution rules, and this
flag has no inpact.

5. Non-essential records

Typically a tenplate specifies a list of DNS records which are
required for the service. There nay be cases where sone records are
only required for a very short period of tine, and renoving or
altering the record later (either by the end user or through
application of another tenplate) should not trigger conflict

det ecti on.

This can be controlled by the essential (Section 9.3) property of a
record in the tenpl ate.

Again, this setting only inpacts DNS Providers that maintain applied
tenpl ate state.

6. Tenpl ate Scope

For DNS Providers that maintain tenplate state, an individua
tenplate is scoped to the set of records applied to a fully qualified
domai n. This includes the Zone Apex and the host (aka Sub Donai n) at
apply tine.
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As an exanple, if a tenplate is applied on

domai n=exanpl e. con&host =subl a |l ater application of the tenplate on

domai n=exanpl e. con&host =sub2 nmust be treated as a distinct tenplate.
If a conflict is detected later with the records set into

"sub2. exanpl e. com', only the records set with this tenplate would be
r emoved

7. Host/Nanme in Tenpl ate

Tenpl ate records contain the host name of the record to set into the
zone (called name for SRV records). This value MJST be consi dered
relative to the domai n/host when the tenplate is applied, unless

followed by a trailing ".".

Consider a tenmplate record of type Awith a host value of "xyz"
When the tenplate is applied to a domai n=exanpl e.com and an enpty
host value, the resulting zone after the tenplate is applied wll
contain an A record of "xyz" (or "xyz.exanple.com" as absolute
domain name in DNS master file notation).

If the same tenplate is applied to a domai n=exanpl e. com and host =bar,
the zone will contain an A record of "xyz.bar" (or
"xyz. bar.exanpl e.com" as absol ute donmai n nane).

A value of @for host in the tenplate is a placehol der for an enpty
value. In other words @would point to "bar.exanple.com" when the
same tenplate is applied to domai n=exanpl e. com and host =bar.

8. PointsTo in Tenpl ate

Tenmpl ate records of certain types contain the pointsTo value to set
in the zone. For record types such as CNAME where this can be a
fully qualified domai n nane.

A value of @in pointsTo field in the tenplate is a shortcut for the
fully qualified domain name of the domai n/ host being applied.

Consider a tenmplate record of type CNAME with a pointsTo val ue of

"@. After a tenplate of domai n=exanpl e.com and an enpty host is
appl i ed, the pointsTo value (or corresponding field) in the resulting
zone woul d be "exanple.cont. After a tenplate of domai n=exanpl e.com
with host=bar is applied, the points to value would be

"bar . exanpl e. cont'.

Any domain in a pointsTo field in a tenplate MJST be considered fully
qualified and not relative.
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9. Variables
9.1. \Variable Syntax

Vari abl e expressions are the paraneterized parts of a Donmai n Connect
Tenpl ate. Each expression contains one variable specifier (which can
be either a named variable or a special variable "@) that is
replaced with a value during tenplate application.

vari abl e- expr essi on
named- vari abl e

t enpl at e- apex- var
vari abl e- nane

naned-vari abl e / tenpl at e-apex-var
"o variabl e-name "%
"@

1*(ALPHA / DGEGT / "-" [ " ")

9.2. Special and Built-1n Variabl es

There are three Built-In vari abl es:

* Ohost% This is the host passed fromthe query string

* 9gdomain% This is the domain passed fromthe query string

* 0qgdn% This is the fully qualified domain nane or tenplate
application e.g. [host.]donain

For exanple, with the query string "domai n=exanpl e.con=", %qdn%in a
tenpl ate woul d be "exanpl e. cont, and wi th "domai n=exanpl e. comrsub1",
% qdn% in a tenplate would be "subl. exanpl e. cont.

The @vari abl e has special neaning, and can be used in the host/nane
field or in the pointsTo/data field in isolation.

For the host/nane field it is a shortcut for the value "% qdn% ".
The trailing dot here is equal to the DNS master file notation

[ RFC1035], which indicates the value is absolute. Wthout the
trailing ".", the value in this field is relative to the

[ host . ] exanpl e. com val ue.

For the pointsTo/data field it is a shortcut for for the "% qdn% .
The pointsTo and data files are al ways absolute for these fields.

9.3. Variable substitution
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9.3.1. Input Values

I nput values for variable substitution MJST be treated as strings.
Wil e the underlying data source (e.g., query string, JSON string)
m ght represent values in different data types, the Donain Connect
protocol mandates that these values are interpreted and substituted
as strings within the tenpl ates

If the data source requires encoding of certain characters (e.qg.
speci al characters, spaces), the DNS Provider inplenentati on MIST
handl e decodi ng of the val ue before variable substitution. The
resulting substituted value MJST reflect the exact original input
val ue string.

9.3.2. Processing

Wien a tenplate is applied, the variables in the tenplate are
replaced with the val ues passed as input.

Variables are only allowed in tenplate fields of type string,
therefore the input field values fromthe tenplate MJST be decoded
fromJSON string encoding before variable substitution

Variables are replaced in the tenplate fields in the order they are
found. |If a variable is not found in the input, the processi ng MJST
fail. After a variable is replaced, only the remaining string is
used for further variable substitution.

The result of the processing MAY still contain variabl e expressions
com ng from |l nput Values of variable substitution. The processing
MUST NOT fail in this case, and the variabl e expressions MIST be | eft
as is.

9.4. Variables and Host/Nane in Tenplate

Wi le tenplates do allow for variables in a host or nanme field
val ues, these SHOULD be used very sparingly.

As an exampl e, consider setting up hosting for a site. But instead
of applying the tenplate to a domain/host, the nane of the host is
pl aced as a variable in the tenplate.

Such a tenplate might contain an A record of the form
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{
"type": "A",
"host": "%ar%,
"poi ntsTo": "192.0.2.2",
“ttl": 1800
}
This tenplate could be applied on a domain |ike exanple.comwth the
var set to "sub", "subl", "sub2", etc.

Application of this tenplate would be at the domain |level for
"exanpl e.com'. This causes problens for application/re-application
of the tenplate, conflict detection, and tenplate renoval.

Since this tenmplate would be applied to the domain only, DNS
Providers that maintain tenplate state would renbve previous

i nstances of the tenplate before re-application. This neans applying
this tenplate with var=sub would result in the A record for

sub. exampl e.comto be set to the value 192.0.2.2. Later, applying
the tenpl ate on "exanple.com with the var=sub2 should renove the old
tenpl ate before setting the new one. sub.exanple.com would be
renoved, and sub2.exanpl e.comwould be set to the value 192.0.2. 2.

Furthernore, determ ning conflicts would be inpossible when the user
is granting consent for asynchronous operations (QAuth). This is
because the host woul d be indeterm nate.

To solve this problem tenplates MJST be considered as scoped to a
domai n and a host value. For synchronous operations, the host val ue
is specified in the url. For asynchronous operations, perm ssions
are granted for specific host values, whose value is |ater specified
when applying the tenpl ate.

Sone tenplates might want to utilize CNAME or TXT records with host
val ues containing sonme formof user identification for validation of

domai n ownership, and these are often passed in variables. |n those
cases usage of variables in host field value can be applied without
risk of issues nmentioned above. |In all other cases it is RECOVWENDED

not to define variables in the host field.
9.5. Variables and Security

As discussed, with variables consideration is necessary to prevent
certain styles of phishing attacks.

The nore static the value in the tenplate record, the nore secure the
tenpl ate. Wen static values are not possible, a carefully crafted
Iink could hijack DNS settings.
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Mtigations to this are discussed above.
9.6. Variable Exanpl es

Exanpl e tenpl at e:

[{
"type": "CNAME",
"host": "www',
"poi ntsTo": "@,
"ttl": 1800

b

{
"type": "A",
"host": "@,
"pointsTo": "192.0.2.1",
"ttl": 1800

H

Templ ate applied w th domai n=exanpl e. com and host parameter m ssing
or enpty:

www 1800 | N CNAME exanpl e. com
@ 1800 IN A 192.0.2.1

_alternatively_

www. exanpl e. com 1800 I N CNAME exanpl e. com
exanpl e. com 1800 IN A 192.0.2.1

Tenmpl ate applied w th domai n=exanpl e. com and host =bar:

www. bar 1800 I N CNAME bar . exanpl e. com
bar 1800 IN A 192.0.2.1

alternatively

www. bar . exanpl e. com 1800 I N CNAME bar. exanpl e. com
bar. exanpl e. com 1800 IN A 192.0.2.1

10. SPF TXT Record
10.1. What is SPF?
SPF stands for Sender Policy Framework specified in [RFC7208]. It is

a record that specifies a list of authorized host nanes and/or I|P
addresses fromwhich mail can originate fromfor a given domain nane.
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It manifests itself as a TXT record. The format of which starts with
v=spfl followed by a list of "rules" of what to include/exclude. If
a rule passes, the mail is allowed. |If it fails, it noves to the
next rule. Typical record m ght appear as:

v=spf 1l include: policy. exanpl eprovi der. exanpl e -al

This is an SPF record with two rules. The first rule indicates that
the rules for SPF record _policy. exanpl eprovider. exanpl e be included
inthis record. The second rule is a catch all (all). The default
nmodi fier for arule is pass (+). Oher nodifiers are hard failure
(-), soft failure (~) and neutral (7).

Note: A failure in SPF doesn’t nean delivery won't happen, however
dependi ng on the policies of the receiving system mnessages
classified with hard failure or soft failure may not be delivered or
mar ked as spam

The use of "all" at the end is pretty common, although some providers
mark it as ~ (soft fail) or ? (neutral). The reality is that a good
SPF record is tuned based on what services are attached to a domain.

Not just one individual service.

10.2. Miltiple Services

If only one email sending service were active, the SPF record
recomrended by the provider is sufficient. But mail froma domain
can often cone from several different services

A very typical use case m ght be end user nail and an enuil
newsl etter service. Let's look at the SPF records reconmmended for
i ndi vi dual servi ces.

Mai | er1: v=spfl include:spf.mailerl.exanple -all Newsletterl: v=spfl
i ncl ude: spf.newsl etter.exanpl e ~al

Al of these exanples use the include syntax. This is fairly comon.
The use of all at the end is comon, although is often inconsistent
with the nodifier.

If a user installed Mailerl and Newsletterl, their conbi ned SPF
record ought to be sonething like:

v=spfl include:spf.milerl. exanpl e include: _spf.newsletter.exanple
~al |

We conbined the two rules, and in this case picked the | east
restrictive all nodifier.
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The chal l enge with SPF records and Dormai n Connect is that an

i ndi vi dual service mght recommend an SPF record. |If only one
service were active, this would be accurate. But with severa
services together only the DNS Provider is able to deternine the
valid shape of a SPF TXT record.

One solution to this problemis to nmerge all related records. At the
hi ghest level, this neans taking everything between the "v=spfl" and

the "all" fromeach of the records and nergi ng them together,

term nating with hard-coded nodifier on all at the end. For an SPF
record to fulfill it's purpose of protection against malicious emil
delivery, Domain Connect advises a fixed nodifier "~" advising | ower

rating of the messages from other sources not specified in SPF. This
setup offers a reasonable | evel of protection of mail delivery, on
the other side does not reject the nessage in case forwarding
facility is in place.

@ TXT v=spfl include:spf.mailerl. exanpl e include:_spf.newsletter.exam
pl e ~al

The other would be to wite internedi ate records, and reference these
| ocal ly.

ri1.exanple.com TXT v=spfl include:spf.milerl.exanple ~al
r2.exanpl e.com TXT v=spfl include:_spf.newsletter. exanple ~al
@ TXT v=spfl include:rl.exanple.cominclude:r2. exanpl e.com ~al

There are advantages and di sadvantages to both approaches. SPF
records have a limt of 10 DNS | ookups and record length is linited
to 255 characters. So depending on the enbedded records both
approaches m ght have advant ages.

The inpl enentati on would be left to the DNS Provider, but to
facilitate this SPF records SHOULD NOT be included in tenpl ates.
I nstead, a new pseudo-record type is introduced in the tenplate
called SPFM This has the followi ng attribute:

spfRules Determnes the desired rules, basically everything but
| eadi ng "v=spfl" and trailing all rule - see: SPF Rul es
(Section 9.3)

When a tenplate is added or removed with an SPFM record in the

tenpl ate, some code would need to take the aggregate val ue of al
SPFM records in all tenplates applied as well as existing SPF TXT
record on the host and recalculate the resulting SPF TXT record. In
case several sources specify the sane rule with a different policy
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DNS Provi der SHOULD apply the least restrictive one as a result. soft
failure SHOULD be preferred over hard failure, neutral SHOULD be
preferred over soft failure.

DNS Provi der SHOULD al so all ow the end user to nodify the SPF record
after nerging.

Due to nmerging step in between, the resulting SPF TXT records are
consi dered non-essential (see: Section 10.5). That neans the user
may decide to override the final calcul ated value or renove the whol e
SPF record. This action MJST NOT | ead to renoval of any related
templates in conflict detection and tenplate integrity routines if

i mpl emrented by the DNS Provider

If the existing TXT record makes the mergi ng operation not possible,
the DNS Provider MJUST handle this situation the sane way as a
conflict and either let the end-user resolve it in the UX (both in
Synchr onous and Asynchronous flow) or return the conflict as an error
in the Asynchronous flow unless the force=true paraneter is used,

ef fectively renoving the existing record.

Servi ce Providers MJST NOT check content of TXT SPF record for an
exact match, as it mght be strongly influenced by the DNS Provider
mergi ng strategy and user actions.

See Appendi x A 6.
10.4. Alternatives

Sone DNS Provi ders MAY deci de not to support the SPFMrecord. The
followi ng alternative solution would allow general interoperability
of the tenplates for those providers: onboard the tenplates with SPFM
record in variabl e-conpatible formusing a regular TXT record with
content "v=spfl %spfRules% ~all", using property essential =OnApply
set to avoid renmoval of the whole tenplate by a conflict.

11. Public Tenpl ate Repository
11.1. General information

The Public Tenpl ate Repository is an open accessible |ocation where
Service Providers MAY publish their Service Tenplates in the format
specified in this specification. DNS Providers MAY support all of
the published tenplates, just a subset or none of them according to
own onboarding policies (see also: Section 11.1).
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The tenplate format is intended | argely for docunentati on and

communi cati on between the DNS Providers and Service Providers, and
there are no codified endpoints for creation or nodification of these
objects. Instead, Domai n Connect references a tenplate by ID

As such, DNS Providers may or may not use tenplates in this format in
their internal inplenmentations. By defining a standard tenplate
format, it is believed it will make it easier for Service Providers
to share their configuration across DNS Providers

11.2. Repository Location

The repository of the tenplates is maintained under
https://github. com Domai n- Connect/t enpl at es.

11.3. File naming requirenents

The file nanes in this repository MJST be all | ower case, including
the providerld and serviceld. As a result, while the providerld and
serviceld can be nixed case, all ‘providerlds and servicelds in this

repository MJST be uni que when | ower case.

Tenpl at es MJUST be named according the following pattern
{providerld}.{serviceld}.json

provi derld: exanpl e.com
serviceld: WebsiteBuil der

Tenpl ate file nanme: exanpl e.com websitebuil der.json
11.4. Tenplate Integrity

I mpl enenters are responsible for data integrity and MJST use the
record type field to validate that variable input neets the criteria
for each different data type

Har d- coded host nanes are the responsibility of the DNS Provider to
protect. That is, DNS Providers MJST ensure that host nanmes do not
interfere with known values (such as m or ww. or mail.) or interna
nanes that provide critical functionality that is outside the scope
of this specification

Ceneral considerations
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1. Onboarding

This specification is an open standard that describes the protocol,
messages and formats used to enabl e Domai n Connect between a Service
Provi der and a DNS Provi der.

Any Service Provider is free to define and publish a tenplate.
However, the ternms and conditions for a DNS Provi der onboarding a
Service Provider tenplate is beyond the scope of this docunent. A
DNS Provi der can be selective in what tenplates they support, can
require a contractual relationship, or even charge a fee for
onboar di ng.

One way a Service Provider can be selective in which DNS Providers
they accept is to inplement a whitelist of providerlds. A Service
Provi der who chooses to whitelist MJST use providerld to distinguish
bet ween uni que DNS Providers. The DNS Provider's providerld would
typically be a domain nane.

2. Case Sensitivity

Al values are case sensitive. This includes variable nanes, val ues,
paraneters and obj ects returned.

One exception is the domain/host nane. This is because a fully
qualified domain nane is case insensitive

The val ues for providerld/serviceld in the tenplate and passed
through URIs in the path or query string are case sensitive.
Different rules apply to the file naming in the Public Tenpl ate
Repository (Section 10.11. 3).

Ext ensi ons/ Excl usi ons
1. General information

Addi tional record types and/or extensions to records in the tenplate
can be inplenmented on a per DNS Provider basis. However, care should
be taken when defining extensions so as to not conflict with other
protocol s and standards. Certain record nanes are reserved for use
in DNS for protocols |ike DNSSEC (DNSKEY, RRSI G [RFC9364] at the
registry |evel

Defining these OPTI ONAL extensions in an open manner as part of this
specification is done to provide consistency. The followi ng are the
initial OPTIONAL extensions a DNS Provider/ Service Provider may
support.
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2.  APEXCNAME

Sone Service Providers desire the behavior of a CNAME record, but in
the apex record. This would allow for an A Record at the root of the
domai n but dynam cally determ ned at runtine.

The recomended record type for DNS Providers that wi sh to support
this is an APEXCNAME record. Additional fields included with this
record woul d include pointsTo and TTL.

Defining a standard for such functionality in DNS is beyond the scope
of this specification. But for DNS Providers that support this
functionality, using the same record type nane across DNS Providers
all ows tenpl ate reuse

3. Redirection

Some Service Providers desire a redirection service associated with
the A Record. A typical exanple is a service that requires a
redirect of the domain (e.g. exanple.com to the www vari ant

(www. exampl e. conm). The www woul d often contain a CNAME

Since inplenentation of a redirection service is typically sinple, it
is reconmended that Service Providers inplenent redirection on their
own. But for DNS Providers that have a redirection service,
supporting sinple tenmplates with this functionality may be desired.

Wil e technically not a "record" in DNS, when supporting this
OPTI ONAL functionality it is recomended that this SHOULD be
i npl emented using two new record types.

REDI R301 and REDI R302 woul d i npl ement 301 and 302 redirects
respectively. Associated with this record would be a single field
called the "target", containing the target url of the redirect.

Pl ease note, that setting up an HTTP redirect typically involves
setting up a webserver and configuring A and AAAA records pointing to
this webserver accordingly. The tenplate may or may not explicitly
define those records, as the orchestration and the val ues would we
controll ed by the DNS provider, not the Service Provider. The DNS
Provi der SHOULD however consi der those records during the conflict
resolution in order to give transparency of the changes to the user

4. Naneservers
Several Service Providers have asked for functionality supporting an

update to the naneserver records at the registry associated with the
domai n.
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When inmpl ementing this functionality a tenplate defined at DNS

Provi der would need to define a set of NS records, typically a

m ni num of 2 and a maxi num dependi ng on the nunber supported by the
regi strar systemof the DNS Provider, likely with grouplds to allow
for optionality of those additional naneservers. Each NS entry would
then contain a data field with desired host names or variables to

al l ow for dynam c setup.

It will be noted that a naneserver update would require that the
entity inplenmenting DNS Provider side of the protocol is the
Registrar. This is not always the case.

Addi tional care would have to be taken by the DNS Provider informng
the user about the change happening and the inpact of the change.

This functionality is again deened as OPTIONAL and up to the DNS
Provider to determine if they will support this.

5. DS (DNSSEC)

Requests have been made to allow for updates to the DS record for
DNSSEC. This record is required at the registry to enabl e DNSSEC
but can only be witten by the registrar

For DNS Providers that support this record, the record type would be
DS. Values will be keyTag, algorithm digestType, and digest.

Again it should be noted that a DS update would require that the
entity inplenenting DNS Provider side of the protocol is the
registrar, and is again deenmed as OPTIONAL and up to the DNS Provider
to determine if they will support.

| ANA Consi der ations

Per [ RFC8552], please add the following entry to the "Underscored and
G obal |y Scoped DNS Node Nanes" registry:

[ e e e
| RR Type | _NODE NAME | Reference |
[ R ety s el el
| TXT | _domai nconnect | This docunent. |
R I I I I +

Table 18: | ANA Registration for
_domai nconnect
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I mpl ement ati on Status

This section is to be renmoved before publishing as an RFC
DNS Provi ders
Open Source

* Server library (Python): https://github.com Domai n- Connect/
Domai nConnect Appl yZone

Priopriatery inplenentations

* ~20 providers, incl. GoDaddy, |IONCS, Coudflare, Squarespace
Domai ns (former Google), Wrdpress.comor Plesk

* 35%of the .com zone (May’' 24)
Servi ce Providers
Open Source

* Exanpl e service: https://exanpl eservice. donmai nconnect. org/
https://github. coml Domai n- Connect / exanpl eservi ce

* Cdient library (Python): https://github. conl Domai n- Connect/
domai nconnect _pyt hon

Priopriatery inplenentations
* 300 tenplates fromover 120 providers, incl. @365, Google
Wor kspace, Apple Cd oud+, Weebly, Squarespace...
https://gi thub. com Domai n- Connect/ Tenpl at es
Change History
This section is to be renoved before publishing as an RFC
Change from-01 to -02
* Draft refresh fromexpire. No content changes.
Change from-00 to -01
* Changed term Root Dommin to Zone Apex to align with [ RFC3499].

* Renoved exanpl e provider nanes from Service Providers and DNS
Provi ders tem nol ogy
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* Added Use Cases
*  Added Trust Model

* Added sequence diagranms for synchronous and asynchronous fl ows
i nstead of UX nocks

* Reviewed use of normative | anguage

* (Cl eaned up usage of term nol ogy

* Variable substitution description updated

* Al URLs are now normatively defined with URI tenpl ates

Change from draft-kowalik-regext-domai nconnect-00 to draft-kowalik-
domai nconnect - 00

* Added possibility to specify any DNS record type in a generic
nmanner .

* Added possibility to define variables for nuneric fields.
* Added | ANA registration for _domai nconnect record as per [RFC8552]

Change from draft-carney-regext-domai nconnect-03 to draft-kowali k-
r egext - domai nconnect - 00

* Version synchronized with 2.2 version rev. 66 of the public Donain
Connect specification.

Change from-02 to -03
* Added wi dt h/ hei ght JSON val ues returned by DNS Provi der Discovery.
* Corrected text of CET nethod for getting the authorization token.
* Added clarifying text to Goup ID description paraneter of the
apply tenplate POST method. Quite a few mnor edits and
clarifications that were found during inplenentation, especially
in the I nplenentati on Considerations section.
Change from-01 to -02
* Added new CGET nethod for Service Providers to deternmine if the DNS

Provi der supports a specific tenplate. Sone other minor edits for
clarification.
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Change from draft-carney-regext-domai nconnect-00 to -01

* Mnor edits and clarifications found during inplenentation.
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Appendi x A.  Exanpl es

A. 1. Exanple Tenplate
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{
"providerld": "exanple.cont,
"provi der Nane": "Exanple Web Hosting",
"serviceld": "hosting",
"servi ceNane": "Wirdpress by exanpl e. cont,
"version": 1,
"logoUrl": "https://ww. exanpl e. com i mages/ billthecat.jpg",
"description": "This connects your domain to our web hosting",
"records": [
{
"type": "A",
"groupld': "service",
"host": "ww',
"poi ntsTo": "%arl%,
"ttl": 600
H
{
"type": "A",
"groupld": "service",
"host": "ni,
"poi ntsTo": "%var2%,
"ttl": 600
H
{
"type": "CNAME",
"groupld": "service",
"host": "webmail",
"poi ntsTo": "%var 3%,
"ttl": 600
H
{
"type": "TXT",
"groupld": "verification",
"host": "exanple",
"ttl": 600,
"data": "%var4%w
}
]
}
A. 2. Example Records: Single static host record

Consider a tenplate for setting a single host
section of the tenplate would have a single record of type "A" and

coul d have a val ue

Kowal i k, et al.

of :
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[{
"type": "A",
"host": "www/',
"poi ntsTo": "192.0.2.1",
"ttl": 600
}H

This woul d have no variable substitution and the application of this
tenplate to a domain would sinply set the host name "www' to the IP
address "192.0.2.1"

A. 3. Exanple Records: Single variable host record for A
In the case of a tenmplate for setting a single host record froma

vari able, the tenplate would have a single record of type "A" and
could have a val ue of:

[{
"type": "A",
"host": "@,
"pointsTo": "198.51.100. %srv%,
"ttl": 600
H

A query string with a key/val ue pair of
srv=2
woul d cause the application of this tenplate to a domain to set the
host nanme for the apex A record to the I P address "198.51.100.2" with
a TTL of 600

A. 4. Exampl e Records: Unspecified record type CAA

Thi s exanpl e shows how to include a set of unspecified record types
on an exanpl e of CAA records:
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{
"type": "CAA",
"host": "@,
"data": "0 issue \"cal.exanple.net\"",
"ttl": 1800
b
{
"type": "CAA",
"host": "@,
"data": "O issuewild \"ca2.exanple.\"",
"ttl": 1800
}

]

This woul d have no variabl e substitution and the application of this
tenplate to a domain would add 2 CAA records.

A.5. Exanpl e: DNS Zone nerging
Consi der a DNS Zone before a tenpl ate application:
$ORI G N exanpl e. com

@ 3600 I N SQA nsll. exanpl e.net. support.exanpl e.net. 2017050817 7200
1800 1209600 3600

@ 3600 IN NS nsll. exanpl e. net.

@ 3600 IN NS nsl12. exanpl e. net.

@3600 IN A 192.0.2.1

@3600 IN A 192.0.2.2

@ 3600 | N AAAA 2001: db8: 1234: 0000: 0000: 0000: 0000: 0000
@ 3600 | N AAAA 2001: db8: 1234: 0000: 0000: 0000: 0000: 0001
@ 3600 IN MX 10 nx1. exanpl e. net.

@ 3600 IN MX 10 nmx2. exanpl e. net.

@ 3600 IN TXT "v=spfl a include:spf.exanple.org ~all"

www 3600 | N CNAME ot her. host . exanpl e.

Now application of the follow ng tenpl ate:
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{
"type":"A",
"host":" @,
"poi ntsTo": "203.0.113. 2",
"ttl":"1800"
b
{
"type":"A",
"host": " ww',
"poi ntsTo": "203.0.113. 2",
"ttl":"1800"
b
{
"type": " SPFM',
"host":" @,
"spfRul es":"a include: spf. hoster. exanpl e"
}

]

The foll owi ng DNS Zone woul d be generated after the tenplate is
appl i ed:

$ORI G N exanpl e. com

@ 3600 I N SQA nsl1l. exanpl e.net. support.exanple.net. 2017050920 7200
1800 1209600 3600

@ 3600 IN NS nsll. exanpl e. net.

@ 3600 IN NS nsl12. exanpl e. net.

@ 1800 IN A 203.0.113.2

@ 3600 IN MX 10 nx1. exanpl e. net.

@ 3600 IN MX 10 nmx2. exanpl e. net .

@ 1800 IN TXT "v=spfl a include:spf.exanple.org include: spf.hoster.ex
anple ~all"

www 1800 IN A 203.0.113.2

A. 6. Exanple: SPF Record Merging
Consi der a DNS Zone before a tenplate application:
$ORI G N exanpl e. com
@ 3600 I N SQA nsll. exanpl e.net. support.exanpl e.net. 2017050817 7200
1800 1209600 3600
@ 3600 IN NS nsll. exanpl e. net.
@ 3600 IN NS nsl12. exanpl e. net.

Now application of the followi ng tenplate of Mail service:
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{
"type":"MX",
"host":" @,
"priority": "10",
"poi ntsTo": "nmx1l. exanpl e. net",
"ttl":"1800"
b
{
"type":"MX",
"host ": " ww/',
"priority": "10",
"poi ntsTo": "nx2. exanpl e. net ",
"ttl":"1800"
b
{
"type":" SPFM',
"host":" @,
"spfRul es":"a include: spf.exanpl e. net"
}

]

Expected result in the DNS Zone
$ORI G N exanpl e. com

@ 3600 I N SQA nsll. exanpl e.net. support.exanple.net. 2017050817 7200
1800 1209600 3600

@ 3600 IN NS nsll. exanpl e. net.

@ 3600 I N NS ns12. exanpl e. net.

@ 3600 IN MX 10 nx1. exanpl e. net.

@ 3600 IN MX 10 nmx2. exanpl e. net .

@ 3600 IN TXT "v=spfl a include:spf.exanple.net ~all™

In the next step application of the followi ng tenplate of Newsletter
servi ce:

[

{

"type": " SPFM',

"host":" @,

"spfRul es":"include: spf.newsletter.exanple"
}

]

Expected result in the DNS Zone
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