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Abst r act

Thi s docunent specifies the Agentic D spute Protocol (ADP), a
standardi zed franmework for autononous agents and Al systens to file,
process, and resol ve disputes through structured, automated
processes. The protocol defines nessage formats, transport

mechani sns, evi dence subm ssion standards, and cryptographi c proof
requirenents for internet-native dispute resolution

ADP i s designed to handl e disputes arising from Al agent

interactions, service |evel agreenent breaches, and autonmated
contract enforcenment, providing determnistic, auditable, and legally
enf or ceabl e out cones.

ADP i ncludes chain of custody tracking, dual-format award
specifications (JSON and PDF), arbitrator discovery mechani sms, and
support for nmultiple resolution franmeworks including expert

determ nation, binding arbitration, mediation, and hybrid approaches.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 17 April 2026

Kot echa Expires 17 April 2026 [ Page 1]



Internet-Draft ADP
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docunent authors. Al rights reserved.

Thi s docunent

is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Docunments (https://trustee.ietf.org/

| i cense-i nfo)

and restrictions with respect to this docunent.
extracted fromthis docunent nust

in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully,

as they describe your rights

described in Section 4.e of the Trust Legal
provi ded without warranty as described in the Revised BSD License.
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agents and agentic systens increasingly conduct

transactions, enter into contracts, and provi de services on behal f of
organi zations, disputes inevitably arise that require resol ution.
Wil e established alternative dispute resolution frameworks |ike the

UNCI TRAL Mbdel

Law on Conciliation [ UNCI TRAL- CONCI LI ATI ON],
Si ngapore Convention on Medi ati on [ SI NGAPORE- CONVENTI QN ,

t he
and t he

U S Adninistrative Dispute Resolution Act [ ADRA] provide sound
oundations, they lack the machi ne-readabl e protocols needed to
handl e the volune and vel ocity of agent-to-agent conflicts.

| egal f

The Agentic Dispute Protocol

*  Fast:

*  Scal

Resol ution in days, not nonths

is:

(ADP) provides a standardi zed, nachi ne-
readabl e franmework for autononpus di spute resol ution that

abl e: Handl es mcro-disputes to multi-mllion dollar cases

* Transparent: Al procedures and evi dence are auditable

*  Enf or ceabl e:

bi ndi ng

*  Vendor-neutral:

*  Audi

Kot echa

tabl e: Conplete chain of custody for all
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pr oceedi ngs

Awar ds are cryptographically signed and legally

Open standard i npl enrentabl e by any dispute service
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Consul ate (https://consul atehg. con) serves as the reference
i mpl ementation and first production depl oyment of ADP
2. Scope
Thi s protocol specifies:
* Message formats for dispute filing, response, evidence, and awards
* Transport and security requirenents
* Evidence submission and validati on standards
*  Cryptographic proof mechani snms
* Chain of custody and audit trail requirenents
* Dual -format award specifications (JSON and PDF)
* Arbitrator discovery and registry nechani sns
* Service discovery via .well-known URIs
Thi s protocol does NOT specify:
* Dispute rules or |legal procedures (inplementation-specific)
* Al neutral algorithns (inplenentation-specific)
* Fee structures (set by dispute provider)
* Enforcement mechani sms (jurisdiction-dependent)
3. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOI' RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Key terns:

Agent: An autonompus software system acting on behal f of an
organi zation or individua

Agentic System A system capabl e of autononpus deci sion-maki ng and
action

Kot echa Expires 17 April 2026 [ Page 4]
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Claimant: The party initiating a dispute
Respondent: The party against whoma claimis filed

Neutral: A human or Al system adjudicating the dispute. May be
called an arbitrator, nediator, expert, or adjudicator depending
on the resol ution method chosen

Resol uti on Method: The | egal framework used to resolve the dispute
(arbitration, nediation, expert determ nation, adjudication,
etc.). ADP is nethod-agnostic.

Awar d/ Deci sion: The final determination issued by the neutral (s).
Called an "award" in arbitration, "determ nation" in expert
determ nation, "settlenent agreenent” in mediation

D spute Service: A server inplenmenting ADP to coordinate dispute
resol ution

Custody Event: A recorded action in the dispute resolution process

Chain of Custody: An inmnutable, cryptographically-Ilinked sequence of
custody events

4. Resolution Methods

ADP i s a met hod-agnostic communi cati on protocol that supports
multiple legal frameworks for dispute resolution. The protoco
defines how parties conmuni cate (nmessage formats, security, custody
chai n) but does NOT prescribe which | egal franework nust be used.

The choice of resolution nethod is specified in the dispute agreenent
bet ween parties and comruni cated via the resolutionMethod field in
di spute nmessages. Supported nethods incl ude:

Expert Determination: Technical disputes with objective netrics and
| i qui dat ed damages cl auses. Expert deternines facts and applies
pre-specified fornmulas. Comonly used for SLA breaches,
performance di sputes, and technical conpliance issues.

Bi nding Dispute: Traditional dispute for disputes requiring |ega
j udgrent, subjective evaluation, or conpl ex damages cal cul ati on
Enf orced under the Federal Dispute Act or equival ent statutes.

Medi ati on: Non-binding coll aborative resoluti on where a neutra

medi ator facilitates agreenment between parties. Used for disputes
where preserving relationships is inportant.

Kot echa Expires 17 April 2026 [ Page 5]
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5.

5

Hybrid: Combines nultiple methods, such as expert determnation for
techni cal issues followed by dispute for damages, or mnediation
wi th binding dispute as fall back.
The protocol ensures all resolution nethods benefit fromthe sane
security features (cryptographic signatures, chain of custody, dual-
format awards) and interoperability standards regardl ess of the |ega
framewor k chosen.

I mpl enenters SHOULD cl early docunent which resol uti on nethods they
support in their service discovery nanifest (see Section 9.1).

Pr ot ocol Overvi ew
1. Architecture
ADP follows a client-server nodel where

*  *Agents* (clients) subnmit dispute nessages to an *Di spute Service*
(server)

* The service processes the dispute according to pre-agreed dispute
rul es

* The service maintains a verifiable chain of custody for al
actions

* The service issues cryptographically signed *Awards* in dua
format (JSON and PDF)

* Parties retrieve awards and conply with renedies

Kot echa Expires 17 April 2026 [ Page 6]
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I + I +
| daimnt | | Respondent |
| Agent | | Agent |
S R + +----- +----+

R R, +
| Dispute |<-(2) Notify Response---+
| Service |
| ( ADP) | R +
Fomm e + | Chain of |
| | Custody Log |
| (3) Evidence R +
| Subm ssi on N
v I
S R - + |
| Judge Panel |-------------- +
|  (AI/Human) | Record Events
R R, +
I
| (4) Issue Award (JSON + PDF)
Y,
Fommm - S +
| Awar d
| Enforcenent |
R +

5.2. Actors
* *Claimant Agent*: Initiates dispute
* *Respondent Agent*: Defends against claim
* *Dispute Service*: Coordinates proceedi ngs (ADP server)
* *Judge Panel *: |ssues award
* *Evidence Stores*: |IPFS, blockchain, centralized storage
* *Registry Service*: Tracks di spute agreenents (optional)

* *Neutral Registry*: Discovery service for available neutrals
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5.3. Message Fl ow
Typi cal message exchange:

1. daimant to Service: DI SPUTE FI LI NG

2. Service to Respondent: DI SPUTE_NOTI FI CATI ON

3. Respondent to Service: D SPUTE RESPONSE

4. Claimant to Service: EVI DENCE _SUBM SSI ON

5. Respondent to Service: COUNTER_EVI DENCE

6. Service to Panel: DELI BERATI ON REQUEST

7. Panel to Service: AWARD (JSON + PDF)
8. Service to Both Parties: AWARD NOTI FI CATI ON

Each step is recorded as a custody event

trail.

6. Message Formats

Cct ober 2025

in the i nmutabl e audit

Al'l messages MUST use JSON format [ RFC8259] with the foll owi ng base

structure:

{
"@ontext": "https://w3id.org/adp/vl",
"@ype": "[MessageType] ",
"messageld": "[uU D",
"timestamp": "[1SCB601]",
"sender": "[Agent URI]",
"recipient": "[Agent URI]",
"signature": "[JWS]",
"payload": { ... }

}

6.1. Dispute Filing Message

Kot echa Expires 17 April

2026
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"@ype": "DisputeFiling",

"payl oad": {
"claimant": {
"agentld": "agent://vendor. ai/agent-123",
"organi zationld": "org://vendor.ai",
"publicKey": "[PEM"
},
"respondent": {
"agentld": "agent://consuner. ai/agent-456",
"organi zationld": "org://consuner.ai"
},
"claim': {
"cl ai nType": "SLA BREACH',
"cl ai mMmount*: {"value": 5000, "currency": "USD'},
"contract Reference": "ipfs://Qm..",
"breachDetail s": "Response tinme exceeded 200ns threshol d"
},
"evi dence": [
{
"evidenceld": "ev_abcl123",
"evi denceType": "SYSTEM LOGS',
"cont ent Hash": "sha256:...",
"storageUri": "ipfs://Qm.."
}
1,
"di sput eAgreenent”: {
"agreenentld": "arb_agreenent_xyz",
"rul esVersion": "ADP-v1.0",
"resol uti onMet hod": "EXPERT_DETERM NATI ON',
"signatureDate": "2025-01-01TO00: 00: 00Z"
}

6.2. Response Message

2025
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"@ype": "D sputeResponse",

"payl oad": {
"caseld": "case_abc123",
"respondent”: { ... },

"response": {
"admi ssions": ["claimelenment_1"],
"denials": ["claimelenent_2", "claimelement_3"],
"affirmati veDef enses": ["Force mmjeure"],
"counterd ain: {
"cl ai mype": "BREACH OF CONTRACT",
"clai mMmount": {"val ue": 2000, "currency": "USD'}
}

,vidence": [ ... ]

}

6.3. Evidence Subnission Message

"@ype": "EvidenceSubm ssion",
"payl oad": {
"caseld": "case_abcl123",
"subnittedBy": "claimnt",
"evi dence": {
"evidenceld": "ev_def 456",
"evi denceType": "API _LOGS",
"description": "APlI response tinme neasurenents",

"dat eRange": {
"start": "2025-10-01T00: 00: 00Z",
"end": "2025-10-07T23:59: 592"

}
"cont ent Hash": "sha256:...",
"storageUri": "ipfs://Qn..",
"met adata": {
"l ogSource": "cl oudwatch",
"recordCount": 15000,
"validator": "https://validator.exanple.cont
1
"signature": "[JW5 of evidence content]"
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6.4. Award Message

Awar ds MJST be issued in dual format: machi ne-readabl e JSON and
human-r eadabl e PDF
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Internet-Draft ADP Cct ober 2025

{
"@ype": "D sputeAward",
"payl oad": {
"awardl d": "award_xyz789",
"caseld": "case_abcl123",
"issuedAt": "2025-10-20T15: 00: 00Z",
"resol uti onMet hod": " EXPERT_DETERM NATI ON',
"panel ": [
{"judgeld": "judge_1", "judgeType": "Al"},
{"judgeld": "judge_2", "judgeType": "Al"},
{"judgeld": "judge 3", "judgeType": "HUVAN'}
1,
"decision": {
"out cone": " CLAI MANT_PREVAILS",
"liability": "RESPONDENT_ LI ABLE",
"damages": {"value": 5000, "currency": "USD'},
"findings": "[Full text of findings]",
"reasoni ng": "[Legal reasoning]",
"remedy"”: "Respondent shall pay $5000 within 30 days"
},
"enforcenment”: {
"conpl i anceDeadl i ne": "2025-11-20T00: 00: 00Z",
"enf or cement Mechani sni': " SMART_CONTRACT",
"smart Cont ract Address": "Ox..."
1
"formats": {
"json": {
"cont ent Hash": "sha256: a948904f 2f Of 479b8f 8197694b30184b. . . ",
"signature": "[JWS of JSON content]"
},
"pdf " {
"docunent Uri ":
"https://api.consul at ehq. com awar ds/ awar d_xyz789. pdf ",
"cont ent Hash": "sha256: b849204f 3f 1f 580c9f 9298705¢40295¢c. . . ",
"signature": "[JW5 of PDF hash]",
"pdf Si gnature": "[PKCS#7 enbedded signature]"”
},
"signatures": [
{"judgeld": "judge_1", "signature": "[JW8] "},
{"judgeld": "judge_2", "signature": "[JW8]"},
{"judgeld": "judge 3", "signature": "[JW5] "}
1,
"publicationStatus": "PUBLIC',
"precedential Val ue": "PERSUASI VE"
}
}
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The PDF format MJST conformto PDF/ A standards for |ong-term archiva
and SHOULD i ncl ude enbedded digital signatures conform ng to PAdES
(PDF Advanced El ectronic Signatures) standards.
7. Transport and Security
7.1. Transport Protoco
Al'l ADP nessages MJST be exchanged over HITPS (HTTP/2 or HTTP/ 3).
Base endpoint fornat:
https://[dispute-service]/adp/vl/[resource]
Exanpl e endpoi nt s:
* POST https://api.consul atehq. com adp/ v1/ di sputes
* GET https://api.consul atehq. com adp/v1/di sputes/{casel d}
* POST https://api.consul at ehq. com adp/ v1l/ evi dence
* CET https://api.consul at ehq. conf adp/ v1l/ cust ody/{casel d}

7.2. Authentication

Agents MJST aut henticate using QAuth 2.0 [RFC6749] or APl keys (JWI
[ RFC7519]) .

Aut hori zati on header
Aut hori zation: Bearer <JW>
JWI [ RFC7519] MUST i ncl ude:
* iss: |Issuer (agent’s organization)
* sub: Subject (agent |D)
* exp: Expiration tinestanp
* aud: Audi ence (dispute service)
7.3. Encryption
* TLS 1.3 [RFC8446] or higher REQU RED

* Perfect Forward Secrecy (PFS) cipher suites REQU RED

Kot echa Expires 17 April 2026 [ Page 13]
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* Certificate validation REQU RED
7.4. Signatures
Al'l dispute filings, evidence, awards, and custody events MJST be
crypt ographically signed using JSON Wb Sighature (JW5) [ RFC7515]
wi th ECDSA (ES256 or ES384).
Exanmpl e JW5 header:
"al g": "ES256",
Iltypll: IIJ\M’II,

"kid": "agent-key-123"
}

8. Evidence Standards
8.1. Evidence Types
ADP defines five standard evi dence types:
* SYSTEM LOGS: Server |1ogs, APl logs, error |ogs
* CONTRACTS: Service agreenents, SLAs, terns
*  COVMUNI CATI ONS: Messages, emmils, notifications
* FINANCI AL: Transaction records, invoices, paynents
* EXPERT: Third-party audits, certifications

Addi tional evidence types MAY be defined by dispute services using
nanespaced identifiers (e.g., "X-customevidence-type")

8.2. Cryptographic Proofs
Evi dence MJST i ncl ude:
*  SHA- 256 content hash
* Timestanp (RFC 3161 [ RFC3161] or bl ockchai n-anchor ed)

* Digital signature fromsubnitting party

Kot echa Expires 17 April 2026 [ Page 14]
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8.3. Ti nestanpi ng
Ti mest anps MJUST be:

* RFC 3161 [ RFC3161] conpliant, OR

* Bl ockchai n-anchored (Bitcoin, Ethereum, OR

* Trusted tinmestanping service with verifiable audit trail

9. Chain of Custody and Audit Trail

ADP requires an inmutable, verifiable chain of custody for all

actions in the dispute resolution process. This provides
transparency, auditability, and enabl es appeal s or external

9.1. Custody Event Structure

Each custody event MJST conformto the follow ng structure:

{
"@ype": "CustodyEvent",

"eventld": "evt abcl23def 456",

"caseld": "case_abcl123",

"event Type": "EVI DENCE_SUBM TTED',

"timestanp": "2025-10-15T14: 23: 452",

"actor": {
"actorld": "agent://vendor. ai/agent-123",
"actor Type": " CLAI MANT_AGENT",
"publicKey": "[PEM"

}

ction": {

"description": "Submtted APl response time |ogs",

"target Resource": "evidence://ev_def 456",
"actionData": {

"evidencel d": "ev_def456",

"evi denceType": "SYSTEM LOGS"

}

integrity": {
"cont ent Hash": "sha256:...",
"previ ousEvent Hash": "sha256:...",
"signature": "[JW5 of this event]"

Kot echa Expires 17 April 2026
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9.2. Standard Event Types
ADP defines the foll owi ng standard custody event types:
* *DI SPUTE FI LED*: Initial dispute subnission
*  *DI SPUTE_NOTI FI CATI ON_SENT*: Respondent notified
*  *RESPONSE _SUBM TTED*: Respondent filed response
* *EVI DENCE_SUBM TTED*: Evi dence added by either party
*  *PANEL_ASSI GNED*: Arbitrators assigned to case
*  *DELI BERATI ON_STARTED*: Panel begins review
*  *DELI BERATI ON_COVPLETED*: Panel reaches deci sion
*  *AWARD | SSUED*: Fi nal award published
*  *AWARD DELI VERED*: Award sent to parties
*  *COWPLI ANCE_VERI FI ED*: Renmedy conpliance confirned
Servi ces MAY define additional event types with "x-" prefix.
9.3. Cryptographic Linking

Cust ody events MJUST be cryptographically linked in a Merkle chain
style:

1. Each event includes the hash of the previous event in
"previ ousEvent Hash"

2. The first event in a case has previ ousEvent Hash set to null or
case creation hash

3. The contentHash is conmputed as SHA-256 of the canonical JSON
representation (excluding the signature field)

4. Each event MJST be signed by the actor or the dispute service

This creates an inmutabl e chain where any tampering with an event
will invalidate all subsequent event hashes.
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9.4.

9.5.

10.

10.

Verification Procedures

To verify the integrity of a custody chain:

Cct ober 2025

1. Retrieve all custody events for the case in chronol ogical order

2. Verify the signature of each event using the actor’s public key

3. Reconpute the contentHash of each event and conpare with stored

hash

4. Verify that each event’s previ ousEvent Hash mat ches the prior

event’s cont ent Hash

5. Verify timestanps are nonotonically increasing

If any verification step fails, the custody chain is conprom sed.

Custody Chain Retrieva

Servi ces MJUST provide an endpoint to retrieve the conpl ete custody

chai n:
GET /adp/v1l/ custody/{casel d}

Response format:

{
"caseld": "case_abcl123",
"chai nStatus": "VALID',
"events": |
{ /'* custody event 1 */ },
{ /'* custody event 2 */ },
1.
"chai nRoot": "sha256:...",
"total Events": 8
}
Di spute Lifecycle
1. Filing Phase

* (Caimant submits DisputeFiling nessage
* Service validates nessage format and signature

* Service assigns case |ID and notifies respondent

Kot echa Expires 17 April 2026
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10.

10.

10.

10.

Service confirms filing with tinestanp

Servi ce records DI SPUTE_FI LED cust ody event
Response Phase

Respondent submits Di sput eResponse within deadline
Servi ce val i dates response

If no response, service MAY issue default judgment per dispute
rul es

Servi ce records RESPONSE SUBM TTED cust ody event
Di scovery Phase
Parti es exchange Evi denceSubm ssi on nessages
Servi ce validates evidence format and signatures
Servi ce stores evidence hashes for integrity verification

Servi ce records EVI DENCE SUBM TTED cust ody event for each
submi ssi on

Del i beration Phase

Panel reviews all subni ssions

Panel MAY request additional evidence or clarifications
Panel deliberates according to agreed dispute rules

Servi ce records DELI BERATI ON_STARTED and DELI BERATI ON_COVPLETED
events

Awar d Phase

Panel issues DisputeAward nessage in dual format (JSON + PDF)
Service validates award signatures fromall panel nmenbers
Service delivers award to both parties

Servi ce publishes award if designated as public

Servi ce records AWARD | SSUED and AWARD DELI VERED cust ody events
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* Parties have specified tinme to conply with renedy
11. Interoperability
11.1. Service Discovery (.well-known)
Di spute services SHOULD publish capability manifest at:
https://[domai n]/.well -known/ adp
Exanpl e:

{
"di sputeService": "https://api.consul at ehq. conf adp/ v1",

"protocol Version": "1.0",
"supportedRul es": ["Consul ate-v1.0", "UNC TRAL-2021"],
"support edEvi denceTypes": |

" SYSTEM LOGS",

" CONTRACTS",

" COVMUNI CATI ONS",

" FI NANCI AL",

" EXPERT"
1,
"maxd ai nval ue": 10000000,
"supportedCurrencies": ["USD', "EUR', "ETH'],
"features": {

"chai nOf Cust ody": true,

"dual For mat Awar ds": true,

"neut ral Di scovery": true

},
"endpoi nts":
"di sputes": "/adp/vl/disputes"”,
"evi dence": "/adp/vl/evidence",
"custody": "/adp/vl/custody/{caseld}",
"neutral s": "/.well-known/adp/neutral s"
},
"publ i cKeyEndpoi nt": "/.well-known/jwks.json",
"pricingTiers": ["micro", "smb", "enterprise"]

}
11.2. Capability Negotiation

Cct ober

2025

Parties MAY negotiate protocol extensions via OPTIONS request to the

di spute service endpoint.

Kot echa Expires 17 April 2026
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11. 3. Protocol Extensions
Cust om evi dence types and message fields MAY be added wi th namespaced
keys (e.g., "x-customfield"). Services inplenenting such extensions
SHOULD docunent themin their capability nmanifest.

12. Arbitrator Discovery and Registry

To enabl e transparent neutral selection, services SHOULD provide a
di scoverabl e registry of available neutrals.

12.1. Registry Endpoint
Arbitrator registries SHOULD be published at:
https://[domain]/.well-known/ adp/ neutral s

Exanpl e response:

{
"registryVersion": "1.0",
"l ast Updat ed": "2025-10-10T00: 00: 002",
"neutral s": [

{
"neutral ld": "arb_human_001",
"nanme": "Hon. Jane Smith",
"type": "HUMAN',
"qualifications": {
"certifications": [
"AAA Certified Arbitrator",
"JAMS Panelist”
1,
"jurisdictions": ["US-CA", "US-NY", "US-TX'],
"specializations": |
"Technol ogy Di sputes”,
"SLA Breaches"
1,
"year sExperi ence": 15,
"casesConpl eted": 342
"availability": {
"status": "AVAI LABLE",
"next Avai | abl e": "2025-10-12T00: 00: 002",
"maxCasel oad": 10,
"current Casel oad": 3
}

",uincKey": "[ PEM public key]",
"biasAudit": {
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"l ast Audi t Date": "2025-07-01",
"audi t Resul ts":

"https://consul at ehq. conf audi t s/ arb_human_001",
"fairnessScore": 0.94

}
b,
{
"neutralld': "arb_ai _gpt4_001",
"nanme": "GPT-4 Arbitrator |nstance",
"type": "Al",
"qualifications": {
"nmodel ": "gpt-4-turbo”,

"version": "2024-11-06",
"specializations": [
"Contract Interpretation”,
"Techni cal Disputes”
1,
"trainingData":
"Trained on dispute case | aw through 2024",
"casesConpl eted": 15420

"availability": {
"status": "AVAI LABLE",
"responseTinme": "< 5 mnutes"

},
"publicKey": "[PEM public key]",
"biasAudit": {
"l ast Audi t Dat e": "2025-09- 15",
"audi t Resul ts":
"https://consul at ehq. conf audi ts/arb_ai _gpt4_001",
"fairnessScore": 0.91,
"biasMetrics": {
"genderBi as": 0.02,
"organi zati onSi zeBi as": 0. 03,
"cl ai mMmount Bi as": 0.01
}
}
}
I,
"sel ectionCui del i nes":
"https://consul at ehq. conf docs/ neutral -sel ecti on"

}
12.2. Arbitrator Manifest Structure

Each neutral entry MJST i ncl ude:

* *peutral ld*: Unique identifier
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*  *type*: HUMAN or Al

* *qualifications*: Relevant credentials and experience

* *availability*: Current status and capacity

*  *publicKey*: For signature verification

Arbitrator entries SHOULD i ncl ude:

* *piasAudit*: Transparency about bias testing results

* *gpecializations*: Types of disputes best suited for

* *performance netrics*: Historical data on tineliness and quality
12.3. Sel ection Guidelines

Servi ces SHOULD provi de guidelines for neutral selection. ADP does

not prescribe a specific selection algorithmbut RECOMVENDS

consi deri ng:

* Relevant qualifications and specializations

* Availability and response time requirements

* Historical performance netrics

* Bias audit results and fairness scores

* Party preferences (where permtted by dispute rules)

* Cost considerations

For panels, services SHOULD ensure diversity in neutral types (e.g.,
m xi ng Al and human neutral s) and backgr ounds.

12.4. Bias Auditing and Transparency

To maintain trust in the dispute process, services inplenenting ADP
SHOULD:

1. Conduct regular bias audits of both Al and human neutrals
2. Publish audit nethodol ogies and results

3. Mnitor for disparate inpact across different types of parties
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13.

14.

4.

5

I mpl ement corrective nmeasures when bias is detected

Al'low parties to chall enge neutral assignments based on bias
concerns

Bias netrics MAY include anal ysis across di nmensions such as
organi zation size, claimanount, industry sector, jurisdiction, and
party characteristics.

*

Security Considerations

*Replay attacks*: Al nessages include uni que nessageld and
timestanp. Services MIST reject nmessages with duplicate I Ds or
expired timestanps.

*Man-in-the-mddle*: TLS 1.3 with certificate pinning RECOWENDED
for high-val ue disputes.

*Evi dence tanpering*: Al evidence MIUST be hashed and si gned.
Tampering is detectable via hash nmismatch. Chain of custody
provi des additional tanper detection

*Deni al of service*: Services SHOULD i nplement rate limting and
require filing fees to prevent spam subm ssions.

*Privacy*: Parties MAY encrypt evidence payl oads with panel’s
public key. Services SHOULD support confidential dispute upon
request.

*Key conprom se*: Services MJST support key rotation and
revocation. Hi storical awards remain valid if signed before
revocation. Chain of custody events preserve pre-conprom se
integrity.

*Chain of custody integrity*: The Merkle chain |inking ensures any
tanmpering with custody events is detectable. Services MJST
preserve conpl ete custody chains for the duration of potentia
appeal s.

*PDF signature verification*: Dual-format awards require both JWs
signatures (JSON) and PAdES signatures (PDF). Both MJST be
verified independently.

| ANA Consi der ati ons

Thi s docunent requests IANA to register:

*

URI schene: "agent://" for agent identification
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*  Media type: "application/aap+json" for ADP messages
* Well-known URI: /.well-known/adp for service discovery
*  Well-known URI: /.well-known/adp/neutrals for neutral registry

The JSON-LD context "https://w3id.org/adp/v1l" will be registered with
WBC for semantic interoperability.

15. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8259] Bray, T., Ed., "The JavaScript Object Notation (JSON) Data
I nterchange Format", STD 90, RFC 8259,
DO 10.17487/ RFC8259, Decenber 2017,
<https://www. rfc-editor.org/info/rfc8259>.

[ RFC7515] Jones, M, Bradley, J., and N Sakimura, "JSON Wb
Signature (JW8)", RFC 7515, DO 10.17487/ RFC7515, My
2015, <https://ww.rfc-editor.org/info/rfc7515>.

[ RFC8446] Rescorla, E., "The Transport Layer Security (TLS) Protocol
Version 1.3", RFC 8446, DA 10.17487/ RFC8446, August 2018,
<https://ww.rfc-editor.org/info/rfc8446>.

[ RFC6749] Hardt, D., Ed., "The QAuth 2.0 Authorization Framework",
RFC 6749, DO 10.17487/ RFC6749, Cctober 2012,
<https://www. rfc-editor.org/info/rfc6749>.

[ RFC7519] Jones, M, Bradley, J., and N Sakimura, "JSON Wb Token
(JWn", RFC 7519, DA 10.17487/RFC7519, May 2015,
<https://ww.rfc-editor.org/info/rfc7519>.

[ RFC3161] Adans, C., Cain, P., Pinkas, D., and R Zuccherato,
"Internet X.509 Public Key Infrastructure Time-Stanp
Protocol (TSP)", RFC 3161, DA 10.17487/RFC3161, August
2001, <https://ww. rfc-editor.org/info/rfc3161>.

16. Informative References

Kot echa Expires 17 April 2026 [ Page 24]



Internet-Draft ADP Cct ober 2025

[ UNCI TRAL- CONCI LI ATI ON|]

United Nations Comm ssion on International Trade Law,
"UNCI TRAL Model Law on International Commerci al

Conci liation", 2002,
<https://uncitral.un.org/en/texts/arbitration/nodel |l aw
commer ci al _conci liation>.

[ SI NGAPORE- CONVENTI ON|]

United Nations, "United Nations Convention on
International Settlenent Agreenments Resulting from

Medi ati on (Si ngapore Convention on Mediation)", 2018,
<https://uncitral.un.org/en/texts/ mediation/conventions/
i nternational _settlenent_agreenment s>.

[ ADRA] United States Congress, "Administrative Dispute Resolution
Act of 1995", 1995, <https://wwv. congress. gov/bill/ 104t h-
congress/ senate-hill/1224>.

Appendi x A, JSON Schema Definitions

Ful | JSON schemas for all ADP nessage types are published at:

https://w3id. org/ adp/ vl/ schena/

Ref erence i npl enentati on schenas are avail able at:

https://consul at ehq. com schena/ adp/ v1/

G tHub repository with schemas, exanples, and tooling:

https://github. com consul at ehqg/ agenti c- di sput e- pr ot ocol

Appendi x B. Exanpl e Message Exchanges

Conpl ete exanples of filing, response, evidence, custody events, and
awar d nessage exchanges are available in the ADP repository:

https://github. com consul at ehqg/ agenti c- di sput e- pr ot ocol
These exanpl es denonstrate comon scenari os incl udi ng:

* Sinple SLA breach dispute with conplete custody chain
* Milti-party dispute with counterclaim

* Confidential dispute with encrypted evidence

* Cross-border dispute with rmultiple currencies
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* Dual -format award generation and verification
Appendi x C. I nplenentati on Notes

Consul ate (https://consul atehg. con) provides the reference
i npl ementation of ADP with the follow ng features:

* Full ADP v1.0 conpliance

* REST and WebSocket APIs

* JavaScri pt/ TypeScript SDK

* Real -time case status updates

* Conpl ete chain of custody tracking

*  Automat ed dual -format award generation (JSON + PDF)
* Arbitrator discovery and sel ection tools

* |Integration with major Al agent platforns

I mpl enenters are encouraged to test interoperability with the
Consul ate reference inplenentation during devel oprent.

Appendi x D. Acknow edgnents

Thi s protocol builds upon established alternative dispute resolution
framewor ks includi ng the UNCI TRAL Mbdel Law on International

Conmer ci al Conciliation, the Singapore Convention on Mediation, and
the U.S. Administrative D spute Resolution Act, adapting them for
aut ononous agent interactions and digital dispute resolution.
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United States of America
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URI : https://consul at ehq. com
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