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Abst r act

This Internet-Draft proposes addi ng extensions to the SMIP prot ocol
that allow for true End-to-End Encryption and cryptographic

si gnatures between users on a SMIP server. Current DKIMonly all ows
for server verification, while nessages sent through secure channels
only encrypt traffic between servers, not between users.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://dcrubro.conifiles/sntp-ee2esign-latest.txt. Status
information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-korenenovak-snt p-e2eesi gn/.

Di scussion of this docunent takes place on the D SPATCH Wor ki ng G oup
mailing list (mailto:dispatch@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/di spatch. Subscribe at
https://ww.ietf.org/mailman/listinfo/dispatch/.

Source for this draft and an issue tracker can be found at
https://github. com dcrubro/ snt p- e2eesi gn.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

The current version of SMIP, even with protocols |ike SMIPS, STARTTLS
and DKIM | acks native support for user-level encryption and
cryptographic identity. This docunment proposes three new SMIP

ext ensi ons — ENCRYPTMESSAGE, S| GNMESSAGE and AUTH HASHEDPASS — t hat
all ow for end-to-end encrypted content, sender-level digita

si gnatures and hash-based authentication that prevents SMIP servers
reconstructing user private keys.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses the follow ng terns:

* *MJUA (Mail User Agent)* and *MIA (Mail Transfer Agent)* as defined
in [ RFC5321].

*  *E2EE*, which stands for _End-to-End Encryption_.

* *Plain-text*, which refers to an unencrypted, human-readabl e
message that can be read by anyone.

3. Security Considerations

Thi s protocol enhances SMIP security by enabling user-level E2EE and
cryptographi c signatures. However, several risks and considerations

appl y:
3.1. Downgrade Attacks
Clients and servers MJST ensure that use of ENCRYPTMESSAGE
SI GNVESSAGE and AUTH HASHEDPASS is not silently disabled or ignored

intransit. SMIP downgrade attacks are a known vector (e.g.
STARTTLS stri ppi ng).

3.2. Channel Security
Al'l authentication commands (e.g., AUTH HASHEDPASS, CGETSALT) MJST be

used *only over secure channel s* such as SMIPS or STARTTLS. Servers
MUST rej ect these comands over plain-text connections (normal SMIP).

Novak Expires 7 January 2026 [ Page 3]



I nternet-Draft SMTP- E2EESI GN July 2025

3.3. Key Authenticity
Clients retrieving public keys via PUBKEY MJST validate that the key

is returned fromthe intended domain. |f DNS spoofing or MTM
occurs, a forged public key could be inserted.

3.4. Key Conprom se
If a user’s private key is conprom sed, message confidentiality and
authenticity are at risk. dients SHOULD support key rotation and
expiration.

3.5. Hash Function Strength

I f password-based key derivation is used, the hashing algorithm
(Argon2) MJST be strong and salted. SHA-1 and MD5 are not pernitted.

3.6. Replay and Injection
Si gnatures mnust include timestanping or nmessage-1D binding to prevent
replay or nessage tanpering. Signhatures over headers MJIST incl ude
all content-critical headers (To, From Date, Subject).

3.7. Metadata Leakage
Message headers |ike "Subject" may |eak information about the
message. These SHOULD be encrypted along with the main body of the
message to avoid | eaking information.

4. | ANA Consi derati ons

Thi s docunent requests the registration of the foll ow ng SMIP
ext ensi on keywords in the "SMIP Service Extensions"” registry:

*  Keyword: ENCRYPTMESSAGE Description: Indicates support for user-
| evel message encryption via public key. Reference: This docunent

*  Keyword: SIGNMESSAGE Description: Indicates support for
crypt ographi ¢ nessage signatures by end users. Reference: This
docunent

*  Keyword: AUTH HASHEDPASS Descri ption: An SMIP AUTH net hod t hat
uses hashed password credentials. Reference: This docunent
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5.

Pr ot ocol Extensions

Servers that support the extensions defined by this docunent MJUST
advertise the ENCRYPTMESSAGE, S| GNMVESSAGE and AUTH HASHEDPASS EHLO
keywords. These keywords indicate that the server supports the
ext ensi ons, headers and commands defined by this docunent.

Hashi ng and Key Derivation Al gorithns

This protocol uses a password-derived key for both authentication
(AUTH HASHEDPASS) and private key generation (via CETSALT).

Servers and clients inplenmenting this protocol:

*  *MJST support Argon2id* with at |east 256-bit output and
configurabl e paraneters

*  *MUST NOT use PBKDF2, SHA-1, or unsalted hashes*

Salt values used in this scheme MJST be: - At |least 128 bits - Uni que
per user - Randomly generated at account creation and returned by
GETSALT

Prot ocol Definitions

Thi s docunent introduces three new EHLO ext ensi ons: ENCRYPTMESSAGE,
SI GNVESSAGE and AUTH HASHEDPASS. These keywords advertise the
server’ s support for end-to-end encryption, user-level nessage

si gni ng and hash-based aut hentication as defined in this protocol.
Clients can use their presence in the EHLO response to determ ne
whet her the renmpte SMIP server supports these features.

This protocol also defines four new SMIP conmands: PUBKEY, SETPUBKEY,
GETSALT and RSTSALT.

*  *The PUBKEY conmand* retrieves the public key associated with a
specific email identity, allow ng the sender to encrypt nessages
for the intended recipient. The key is returned as a base64
encoded string with a prepended algorithmidentifier. It SHOULD
be issued before *MAIL FROW and doesn’t require authentication.

C. PUBKEY al i ce@xanpl e. com
S: 220 ed25519 QUFBQUMzTnphQzFsVKR. . .

*  For an unknown user:

PUBKEY bob@xanpl e. net
550 No public key avail able for bob@xanpl e. net

wo
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*  *The SETPUBKEY command* requests the server to set the server-
stored public key for the authenticated user to the requested
value. This comuand can be used to nodify the public key in case
of a password or salt change. |t SHOULD be issued before *MAI L
FROWF and requires authentication

SETPUBKEY base64( publ i ckey)
250 K

wo

*  For an unaut henticated session

C. SETPUBKEY base64(publi ckey)
S: 530 5.7.0 Authentication required

* *The CGETSALT command* retrieves the password-derived salt
associated with the authenticated user in the current session.
This command is avail able only after successful authentication
usi ng the AUTH HASHEDPASS mechanism The salt is returned as a
base64 encoded string. It SHOULD be issued before *MAIL FROW and
requi res authentication.

GETSALT
220 SALT ODcyZnQMNTFI OTMAOTFh. . .

wo

* For an unauthenticated session

GETSALT
530 5.7.0 Authentication required

wo

*  *The RSTSALT command* requests the server to reset the server-
stored salt for the authenticated user to a new, random (128 bhits
is sufficient) value, and returns it to the client as a base64
encoded string. It SHOULD be issued before *MAIL FROW and
requires authentication

C. RSTSALT
S: 220 SALT MDKS5YTE4Zmlj ODl hMIg4. .

* For an unaut henticated session

RSTSALT
530 5.7.0 Authentication required

wo
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7.1. Authentication Mthod: AUTH HASHEDPASS

Thi s protocol defines a new authentication nechanism AUTH
HASHEDPASS. This nechanismis intended for use only over secure
channel s, such as SMIP with STARTTLS or SMIPS (port 465). Servers
MUST NOT advertise or accept AUTH HASHEDPASS over unencrypted
connecti ons.

Unli ke AUTH PLAIN, which transmits the user’s cleartext password
(typically as a base64-encoded \Ousernanme\ Opassword string), AUTH
HASHEDPASS transmits a cryptographic hash of that string instead.

The client conputes the hash of the \Ousernane\Opassword string using
a secure, salted *Argon2* hashing function. The result is then sent
to the server:

C. AUTH HASHEDPASS base64(\ Ouser nane\ Ohash( password))
S: 235 Authentication successfu

The server conpares the received hash to a verifier stored at account
creation. This allows the server to authenticate the client *w thout
ever seeing or storing the original password*.

Because the hash is static and reusable, this authentication
mechani sm MUST be used only over a secure channel (e.g., TLS). This
protects the hash fromreplay or offline brute-force attacks.

7.2. Message Headers

Thi s protocol defines a couple headers that can be added to a nessage
to identify the sender and the mail

* X-Sender-Encrypted: This header should be added to a nessage if
its contents are encrypted in conpliance with this protocol. |If
it’s mssing or set to "no", the nessage is considered plain-text.

X- Sender - Encrypt ed: yes

* X-Sender - Pubkey: This header is a courtesy header that includes
the sender’s public key as a raw UTF-8 string with a prepended
algorithmidentifier.

X- Sender - Pubkey: ed25519 AAAAC3NzaCll ZDI 1INTESAAA. .

* X-Sender-Signature: This header is a courtesy header that includes
the sender’s public key as a raw UTF-8 string with a prepended

algorithmidentifier. This signature is derived fromthe raw
(byte-for-byte) nessage contents (after headers), and the optiona
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8.

8.

8.

1.

1.

headers From To, Date, Subject and Message-ID (if they're
present). This signature can be verified by issuing a PUBKEY
command to the sender server for the sender enmail address and
verifing the signature against the encrypted source data and the
retrieved public key. This header *MJST not be trusted* and *MJST
be validated via PUBKEY* to avoid security pitfalls.

X- Sender - Si gnature: ed25519 d75a980182b10ab7d54b. .
Prot ocol Process

This protocol defines a sinple process to exchange encrypted and/or
signed mail .

Message End-to-End Encryption
To provide true E2EE to users, a few conditions nust be net.

1. The plain-text (unencrypted) mail should only be available to the
sender user and the receiver user, with no niddle party being
able to access it.

2. The decryption (private) key should only be accessible to the
user which receives the encrypted mail.

By protocol design, each user should have their own public/private
keypair, which can be generated via a preferred asymetric encryption
algorithm (e.g. RSA or ED25519).

Each user’s public key SHOULD be stored by the SMIP server
responsi ble for handling nmail for their domain (e.g., the server
handl i ng exanpl e.com stores public keys for users |ike

user @xanpl e.con). These public keys enabl e senders to encrypt

messages such that only the intended recipient — the hol der of the
correspondi ng private key — can decrypt them
The private key — which can be used for decrypting nmessages that have

been encrypted by its correspondi ng public key — SHOULD only be held
by the actual user. No copy of it should exist on the SMIP server or
any ot her pl ace.

1. Keypair Generation

Generating a keypair poses a problem Logically, we could just
generate a random keypair, store the public key on the SMIP server
and keep the private key for ourselves, however this gives users a
new responsi bility of keeping another secret besides their

aut henti cati on password.
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The ideal scenario should be to use the user’s password to derive the
private key (and subsequently the public key). However, users cannot
realistically be trusted to create secure and random passwords to
generate a secure keypair.

I nstead, this docunent proposes the solution of using a random salt,
stored by the server. To put this sequence into a proper flow

1. When the user authenticates with the SMIP server, the server
checks its local salt store.

2. If no salt is found, one is randomy generated (128 bits is
sufficient) and stored by the server

3. The server responds to the client (user) with the base64 encoded
salt, e.g.

C. AUTH HASHEDPASS base64(\ Ouser nanme\ Ohash( passwor d))
S: 235 Authentication successfu
S: 250 SALT <base64-salt>

4. Wth the gotten salt, the user derives a private key for the
desired algorithmusing a function KDF by passing it the
argunents as such: KDF(password, salt)

5. The user (still in the authenticated session) sets its public key
on the SMIP server by using the SETPUBKEY command as described in
the "Protocol Definitions" section

C. SETPUBKEY base64(publi ckey)
S: 250 K

By using this method, the user and server now have their required
data, without |eaking any sensitive info. Since the salt is a big
part of the private key, but still not sufficient to generate it,
this effectively nmakes the private key only generatable by the user
that knows the password. O course, naking the password itself

| onger and nore random helps a ot to making the private key even
nmor e unguessabl e.

8.1.2. Encrypting and Sendi ng Mai
Encrypting mail and sending it to the receiver is fairly
straightforward. W can use this flowto securely send nmail to the

receiver without any intermedi ate party being able to read it:

1. The sender (locally) wites out the e-mail with their desired
content.
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2. The sender (e.g. at the "exanple.net" domain) connects to the
receiver’'s domain’s SMIP server and issues an EHLO |If the EHLO
responds with the ENCRYPTMESSAGE and SI GNMESSAGE ext ensions, we
can continue with encryption.

EHLO exanpl e. net
250- exanpl e. com

250- ENCRYPTMESSAGE
250- S| GNVESSAGE
250- AUTH HASHEDPASS

WOOLHLWO

3. The sender issues the PUBKEY command for the receiver. |If the
SMIP server responds with *220*, the receiver has a public key on
the server, which we can tenporarily store. Else, if the server
responds with *550* (the SMIP server does not have a public key
for that user), we can fallback to sending normal, plain-text
mai | .

C. PUBKEY recei ver @xanpl e. com
S: 220 ed25519 QUFBQUMzTnphQzFsVKR. .

4. Wth this public key, we can proceed to encrypt the parts of the
mai | that we want to secure in *DATA* (e.g. the "Subject" header,
the message body, attachnents, etc.). W also add the X-Sender-
Encrypted: yes header to informthe receiver that the nessage is
encrypted. The nmessage MUST be ASCI|-arnored to ensure best
conpatability with SMIP (in base64 format).

5. If the receiver SMIP server provides SIGNVESSACE in its EHLO we
can proceed to sign the nessage. |In the signature function, we
can sign the agreed-upon, encrypted parts of the message (e.g.
the "Subject” header, the "Date" header (or UN X tinmestanp), the
"Front header, the "To" header, the nmessage body, etc.). W then
append the signhature to the mail in the X-Sender-Si gnature
header .

6. Optionally, we can also provide our public key in the X-Sender-
Pubkey header. This is optional, because a receiver SHOULD i ssue
their own PUBKEY request to the sender’s SMIP server instead of
trusting the provided one.

7. We can now submit the mail to the receiver’'s SMIP server
normal |y, using the encrypted content instead.

The whole flowin a SMIP session should | ook sonething like this:

User/dient side:
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EHLO exanpl e. net
250- exanpl e. com

250- ENCRYPTMESSAGE
250- S| GNVESSAGE
250- AUTH HASHEDPASS

PUBKEY recei ver @xanpl e. com
220 ed25519 QUFBQUMzTnphQzFsVKR. .

QT
221 2.0.0 Bye

Sender SMIP server side

wo VoW LWuuuno

EHLO exanpl e. net
250- exanpl e. com

250- ENCRYPTVESSAGE
250- S| GNVESSAGE

MAI L FROM <sender @xanpl e. net >
250 2.1.0 X
RCPT TO <recei ver @xanpl e. conp
250 2.1.0 X

DATA
354 End data with <CR><LF>. <CR><LF>

Headers and encrypted nessage data here

N O

S
C
S.

8.1.3.

When a receiver wants to read their nmail,

1.

Novak

<CR><LF>. <CR><LF>
250 OK: queued as 12345

QT
221 2.0.0 Bye

Readi ng Mai

July 2025

they can do so like this:

Aut henticate into their SMIP server (e.g. using AUTH HASHEDPASS)

as descri bed above.

Request their own *SALT* by issuing a GETSALT commmand.

Rederive their private key fromtheir password and received salt.
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8.

1.

4. Use a mail retrieval protocol like *I MAP* or *POP3* and decrypt/
verify the mail locally using their private key and the sender’s
public key (gotten by issuing a PUBKEY <sender emil> to the
sender’s SMIP server).

4. Key Rotation

Users MAY want to occasionally rotate their keypairs to secure their

mail. This can be done with the follow ng flow

1. Authenticate into their SMIP server (e.g. using AUTH HASHEDPASS)
as described above.

2. Requesting a new *SALT* by issuing a RSTSALT command.

3. Derive a new private key fromtheir password and received salt.

4. 1ssue the new public key (derived fromthe private key) to the
SMIP server by issuing a SETPUBKEY command to it.

5. The old private key MAY be saved locally to keep access to old

mai | .
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