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Abst ract

Thi s docunent describes a nmethod that allows multiple M.S clients to
enulate a virtual M.S client. A virtual client allows multiple

emul ator clients to jointly participate in an M.S group under a
single | eaf. Depending on the design of the application, virtual
clients can hel p hide netadata and i nprove perfornmance.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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Pl ease revi ew these docunents carefully, as they describe your rights
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

The M.S protocol facilitates comunication between clients, where in
an M.S group, each client is represented by the |leaf to which it

hol ds the private key material. |In this document, we propose the
notion of a virtual client that is jointly emulated by a group of
enmul ator clients, where each enul ator client holds the key materia
necessary to act as the virtual client.
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The use of a virtual client allows nultiple distinct clients to be
represented by a single leaf in an M.S group. This pattern of shared
group nenbership provides a new way for applications to structure
groups, can inprove performance and hel p hide group netadata. The
effect of the use of virtual clients depends largely on howit is
applied (see Section 3).

We di scuss technical chall enges and propose a concrete scheme that
allows a group of clients to enulate a virtual client that can
participate in one or nore M.S groups.

2. Term nol ogy

* Virtual Cient: Aclient for which the secret key material is held
by one or nore emulator clients, each of which can act on behal f
of the virtual client.

* Emulator Cient: Aclient that coll aborates with ot her enul ator
clients in enmulating a virtual client.

* Emul ation group: G oup used by emulator clients to coordinate
ermul ation of a virtual client.

* Higher-level group: A group that is not an enul ation group and
that may contain one or nore virtual clients.

* Sinple multi-client: Asinple alternative to the concept of
virtual clients, where entities that are represented by nore than
one client (e.g. a user with rmultiple devices) are inplenented by
including all of the entities’ clients in all groups the entity is
participating in.

TODO. Ternminology is up for debate. W’ ve sonetinmes called this
“user trees” , but since there are other use cases, we should choose a
nmore neutral nanme. For now, it’ s virtual client enulation

3. Applications

Virtual clients generally allow nultiple enulator clients to share
menbership in an M.S group, where the virtual client is represented
as a single leaf. This is in contrast to the sinple nulti-client
scenari o as defined above.

Dependi ng on the application, the use of virtual clients can have
different effects. However, in all cases, virtual client enmul ation
introduces a small anmnobunt of overhead for the enmulator clients and
certain limtations (see Section 4).
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3.1. Virtual clients for perfornmance

If a group of enmulator clients emulate a virtual client in nore than
one group, the overhead caused by the emrmul ati on process can be
out wei ghed by two performance benefits.

On the one hand, the use of virtual clients makes the higher-1leve
groups (in which the virtual client is a menber) smaller. |nstead of
one leaf for each enmulator client, it only has a single |eaf for the
virtual client. As the conplexity of nbst M.S operations depends on
the nunber of group nenbers, this increases perfornance for al
menbers of that group.

At the same time, the virtual client emul ation process (see

Section 5) allows enmulator clients to carry the benefit of a single
operation in the emulation group to all virtual clients emulated in
that group.

3.2. Metadata hiding

Virtual clients can be used to hide the ermulator clients from other
menbers of higher-level groups. For exanple, renoving group nenbers
of the ermulator group will only be visible in the higher-Ievel group
as a regular group update. Sinilarly, when an enulator client wants
to send a nmessage in a higher-level group, recipients will see the
virtual client as the sender and won’t be able to discern which

enul ator client sent the nessage, or indeed the fact that the sender
is avirtual client at all.

Hi di ng enul ator clients behind their virtual client(s) can, for
exanpl e, hide the nunber of devices a human user has, or which device
the user is sending nmessages from

As hiding of enmulator clients by design obfuscates the nenbership in
hi gher-1evel groups, it also neans that other higher-Ievel group
menbers can’'t identify the actual senders and recipients of nmessages.
From the point of view of other group nenmbers, the "end" of the end-
to-end encryption and authentication provided by M.S ends with the
virtual client. The relevance of this fact |argely depends on the
security goals of the application and the design of the

aut henti cati on service.

If the virtual client is used to hide the emulator clients, the
delivery service and other higher-1level group nenbers also | ose the
ability to enforce policies to evict stale clients. For exanple, an
emul ator client could becone stale (i.e. inactive), while another
keeps sendi ng updates. Fromthe point of view of the higher-Ieve
group, the virtual client would renain active.
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4., Limtations

The use of virtual clients comes with a few limtations when conpared
to M.S, where all enulator clients are thensel ves nmenbers of the
hi gher -1 evel groups.

4.1. External renove proposals

In sone cases, it is desirable for an external sender (e.g. the
messagi ng provider of a user) to be able to propose the renoval of an
i ndi vidual (non-virtual) client froma group w thout requiring

anot her client of the same user to be online. Doing so would allow
another client to commit to said renove proposal and thus renove the
client in question fromthe group

This is not possible when using virtual clients. Here, the non-
virtual client would be the enulator client of a virtual client in a
hi gher-1evel group. Wile the server could propose the renoval of
the client fromthe enulation group, this would not effectively
renove the client’s access to the higher-level groups through the
virtual client.

For such a renoval to take place, another emulator client would have
to be online to update the key material of the virtual client (in
addition to the renoval in the enulation group).

Anot her possibility would be for enulator clients to provision
KeyPackages for which only a subset of enmulator clients have access
to. The external sender could then propose the renoval of the
virtual client, coupled with the imedi ate addition of a new one
usi ng one of the KeyPackages.

4.2. External joins
In a sinple multi-client scenario, new (enulator) clients are able to
join via external conmmt wi thout influencing the operation of any
other emul ator client and wi thout requiring another enulator client
to be online.
When using virtual clients and a client wishes to externally join the
emul ator group, it will not have i medi ate access to the secrets of
the virtual clients associated with that group
This can be renedied via one of the follow ng options:

* Another emulator client could provide it with the necessary
secrets
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* The new emul ator client could have the virtual client rejoin al
hi gher-1 evel groups

While the first option has the benefit of not requiring an externa
commit in any higher-level groups (thus reducing overhead), it either
requires another emulator client to be online to share the necessary
secrets directly, or a way for the new enulator client to retrieve
the necessary without the help of another client. The latter can be
achi eved, for exanple, by encrypting the relevant secrets such that
the new client can retrieve and decrypt them

The second option on the other hand additionally requires the new
emul ator client to re-upload all KeyPackages of the virtual client,
thus further increasing the difficulty of coordinating actions

bet ween enmul ati on group and hi gher-1evel groups.

5. dient enulation

To ensure that all enulator clients can act through the virtua
client, they have to coordinate sonme of its actions.

5.1. Delivery Service

Client emulation requires that any nessage sent by an emnul ator client
on behalf of a virtual client be delivered not just to the rest of
the supergroup to which the the nessage is sent, but also to al

other clients in the enul ator group

5.2. Cenerating Virtual Cient Secrets

General ly, secrets for virtual client operations are derived fromthe
enmul ation group. To that end, enulator clients derive an
epoch_base_secret with every new epoch of that group

enmul at or _epoch_secret = Saf eExport Secr et ( XXX)
TODO Repl ace XXX with the conponent |D.

The emnul at or _epoch_secret is in turn used to derive two further
secrets, after which it is deleted

epoch_id =

Deri veSecret (emul at or _epoch_secret, "Epoch |ID")
epoch_base_secret =

DeriveSecret (emnul at or _epoch_secret, "Base Secret")
epoch_encryption_key =

DeriveSecret (enul at or _epoch_secret, "Encryption Key")
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The epoch_base_secret is then used to key an instance of the PPRF
defined in [I-D.ietf-ms-extensions] using a tree with 2232 | eaves.

Secrets are derived fromthe PPRF as foll ows:
Virtual dientSecret(lnput) = tree_node [ Leaf Node(lnput)] secret

Ermul ator client MJUST store both the (punctured) epoch_base_secret and
the epoch_id until no key material derived fromit is actively used
anynore. This is required for the addition of new clients to the
emul ator group as described in Section Section 5.4.

When deriving a secret for a virtual client, e.g. for use in a
KeyPackage or Leaf Node update, the deriving client sanmples a random
octet string random and hashes it with its |leaf index in the

emul ation group using the hash function of the enmulation group’s

ci phersuite.

struct {
u32 | eaf i ndex;
opaque randonkV>;
} Hashl nput
pprf _i nput = Hash(Hashl nput)

TODO. We could al so hash in the specific operation to further
separ at e domai ns

The pprf_input is then used to derive an operation_secret.
operation_secret = Virtual dientSecret(pprf_input)

G ven an epoch_id, random and the |eaf _index of the ermulator client
performing the virtual client operation, other enulator clients can

derive the operation_secret and use it to performthe sane operation

Dependi ng on the operation, the acting emulator client will have to
derive one or nore secrets fromthe operation_secret.

There are four types of M.S-related secrets that can be derived from
an operation_secret.

* signature_key secret: Used to derive the signhature key in a
virtual client’s |eaf

* init_key secret: Used to derive the init_key HPKE key in a
KeyPackage

Al wen, et al. Expires 23 April 2026 [ Page 7]



Internet-Draft WC Cct ober 2025

* encryption_key_secret: Used to derive the encryption_key HPKE key
in the Leaf Node of a virtual client

* path_generation _secret: Used to generate path_secrets for the
UpdatePath of a virtual client

si gnature_key_secret =
Deri veSecret (epoch_base_secret, "Signature Key")

encryption_key secret =
DeriveSecret (epoch_base secret, "Encryption Key")

init_key secret =
DeriveSecret (epoch_base_secret, "Init Key")

pat h_generation_secret =
DeriveSecret (epoch_base _secret, "Path Generation")

From these secrets, the deriving client can generate the
correspondi ng keypair by using the secret as the randomess required
in the key generation process.

5.3. Creating Leaf Nodes and Updat ePat hs

When creating a Leaf Node, either for a Cormit with path, an Update
proposal or a KeyPackage, the creating emulator client MJST derive
the necessary secrets fromthe current epoch of the enul ator group as
described in Section Section 5. 2.

Simlarly, if an emulator client generates an Conmmit with an update
path, it MJST use path_generation_secret as the path_secret for the
first parent_node instead of generating it randomy.

To signal to other emul ator clients which epoch to use to derive the
necessary secrets to recreate the key material, the ermulator client
i ncludes an Derivationl nfoExtension in the Leaf Node.

struct {
opaque epoch_i d<V>;
opaque ci phertext<V>;

} Derivationl nf oExt ensi on

struct {
ui nt 32 | eaf _i ndex;
opaque randonkV>;
} Epochl nf oTBE
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The ciphertext is the serialized Epochl nfoTBE encrypted under the
epoch’ s epoch_encryption_key with the epoch_id as AAD using the AEAD
schene of the emul ation group’ s ciphersuite.

When ot her enul ator clients receive an Update (i.e. either an Update
proposal or a Cormit with an UpdatePath) in group that the virtua
client is a nmenber in it uses the epoch_id to deternine the epoch of
the emul ator group fromwhich to derive the secrets necessary to re-
create the key material of the Leaf Node and a potential UpdatePat h.

5.4. Adding enmulator clients

There are two ways of adding new clients to the enul ation group
Either new clients get sent the secret key material of all groups
that the virtual client is currently in, or it joins into all of the
virtual client’s groups, either via a regular or an external commt.

TODO. Speci fy protocol
5.5. Virtual client actions

There are two occasi ons where emulator clients need to comunicate
directly to operate the virtual client. 1In both cases, the acting
emul ator client sends a Conmit to the emul ati on group before taking
an action with the virtual client.

The conmt serves two purposes: First, the agreenent on nessage
ordering facilitated by the DS prevents concurrent conflicting
actions by two or nore enulator clients. Second, the acting enul at or
client can attach additional information to the commit using the

Saf eAAD nmechani sm described in Section 4.9 of

[I-D.ietf-m s-extensions].
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enum {
reserved(0),
key_package_upl oad(1),
external _join(2),
255,

} ActionType;

struct {
ActionType action_type;
select (Virtual CientAction.action type) {
case key_ package upl oad:
KeyPackageUpl oad key package upl oad;
case external _join:
Ext ernal Joi n external _join;
};
} Virtual dientAction;

5.5.1. Creating and upl oadi ng KeyPackages

When creating a KeyPackage, the creating enulator client derives the
init_secret as described in Section 5. 2.

Bef ore upl oadi ng one or nore KeyPackages for a virtual client, the
upl oadi ng ermul ator client MJST create a KeyPackageUpl oad nessage and
send it to the ermulator group as described in Section 5.5.

The recipients can use the | eaf index of the sender, as well as the
random and epoch _id to derive the init_key for each KeyPackageRef.
If the recipients receive a Wl conme, they can then check which
init_key to use based on the KeyPackageRef.

struct {
KeyPackageRef key package_ref <Vv>
opaque randonkV>;

} KeyPackagel nfo

struct {

opaque epoch_i d<V>;

KeyPackagel nf o key_package_i nf o<V>
} KeyPackageUpl oad

After successfully sending the nessage, the sender MJST then upl oad
the correspondi ng KeyPackages.

The key package_refs allow emulator clients to identify which

KeyPackage to use and how to derive it when the virtual client
recei ves a Wl cone nessage
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5.5.2. Externally joining groups with the virtual client

Bef ore an emul ator client uses an external commit to join a group
with the virtual client, it MJST send an External Join nessage to the
emul ation group as described in Section 5.5.

struct {
opaque group_i d<V>;
} External Join

The sender MUST then use an external join to join the group with
Groupl D group_id. \Wien creating the commit to join the group
externally, it MJST generate the Leaf Node and path as described in
Section 5. 3.

5.6. Sending application nmessages

There are two i ssues when enulator clients send application nessages
through a virtual client: Nonce-reuse and key-reuse. Both issues
ares solved as specified in Section 4.4 of
[I-D.draft-nmcm | Iion-m s-subgroups].

6. Security considerations

TODO. Detail security considerations once the protocol has evolved a
little nore. Starting points:

Sone of the performance benefits of this schene depend on the fact

that one can update once in the enulation group and “re-use” the new
randommess for updates in multiple higher-level groups. At that

point, clients only really recover when they update the enul ation
group, i.e. re-using somewhat old randomess of the enul ation group
won’ t provide real PCS in higher-level groups.

7. Privacy considerations

TODO. Specify the nmetadata hiding properties of the protocol. The
details depend on how we sol ve some of the problens described

t hroughout this docunment. However, using a virtual client should
mask add/renove activity in the underlying emulation group. |If it
actually hides the identity of the nenbers nay depend on the details
of the AS, as well as how we solve the application nessages problem
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8.

8.

8.

10.

Per f or mance consi der ati ons

There are several use cases, where a specific group of clients
represents a higher-level entity such as a user, or a part of an
organi zation. |If that group of clients shares nenbership in a |arge
nunber of groups, where its sole purpose is to represent the higher-
| evel entity, then instead enulating a virtual client can yield a
nunber of performance benefits, especially if this strategy is

enpl oyed across an inplenentation. Generally, the nore emnul ator
clients are hidden behind a single virtual client and the nore
clients are replaced by virtual clients, the higher the potentia
performance benefits.

1. Smumller Trees

As a general rule, groups where one or nore sets of clients are
replaced by virtual clients have fewer nmenbers, which leads to
cheaper M.S operations where the cost depends on the group size,
e.g., conmits with a path, the downl oad size of the group state for
new nenbers, etc. This increase in performance can of f set
performance penalties, for exanple, when using a PQ secure cipher
suite, or if the application requires high update frequencies
(deniability).

2. Fewer bl anks

Bl anks are typically created in the process of client renovals. Wth
virtual clients, the renoval of an enulator client will not cause the
| eaf of the virtual client (or indeed any node in the virtua

client’ s direct path) to be blanked, except if it is the |ast

remai ning emulator client. As a result, fluctuation in enul ator
clients does not necessarily lead to blanks in the group of the
corresponding virtual clients, resulting in fewer overall blanks and
better performance for all group nenbers.

Emul ation costs

From a perfornmance standpoint, using virtual clients only makes sense
if the performance benefits fromsmaller trees and fewer blanks
outwei gh the performance overhead incurred by ermulating the virtua
client in the first place.
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