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1.

I nt roducti on

The M.S protocol facilitates comunication between clients, where in
an M.S group, each client is represented by the leaf to which it

hol ds the private key material. |In this docunent, we propose the
notion of a virtual client that is jointly emulated by a group of
emul ator clients, where each enulator client holds the key materi al
necessary to act as the virtual client.

The use of a virtual client allows nmultiple distinct clients to be
represented by a single leaf in an M.S group. This pattern of shared
group nenbership provides a new way for applications to structure
groups, can inprove performance and hel p hide group netadata. The
effect of the use of virtual clients depends largely on howit is
applied (see Section 3).

We di scuss technical chall enges and propose a concrete schene that
allows a group of clients to enulate a virtual client that can
participate in one or nore M.S groups.

Ter mi nol ogy

* Cient: Any M.S client including emulator clients, virtual clients
and real clients.

* Real dient: An M.S client whose secret key material is held by a
singl e agent.

* Virtual dient: Aclient for which the secret key material is held
by one or nore other clients, each of which can act on behal f of
the virtual client.

* Enmulator Client: Aclient that coll aborates with other emul ator
clients in emulating a virtual client. Enulator clients can be
real or virtual clients.

* Heirarchical group: A generalization of an M.S group in which
menbers can be either virtual or real clients. Heirarchical group
menbers may al so act as enulator clients to collaboratively
emulate a virtual client representing the heirarchical group in
one or nore other heirarchical groups.

* Group representative: A group representative of (heirarchica
group) Gis a virtual client enulated by the clients in G The
group representative of group Gin another group Sis the
representative of Gthat is a nenber S
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* Subgroup: A heirarchical group with a representative in one or
nmor e ot her groups.

* Supergroup: A heirarchical group with one or nore virtual nenbers.

TODO. Ternminology is up for debate. W’ ve sonetines called this
“user trees” , but since there are other use cases, we should choose a
nmore neutral nane. For now, it’ s virtual client emul ation.

3. Applications

Virtual clients generally allow nultiple emulator clients to share
menbership in an MLS group, where the virtual client is represented
as a single leaf. This is in contrast to the case where each

i ndividual enulator client is a regular nmenber of the group, each
with its own | eaf.

Dependi ng on the application, the use of virtual clients can have
different effects. However, in all cases, virtual client emulation
introduces a snmll anpunt of overhead for the emulator clients and
certain limtations (see Section 4).

3.1. Virtual clients for perfornmance

If a group of enmulator clients emulate a virtual client in nore than
one group, the overhead caused by the emrul ati on process can be
out wei ghed by two performance benefits.

On the one hand, the use of virtual clients nakes the higher-1|eve
groups (in which the virtual client is a nmenber) smaller. |nstead of
one leaf for each enmulator client, it only has a single |leaf for the
virtual client. As the conplexity of nmpbst M.S operations depends on
the nunber of group nmembers, this increases perfornmance for al
menbers of that group.

At the same time, the virtual client enulation process (see

Section 5) allows ermulator clients to carry the benefit of a single
operation in the ermulation group to all virtual clients ermulated in
that group.

3.2. Hidden subgroups

Virtual clients can be used to hide the enulator clients from other
menbers of higher-Ilevel groups. For exanple, renoving group nmemnbers
of the ermulator group will only be visible in the higher-Ievel group
as a regular group update. Sinilarly, when an enulator client wants
to send a nessage in a higher-level group, recipients will see the
virtual client as the sender and won’t be able to discern which
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emul ator client sent the nessage, or indeed the fact that the sender
is avirtual client at all.

Hi ding enul ator clients behind their virtual client(s) can, for
exanpl e, hide the nunber of devices a human user has, or which device
the user is sending nessages from

As hiding of emulator clients by design obfuscates the nenbership in
hi gher-1evel groups, it also neans that other higher-Ievel group
menbers can’'t identify the actual senders and recipients of nmessages.
Fromthe point of view of other group nenbers, the "end" of the end-
to-end encryption and aut hentication provided by M.S ends with the
virtual client. The relevance of this fact largely depends on the
security goals of the application and the design of the

aut henti cati on service.

If the virtual client is used to hide the emulator clients, the
delivery service and other higher-level group nenbers also | ose the
ability to enforce policies to evict stale clients. For exanple, an
emul ator client could becone stale (i.e. inactive), while another
keeps sending updates. Fromthe point of view of the higher-I|eve
group, the virtual client would renain active.

3.3. Transparent subgroups

TODO. The follow ng text assumes that we have sone nechani sm of
addi ng one or nore additional signatures to MLS nessages.

Wi | e applications can choose to use virtual clients to hide the
correspondi ng emul ator clients, they don’t have to. Wen using the
virtual client to send nmessages, the sending emul ator client can
provide an addition signature using either its |leaf credential in the
enul ati on group, or another AS-provided credential that allows

hi gher-1evel group nmenbers to authenticate the nessage.

4. Limtations
The use of virtual clients comes with a few limtations when conpared

to M.S, where all emulator clients are thensel ves nenbers of the
hi gher -1 evel groups.
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4.1. External renove proposals

In sone cases, it is desirable for an external sender (e.g. the
messagi ng provider of a user) to be able to propose the renoval of an
i ndi vidual (non-virtual) client froma group w thout requiring

anot her client of the same user to be online. Doing so would allow
another client to commit to said renove proposal and thus renove the
client in question fromthe group

This is not possible when using virtual clients. Here, the non-
virtual client would be the enulator client of a virtual client in a
hi gher-1evel group. Wile the server could propose the renoval of
the client fromthe enulation group, this would not effectively
renove the client’s access to the higher-level groups in which the
virtual client is a menber.

For such a renoval to take place, another emulator client would have
to be online to update the key material of the virtual client (in
addition to the renoval in the enulation group).

Anot her possibility would be for enulator clients to provision
KeyPackages for which only a subset of enmulator clients have access
to. The external sender could then propose the renoval of the
virtual client, coupled with the imedi ate addition of a new one
usi ng one of the KeyPackages.

4.2. External joins

When there are no subgroups and all (enulator) clients are nenbers of
each higher-level group, new (ermulator) clients would be able to join
via external commt without influencing the operation of any other
emul ator client and w thout requiring another emulator client to be
onl i ne.

When using virtual clients and a client wishes to externally join the
emul ator group, it will not have inmediate access to the secrets of
the virtual clients associated with that group

This can be renedied via one of the follow ng options:

* Another emul ator client could provide it with the necessary
secrets

* The new emul ator client could have the virtual client rejoin al
hi gher -1 evel groups
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While the first option has the benefit of not requiring an externa
commit in any higher-level groups (thus reducing overhead), it either
requires another emulator client to be online to share the necessary
secrets directly, or a way for the new enulator client to retrieve
the necessary without the help of another client. The latter can be
achi eved, for exanple, by encrypting the relevant secrets such that
the new client can retrieve and decrypt them

The second option on the other hand additionally requires the new
emul ator client to re-upload all KeyPackages of the virtual client,
thus further increasing the difficulty of coordinating actions

bet ween enul ati on group and hi gher-1level groups.

5. dient enul ation

A set C of emulator clients that want to emul ate one or nore virtua
clients nmust first forman MS heirarchical group G w th nmenbership
C. The enulator clients use Gto coordinate their shared virtua
clients. Just like real clients, a virtual client V can create, join
or participate in any group S, even acting as an emulator client
itself for some other virtual client. If V joins a group Sthen this
makes G a subgroup of supergroup G where Vis called Gs
representative in V. G nmay have 0 or nore representatives which can
each be a nmenber of 0 or nore supergroups. But G can have at nopst 1
representative in a given supergroup. Emulating clients in G MJST
ensure that G and all of its supergroups have distinct group IDs.

An enul ator client Ein Gcreates a new virtual client V of G by
assigning the V a fresh virtual client ID (unique anong all virtua
clients of G and a signature key pair. The new creation of V, its

I D and key pair are conmmunicated to rest of Gvia a commit in G sent
by E. As an invariant, enulator client’s in G maintain a copy of the
complete local M.S state of V. This includes all MS related secrets
currently held by V. Using this state, each enulator clients can

i ndependently process M.S nessages sent to V to update their copy of
V's state. Enulator client’s in G can also act on behalf of V
(subject to application policy) by taking a new action. Possible
actions include anything an M.S client can perform such as generating
and publishing a new key packages and sendi ng conmts, proposals,

wel conme nessages or application nessages. To help other nenbers of G
update their copies of Vs state according to the action, E anounces
the action using a conmt to G Any secrets created by E as part of

i npl ementing the action are generated determnistically by exporting
seeds from G This allows other ermulator clients in Gto reproduce
the sanme secrets and update their own copies of the Vs state

mai ntai ning the invariant.
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5.

5.

5

OPEN QUESTION: I1t’'s al so conceivable that enulator clients announce
their actions via application nmessages. This is sufficient for
operations that are affect individual groups, because the DS of that
group will enforce nessage ordering.

1. Cenerating Virtual Cient Secrets

An emul ator client Vin a group G may sanple four types of M.S

rel ated secrets on behalf of a virtual client V which nust be
reproducabl e by the other clients in G init_key KEM keys in
KeyPackage structs, encryption_key KEM keys in Leaf Node structs,

pat h_secrets for an UpdatePath structs and signature key pairs. In
each case, to do this V (and all other clients in G do this by
constructing an appropriate | abel for the new secret and exporting
fromGwth the | abel.

2. DS/AS Details

Virtual client enulation should be largely agnostic to specific
details of the AS and DS of the application. However, a few
conditi ons nust be net.

* Access control: Al enulator clients nust be able to act as the
virtual client, including, for exanple, queue access and
KeyPackage upl oad

* Queue conpatibility: The queue system mnust allow all emul ator
clients to retrieve messages for the virtual clients. (Al though
wor karounds |i ke one emulator client retrieving nmessages and then
sending themto the ermul ation group are possible.)

3. Adding emul ator clients

If aclient is added to the enulation group, it has to be provisioned
with the private key material and the group states of all higher-

| evel groups. Wile the latter might be able to be provisioned by
the higher-level DS, the former has to be provided by anot her

enmul ator client.

The other enulator client can provide the secret key material used to
derive all key material relevant to the virtual client (higher-Ieve
group secrets, KeyPackage secrets, etc.)

TODO. This nmeans that all such key material must be derived in a
wel | -separated and forward-secure way. (See TODO above to specify
further details on howto derive key material for the virtua
client.)
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Since the new enul ator client can only ermulate the virtual client if
it has access to those secrets, it cannot join the enul ati on group
via external commt, except if said secrets are provided
asynchronously.

5.4. Sending application nessages

M.S applications nmessages are encrypted using key material derived
fromthe secret tree, where a unique key/nonce pair is derived for
each nessage and irrevocably deleted after the nmessage was encrypted
or decrypted.

This poses a problemin the context of virtual client emnulation,
because the use of such key material cannot easily be coordi nated
between emul ating clients. However, reusing a key/nonce pair for
different application nessages |eaks information about the

pl ai ntexts. Moreover, any client receving the two would not be able
to decrypt the second nessage as the requisit key would al ready be
del et ed.

5.5. Chal l enge-based application message encryption

Thi s problem can be solved by introducing a new type of application
message where the encryption keys are derived using a chall enge-based
appr oach.

Using a forward-secret exporter secret (provided by the safe
extension APl), each nenber creates a new secret tree. Wenever a
group nenber wants to send a nessage, it creates a fresh random
chal l enge (see Section 5.5.1) for that nmessage. Each challenge is
mapped to its own secret using a forward-secure KDF inplinented using
a new secret tree (see Section 5.5.6). The secret is used to derive
the key/ nonce used to encrypt a nessage. The sender includes the
chal l enge in the AAD of the application nessage so that receivers can
al so derive the decryption key. Finally, to ensure forward secrecy
of the chall enge-based applicati on nessage both sender and recipients
apply the same del etion schedule as for the standard secret tree in
normal M.S.

5.5.1. Chall enge generation

To send an application nessage the sender nust first sanple a
challenge. It is crucial for application nmessage confidentiality
that chall enges have high entropy and are never used nore than once.
The foll owi ng nethod for sanpling chall enges ensures this by

i ntroduci ng sufficient entropy and guaranting that two chall enges can
only ever be the sane if they are sanpled by the sane sender, in the
same epoch, for the sane nessage generation using the sane entropy.
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For each epoch in which a client wants to send chal | enge- based
application nmessages it maintains a |ocal uint32 nmessage generation
counter for the epoch. The counter is initilized to 0 and
incremented after each challenge is sanpled. |If the counter waps
around to O then all subsequent attenpts by the client to send in the
epoch MUST result in a failure.

ui nt 32 generation;

To sanple a challenge the sender first sanples AEAD. Nk uni form random
octets called the chall enge-seed. Next the they populate a

Chal | engeContext including their leaf index in the group in which the
message is sent, the current generation counter and the confirmation
tag of the current epoch (which in turn contains the hashed group
cont ext).

Additionally, the sender also includes their |eaf index and the
confirmation tag of each hierarchical group between the sending
(virtual) client and the real client that actually sanples the
ent ropy.

The application may supply further context in the applicaiton_context
field. Finally, the challenge is derived fromthe chall enge-seed and
Chal | engeCont ext using the FS-KDF and the generation counter is

i ncrement ed.

struct {
opti onal <G oupChal | engeCont ext > subgr oup_cont ext ;
ui nt 32 | eaf i ndex;
MAC confirmation_tag;

} G oupChal | engeCont ext

struct {
GroupChal | engeCont ext group_chal | enge_cont ext ;
ui nt 32 generation;
opaque application_cont ext <V>;
} Chal | engeCont ext
chal | enge = FS- KDF. Expand( chal | enge-seed, Chal |l engeCont ext, KDF. Nh)
5.5.2. Message Fram ng

The foll owing enum and structs define the wire format for chall enge-
based applicati on nmessages.
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struct {
opaque chal | enge<V>;
ui nt 32 sender _i ndex;
} CBAMBender ;

struct {
Pr ot ocol Version version = ml sl0;
WreFormat wire format;
CBAMPr i vat eMessage privat e_nessage,;
} CBAMMLSMessage;

5.5.3. Message Aut hentication

The followi ng structs are used to authenticate data in a chall enge-
based applicati on message.

/1l See the "MLS Wre Fornmats" | ANA registry for val ues
uintl16 WreFormat;

struct {
opaque group_i d<V>;
ui nt 64 epoch;
CBAMsender sender;
opaque aut henti cat ed_dat a<V>;
opaque application_dat a<V>;
} CBAMFr amedCont ent

struct {
Pr ot ocol Versi on version = nlsl0;
WreFormat wire format;
CBAMFr anedCont ent content;
G oupCont ext cont ext;
} CBAMFr amedCont ent TBS;

struct {
/* SignWthLabel (., "CBAMFranedCont ent TBS', CBAMFramedCont ent TBS) */
opaque signat ure<V>;

} CBAMFr amedCont ent Aut hDat a;

struct {

WreFormat wire format;

CBAMFr anedCont ent cont ent ;

CBAMFr anedCont ent Aut hDat a aut h_dat a;
} CBAMAut henti cat edCont ent ;

Chal | enge- based application nessages are encoded, authenticated and

encrypted nuch |ike MS private nessages using the CBAMPrivat eMessage
struct.

Al wen, et al. Expi res 8 January 2026 [ Page 11]



I nternet-Draft wWC July 2025

struct {

opaque group_i d<V>;

ui nt 64 epoch;

opaque aut henti cat ed_dat a<V>;

opaque encrypted _cham sender _dat a<V>

opaque chbam encrypted cbam private_nessage_cont ent <V>;
} CBAMPri vat eMessage;

5.5.4. Content Encryption

Content to be encrypted is encoded with a CBAMPri vat eMessageCont ent
and the Additional Authenticated data is encoded with a
CBAMPri vat eCont ent AAD. The key and nonce used for encryption are
derived fromthe encryption_secret and the challenge C using the
chal | enge-based secret tree as described in Section 5.5.6.

struct {
opaque application_dat a<V>;
CBAMFr anedCont ent Aut hDat a aut h_dat a;
opaque paddi ng[| engt h_of _paddi ng] ;

} CBAMPri vat eMessageCont ent ;

struct {

opaque group_i d<V>;

ui nt 64 epoch;

opaque chbam aut henti cat ed_dat a<V>;
} CBMAPri vat eCont ent AAD,

aead_key = aead_key[ C]
aead_nonce = aead_nonce[ C

5.5.5. Sender Data Encryption
The encrypted _cbam sender _data is obtained by encrypting the
CBAMSender Dat a usi ng keys derived fromthe cbam sender _data_secret.
This secret is exported using the safe API's forward-secure exporter
function M.S-FS- Exporter using the | abel "CBAM Sender Data Secret”

and an enpty context. Oher than that, the same method is used to
encrypt sender data as for standard applicati on nessages.
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cbam sender_data_secret = M.S-FS-Export ("CBAM Sender Data Secret", "", KDF.Nk)
ci phertext _sanpl e = ciphertext[0..KDF. Nh-1]

sender _data _key = ExpandW t hLabel (cbam sender _data secret, "key",
ci phertext_sanpl e, AEAD. Nk)

sender _data_nonce = ExpandWt hLabel (cbam sender_data_secret, "nonce",
ci phertext _sanpl e, AEAD. Nn)

5.5.6. Forward Secure KDF

A consequence of the secret tree structure in M.S is that deriving
the key/ nonce for a given application nmessage requires know ng the
| eaf node of the client.

The symretric ratchets in M.S require perform ng as many (KDF and
storage) operations as application nessages are bei ng skipped. The
chal | enge-based secret tree (CBST) described in this section avoids
these issues. Like the secret tree in M.S, it consists of a binary
tree of secrets. However, |eaves are indexed by chall enges instead
of | eaf nodes which nmeans the tree now has depth KDF. Nh.

Nodes in the CBST are identified by the string encoding the path from
the root to the node. The root is identified by the enpty string "".
If a node is identified by string Nthen its left child is identified
the string NJ|O0 and the right child by the string NJ|1. Each node is
assigned a secret. The root is assigned the cbam encryption_secret
which is exported fromthe MS session using the safe API’'s FS-Export
function. Al other nodes in the CBST are assigned a secrety by
appl yi ng ExpandWt hLabel to its parents secret with appropriate

| abel s.

cbst _encryption_secret = MS-FS-Export("CBST", "", KDF.Nh)
cbst _tree _node [""] _secret = cbst_encryption_secret

cbst _tree_node [ N] _secret

|
+--> ExpandWthLabel (., "CBST", "left", KDF.Nh)

| = chst _tree_node [l eft(N)] _secret

I
+--> ExpandW thLabel (., "CBST", "right", KDF.Nh)
= chst_tree_node_[right(N)]_secret

The key and nonce for a KDF.Nh octet |ong challenge C are derived
fromthe secret for |eaf node identified by C
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aead_key[ C] = ExpandWt hLabel (cbst_tree_node[ C] _secret, "CBST", "key", KDF.Nh)

nonce_key[ C] = ExpandWt hLabel (cbst_tree_node[ C] _secret, "CBST", "nonce",
KDF. Nh)

The sane del etion schedul e applies to the CBST (including the
cbst _encryption_secret) as for the secret tree in M.S

5.6. Rotation of authentication key materia

If the design of the AS specifies the use of cross-group

aut hentication key material, enulator clients nmust coordinate the
rotation of said key material in the enulation group to avoid
multiple emulator clients rotating a key at the sanme time. Details
depend on the design of the AS.

5.7. Exanple protocol flow

Virtual clients can, for exanple, be used by users with nmultiple
devices. Here, each device acts as an emulator client that emul ates
the virtual client which represents Alice towards other users.

A group with Alice and Bob would thus still only have two nenbers,
regardl ess of the nunber of clients Alice and Bob have.

Each of Alice’'s devices would thus keep the state of one enul at or
client, as well as the virtual client jointly enulated by all of
Alice’ s clients.

If one of Alice’'s devices wanted to update its key material to

achi eve post-conprom se security, it would first performa conmit in
the emul ation group, both to signal the action to other emul ator
clients and to update the key material from which the randommess for
the virtual client is sanpled. Fromthe updated enul ati on group, the
emul ator client would then export the randommess to perform an update
in each group in which Alice (through the virtual client) is a
memnber .

Alice’s other clients would receive and process the commt in the
emul ation group. Using the information included about the virtua
client operation, they also update their virtual client state.

Bob (or other nmenbers in the higher level group) will only see the

update in the higher-1evel group, which they can sinply process with
their (virtual) clients.
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6. Security considerations

TODO. Detail security considerations once the protocol has evolved a
little nore. Starting points:

Sone of the performance benefits of this schene depend on the fact

that one can update once in the enulation group and “re-use” the new
randommess for updates in multiple higher-level groups. At that

point, clients only really recover when they update the enul ati on
group, i.e. re-using sonmewhat old randommess of the enul ation group
won’ t provide real PCS in higher-level groups.

7. Privacy considerations

TODO. Specify the metadata hiding properties of the protocol. The
details depend on how we sol ve sonme of the problens described

t hroughout this docunent. However, using a virtual client should
mask add/renove activity in the underlying emulation group. |If it
actually hides the identity of the nenbers nay depend on the details
of the AS, as well as how we solve the application nessages probl em

8. Performance consi derations

There are several use cases, where a specific group of clients
represents a higher-level entity such as a user, or a part of an
organi zation. |If that group of clients shares nmenbership in a |arge
nunber of groups, where its sole purpose is to represent the higher-
| evel entity, then instead enulating a virtual client can yield a
nunber of performance benefits, especially if this strategy is

enpl oyed across an inplementation. Generally, the nore emul ator
clients are hidden behind a single virtual client and the nore
clients are replaced by virtual clients, the higher the potentia
performance benefits.

8.1. Smmller Trees

As a general rule, groups where one or nore sets of clients are
replaced by virtual clients have fewer menbers, which leads to
cheaper M.S operations where the cost depends on the group size,
e.g., comits with a path, the downl oad size of the group state for
new nenbers, etc. This increase in performance can of fset
performance penalties, for exanple, when using a PQ secure cipher
suite, or if the application requires high update frequencies
(deniability).
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8.2. Fewer bl anks

Bl anks are typically created in the process of client renmovals. Wth
virtual clients, the renoval of an enulator client will not cause the
| eaf of the virtual client (or indeed any node in the virtua

client’ s direct path) to be blanked, except if it is the |ast

remai ning emulator client. As a result, fluctuation in enul ator
clients does not necessarily lead to blanks in the group of the
corresponding virtual clients, resulting in fewer overall blanks and
better performance for all group nenbers.

9. Enulation costs

From a perfornmance standpoint, using virtual clients only makes sense
if the performance benefits fromsmaller trees and fewer blanks
outwei gh the performance overhead incurred by ermulating the virtua
client in the first place.
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