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Abst r act

Si ngl e Si gnature KeyPackages inprove the overhead of creating,
transm tting and verifying M.S KeyPackages by renovi ng one signature.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps: // kkohbr ok. gi t hub. i o/ dr af t - kohbr ok- si ngl e- si gnat ur e-
keypackages/ dr aft - kohbr ok- m s- si ngl e- si gnat ur e- keypackages. ht m .
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-kohbrok-nl s-single-signature-
keypackages/ .

Di scussion of this docunent takes place on the Messagi ng Layer
Security Wirrking Goup mailing list (mailto:ms@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/ms/. Subscribe
at https://ww. ietf.org/mailman/listinfo/ns/.

Source for this draft and an issue tracker can be found at
https://github. com kkohbr ok/ dr af t - kohbr ok- si ngl e- si gnat ur e-
keypackages.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 23 April 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

M.S KeyPackages require two signhatures: One over the Leaf Node and one
over the KeyPackage around it. This draft introduced a Leaf Node
conponent that contains a hash over the KeyPackage fiel ds surrounding
the Leaf Node. As a consequenve, verifying the Leaf Node al so verifies
t he KeyPackage.

Saving a sighature is significant, especially in the context of PQ
secure signature schemes such as M.- DSA, where signatures are
multiple orders of magnitude |arger than those of nobst non-PQ

si gnature schenes.

2. Single Signature KeyPackages
A Si ngl eSi gnat ur eKeyPackage (SSKP) functions nuch |ike a regular
KeyPackage with two exceptions: It |lacks the signature around the

out er KeyPackage and requires a conponent inside the Leaf Node that
contains a hash of the KeyPackage around the inner Leaf Node.
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Since both parsing and processing of an SSKP is different fromthat
of a regul ar KeyPackage, this docunment introduces a new W reFor mat

m s_si ngl e_si gnature_key_package and extends the select statenment in
the definition of M.SMessage in Section 6 of [RFC9420] as foll ows.

struct {
ééiect (M.SMessage.wire_format) {

ééée m s_singl e_si gnature_key_ package:
Si ngl eSi gnat ur eKeyPackage key_ package;
s
} M.SMessage;

struct {
Pr ot ocol Ver si on version;
Ci pher Sui te ci pher_sui te;
HPKEPubl i cKey init_key;
Ext ensi on ext ensi ons<V>;
} KeyPackageCor e

struct {
KeyPackageCore core;
Leaf Node | eaf node;
} Singl eSi gnat ur eKeyPackage

A Singl eSi gnat ur eKeyPackage is created and processed |ike a regul ar
KeyPackage with the follow ng exceptions.

* The signature around the outer KeyPackage is onmitted upon creation

* As there is no sighature around the outer KeyPackage, verification
i s skipped during verification

* The app_data_dictionary in the | eaf _node nust contain a valid
KeyPackageCor eHash as defined in Section 3 under the conponent_id
TBD.

The original purpose of the signature over the KeyPackage is now
served by the signature over the LeafNode, which by inclusion of the
KeyPackageCor eHash provi des authenticity for both the Leaf Node itself
_and_ the KeyPackageCore around it.

3. KeyPackage core hash conponent
struct {

opaque key package_core_hash;
} KeyPackageCor eHash
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The KeyPackageCor eHashConponent can be created by hashing the TLS-
serialized core of a SingleSignatureKeyPackage using the hash
function of the Leaf Node's ciphersuite.
A KeyPackageCoreHash is only valid if two conditions are net.
* The | eaf _node_source of the Leaf Node is KeyPackage
* |If the Leaf Node is verified in the context of a
Si ngl eSi gnat ur eKeyPackage, the key package core_hash is the hash
of the core of that SingleSignatureKeyPackage.
Security Considerations
Security considerations around Singl eSi gnatureKeyPackages are the
sanme as regul ar KeyPackages, except that content of the
KeyPackageCore shoul d not be trusted until the signature of the
Leaf Node was verified and t he KeyPackageCoreHash val i dat ed.
I ANA Consi derations
Conponent Type

Thi s docunent requests the addition of a new Conponent Type under the
headi ng of "Messagi ng Layer Security".

*  Val ue: TBD

* Kkey_package_core_hash
*  Where: LN

* Recommended: Y

* Reference: TBD

W r eFor mat

Thi s docunent requests the addition of a new WreFormat under the
headi ng of "Messagi ng Layer Security".

The m s_singl e_signature_key_package all ows saving the creation and
verification of a signhature that is necessary when creating a regul ar
KeyPackage.

*  Val ue: TBD

* Nanme: ms_single signature_key package
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* Reconmended: Y
* Reference: TBD
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[ RFC9420] Barnes, R, Beurdouche, B., Robert, R, MlIlican, J.,
Omara, E., and K Cohn-Gordon, "The Messagi ng Layer

Security (M.S) Protocol", RFC 9420, DO 10.17487/ RFC9420,
July 2023, <https://www. rfc-editor.org/rfc/rfc9420>.
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