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Abst r act

This draft specifies nodified versions of M.S KeyPackage nessages, as
well as M.S PublicMessages and Privat eMessages hol ding Comits or
Update Proposals that require one |less signature than their original
count erparts.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps:// kkohbr ok. gi t hub. i o/ dr af t - kohbr ok- si ngl e- si gnat ur e-
keypackages/ dr af t - kohbr ok-m s-fewer-si gnatures. htnl. Status
information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-kohbrok-m s-fewer-signatures/.

Di scussion of this docunent takes place on the Messagi ng Layer
Security Wirking Goup mailing list (mailto:ms@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/ms/. Subscribe
at https://ww.ietf.org/mailman/listinfo/ns/.

Source for this draft and an issue tracker can be found at
https://gi thub. com kkohbr ok/ dr af t - kohbr ok- si ngl e- si gnat ur e-
keypackages.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

Both MLS KeyPackage nessages, as well as PublicMessages and

Pri vat eMessages hol ding Conmits and Update Proposals can be safely
sent with one fewer signature than specified in [ RFC9420], although
the latter two only if certain conditions are net.

Regul ar MLS KeyPackages require two signatures: One over the Leaf Node
and one over the KeyPackage around it. This draft introduces a

Leaf Node conponent that contains a hash over the KeyPackage fields
surroundi ng the Leaf Node. As a consequence, verifying the Leaf Node
al so verifies the KeyPackage.

For Commits with an UpdatePath or Update Proposals (sent as

Publ i cMessage or PrivateMessage) the issue is simlar: One signature
covers the Leaf Node and one signature covers the mpjority of the
struct that ends up being sent over the wire. This draft proposes
new types of PublicMessage and Privat eMessage with only one
signature, although the signature can only be omtted for Comits
that contain an UpdatePath and for Conmits and Update Proposals if
the Leaf Node doesn’t change the sender’s signature public key.

Saving a sighature can result in a significant decrease in

conmput ational or bandwi dth cost, especially in the context of PQ
secure signature schemes such as M.- DSA, where signatures are
multiple orders of magnitude |arger than those of nost non-PQ

si gnature schenes.

New MLSMessage vari ants

Thi s docunment specifies three new entries for the | ANA WreFor mat
registry, which results in the foll owi ng changes to the M.SMessage
struct as defined in [ RFC9420].

struct {
sel ect (M.SMessage.wire_format) {

case m s_os_key package:
OneSi gnat ur eKeyPackage key package;
case nmls_os_private_nessage:
OSPri vat eMessage private _nessage;
case m s_os_public_nessage:
OSPubl i cMessage publi c_nessage;
3

} M.SMessage;

Robert & Kohbr ok Expi res 3 Septenber 2026 [ Page 3]



Internet-Draft FSMLS March 2026

See Section 3 for the definition of OneSignatureKeyPackage and
Section 4 for the definitions of OSPrivateMessage and
OSPubl i cMessage.

3. One Signature KeyPackages

A OneSi ghat ur eKeyPackage functions |ike a regul ar KeyPackage, except
that it’s partitioned into two conmponents: The CQuterKeyPackage and
the Leaf Node. The QuterKeyPackage contains all fields of a regular
KeyPackage except the Leaf Node and the signature.

struct {
Pr ot ocol Ver si on version;
Ci pher Sui te ci pher_suite;
HPKEPubl i cKey i nit_key;
Ext ensi on ext ensi ons<V>;
} CQut er KeyPackage

struct {
Qut er KeyPackage out er _key_ package;
Leaf Node | eaf node;

} OneSi gnat ur eKeyPackage

3.1. Creating a OneSignat ur eKeyPackage

A OneSi gnat ur eKeyPackage is created |like a regul ar KeyPackage wth
the foll owi ng exceptions.

* The signature around the outer KeyPackage is onitted

* An app_data_dictionary extension is added to the Leaf Node (if not
al ready present)

* An Qut er KeyPackageHash conponent is included in the
app_data _dictionary (see Section 3.2)

The original purpose of the signature over the KeyPackage is now
served by the signature over the LeafNode, which by inclusion of the
Qut er KeyPackageHash provides authenticity for both the Leaf Node
itself _and_ the QuterKeyPackage around it.

3.2. CQuterKeyPackage hash conponent
struct {

opaque outer_key_ package_hash;
} Qut er KeyPackageHash
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The Qut er KeyPackageHash can be created by hashing the TLS-serialized
out er _key package of a OneSi gnat ur eKeyPackage using the hash function
of its ciphersuite.

A CQut er KeyPackageHash is only valid if two conditions are net.
* The | eaf _node_source of the Leaf Node is KeyPackage

* |If the Leaf Node is verified in the context of a
OneSi gnat ur eKeyPackage, the outer_key package hash is the hash of
the outer_key package of that OneSi gnatureKeyPackage.

3.3. Processing a OneSi gnat ur eKeyPackage

Reci pi ents of a OneSi gnat ur eKeyPackage process is |like a regul ar
KeyPackage with two exceptions

* There is no signature over the outer KeyPackage to verify

* The app_data_dictionary extension in the | eaf _node nmust contain a
val i d QuterKeyPackageHash as defined in Section 3.2 under the
conponent _i d TBD.

4. One Sighature Commits and Update Proposals

M.S Publ i cMessages and PrivateMessages carrying a Conmit with

Updat ePat h or an Update Proposal can also be created with only one
signature as long as the signature key of the sender is not changed
by the respective operation. The resulting structs are called
OSPubl i cMessage and OSPri vat eMessage respectively.

The principle behind saving the signhature is the sane as for

OneSi gnat ur eKeyPackage. The signature over the whole struct is
omtted and instead a hash over the otherw se signed part of the
struct (mnus the Leaf Node) is placed as a conponent in the Leaf Node
of the UpdatePath or the Update Proposal.

4.1. Changes in fram ng

The core change in fram ng an OSPublicMessage or COSPrivat eMessage as
conpared to its regular counterparts is that the

FramedCont ent Aut hData i s replaced by the OSFramedCont ent Aut hDat a,
where the latter lacks the signature that is part of the forner.

O her framng structs are changed as a result in that they contain an
OSFr amedCont ent Aut hDat a struct instead of a FramedCont ent Aut hDat a
struct.
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struct {
sel ect (FranedContent.content_type) {
case commit:
/*
MAC(confirmati on_key,
G oupCont ext . confirned_transcri pt_hash)
*/
MAC confirmation_tag;
case application:
case proposal :
struct{};
Iy

} OSFramedCont ent Aut hDat a;

struct {
WreFormat wire format;
FranmedCont ent content;
OSFr anedCont ent Aut hDat a aut h;
} OSAut henti cat edCont ent ;

struct {
sel ect (PrivateMessage.content type) {
case application:
opaque application_dat a<V>;

case proposal:
Pr oposal proposal;

case commit:
Commit commit;

b

OSFr amedCont ent Aut hDat a aut h;
opaque paddi ng[| engt h_of paddi ng];
} OSPrivat eMessageCont ent ;

struct {
FramedCont ent content;
OSFr amedCont ent Aut hDat a aut h;
sel ect (PublicMessage. content. sender. sender _type) {
case nenber:
MAC nenber shi p_tag;
case external:
case new _menber conmit:
case new_nenber proposal:
struct{};

1
} OSPubl i cMessage;
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4.2. Changes in nenbership tag and transcript hash conputation

The structs involved in nmenbership tag and transcript hash
conput ation al so change slightly.

struct {
FramedCont ent TBS cont ent _t bs;
OSFr anedCont ent Aut hDat a aut h;
} OSAut henti cat edCont ent TBM

For OSPublicMessages, the nenbership_tag is conmputed over
OSAut henti cat edCont ent TBM i nst ead of the regul ar
Aut hent i cat edCont ent TBM

struct {

WreFormat wire format;

FramedContent content; /* with content _type == comit */
} OSConfirmedTranscri pt Hashl nput ;

Due to the changes in fram ng, the transcript hash for

OSPubl i cMessages and OSPri vat eMessages i s computed over
OSConfirmedTranscri pt Hashl nput i nstead of the regul ar
ConfirmedTranscri pt Hash. Since the LeafNode is within FramedContent
and its signature covers what the original signature would have
covered, this does not affect transcript coverage.

4.3. CQuter update hash component

The Qut er Updat eHash conponent ensures that the signature over the
Leaf Node covers whatever the omtted signature woul d have covered.
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struct {
opaque out er _updat e_hash;
} CQut er Updat eHash

struct {
opaque group_i d<V>;
ui nt 64 epoch;
Sender sender;
opaque aut henti cat ed_dat a<V>;

Cont ent Type content _type;
sel ect (FranedContent.content type) {
case proposal:
Pr oposal Type proposal _type;
case commit:
Pr oposal Or Ref proposal s<V>;
Updat ePat hNode nodes<V>;
case application:
struct {};

} Qut ér Fr amedCont ent

struct {
Pr ot ocol Versi on version = m s10;
WreFormat wire_ format;
Cut er Fr anedCont ent content;
G oupCont ext cont ext;
} OSFr anmedCont ent TBH

The outer_update hash MUST be a hash over the nessage’'s TLS-
serialized OSFramedCont ent TBH using the hash function of the group’s
ci phersuite.

OSFranmedContent TBH i s the same as the FranmedContent TBS struct defined
in [ RFC9420], except that it always contains a G oupContext (because
Conmits and Update Proposals only have nenber or new nenber _conmmit as
sender _type) and that it contains an CuterFranedContent instead of a
regul ar FramedCont ent .

Qut er FranedContent in turn is the same as FramedContent except that,
dependi ng on content _type, it either contains only content rel evant
to a Cormit with an UpdatePath or an Update Proposal. For Conmits,
the proposals MJUST be the same as in the nmessage’s Comrit and the
nodes MJUST be equal to the nodes in the Commit’s UpdatePath. For
Updat e Proposals, the proposal _type MJST be update. The proposal
type is the only relevant content, as the Update Proposal otherw se
only consists of the (omtted) Leaf Node.
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In both cases, the actual LeafNode is onitted to prevent a circular
dependency when conputing the outer_update_hash for inclusion in said
Leaf Node.

4. 4.

4.

Creating an OSPublicMessage or OSPrivat eMessage

Clients create an OSPublicMessage or OSPrivateMessage just like their
non- OS counterpart with three exceptions:

*

5.

The signature in FramedContentData is omtted by using
OSFr amedCont ent Data and the other nodified structs introduced in
Section 4.1 instead of their non-OS counterparts.

An app_data_dictionary is included in the Leaf Node (either in the
Updat ePat h or the Update Proposal) and within it an
Qut er Updat eHash conponent (see Section 4. 3).

The nenbership tag and transcript hash are conputed as specified
in Section 4. 2.

Processi ng an OSPubl i cMessage or OSPrivat eMessage

OSPubl i cMessages and CSPri vat eMessages are processed like their
regul ar counterparts with the foll owi ng exceptions.

*

One of the follow ng MUST be true

- content _type = commt and the Commt contained within MJST have
an Updat ePat h

- content _type = proposal and proposal type = update

The signature public key in the Leaf Node MJST be the sane as the
sender’s current LeafNode. This MJST also be true for Comits
with sender _type = new nenber_conmit that contain a Renove
Proposal targeting the sender’s original |eaf.

The Leaf Node (either in the UpdatePath or in the Update Proposal)
MJST contain an app_data_dictionary extension with a valid
Qut er Updat eHash conponent as specified in Section 4. 3.

Menbership tag and transcript hash are conputed as specified in
Section 4. 2.
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The second check for signature public key equality is necessary to
ensure that the authentication properties of one-signature nessage
variants are equivalent to their counterparts defined in RFC9420.
Clients that want to change their signature public key MJST use the
normal (external) Commts and Update Proposals to ensure that the new
signature public key is signed by the ol d one.

5. Security Considerations
Security considerations around the one signature variants are the
sanme as those of their regular M.S counterparts, except their content
shoul d not be trusted until the signature of the Leaf Node was
verified and the Quter KeyPackageHash or QuterUpdat eHash conponent was
val i dat ed.

6. | ANA Consi derations

6.1. Conponent Types

Thi s docunent requests the addition of two new Component Types under
the headi ng of "Messagi ng Layer Security".

6.1.1. CQuterKeyPackageHash

The Qut er KeyPackageHash component contains a hash over the outer
parts of a OneSi gnhat ur eKeyPackage.

* Val ue: TBD (suggested val ue 0x0009)
* outer_key package_hash
*  \Were: LN
* Recommended: Y
* Reference: TBD
6.1.2. QuterUpdat eHash
The Qut er Updat eHash conponent contains a hash over the parts of an
OSPubl i cMessage or OSPrivat eMessage that woul d ot herwi se be covered
by a signature.
* Val ue: TBD (suggested val ue 0x000Q)

* outer_update_hash

*  \Were: LN
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6.

6.

6.

6.

2.

2.

2.

2.

* Recommended: Y
*  Reference: TBD
W r eFor mat

Thi s docunent requests the addition of three new WreFornmats under
the headi ng of "Messagi ng Layer Security".

1. M.SOneSi gnat ur eKeyPackage

The ms_os_key package all ows saving the creation and verification of
a signature that is necessary when creating a regul ar KeyPackage.

* Value: TBD

*  Nanme: ms_os_key package

*  Recommended: Y

* Reference: TBD

2. M.SOneSi gnat ur ePri vat eMessage

The m s_os_private_message all ows saving the creation and
verification of a signature that is necessary when creating a regul ar
Privat eMessage that either contains a Commit with an UpdatePath or an
Updat e Proposal .

* Value: TBD

* Name: ms_os_private_nessage

* Recomended: Y

* Reference: TBD

3.  M.SOneSi gnat ur ePubl i cMessage

The m's_os _public_nessage all ows saving the creation and verification
of a signature that is necessary when creating a regul ar

Publ i cMessage that either contains a Coimit with an UpdatePath or an
Updat e Proposal .

* Value: TBD

*  Nanme: nls_os_public_nessage
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* Reconmended: Y
* Reference: TBD
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