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Abst r act

Messagi ng Layer Security (M.S) provides strong end-to-end security
guarantees for group nmessagi ng i ncludi ng Forward Secrecy (FS) and
Post - Conprom se Security (PCS). To facilitate agreenent between
group nenbers, MS requires a Delivery Service (DS) conponent that
orders of the handshake nessages (Commits) that allow changes to the
group state. In decentralized settings without a central
authoritative entity to enforce ordering, group nmenbers will likely
have to retain key material so they can process Conmits out-of-order.

Ret ai ning key material, however, significantly reduces the FS of the
protocol. This draft specifies Decentralized M.S (DML.S), based on
the Fork-Resilient Continuous G oup Key Agreenent protocol FREEK
proposed by Alwen et al. [FRCG&KA]. I|n essence, DMLS extends M.S
such that key material can be retained to process Commits out-of -
order with recuded inpact to FS, thus allow ng safer deploynent in
decentralized environnents.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://phnx-
imgithub.io/dm s-spec/draft-kohbrok-m s-dms.html. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-kohbrok-ms-dm s/.

Di scussion of this docunent takes place on the Messagi ng Layer
Security mailing list (miilto:ms@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ms/. Subscribe at
https://ww.ietf.org/mailman/listinfo/ms/.

Source for this draft and an issue tracker can be found at
https://github. com phnx-i mdm s-spec.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

DMLS al l ows group nenbers to keep around old group state a little
nmore safely, because the init secret of old epoch states is

punctured. However, keeping an old epoch state around is still not
as safe as deleting it in the first place. See Section 6 for nore
detail s.

While DMLS is thus safer to use in scenarios where nenbers nust be
able to process old conmts, it is still not as safe as the use of
vanilla ML.Swith its strict del etion schedul e.

Even when using DMLS, applications should take care that group state
forks are short-lived and group nenbers (and/or assisting servers)
endeavour to resolve forks as soon as possible.

In contrast scenarios should be avoi ded where multiple forks are
long-lived. For exanple, if two or nore parts of a group are not in
contact with one-another and effectively run their own fork of the
same group.

2. Epoch identifiers

In MLS, each epoch is identified by a 64 bit unsigned integer, with
the epoch increasing by one with each commt. The integer identifies
epochs uniquely as long as there is only one chain of Conmits.
However, in a decentralized context there can be nultiple conmits for
the same epoch, which nmeans that an integer is not sufficient to
uniquely identify an epoch. For example, if two group nenber send a
commit at the same time with different subsets of group nenbers
receiving a different commt first. After processing the newy
arrived Commit, all group nenbers would be in the sanme epoch, but in
different group states. For subsequently arriving nmessages, it is
unclear fromthe integer designating the epoch, which state the
message belongs to. In such scenarios it is inportant that epochs
are uniquely identifiable.

The dml s_epoch can be used for this purpose.
pseudocode dm s_epoch = DeriveSecret (epoch_secret, "epoch")
A dm s_epoch is represented by byte strings of |ength KDF. Nh (thus

dependi ng on the group’s ciphersuite). The byte string identifying
an epoch is derived fromthe epoch’s epoch_secret.
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3. DM.S Messages

As regul ar M_.SMessages only contain integer-based epoch identifiers,
this section introduces DM.SMessages, a sinple wapper that adds a
dm s_epoch header to an M.SMessage.

struct {
M_.SMessage nessage;
opaque dm s_epoch<V>;
} DML.SMessage

DMLSMessages MUST NOT contain M.SMessages with WreFormat other than
m s_public_nmessage and nls_private_nessage.

4. DMWMLS key schedul e
DWMLS uses a nodified version of the M.S key schedul e that allows the
derivation of nmultiple init_secrets, where each init secret can be
used to initialize a subsequent epoch
The individual init_secrets are derived through a puncturable
pseudor andom functi on (PPRF, see Section 5) keyed by the
base init_secret.

(above the same as the M.S key schedul e)

<—

epoch_secret

— 4+

--> DeriveSecret(., <label>)
= <secret>
Y
DeriveSecret(., "parent_init")
I
Vv

parent _init_secret
|
Y,
DeriveChildSecret(., "child init",

| commt_confirmation,
| G oupCont ext _[ n])

Vv

init_secret_[n]

Figure 1. The DMLS Key Schedul e
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commit_confirmation = DeriveSecret(path_secret[n], "conf")

DeriveChil dSecret (prf_key, |abel, input_secret, context) =
DeriveFSSecret (prf_key, ExpandWthLabel (i nput_secret, |abel, context, KDF.Nh))

5.  Puncturabl e pseudorandom function

A PPRF allows the derivation of keys in a forward secure way. In
particular, a PRF that was evaluated with a given key and input can’t
be evaluated with those sanme paraneters again. Storing the origina

i nput key thus doesn’t harmthe forward secrecy of (del eted) output
keys.

The M.LS Secret Tree as defined in [ RFC9420] already represents a PPRF
an needs to be nmodified only slightly for the purpose of this
docunent .

In the context of M.LS, the Secret Tree has as many | eaves as the
group has menbers. To derive child init secrets, the sane tree is
used but with KDF. Nh | eaves.

The function DeriveFSSecret(secret, input) thus foll ows these steps:
* Check if secret and input are of |ength KDF. Nh

* Wth secret as the root node secret and input as the |eaf index,
derive the direct path nodes and the copath nodes as defined in
Section 9 of [RFC9420]

* Wth |l eaf _node _secret as the resulting secret conpute the fina
out put using DeriveSecret (|l eaf _node_secret, "pprf")

6. Security Considerations

The use of a PPRF to derive init secrets for new epochs significantly
i nproves forward secrecy in scenarios where clients need to be able
to process nultiple commits for a given epoch

However, PPRF only inproves forward secrecy for the init secret.

G oup nmenbers nmust still delay the deletion of other secrets such as
the (private) decryption keys for the nodes in the ratchet tree.
This delay in deletion conprom ses the forward secrecy of the

protocol. Conversely, the fact that other group nenbers night
encrypt to those keys in turn weakens the protocol’s post-conprom se
security.

It is thus still advisable to delete old epoch states as soon as the

functional requirenments of the application allows it.
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Arule that will be safe for nobst applications, for exanple, is that
an ol d epoch state can be del eted once each group nenber has sent a
commit on at |east one fork "upstream of that epoch state. This
signals that all group nmenbers have agreed to continue using this
particular fork of the group state.

For effective forward secrecy and post-conpromni se security it is thus
advi sabl e to choose a state managenent al gorithm where nmenbers

converge on a shared fork rather than continuously using different
forks of the same group.

7. | ANA Consi derations
Thi s docunment has no | ANA acti ons.
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