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Abst r act

Messagi ng Layer Security (M.S) provides strong end-to-end security
guarantees for group nmessagi ng i ncludi ng Forward Secrecy (FS) and
Post - Conprom se Security (PCS). MS requires a Delivery Service (DS)
component to facilitate agreenment between group nenbers on the order
of Commit nessages. |In decentralized settings wthout an
authoritative entity to enforce ordering, group nenbers will likely
have to retain key material so they can process conmits out-of-order.

Ret ai ning key material, however, significantly reduces the FS of the
protocol. This draft specifies Decentralized M.S (DM.S), based on
the the Fork-Resilient Continuous G oup Key Agreenent protocol FREEK
proposed by Alwen et al. [FRCG&KA]. 1|In essence, DWMLS extends M.S
such that key material can be retained to process Commits out-of -
order with recuded inpact to FS, thus allow ng safer deploynment in
decentralized environnments.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at https://phnx-
i mgithub.io/dm s-spec/draft-kohbrok-ms-dms.htm. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-kohbrok-ms-dnls/.
Di scussion of this docunent takes place on the Messagi ng Layer
Security mailing list (mailto:ms@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ms/. Subscribe at
https://ww.ietf.org/mailman/listinfo/ms/.

Source for this draft and an issue tracker can be found at
https://github. coml phnx-inm dm s-spec.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
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wor ki ng documents as Internet-Drafts. The list of current
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Copyri ght Notice

is inappropriate to use Internet-Drafts as reference

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
info) in effect on the date of publication of this docunent.
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1. Introduction

DMLS al l ows group nenbers to keep around old group state a little
nmore safely, because the init secret of old epoch states is

punctured. However, keeping an old epoch state around is still not
as safe as deleting it in the first place. See Section 7 for nore
detail s.

While DMLS is thus safer to use in scenarios where nenbers nust be
able to process old conmts, it is still not as safe as the use of
vanilla ML.Swith its strict del etion schedul e.

Even when using DMLS, applications should take care that group state
forks are short-lived and group nenbers (and/or assisting servers)
endeavour to resolve forks as soon as possible.

In contrast scenarios should be avoi ded where multiple forks are
long-lived. For exanple, if two or nore parts of a group are not in
contact with one-another and effectively run their own fork of the
same group.

2. Epoch identifiers

In MLS, each epoch is identified by a 64 bit unsigned integer, with
the epoch increasing by one with each commt. The integer identifies
epochs uniquely as long as there is only one chain of Conmits.
However, in a decentralized context there can be nultiple conmits for
the same epoch, which nmeans that an integer is not sufficient to
uniquely identify an epoch. For example, if two group nenber send a
commit at the same time with different subsets of group nenbers
receiving a different commt first. After processing the newy
arrived Commit, all group nenbers would be in the sanme epoch, but in
different group states. For subsequently arriving nmessages, it is
unclear fromthe integer designating the epoch, which state the
message belongs to. In such scenarios it is inportant that epochs
are uniquely identifiable.

The dml s_epoch can be used for this purpose.
pseudocode dm s_epoch = DeriveSecret (epoch_secret, "epoch")
A dm s_epoch is represented by byte strings of |ength KDF. Nh (thus

dependi ng on the group’s ciphersuite). The byte string identifying
an epoch is derived fromthe epoch’s epoch_secret.
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3.

DMLS Messages

As regul ar M_.SMessages only contain integer-based epoch identifiers,
this section introduces DM.SMessages, a sinple wapper that adds a
dm s_epoch header to an M.SMessage

struct {
M_.SMessage nessage;
opaque dm s_epoch<V>;
} DML.SMessage

DMLS key schedul e

DMLS uses a nodified version of the MLS key schedul e that allows the
derivation of nultiple init_secrets, where each init secret can be
used to initialize a subsequent epoch
The individual init_secrets are derived through a puncturable
pseudor andom functi on (PPRF, see Section 5) keyed by the
base init_secret.

(above the same as the M.S key schedul e)

<—

epoch_secret

— +— I

--> DeriveSecret(., <label>)
= <secret>
Y,
DeriveSecret(., "parent_init")
|
\Y,

parent init_secret

I
Vv

DeriveChildSecret(., "child_init",
| commit_confirmation,
| GroupContext _[n])
\Y
init_secret [n]

Figure 1: The DMLS Key Schedul e
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commit_confirmation = DeriveSecret(path_secret[n], "conf")

DeriveChil dSecret (prf_key, |abel, input_secret, context) =
DeriveFSSecret (prf_key, ExpandWthLabel (i nput_secret, |abel, context, KDF.Nh))

5.  Puncturabl e pseudorandom function

A PPRF allows the derivation of keys in a forward secure way. In
particular, a PRF that was evaluated with a given key and input can’t
be evaluated with those sanme paraneters again. Storing the origina

i nput key thus doesn’t harmthe forward secrecy of (del eted) output
keys.

The M.LS Secret Tree as defined in [ RFC9420] already represents a PPRF
an needs to be nmodified only slightly for the purpose of this
docunent .

In the context of M.LS, the Secret Tree has as many | eaves as the

group has menbers. To derive child init secrets, the sane tree is

used but with KDF.Nh | eaves.

The function DeriveFSSecret(secret, input) thus foll ows these steps:

* Check if secret and input are of |ength KDF. Nh

* Wth secret as the root node secret and input as the |eaf index,
derive the direct path nodes and the copath nodes as defined in
Section 9 of [RFC9420]

* Wth |l eaf _node _secret as the resulting secret conpute the fina
out put using DeriveSecret (|l eaf _node_secret, "pprf")

6. State managenent
As outlined in Section 7 DMLS nmakes it safer to retain old M.S group
states. As such, it enables an _eventually consistent delivery
service as described in Section 5.2.2. of [RFCI750], i.e. one that
tol erates out-of-order delivery of nmessages. This in turn allows the
use of DMLS in applications with highly decentralized architectures.
The | ack of a strong agreenent on nessage order, however, leads to
the various state-agreenment problens inherent to distributed systens
and i ndependent of (D)M.S
More concretely, applications need to specify the foll ow ng.

* \What fork should a client choose when sendi ng a nessage?
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* \When can an ol d epoch state be safely del eted?
* \When can a fork be safely consolidated and del et ed?
* How should two forks be consolidated?

The answers to these questions depend on the application s specific
architecture and other requirenents and are thus outside of the scope
of this docunent.

The renmai nder of this section shows an exanpl e of how these questions
can be answered in a decentralized scenari o.

6.1. Exanple: Federated scenario with server support

The architecture of the first application consists of a federation of
servers, where each server serves one or nore clients.

The servers can queue nessages for their clients and determ ne the
order of handshake nessages for the groups their clients are in.

In this system forks can only occur if a subset of servers |ose
connectivity fromthe rest.

6.1.1. Server behavi our

The exact nature of the algorithmused by the servers to agree on a
commit for the next epoch is out of scope for this exanple. However,
the requirenent of such an al gorithm are:

* Agreenment: If one or nore commits reach one or nmore servers at the
same time the algorithmshould facilitate agreement between the
servers that can currently reach one-anot her

* Netsplit detection: Servers should be able to detect if the
federation of servers has split. |If connections between
i ndi vidual servers fail, other servers can act as forwarding
proxi es between the di sconnected servers.

If a netsplit is detected, servers will fack back on agreement within
their subgroup of servers. Agreed-upon comrts and other group
messages are buffered for later fan-out to the rest of the
federati on.

If a netsplit ends, all nmessages buffered during the netsplit are
delivered to their respective destinations.
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If a fork has occurred during the netsplit, the fork with the

| exi cographically higher confirmation tag in the first differing
commit wins and the servers restart their agreenment algorithmwth
respect to that fork

If there was another netsplit during a netsplit, the same rules
appl y.

VWhen fanni ng out group nmessages to their clients, servers include a
flag to indicate whether the old commit state should be retai ned due
to an ongoing netsplit.

6.1.2. dient behaviour

Clients generally only have one fork of a given group. |If they send
a nmessage, that's the fork they choose

Epoch states are generally deleted immediately after processing the
next conmit, except when the server indicates that the epoch state
shoul d be retai ned.

When a client receives a commt for an old epoch (i.e. if a fork
occurs), it retains the fork where the first differing commt has the
| exi cographi cal l'y higher confirmation tag.

To keep the scenario sinple, losing forks are sinply del eted.
7. Security Considerations

The use of a PPRF to derive init secrets for new epochs significantly
i nproves forward secrecy in scenarios where clients need to be able
to process nultiple commits for a given epoch.

However, PPRF only inproves forward secrecy for the init secret.
Group nmenbers nmust still delay the deletion of other secrets such as
the (private) decryption keys for the nodes in the ratchet tree.
This delay in deletion conprom ses the forward secrecy of the

protocol. Conversely, the fact that other group nenbers night
encrypt to those keys in turn weakens the protocol’s post-conprom se
security.

It is thus still advisable to delete old epoch states as soon as the

functional requirenments of the application allows it.
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Arule that will be safe for nobst applications, for exanple, is that
an ol d epoch state can be del eted once each group nenber has sent a
commit on at |east one fork "upstream of that epoch state. This
signals that all group nmenbers have agreed to continue using this
particular fork of the group state.

For effective forward secrecy and post-conpromni se security it is thus
advi sabl e to choose a state managenent al gorithm where nmenbers

converge on a shared fork rather than continuously using different
forks of the same group.

8. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
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