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Abst r act

Messagi ng Layer Security provides strong end-to-end security
guarantees for group nmessagi ng i ncludi ng Forward Secrecy (FS) and
Post - Conprom se Security (PCS). However, MS requires a Delivery
Service (DS) to facilitate agreenment between group nenbers on the
order of Commit nessages. In decentralized settings the only way to
i mpl ement a functional DS is to require group nenbers to retain key
material so they can process conmits out-of-order. Retaining key
material this way is in violation of the M.S del eti on schedul e and

significantly reduces the FS of the protocol. This draft specifies
Decentralized MLS, based on the the Fork-Resilient Continuous G oup
Key Agreenent protocol FREEK proposed by Alwen et al. [FRCGKA]. 1In

essence, DMLS extends M.S such that key material can be retained to
process Commts out-of-order with mininal |osses to FS, thus allow ng
saf er deploynent in decentralized environments.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://phnx-

i mgithub.io/dm s-spec/draft-kohbrok-m s-decentralized-ms. htm.
Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-kohbrok-m s-decentralized-
m s/

Di scussion of this docunent takes place on the Messagi ng Layer
Security mailing list (mailto:ms@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ms/. Subscribe at
https://ww.ietf.org/mailman/listinfo/ms/.

Source for this draft and an issue tracker can be found at
https://github. coml phnx-inm dm s-spec.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Open Questions: - Wiy do renoved nenbers need to receive their conmt
confirmation fromtheir renmovers? They should be able to process the
renoving commt without the init secret in the first place. - Is it

safe to use the commt secret regularly in the key schedule _and_to
derive the commt confirmation or do we need an additional derivation
step to ensure donain separation? - Wiy would we need to generate a
fresh signature key pair with each update? - Do we need an additiona
menber ship tag?

2. Epoch identifiers

In M.S, each epoch is identified by a 64 bit unsigned integer, with
the epoch increasing by one with each cormit. The integer identifies
epochs uniquely as long as there is only one chain of Conmits.
However, in a decentralized context there can be conflicting conmits.
For exanple, if two group nenber send a conmit at the sane tine with
di fferent subsets of group nenbers receiving a different conmmt
first. After processing the newy arrived Conmit, all group nmenbers
woul d be in the same epoch, but in different group states. For
subsequently arriving nessages, it is unclear fromthe integer
designating the epoch, which state the nmessage belongs to. In such
scenarios it is inportant that epochs are uniquely identifiable.

When using DMLS, epochs are represented as byte strings of length
KDF. Nh (t hus depending on the group’s ciphersuite). The byte string
identifying an epoch is derived fromthe epoch’s epoch_secret and can
thus be | earned when creating or processing the conmt that initiates
t hat epoch.

pseudocode epoch = DeriveSecret (epoch_secret, "epoch")

3. DMLS key schedul e
DMLS conceptual |y nodifies the MLS key schedul e by enabling the
creation of multiple init_secrets, where each init secret can be used
toinitialize a subsequent epoch
The individual init_secrets are derived through a puncturable

pseudor andom functi on (PPRF, Section 4) keyed by the
base init_secret.
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(above the sane as the M.S key schedul e)
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epoch_secret
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--> DeriveSecret (., <label>)
= <secret>
Y
DeriveSecret(., "parent_init")
I
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parent _init_secret
|
Y,
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| G oupCont ext _[ n])

Vv

init_secret_[n]

Figure 1. The DMLS Key Schedul e
conmit _confirmation = DeriveSecret(path_secret[n], "conf")

DeriveChil dSecret (prf_key, |abel, input_secret, context) =
DeriveFSSecret (prf_key, ExpandWthLabel (i nput_secret, |abel, context, KDF.Nh))

4. Puncturabl e pseudorandom function

A PPRF allows the derivation of keys in a forward secure way. In
particular, a PRF that was evaluated with a given key and input can’t
be evaluated with those sanme paraneters again. Storing the origina

i nput key thus doesn’t harmthe forward secrecy of (del eted) output
keys.

The M.S Secret Tree as defined in [ RFC9420] already represents a PPRF
an needs to be nmodified only slightly for the purpose of this
docunent .

In the context of M.LS, the Secret Tree has as many | eaves as the
group has menbers. To derive child init secrets, the sane tree is
used but with KDF.Nh | eaves.

The function DeriveFSSecret(secret, input) thus foll ows these steps:

* Check if secret and input are of |ength KDF. Nh
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* Wth secret as the root node secret and input as the |eaf index,
derive the direct path nodes and the copath nodes as defined in
Section 9 of [RFC9420]

* Wth | eaf _node_secret as the resulting secret conpute the fina
out put using DeriveSecret(leaf _node_secret, "pprf")

5. State consolidation

The changes to M.S outlined above all ow the processing of nmultiple
commits for each epoch with inproved forward secrecy. However, once
a fork was created, they do not help in returning group nenbers to a
singl e, agreed-upon group state.

There is no one semantic to consolidate forks that is optimal for al
given applications. Even nore so if the application uses extensions
that store additional data in the group’s context.

This section thus details a sinple state-consolitation procedure that
focuses on consolidating group nmenbership and key material only. To
keep it sinple, our approach makes a few assunptions.

TODO. The following is work in progress. Wile the assunptions won't
di sappear entirely, they will beconme weaker in future iterations.

*  One group forked at epoch e_i

* Only one partition, half of the group on one side, the other on
the other side

* Both sides of the partition have a server that hel ps them agree on
commit ordering (imagine a netsplit in a federated approach with
only two servers invol ved)

* The two servers involved coordinate in allow ng commts/preventing
forks

* Neither clients nor servers keep around ol d nessages, but do keep
around old group states s.t. they can process old nessages

* No insider attacks, i.e. no insider is trying to create a fork and
then make the others accept the new state

* No access control: Al parties can add and renove nenbers as they
pl ease

* KeyPackages are accessible: Al parties can access KeyPackages of
all other parties
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Open Questions: - How to determ ne which fork wins, i.e. which fork
is merged into which? Options: - Arbitrary: The fork with the

al phanumerical ly highest transcript hash wins - Is it mandatory that
the consolitation algorithmis determnistic s.t. everyone can
conpute it and arrive at the sanme result?

Timeline: - Alice, Alan, Bob and Betty are in a group - Alice and

Al an on server A, Bob and Betty on server B - There is a di sconnect
bet ween servers A and B - Al group nenbers keep sendi ng nmessages -
Alice adds Albert to the group - Betty renoves Bob fromthe group -
The servers reconnect - Al parties receive and process all nessages
fromthe other side - Al parties now have two forks of the sane
group - One party (say Alice) starts the consolitation procedure (see
bel ow)

Consol i dation al gorithm

* Gven two forks, choose the one with the al phanunerically |arger
transcript hash

* On the losing fork, create a cormmit with a proposal that indicates
that this fork is closed

* On the winning fork, create a conmt that consolidates the group
menber ship of both forks

- If a menber was renoved in the losing fork but not on the
winning fork, renpve it in the commt

- |If a menber was added in the losing fork, but not on the
winning fork, add it in the commit

Open Questions: - Wiat if a nenber was renoved in both forks and then
re-added in the winning fork? Should it still be renmoved in the
consolidating coomit? Resolving this is tricky if not everyone has
the message traces for both forks. - Wat if there is no overlap in
menbers? In that case, there is no way to consolidate, because no
one can create a conmt in the other fork. - Maybe that’'s okay? In

that case, there’s not nmuch to consolidate. Should the |osing fork
be closed? O should both forks |ive on? M ght depend on the
appl i cation.

Security Considerations

TODO Security
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* Note that while the PPRF gives you FS for init secrets, you also
need to keep the secret state of old RatchetTree states around,
thus damaging their FS

7. 1 ANA Consi derations
Thi s docurment has no | ANA acti ons.
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