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Abst ract
Thi s docunent describes MM Portability mechani sns.
Status of This Menp

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 9 July 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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I ntroduction
draft-robert-mm-delivery-service and others describe a transport
and delivery mechani smfor nessages in a federated environnent that
relies on the concept of a fixed Delivery Service that is in charge
of orchestrating the communication for a given M.S group. Al
clients of a given M.S group agree on what Delivery Service to use
and rely on it to solve the problemof Commit nessage ordering.
VWil e having a fixed Delivery Service solves a class of
synchroni zati on problens, it can sonetines be a limting factor,
especially because it introduces reliance on a specific operator
There are legitimte scenarios where the operator of a Delivery
Service no longer wants to operate it, or where the users of a group
want to switch to a different Delivery Service

Thi s docunent describes nechanisns that allow users to switch an M.S
group to a different Delivery Service.

Change Log

draft-01

* Version bunp to prevent expiration
draft-02

* Version bunp to prevent expiration
draft-03

* Version bunp to prevent expiration
draft-04

* Version bunp to prevent expiration
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draft-05
* Version bunp to prevent expiration
2. Architecture

We consider two distinct Delivery Services, the _Source Delivery
Service_ and the _Target Delivery Service_. The Source Delivery
Service is where the MLS group currently resides, and the Target
Delivery Service is where the MLS group should be noved to. The
Source Delivery Service and the Target Delivery Service have distinct
domai n nanes.

The Source Delivery Service is responsible for exporting the M.S
group state and sending it to the Target Delivery Service. The
Target Delivery Service is responsible for inporting the M.S group
state and naking it available to the nmenbers of the M.S group

Once the MLS group state has been inported into the Target Delivery
Service, the Source Delivery Service no |longer has any responsibility
for the MLS group. The Source Delivery Service can delete the M.S
group state and all associ ated net adat a.

Cient Source Delivery Service Target Delivery Service

| M grationRequest | |

TODO. The MLS group IDis fixed for the lifetime of a group and
cannot be changed. This requires group IDs to be globally unique
across all relevant Delivery Services. Even though this could be
sol ved using a UUI D, groups should also be tied to a specific owning
delivery service
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3. Mgration
TODO. Descri be what keys are used for the signatures.

TODO. Describe that the crypto primtives should be aligned with the
ci phersuite of the M.S group.

3.1. Requesting a mgration

The migration process is initiated by a client of the M.S group. The
client requests a MgrationResponse fromthe Target Delivery Service.
The Target Delivery Service returns a M grati onResponse that can be
used by the Source Delivery Service to transfer the M.S group state
to the Target Delivery Service.

The client sends the followi ng Mgrati onRequest nessage to the Target
Del i very Servi ce:

struct {
opaque sour ce_domai h_name<V>;
opaque target_domai n_nanme<V>;
opaque group_i d<V>;
ui nt 64 epoch;

} M grationRequest;

The Target Delivery Service responds with a M grati onResponse
nmessage:

struct {
M grati onRequest migration_request;
ui nt 8[ 32] nonce;
opaque signat ure<V>;

} M grati onResponse;

3.2. Initiating a mgration

The client sends the following Mgrationlnit nessage to the Source
Del i very Servi ce:

struct {
M gr ati onResponse m grati on_response;
opaque signat ur e<V>;

} Mgrationlnit;

struct {

opaque target ds_domai n<V>;
} M grationComit AAD

Kohbr ok & Robert Expires 9 July 2026 [ Page 4]



I nternet-Draft MM January 2026

The client also sends a Conmit message to the group, where the AAD
consists of a serialized Mgrati onComm t AAD struct.

The Source Delivery Service sends a MgrationContent nessage to the
Target Delivery Service:

struct {
M gr ati onResponse m grati on_response;
opaque group_st at e<V>;
opaque si gnat ur e<V>;

} MgrationContent;

The Target Delivery Service responds with a TargetM grati onConpl ete
nessage:

struct {
opaque m gration_content hash<V>;
opaque signat ure<V>;

} Target M grati onConpl et e;

The Source Delivery Service proceeds to fan out the client’s Conmit
nmessage that includes the MgrationCommmit AAD to the group.

Finally, the Source Delivery Service responds to the client with a
M grationConfirmati on nmessage:

struct {
opaque donai n_nane<V>;
ui nt 8[ 32] nonce;
opaque group_i d<V>;
opaque signat ure<V>;

} MgrationConfirmation;

The Source Delivery Service can now delete the MLS group state and
al | associ ated met adat a.

Clients can now send nmessages to the group using the Target Delivery
Servi ce.

4. Authorization

In general, whether a client is allowed to migrate an M.S group from
one Delivery Service to another is a policy decision that is nade by
the operator of the Source Delivery Service. The Source Delivery
Service MJUST NOT allow a client to mgrate an MLS group if the client
is not authorized to do so.
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As a default policy, a Source Delivery Service SHOULD al | ow any
client to migrate an M.S group to another Delivery Service.

Conversely, the Target Delivery Service MJST NOT allow a client to
import an MLS group if the client is not authorized to do so. The
Target Delivery Service MJST ensure that the client is authorized to
i mport the MLS group before issuing a Mgrati onResponse and i nporting
the MLS group state through an M grationContent message.

As a default policy, a Target Delivery Service SHOULD al | ow any
client to migrate an M.S group to it when the client is also allowed
to create new groups on the Target Delivery Service.

TODO. The default policies suggested above nay be a bit liberal. W
m ght want to restrict thems.t. only clients fromthe target DS can
request migration to that DS
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