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Abst r act

Thi s docunent describes a proposal to run the MM protocol in a way
that reduces the ability of the Hub and service providers to

associ ate messaging activity of clients with their respective
identities.

For now, this docunent only contains a high-level description of the
mechani sns i nvol ved.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Mre Instant Messagi ng
Interoperability Working G oup mailing list (mm@etf.org), which is

archived at https://mailarchive.ietf.org/arch/browse/mm/.

Source for this draft and an issue tracker can be found at
https://github. com kkohbr ok/ m m - net adat a- m ni mal i zat i on.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 9 Cctober 2025.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Since the MM protocol uses M.S PublicMessages for Proposals and
Commits, both Hub and Provi der can observe and track activities of
clients both within an individual group and across groups.

The goal of the scheme described in this docunent are as follows:

* For a given client, prevent the Hub and all service providers from
associating the activity of the client with that client’s
identifier.

* For a given client, prevent the Hub and all service providers
except for the client’s service provider from associating the
activity of that client in one group fromthat in any other.

These propoerties are achieved withouth limting the ability of the

Hub to track a group’s group state and provider public group
information to newly joining clients.
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However, the scherme conmes with a few operative requirenents and the
followi ng general limtations:

* There needs to be the notion of a "connection" between two users.
Users that are connected can link a pseudonymwith a user’s rea
identity and can (selectively) allow others to do the sane.

* Only connected users can add one-another to groups.

* Users that join a group need help of an existing group nenber in
i nking the pseudonyns visible in the group to real user
identities.

Thi s docunent only contains a high-level description of the
i ndi vi dual changes required to achi eve the goal s detail ed above.

2. Pseudonym zati on

The main mechanismto hide the user and client identifiers fromthe
hub and providers in the context of individual groups and use user-
| evel and client-|evel pseudonyns instead.

The purpose of the pseudonym zation schene described in this docunent
is to hide nmetadata fromservice providers with as little inpact as
possi ble on the features provided by the base MM protocol. This
means that by default, User and client identifiers are still visible
to (other) users and their clients.

In addition, the pseudonym zation schene can al so be used to hide a
user’'s identity fromother users. See Section Section 6 for nore
details.

3. Pseudonynity through credential encryption

Clients use PseudonynobusCredentials to represent themin MM roons
to hide their identities from providers

struct {
ldentifierUi client_pseudonym
IdentifierUi user_pseudonym
opaque signature_public_key;
opaque identity_link_ciphertext<V>;
} PseudonynousCredenti al
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PseudonynousCredentials don't contain a client’s client and user ID
I nstead, they use two pseudonyns: a user pseudonym shared by al

ot her PseudonynousCredentials of the user’s clients in a given room
and a client pseudonym uni que for each PseudonynousCredential. Each
pseudonymis an ldentifierUi nade up of a randomy generated UU D
and the user’s provider’s donain.

struct {
ldentifierUi client_pseudonym
IdentifierUi user_pseudonym
opaque signature_public_key;

} PseudonynmousCredenti al TBS

struct {
/* SignWthLabel (., "PseudonynousCredenti al TBS",
PseudonynousCr edenti al TBS) */
opaque pseudonynous_credenti al _si gnat ur e<V>;
Credential client_credential;
} ldentityLi nkTBE

The identity link_ciphertext is created by encrypting the

IdentityLi nkTBE, which contains the client’s real credential, as well
as a signature over the PseudonynousCredential TBS using the client
credential’s signature key.

The identity link_key used for encryption is unique per pseudonynous
credential. It is derived fromthe client’s connection_key.

identity |link key = ExpandWt hLabel (connecti on_key,
"I dentityLi nkKey", PseudonynousCredenti al TBS, KDF. Nh)

See Section 5 for nore details on the connection_key.
Pseudonyns are specific to each roomand client since the
identity link key is unique per pseudonynous credential and
pseudonynous credentials are used in only once (i.e. in one room

4. ldentity link key nmanagement in roomns
Al clients in a room MJST be able to decrypt the
identity link ciphertext of all other clients in the room except in
the cases detailed in Section 6.

TODO. The follow ng schene should be replaced by Treewap for FS and
PCS. It’s a sinple placehol der for now.
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The hub hol ds encrypted copies of the identity_|ink_keys of all
clients in the roomand updates themas clients get added, renoved
and updated. The identity_link keys are encrypted with the room s
identity |ink wapper_ key.

The identity_link_wapper_key is freshly generated by the roonis
creator and does not change throughout the lifetime of the group

The identity |ink_wapper_key is distributed to new participants as
they join the room

4.1. Add fl ow

If a group menber adds a new user, the adder MJST include a
I dentityLi nkExtension in the Wl cone’ s G oupl nf oExt ensi ons

struct {
opaque identity_link_w apper_key<V>;
} ldentityLi nkExtension

The adder MJST al so include the encrypted identity |ink _key of all
added users in the AAD of the commt nessage. The order of the
encrypted identity link keys in the AAD MJUST match the order of the
Add proposals in the Coommit nessage.

Note that this requires the adder to have a connection with each
added user as specified in Section 5

TODO. Note here that the sender MJUST use the Saf eAAD as defined in
t he extension doc.

struct {
opaque encrypted_identity_|ink_keys<V>;
} AddAAD

Exi sting group nenbers can then decrypt the identity |ink keys to
learn the real identities of the added users

When it receoves a Conmit nessage, the hub adds the encrypted
identity link keys to the roonis state.

Finally, the added user receiving the welcone can then obtain the
encrypted identity |link _keys fromthe hub and decrypt them using the
identity link wapper_key fromthe extension and use the decrypted
identity_ link keys to decrypt the identity_link _ciphertexts of all
other clients in the room

Kohbr ok & Robert Expires 9 Cctober 2025 [ Page 5]



I nternet-Draft MMM April 2025

4.2. Join flow

Menbers joining a roomthrough the join flow need to obtain the
identity |link wapper_key out of band. The key can be shared any
ot her group nenber.

TODO When defining features such as join/invitation links the
identity_link wapper_key should be included in the Iink

When joining the group, the joining client MJST include its own
encrypted identity link key in the AAD of the external commt nessage
via the AJdAAD struct.

5. Connections

A connection is a nutually agreed-upon relation betwen two users.
Users can establish connecti ons between one-anot her through the
foll owi ng process.

Let’s call the initiator of the connection establishment Alice and
the respondi ng user Bob.

At the time of registration with their local provider, Aice and Bob
generate an HPKE keypair and upload the public key (called the
connection establishment public key) to their respective providers.
The providers nake the keys available to all other users w thout
requiring authentication

To hide Alice’'s identity from Bob’'s provider throughout the
connection establishment process, Alice obtains Bob’s connection
est abl i shnent public key from Bob’'s provider

Alice now creates a new conversation with her |ocal provider as hub
and adds all of her clients to that conversation. She then conpiles
the following information into a connection request:

struct {
Credential requester_client_credential;
opaque connection_room i d<V>;
opaque connection_room.identity |ink wapper_ key<V>;
opaque requester_connection_key<V>;
opaque connection_response_key<V>;
} Connecti onRequest

The connection_response_key is a fresh HPKE keypair that Alice

gener ates when she creates the connection request. It is |ater used
by Bob to encrypt his own connection_key if Bob chooses to accept the
request .
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TODO. The request will likely contain nore information such as e.g
an aut horization token that allows Bob to fetch Alice' s KeyPackages.
Any such information nust also be included in the Connecti onResponse
bel ow.

Al'ice then encrypts the connection request using Bob’s connection
establ i shnent public key and sends it to Bob’'s provider

Bob fetches the connection request fromhis provider and decrypts it
usi ng his connection establishnent key.

He can inspect Alice's requester client _credential and deci de whet her
to accept the request.

If Bob accepts, he creates a connection response:

struct {
opaque responder_connection_key<V>;
} Connecti onResponse

Bob then follows the join flow for the roomw th the
connection_roomid, including the ConnectionResponse encrypted under
the connection_response key in the join nmessage’'s (i.e. the externa
commit’'s) AAD. As part of that process, he obtains the encrypted
identity_link_keys for Alice’s clients and verifies that they bel ong
to the same user as the requester_client_credential in the connection
request.

Bob joining the roomsignals to Alice that Bob has accepted her
connection request. Alice can decrypt Bob’'s Connecti onResponse in
the join nmessage’s AAD using the connection response key she
initially included in the connection request.

Both Alice and Bob now share a room and can derive identity |ink keys
for each other’s clients, which in turn allows themto add each other
to roons.

6. User-to-user pseudonymty

In sone cases, users nay want to communicate with each other w thout
revealing their real identities to one-another. Room policy can thus
specify the extent to which clients are required to provide
identity_link_keys. For exanple, identity_link_keys might not be
allowed at all, or only adnmins are required to provide
identity_link_keys.
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7

KeyPackages

The use of user and client pseudonyns requires some additional care
when generating and upl oadi ng KeyPackages.

The user and client pseudonyns in the PseudonynousCredential nust be
uni que across groups. For the client pseudonymto be uni que across
groups, clients can generate it randomy for each KeyPackage.

However, to allow the hub to associate a set of |eaves with a user,
the user pseudonym nust be consistent across the | eaves in that

group. This nmeans that clients need to coordinate to provide
KeyPackage sets, where each KeyPackage in a set contains a consistent
user pseudonym and no two sets contain the same pseudonym Each such
set can be used in the context of one group

A procedure for a client to upl oad KeyPackages coul d thus | ook as
fol | ows:

1. Check for which user pseudonyns other clients of the same user
have upl oaded KeyPackages.

2. ldentify user pseudonyns for which the KeyPackage set is mssing
a KeyPackage of this client.

3. Generate and upl oad KeyPackages for those user pseudonyns.

4. Upload as many KeyPackages as desired, thus starting new
KeyPackage sets for other clients to conplete.

At | east one KeyPackage set of each user mnust consist of |ast-resort
KeyPackages. |If such a last-resort set is used nore than once, the
use of the same user pseudonym allows the hub to | earn that one user
is active in two particular groups. The re-use of such a set cannot
be avoided entirely, but users upload nore than one set (and re-
upload | ast-resort sets frequently) to mtigate this at least to a
certain degree

When upl oadi ng KeyPackages, user generally upl oad KeyPackages to
their provider indexed by their connection token. To avoid |eaking
nmet adata to the user’s own provider, the upload nmust not be connected
to the user’s identity.

Users can then fetch KeyPackages of connected users fromtheir
respective providers using the connected user’s connection token
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8. Message Fanout

This protocol assumes that clients have one or nore queue |Ds that
their local provider can use to route incom ng nessages to a place
that the client can access.

For each menber of a given group, the nmenber’s queue IDis stored in
a |l eaf node extension s.t. the hub can forward that information to
the client’s local provider upon fanout.

Since in nost cases, there will only be a single queue for each
client (as opposed to one queue per group), the queue IDis encrypted
usi ng an HPKE key of the client’s provider.

When receiving the encrypted queue ID with the nessage fanout, the
provi der can decrypt the queue ID and route the nessage to the
correct queue.
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