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Abst r act

This specification describes a service to |ocate OpenPGP and Li brePGP
keys by mail address using a Wb service and the HITPS protocol. It
al so provides a nmethod for secure comruni cati on between the key owner
and the mail provider to publish and revoke the public key.

Status of This Meno
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Task Force (I ETF). Note that other groups may also distribute
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Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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Copyright Notice
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1. Introduction

This meno describes a nethod to associ ate OpenPGP keys with a mai
address and how to | ook themup using a web service with a well-known
URI. In addition a mail based protocol is given to allowa client to
setup such an association and to maintain it.

2. Notational Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Wb Key Directory

A maj or use case for OpenPG is the encryption of mail. A common
difficulty of sending encrypted mails to a new comruni cati on partner
is to find the appropriate public key of the recipient. Unless an

of f-channel key exchange has been done, there are no easy ways to

di scover the required key. The comopn practice is to search the
networ k of public key servers for a key matching the recipient’s mai
address. This practise bears the problemthat the keyservers are not
able to give a positive confirmation that a key actually belongs to
the nmail addresses given in the key. Further, there are often
several keys matching a mail address and thus one needs to pick a key
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on good luck. This is clearly not a secure way to setup an end-to-
end encryption. Even if the need for a trusted key for an initial
mai | message i s relinquished, a non-authenticated key nmay be a wong
one and the actual recipient would receive a mail which she can't
decrypt, due to the use of a wong key.

Met hods to overcone this problemare

* sending an initial unencrypted nmessage with the public key
attached,

* using the OpenPGP DANE protocol to |ookup the recipients key via
t he DNS.

The first method has the obvious problens of not even trying to
encrypt the initial mail, an extra nmail round-trip, and problens with
unatt ended key di scovery.

The latter nethod works fine but requires that mail providers need to
set up a separate DNS resolver to provide the key. The

adm nistration of a DNS zone is often not in the hands of small mail
installations. Thus an update of the DNS resource records needs to
be delegated to the ISP running the DNS service. Further, DNS

| ookups are not encrypted and missing all confidentially. Even if
the participating MJAs are using STARTTLS to encrypt the mail
exchange, a DNS | ookup for the key unnecessarily identifies the

| ocal -part of the recipients mail address to any passive

eavesdr oppers.

This meno specified a new nethod for key di scovery using an encrypted
htt ps connecti on.

3.1. Key Discovery

Al though URI's are able to encode all kind of characters,
straightforward inplenentations of a key directory nay want to store
the local-part of a mail address directly in the file system This
forbids the use of certain characters in the |local-part. To allow
for such an inplementation nethod the URI uses an encoded form of the
| ocal -part which can be directly nmapped to a file nane.

OpenPGP defines its User IDs, and thus the nmail address, as UTF-8
strings. To help with the comopn pattern of using capitalized nanes
(e.g. "Joe.Doe@xanple.org") for mail addresses, and under the

prem se that alnost all MIAs treat the | ocal -part case-insensitive
and that the dommin-part is required to be conpared case-insensitive
anyway, all upper-case ASCI|I characters in a User ID are nmapped to

| owercase. Non-ASCI| characters are not changed
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The so mapped | ocal -part is hashed using the SHA-1 algorithm The
resulting 160 bit digest is encoded using the Z-Base-32 nethod as
described in [RFC6189], section 5.1.6. The resulting string has a
fixed I ength of 32 octets.

There are two variants on howto formthe request URI: The advanced
and the direct method. Inplenentations MJUST first try the advanced
method. Only if an address for the required sub-domain does not

exi st, they SHOULD fall back to the direct nethod. A non-responding
server does not nmean that the fall back should be carried out.

The advanced nethod requires that a sub-domain with the fixed nane
openpgpkey is created and queried. The URI is constructed by
concat enating these itens:

* The schene https://,

* the string openpgpkey,

* the dommin-part,

* the string /.well-known/ openpgpkey/,

* the donain-part in | owercase,

* the string /hu/,

* the above constructed 32 octet string,

* the unchanged | ocal -part as a paraneter with name | using proper
percent escapi ng.

An exanpl e for such an advanced nethod URI to | ookup the key for
Joe. Doe@xanple. ORG i s

htt ps:// openpgpkey. exanpl e. org/ . wel | - known/ openpgpkey/
exanpl e. org/ hu/i y9qli9eut r kn8slmnk4r 39gej nbu3n5q?l =Joe. Doe

(l'ine has been wrapped for rendering purposes)

The direct nethod requires no additional DNS entries and constructs
the URI by concatenating these itens:

* The schene https://,
* the donain-part,

* the string /.well-known/ openpgpkey/ hu/,
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* the above constructed 32 octet string,

* the unchanged | ocal -part as a paranmeter with name | using proper
percent escapi ng.

Exanmpl e for a direct nethod URI:

https://exampl e. org/ . wel | - known/ openpgpkey/
hu/iy9g119eut r kn8slmnk4r 39gej nbu3n5q?l =Joe. Doe

(l'ine has been wrapped for rendering purposes)

Sites which do not use the advanced nethod but enpl oy wildcard DNS
for their sub-domains MJUST make sure that the openpgpkey sub-donmain
is not subject to the wildcarding. This can be done by inserting an
enpty TXT RR for this sub-domain.

The HTTP GET nmethod MJST return the binary representation of the
OpenPGP key for the given nmail address. The key needs to carry a
User | D packet ([RFC4880]) with that mail address. Note that the key
may be revoked or expired - it is up to the client to handl e such
conditions. To ease distribution of revoked keys, a server may
return revoked keys in addition to a new key. The keys are returned
by a single request as concatenated key bl ocks.

The server MUST accept the HTTP HEAD nethod to allow a client to
check for the existence of a key.

The server SHOULD use "application/octet-streant as the Content-Type
for the data but clients SHOULD al so accept any other Content-Type.
The server SHOULD NOT return an ASCI| arnored version of the key.

The server MJIST serve a Policy Flags file as specified below That
fileis even required if the Web Key Directory Update Protocol is not
support ed.

The benefit of the advanced nethod is its greater flexibility in
setting up the Web Key Directory in environnents where nore than one
mai | domain is hosted. DNS SRV resource records, as used in earlier
specifications of this protocol, posed a problemfor inplenentations
whi ch have only limted access to DNS resolvers. Note that the
direct method allows to provide a Wb Key Directory w thout any DNS
changes.

Koch Expires 28 May 2026 [ Page 5]



I nternet-Draft QpenPGP Wb Key Directory Noverber 2025

4.

Web Key Directory Update Protoco

To put keys into the key directory a protocol to automate the task is
desirable. The protocol defined here is entirely based on mail and
the assunption that a mail provider can securely deliver mail to the
I NBOX of a user (e.g. an IMAP folder). Note that the sane protoco
may al so be used for submitting keys for use with CpenPGP DANE

In the follow ng sections the term"target key" denotes the to be
publ i shed key, the term "subnission key" the key associated with the
submi ssi on-address of the mail provider. The string "WELLKNOM'
denotes the first part of an URI specific for a domain. |In the
exanpl es the domain "exanple.org" is assuned, thus:

VELLKNOWN : = https://openpgpkey. exanmpl e. org/ . wel | - known/
openpgpkey/ exanpl e. or g

(l'ine has been wrapped for rendering purposes)
or if the sub-domain openpgpkey does not exist (direct method):
VELLKNOWN : = https://exanple.org/.well-known/ openpgpkey

We assune that the user already created a key for her nmail account
alice@xanple.org. To install the key at her provider’'s Wb Key
Directory, she perforns the follow ng steps:

1. She retrieves a file which contains one line with the mail
address used to subnmit the key to the nail provider. See bel ow
for the syntax of that file. For a mail address at the domain
"exanpl e.org" the URI of the file is

VELLKNOWN subm ssi on- addr ess

2. She sends her key using SMIP (or any other transport mechanism
to the provider using the subm ssion address and key format as
specified by PGP/ M ME.

3. The provider checks that the received key has a User |ID which
mat ches an account name of the provider

4. The provider sends an encrypted nmessage containing a nonce and
the fingerprint of the key to the mail account of the user. Note
that a simlar schene is used by the well known caff(1l) tool to
help with key signing parties.
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5. Alegitimte user will be able to decrypt the nessage because she
created the key and is in charge of the private key. This step
verifies that the submtted key has actually been created by the
owner of the account.

6. The user sends the decrypted nonce back to the subm ssion address
as a confirmation that the private key is owned by her and that
the provider may now publish the key. The confirmation mail to
the provider MIST be encrypted using the provider’s public key as
retrieved using the key | ookup protocol described above.

7. The provider receives the nonce, matches it with its database of
pendi ng confirmations and then publishes the key. Finally the
provi der sends a mail back to the user to notify her of the
publicati on of her key.

The nessage data structures used for the above protocol are specified
in detail bel ow

4.1. The Subm ssion Address
The address of the submi ssion file is
VELLKNOWY subm ssi on- addr ess

The file consists of exactly one line, termnated by a LF, or the
sequence of CR and LF, with the full mail address to be used for
submi ssion of a key to the mail provider. For exanple the content of
the file may be

key- subm ssi on- exanpl e. org@li rect ory. exanpl e. org
4.2. The Subm ssion Mil

The nmail used to submit a key to the mail provider MJST conply to the
PGP/ M ME specification ([ RFC3156], section 7), which states that the
Cont ent - Type must be "application/ pgp-keys", there are no required or
optional paraneters, and the body part contains the ASClI-ar nored
transferable Public Key Packets as defined in [ RFC4880], section
11.1.

The nail provider MJST publish a key capable of signing and
encryption for the subm ssion-address in the Wb Key Directory or via
DANE. The key to be published MIUST be subnitted using a PGP/ M ME
encrypted message ([ RFC3156], section 4). The message MJST NOT be
signed (because the authenticity of the signing key has not yet been
confirnmed). After decryption of the nessage at the nmail provider a
single "application/pgp-keys" part, as specified above, is expected.
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4.3. The Confirmation Request

The mail provider sends a confirmation nmail in response to a received
key publication request. The nessage MJST be sent fromthe

submi ssi on-address of the nmail provider to the nmail address extracted
fromthe target key. The nessage needs to be a PGP/ M ME si ghed
message using the submi ssion key of the provider for the signature.
The signed nmessage MJUST have two parts

The first part MJST have "text" as its Content-Type and can be used
to explain the purpose of the mail. For exanple it may point to this
specification and explain on how to manual ly perform the protocol

By eval uating the Content-Language header of the request the provider
may send back a | ocalized version.

The second part MJUST have a Content-Type of "application/

vnd. gnupg. wkd" and carry an QpenPGP encrypted nessage in ASCI| Arnor
format. |If the protocol version is unknown or less than 5 the
Cont ent - Type "appli cation/vnd. gnupg. wks" MJST be used for backward
compatibility. The message MJST be encrypted to the target key and
MUST NOT be signed. After decryption a text file in the Wb Key data
format nust be yi el ded.

That data format consists of nanme-value pairs with one nane-val ue
pair per LF or CR+LF ternminated line. Enpty lines are allowed and
will be ignored by the receiver. A colon is used to termnate a
nane.

In a confirmati on request the follow ng nanes MJST be send in the
speci fied order:

* "type": The val ue nust be "confirmation-request"”.

* "sender": This is the mail box the user is expected to sent the
confirmation response to. The value nust match the nmil box part
of the "From" address of this request. Exactly one address MJST
be given.

* "address": The value is the addr-spec part of the target key’'s
mai | address. The value SHOULD match the addr-spec part of the
reci pient’s address. The value MJST be UTF-8 encoded as required
for an OpenPGP User |D.

* "fingerprint": The value is the fingerprint of the target key.

The fingerprint is given in uppercase hex encodi ng w thout any
i nterl eavi ng spaces.
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* "ponce": The value is a string with a mninmumIlength of 16 octets
and a maxi mum | ength of 64 octets. The string nmust entirely be
made up of random ASCI| letters or digits. This nonce will be
sent back to the mail provider as proof that the recipient is the
| egitimate owner of the target-key.

The receiver of that nmessage is expected to verify the outer
signature and disregard the entire nessage if it can't be verified or
has not been signed by the key associated with the subm ssion

addr ess.

After the nessage has been verified the receiver decrypts the second
part of the signed nessage, checks that the "fingerprint" matches the
target key, checks that the "address" matches a User |ID of the target
key, and checks the other constrains of the request format. |[If any
constraint is not asserted, or the fingerprint or User |ID do not

mat ch the target key, or there is no pending publication requests
(i.e. a mail recently sent to the subnission address), the user MAY
be notified about this fake confirmation attenpt.

In other cases the confirmation request is legitimte and the MJA
shall silently send a response as described in the next section

The rationale for the outer signature used with this request is to
all ow early detection of spamnails. This can be done prior to the
decryption step and avoi ds asking the user to enter a passphrase to
performthe decryption for a non-legitimte nmessage. The use of a
sinpl e encrypted attachnent, instead of using PGP/M ME encryption, is
to convey the Content-Type of that attachnment in the clear and al so
to prevent automatic decryption of that attachnment by PGP/ M ME awar e
clients. The MJA may in fact detect this confirmation request and
present a custonized dialog for confirmng that request.

4.4. The Confirmation Response

A response to a confirmati on request MJUST only be send in the
positive case; there is no negative confirmation response. A nail
service provider is expected to cancel a pending key subm ssion after
a suitable time without a confirmation. The mail service provider
SHOULD NOT retry the sending of a confirmation request after the
first request has been send successfully.
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The user MJST send the confirmation response from her target nmai
address to the "front' address of the confirmation request. The
message MJST be signed and encrypted using the PGP/ M ME Combi ned
format ([ RFC3156], section 6.2). The signing key is the target key
and the encryption key is the key associated with the provider’s
submi ssi on address. The server MAY verify the signature and silently
discard the nessage if it is not found to be valid;

The Content-Type used for the plaintext nessage MUST match the
Content - Type of the request. The format is the sanme as descri bed
above for the Confirmati on Request. The body nmust contain four nane-
value pairs in this order

* "type": The value nust be "confirmation-response"

* "gender": The value is the value of the "sender" paraneter from
the confirmation request.

* "address": The value is the value of the "address" parameter from
the confirmation request.

* "nonce": The value is the value of the "nonce" paraneter fromthe
confirmation request.

The server MUST check the "nonce" against the one sent in the request
and publish the key only if the nonce matches and has not been re-
used.

4.5. Policy Flags
For key generation and subnmission it is useful to tell the client
about certain properties of the mail provider in advance. This can
be done with a file at the URL

VELLKNOWN pol i cy

A site supporting the Web Key Directory MJST serve this file; it is

sufficient if that file has a zero length. Cdients may use this file
to check for Web Key Directory support.
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The file contains keywords and optionally values, one per line with
each line termnated by a LF or the sequence of CR and LF. Enpty
lines and lines starting with a '# character are considered coment
lines. A keyword is nade up of |owercase letters, digits, hyphens,
or dots. An underscore is allowed as a nanme space delimters; see
bel ow. The first character nust be a letter. Keywords which are
defined to require a value are directly followed by a colon and then
after optional white space the value. dients MJST use case-
insensitive matching for the keyword.

Currently defined keywords are:

*  "mail box-only": The mail server provider does only accept keys
with only a mailbox in the User ID. In particular User IDs with a
real nane in addition to the mailbox will be rejected as invalid.

* "dane-only": The mail server provider does not run a Wb Key
Directory but only an OpenPGP DANE service. The Web Key Directory
Update protocol is used to update the keys for the DANE service.
The use of this keyword is deprecat ed.

* "auth-subnmit": The submission of the mail to the server is done
usi ng an authenticated connection. Thus the submitted key will be
publ i shed i medi ately without any confirmation request.

* "protocol -version": This keyword can be used to explicitly claim
the support of a specific version of the Wb Key Directory update

protocol. This is in general not needed but inplenentations may
have wor karounds for providers which only support an old protoco
version. |f these providers update to a newer version they shoul d

add this keyword so that the inplenentation can disable the
wor karound. The value is an integer corresponding to the
respective draft revision nunber.

* "subm ssion-address": An alternative way to specify the subni ssion
address. The value is the addr-spec part of the address to send
requests to this server. |If this keyword is used in addition to
the submi ssion-address file, both MJUST have the sane val ue.

More keywords will be defined in updates to this I-D. There is no
registry except for this docunent. For experinental use of new
features or for provider specific settings, keywords MJST be prefixed
with a domain nane and an underscore
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5.

6

6

1.

Security Considerations

The use of SHA-1 for the mapping of the |local-part to a fixed string
is not a security feature but nerely used to map the local-part to a
fixed-sized string nade froma well defined set of characters. It is
not intended to conceal information about a nail address.

The domain name part of the mail address is not part of the hash to
avoid problens with internationalized domain nanmes. |Instead a
separate URL is required for each domain nane.

To make it a bit harder to test for published keys, the server
responsible to serve the WELLKNOM di rectory SHOULD NOT create an
index file for that directory or any sub-directory.

The mail provider MJUST nake sure to publish a key in a way that only
the nmail address belonging to the requested user is part of the User

I D packets included in the returned key. Oher User |ID packets and
their associated bi nding signatures MJST be renoved before
publication. Confirmation requests MJST only be send for such to be
published User ID. It is further recomended that a client filters a
received key or a key send for a publication requests so that only
the specific User IDwith the mail address of the provider is

i nported or send.

A client MJST NOT accept a HITP authentication chall enge (HTTP code
401) because the information in the Wb Key Directory is public and
needs no authentication. Allowi ng an authentication challenge has
the problemto easily confuse a user with a password pronpt and
tricking himinto falsely entering the passphrase used to protect his
private key or to login to his mail provider

The use of DNS SRV records as specified in former revisions of this
docunent reduces the certainty that a nail address belongs to a
domai n. For exanple an attacker may change the target to a host in a
sub-domai n under their control and thus gain full control over al
keys.
I ANA Consi derati ons

Vel | - Known URI

I ANA i s requested to assign a well-known URI in the "Well-Known URIS"
registry as defined by [ RFC8615]:

URI suffix: openpgpkey

Change controller: |ETF
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Appendi x A, Sanpl e Protocol Run

The foll owi ng non-normati ve exanpl e can be used by inpl enentors as
gui dance.

Not e that GnuPG version 2.1.12 supports the key di scovery descri bed
in version -00 of this docunment (auto-key-locate nethod "wkd").
Version 2.1.16 can run the protocol described in this docunent but is
al so able to run the protocol version specified by -01. For backward
compatibility this exanple uses the Content-Type as required for
versions of this protocol prior to -04; if the client knows that the
server support -04 "vnd. gnupg. wkd" shoul d be used.
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A 1. Sanple Keys
This is the provider’s subm ssion key:
————— BEG N PGP PRI VATE KEY BLOCK- - - - -

| FgEV/ TAohYJKwYBBAHaRW8BAQIAB/ k9YQF STI 8qQqgK1Ki mH BsvzsowW t SQPT
FP+f OC4AAAP46uJ3Snno3Vy+kORye3r f OWW uz82voEQLx G6Whf HhREEt Bpr ZXkt
c3Vi bW zc2l vbkBI eGFt ¢Gxl Lkl dl h5BBMACAAhBQI X9MCi Ahs DBQsJCAcCBhUI
CQoLAgQM\AgVBAh4BAhe AAA0J EKht NooWDc gEVWMUA/ 0e9Xaept szWC9ZvPg8l NL6a
Bv RqPBYGU7 PGruXsxBov AQDy ¢ k Oy k GOUAf HVYy NIw4gSK/ bi McnqVr 857i 8/ Huvj W
Co5xdBFf OwKl SCi s GAQBI 1UBBQEBBOApvaoe4M SEJ1f pds/ 4DFl 2kXXBpnVj i/ s
WJ9bt dt hNQVBCACAAPIFJIX99T1LEJzZBnvBBnc6bi mT6/ 1O0KMPRAO4R0/ uVPEBFL
i GEEGBYI AAKFAI f OwWKI COMVACgk Qq@02i hbRyoTlI GMDOFBr 920sj L7HkhhzZZ7Z22D

My3b9zpozeM vPg5YPqpdKMY j hZoHUZCRVBYf 7YRFb8aXt uyet DFZYr kj numt+OG
HFAD

=Hnwd
————— END PGP PRI VATE KEY BLOCK- - ---

This is the target key to be published:
————— BEG N PGP PRI VATE KEY BLOCK- - - - -

| FgEV209XRYJ KWYBBAHaRW8BAQJIAZ8z kuQDLIX7r cvvo06s3i EF1j 88Dknd9nzZhL
NTEoBRKAAPI4NCZMVAWY2] ORXF MbphLGSz3RsHvs/ vA1Opaus4+R3BKJIt Bt wYXRy
aVWNl Lmx1bXVt YnFAZXhhbXBsZS5uZXSI e QQTFggAl QUCV209XQ bAWULCQyHAg YV
CAkKCOW EFgl DAQ eAQ XgAAKCRATI WNoKgl NCpk NAQDFDcwJ Uzsxu7aJUi PdpYX|
4uVar r Xakx EE8nGFot WhLADOGH4r qLDYI E3NKEUOs +Ckt 4t El wdaV8HLNNPPPM K
3g2cXQRXaj 2NEgor BgEEAZdVAQUBAQAAFNNNZc99TuKk5i CqOwmyZUVF2Re XN2Cs
gAl 8i GQRUW DAQIHAAD! VIV VG cwCBPcLTya2hf U4t 37nMc FCKANSXj J5DFAOAP
PohhBBgWCAAJBQI Xaj 2NAhs MAA0JEBOVY2gqAgOKy4UA/ 0GmvaXz XenLvv1Xwdy x
Eaz/ Kf KKGc4RI+38f yqUz w8NAQCohQ+ki 31 5f 84EXLZEi Ui LsnVt On1HNxvND/ gW
Ti FZBA==

=GH 7

————— END PGP PRI VATE KEY BLOCK- - - - -

A. 2. Sanple Messages

The first message triggers the publication requests.
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From patrice. |l unmunba@xanpl e. net

To: key-subm ssi on@xanpl e. net

Subj ect: Key publishing request

M ME-Version: 1.0

Content - Type: nultipart/encrypted;
prot ocol ="appl i cati on/ pgp-encrypted”;
boundary="=-=01- e8k4lellob31leef a36wo=- ="

Date: Wed, 05 Cct 2016 10:15:51 +0000

--=-=01-e8k4lellob3leef a36wo=- =
Cont ent - Type: appli cation/ pgp-encrypted

Version: 1

--=-=01- e8k4lellob3leef a36wo=- =
Cont ent - Type: application/octet-stream

hF4DUgL Y5t vimA2s SAQIARLAcqvFpQe/ f HRZbf Oxcnl 9Th+At waX2y ZnZXGELGHsw
1/ e3E0J pt Wivbt pRAVe7100F8Z2q94j | 76ZgQKf j / Syj pLIxyoEDy 2N5wTQagWiJt M.
OukBlvh7dl RDxBIX/ LQ JCOwWz801@vj cLIKFFvDb7Yr er ABpPl zwQAupcgl bQHj

5ml+2WJU5CL8f f yJy2hlj V2X40nvWF1Sn6J6SVDEDF ZpOPRt 9TxSemlr N1LJ 3l GON
t sSBAUYNCOeC1H2r 5TYyxqkC98JF8+Nvyxd/ f wne8l G K9ui xkNMC5H9/ ZOHO YWCh
wBNNB4i XuymdQ Pxi LkDynsVFOww Xr CDE9Y259EGTO45VFNr JAX3HFs 9/ Pc MCVk
n2qMyEkr 8LH XeEPun6z54RHUPYv2cUKEZOhhSJ+rt Bxkc/ 50 ¢ ASc CEXRKFSKEF
j LJAVLK/ u/ ga5DAz Vai +vh6b6Bg+YVPaDOGWhW 4CgRI0p9OLULI 6S/ Hzwhv OV f

8f JoJCaDj yvRDgr 09] YLWanxk SONVk qwy 6 MXJvxwbNdd5Xt gi WAY400L!I 1hDIhxR
I j n/ Xvot XKWhKN+4QGh!I XDVt 4Dl 4XxS5pt W VTau8WBDYqDs U2obEcf si r Zv53ML
QUFCDB8CD9+dk Bt 8VAJek CW/hEI t cRHxI r znbk?2j xnmD3xSD206gZ5X0VSaSUXy Ehm
J+8F3gyTHGgbq/ Tgyj FoockWh5Et GgAFuUW nPJ CF5PQ' UaNeoKwgwSJ Bu60o TXk Hx
RAnvvMRcj 5UgTsKpZ79Ni DQukbj GEScNT5TCUI i ZsBXBgBx3f D6 1EH6c Auh4P3Kr

i M7PY4f wAHO890Dx+Q t

=W hx

--=-=01-e8k41lellob3leef a36wo=- =- -

The server decrypts this nmessage to
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Cont ent - Type: application/ pgp-keys
----- BEG N PGP PUBLI C KEY BLOCK- - - - -

nDIVEV209 XRYJ KwYBBAHaRWBBAQAAZ8z kuQDL9x 7r cvvo06s3i EF1j 88Dknd9nzZhL
NTEoBRMOG3BhdHIpY2UubHVt dWLi YUBI eGFt cGxI Lnbl dI h5BBMACAAhBQI Xaj 1d
AhsDBQs JCAc CBhU CQoLAgQMWAgVBAh4BAhe AAA0JEBOVY2ggAgOKMUOBAMUNZ Al T
Oz Grt ol SI 921 hePi 5Vqut dqTEQTYYYW 1aEsAPOYf i uosNggTc0oRTSz46S3i 0Q
Al pXwf U00888yI r eDbg4BFdgPYOSCi s GAQBI 1UBBQEBBOAWEeZI z31O4qTml Kr 3
CZhl RUXZFxc3YKyoCXy| ZBBRawVBCAel YQQYFggACQUCV209j Q bDAAKCRATI WNo
Kgl NCsuFAP9Bpl W 813pi 779V8OVERGs/ ynyi hnOESf t / H8ql MBPDQEAqQI UPpl ty
OX/ OBFy2RI | 1i 7J1bTp9RzcbzQ 4Fk4hWQQ=

=qRf F

----- END PGP PUBLI C KEY BLOCK---- -

and returns this confirmation request
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From key-subni ssi on@xanpl e. net

To: patrice. | unurba@xanpl e. net

Subj ect: Confirmyour key publication

M ME-Version: 1.0

Content - Type: nultipart/encrypted;
prot ocol ="appl i cati on/ pgp-encrypted”;
boundar y="=-=01- w zqued738df x4x97u7y=- ="

Date: Wed, 05 Cct 2016 10:16:57 +0000

--=-=01-w zqued738df x4x97u7y=- =
Cont ent - Type: application/ pgp-encrypted
Version: 1

--=-=01-w zqued738df x4x97u7y=- =
Cont ent - Type: application/octet-stream

hF4DkYWH k/ NdMASAQIAl uQeqhECpU2T0z Ey BAEbFZzhLKpubNL60wj

Novenber 2025

kFCrt UcOMwv

FwygMef p9cvTMIJ/ xj kvmAcl EOT4AY/ hnly FQ4z0KQgCk Sac+8nmk Dyl nPdx| XYw
0sBSAXI bgpVA7eUpFul2Zs10zbl XxI we6osR5wUI Jut / RCCs YQ vx C55x8niJX5/
zgTnNzl Mzye5ws4pTgAeQ2x0Yv018L8I ZgY5KxwILBzl ssOWL.Z45Z¢c S80hR11Fx
NCowlf KF81 MhQIxagTEQ h807nct z8vT5bR1gx0d7N3LM+t h8nAg9/ 6Ghf 1XTpLo
Mz wGWFt OG7 DglUxbw2bj aCuRBeh6! | pnNAWLpm f nNu7PpoRydUsw1K/ RBMT06z
MKdJ 71 WemVGes 9EGNG3e4nj ul LvNazhf Yy+a73l hDSaPnBoqdl 1Qx7t bNg6l G n6

KSt CYAcPGPp3nv7aVkf sPGThOVRhEXgaFFywf WSVEj 1pdl Rj DFA==
=Cdj h
----- END PGP MESSAGE- - - - -

--=-=01-w zqued738df x4x97u7y=- =- -
The client decrypts this PGP/ M ME nessage as

Cont ent - Type: appli cation/vnd. gnupg. wks
Cont ent - Transf er- Encodi ng: 8bi t

type: confirmation-request

sender: key-subm ssi on@xanpl e. net

address: patrice. | ununrba@xanpl e. net

fingerprint: B21DEAB4F875FB3DA42F1D1D139563682A020D0A
nonce: f5pscz57zj 6f kllwekk8gx4cnr b659a7

creates this response
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Cont ent - Type: appli cation/vnd. gnupg. wks
Cont ent - Transf er - Encodi ng: 8bi t

type: confirmation-response

sender: key-subm ssi on@xanpl e. net
address: patrice. | umunba@xanpl e. net
nonce: f5pscz57zj 6f kllwekk8gx4cnr b659a7

and sends it PGP/ M ME Conbi ned signed and encrypted to the server

From patrice. |l unmunba@xanpl e. net

To: key-subni ssi on@xanpl e. net

Subj ect: Key publication confirmation

M ME- Version: 1.0

Cont ent - Type: multi part/encrypted;
prot ocol ="appl i cati on/ pgp-encrypted”;
boundary="=-=01-i acqg4og4pqzlla5cglo=- ="

Date: Wed, 05 Oct 2016 10:18:52 +0000

--=-=01-i acqg4og4pgzlia5cglo=-=
Cont ent - Type: appli cation/ pgp-encrypted

Version: 1

--=-=01-i acqg4og4pgzlla5cglo=-=
Cont ent - Type: application/octet-stream

----- BEG N PGP MESSAGE- - - - -

hF4DUgLY5t vmA2s SAQJAI q98ugycHadQGRe0+055eGUzdQ@ ORR+u5LuJ U+o YXHKw
4V1z0S1QPOIBW xHAG2Pt j AGShT2xN+1v8T2gq3nmdgCEMCHX/ Nj 61 Nuu+HXF800D
0sC5Af Ewg240KF/ 6@Bvbi1L/ KUzFei t nVBBnxS1i 9XONI FTpSG Bi r 9szqz3Qx Mu
8Sma+X4g/ i/ rb06Zt YOvOr +NChOf Y+f M 8l aqw8l JUcUWL20z+GaHU+Cl aJWlyk
suqj W ZWOWPQ@nXHZTVOKPk4b8Y8f 34GvoqP9ZyVFhZ+/ 9xcvE3f HOoZKel K9Yi
4Bxza2HvWRkkKc480Or f 5A] K4A5WH G72nv2d/ Ki Yf zBmMOWIT5QkVgRnX+vpoQc+bo
t hEE715ma9SnZMe Y3f RcPnhj | DxDneB5DD7WNdi z+wZLOG HW kT8Eo4/ OZnb72M
t 44hd8xB8wbf hz5/ zmgm G4l GGAAMonZyg7d f 024xal gkj gnd1G yWazt NQVBXx
34kDLTF1f kj gmvZOx TEFKWC5dzr p1qb7B4ZWs FXC+bSLC5t eaRaj nmOr 4T5t XCFV7
TLOgNBsg/ bRBU6WnFDaOalj | eoTsh/ 7YNJaMsoi Mk7Nr He+uVgaEbE4Hs W=

=t| CO

----- END PGP MESSAGE- --- -

--=-=01-i acqg4og4pgzlia5cglo=- =- -
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Appendi x B. Changes Since -14

*

Deprect at ed dane-only keyword.

Aut hor’ s Addr ess

Wer ner Koch
g1l0 Code GrbH
Ger many

Enmai | : wk@nupg. org
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