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1.

Backgr ound

Qur goal is to describe the technical difficulties in any age-gating
mechani sm such that it is effective and does not introduce security
and privacy risks as well as contravene human rights. W also hope
to show that age verification mechani sms are wholly technica
solutions that are separate from albeit often notivated by, the
means of protecting young people online.

Prior focus on child safety has |l ed to robust trust and safety
measur es taken by | arge user platforns whereby content and behavi our
nmoder ati on becane industry standard. |Its phases: Define, detect,
eval uate, enforce, appeal, educate. This cycle ensures that crinina
and unl awful content is taken down. Platforms and services with user
generated content can al so use this cycle to ensure content or
behavi or that violates platformterns of service.

In parallel, network operators have for many years inplenmented forns
of age-based access control that rely on content categorization or
DNS-1evel filtering rather than on the collection of personal data.
In several jurisdictions, ISPs are required to offer or enforce
filtering systens that restrict access to adult or otherw se
unsuitabl e content for nmnors. These systens typically work by

cl assifying destination donmains or content types into broad

categori es—such as adult, ganbling, or violence—and allow ng or

bl ocki ng them according to the subscriber’ s or guardian’ s chosen
policy. Because they do not require identity documents or individua
profiling, such network-assisted nethods can provide a baseline of
child protection with substantially |ower privacy risk. These
approaches cannot replace service-level noderation or |ega
accountability, nor should they be standal one sol utions outside of
parental controls or fam |y nanagement settings.

Rel atively new are proposals to protect children via age gate. Age
gating in the analog world is typically enforced at the point of
action, sale or entry through hard docunent checks at |iquor stores,
as one exanple. Replicating age gating in the online world has
encount ered consi stent tensions between accuracy and privacy, often
reducing the problemto one of feasibility. Oten, online age
verification has taken the formof requiring websites to show a
pronpt to the user to self-declare their age or birthdate before they
can gain access to content or services.

Sone services, websites, or apps require uploading hard documents to
verify identity, just as some services, websites or apps require
paynent with a credit card. These often create an illusion for
policy nakers that users could be required by any service to require
sharing of the same hard documents or credit card details in order to
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verify age at scale, both for all users and for a wide variety of

pl atforns and services. However any such systemis expensive,
difficult to scale, and introduces data protection liability and
privacy risks to users— including potential data breaches or the
excl usion of users who do not possess traditional identity docunents
but who woul d ot herwi se be | awful users. Hard docunent identity
review in the context of general-use platfornms |ike social nedia
unnecessarily scales the risk of privacy, access, and equity harns
fromrequisite age gating for all users on all apps all the tine.

Many age verification nmethods conflict with data-protection
frameworks and data minimzation principles and pose serious safety,
data security, and privacy risks. As such risks will be present in
nearly all alternative nethods of age verification, an overview of
this category of risk will be of sone benefit, while we | eave met hod-
specific comentary to the security, privacy and human rights

consi derations sections. Requiring all users on all platfornms to
submit verifiable credentials can create |arge, sensitive data troves
in centralized intermediaries that are vulnerable to breaches, fraud,
or msuse. Once conpromsed, this information is difficult—if not

i mpossi bl e—to secure again. Conpoundi ng these concerns, precise

| ocation—required to determne conpliance with jurisdiction-specific
laws—is inplicitly inferred in all nethods, adding another |ayer of
sensitive data to the nane and age infornmation being coll ected,
processed, and stored.

From an operational and architectural perspective, centralizing or
repeat edl y exchangi ng such verification data nay al so create systenmc
risks to resilience, security, and interoperability. Large-scale
credential exchanges or cross-border |ook-ups introduce new attack
surfaces and potential points of failure within authentication or
content-delivery paths.

1.1. Term nol ogy

Language nmatters because it shapes how we think about these systens.
"Assurance" is less official than "verification" and "estimtion"
adm ts inherent inprecision. [EFF-Age-Term nol ogy]

*Age Verification* Process of confirmng a user’ s age using an
authoritative or verifiable source (e.g., governnent |ID, credential,
or trusted record).

*Age Assurance* Broader set of nethods providing confidence about a

user’ s age or age range without requiring formal identity
verification.
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*Age-gating* - refers to age-based restrictions on access to online
services. Age gating can be required by law or voluntarily inposed
as a corporate decision

*Age Estinmation* - Instead of asking you directly, the system
_guesses_ your age based on data it collects about you

*Sel f-Attestati on* User-declared statement of age or date of birth
wi thout third-party validation.

*Quardi an Attestation* Verification perforned or consent provided
by a parent or |egal guardian on behalf of a mnor

*I nternmedi ary* Any actor between the user and a service, including
device OS, application platform content-delivery system resolver
or network operator

*Servi ce-Level Age Control* Mechanisns enforced by online platforns
or applications (e.g., login requirements, content gating, or age
t okens).

*Net wor k- Assi sted Age Control* Privacy-preserving nmeasures

i npl emented at or near the connectivity layer, such as DNS or policy-
based content filtering, typically based on user or guardian
preference and without identity collection

*On- Devi ce Assurance* Local verification or estimation methods
executed on the user’ s device (e.g., age-range inference, parental
settings) where data does not |eave the device.

*Credential Provider* Entity that issues, stores, or validates user
credentials used for age verification or assurance.

*Data M nimzation* Principle that personal data should be linted
to what is necessary for a specific, explicit purpose (per frameworks
such as GDPR).

*Privacy-Preserving Signaling* Exchange of netadata or tokens
bet ween system conponents to enforce policy w thout exposing persona
identifiers.

*Shar ed- Responsi bility Mdel* Architectural approach in which
service, device, and network |ayers each contribute to age-
appropri ate access control within their scope, reducing
centralization and single points of failure.

*Circunvention* Any attenpt by users or systens to bypass or
falsify age-related controls or policies
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*Jurisdictional Compliance* Ability of a systemto align with |oca
or national |aws defining age-related content or access restrictions.

2. Analysis of age gating nethods

In this section, we anal yse purely based on the efficacy of providing
and restricting access based on age. Efficacy nmeans that it works,
but also we consider feasibility, circumention and accuracy.

Effi cacy should al so refl ect cooperation across | ayers—service,
device, and network—so that no single actor bears full responsibility
or control of user data. In/Feasibility also includes operationa

scal ability—methods that add | atency or centralize | ook-ups nmay
weaken both reliability and privacy. Circumention may occur not

only by users but al so through weak or misaligned internediaries;

di stributing enforcenment across independent layers Iimts |arge-scale
bypass. In/accuracy of the nethod, fal se positives and negatives,

and what users can do about it. Recourse and renedy, e.g. who is
responsi bl e and what happens when: the determ nation of age could be
wrong; age-verification is inaccurate; no one adopts it and users

don’ t use it; people abuse it; conpanies abuse it; there is a breach;
it can be circunvented

For all of these approaches, there are al so a nunber of overarching
i ssues that nake them | ess desirable. For exanple, as noted above,
many woul d require collection of precise location information to
comply with jurisdiction-by-jurisdiction privacy |aws or other
requirenents. Inportant to note that geolocating users remains an
unsol ved probl em [|naccurate geol ocati on neans people will be
unnecessarily excluded or have an incorrect set of laws applied to
them This problemis likely to get worse as | Pv4 fragnents further

These sorts of efforts would al so create conpl ex questions of how to
obtain accurate age informati on from|long-standi ng, existing users.
Difficult questions also arise around how users can “age up” in
platforns over tinme, retaking control of their accounts and data

wi t hout oversight.

Beyond these threshold i ssues, specific proposals for age gating or
age verification nay or may not be effective. W take effective to
mean that they work for both those permtted and those restricted and
that they are feasible, durable against circunvention, and accurate.

Additionally, age gating naturally puts a barrier to entry on a given
site. Publishers spend a lot of tine optimsing their sites for ease
of use, and are now being asked to pay a third party to bounce away a
|l ot of their customers - both legitimate and otherwi se. As such the
economi ¢ argunent for publishers to ignore the lawis strong,
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particularly for laws enacted in states where that publisher has no

Il egal entity. |Inevitably, in the often used exanple of pornography,
there will be many nore non-conpliant sites than conpliant sites, and
these non-conpliant sites are likely to be non-conpliant in other
ways - eg effectively age gating their content creators.

2.1. Age credentials

The State issues the credentials that are “ground truth,” however
none provi de age as the singular datum thereby disclosing nore data
about the user than is specific to the mandate to verify age.
Exanpl es of the provisioning of credentials include: |ssuance of a
birth certificate; |ssuance of a passport; Teens: |ssuance of a
driver’ s licence (though only in the US would this be for a ul8);

I ssuance of a social insurance number / SSN / generic internationa
nane (no birthdate)

O her hard docunents that risk being |ess accurate include credit
card (no birthdate but denonstrates banked eligibility) or student ID
(not standardi zed, often no birthdate but gives approxi mation through
education |evel).

Even in digital form such as national elD or nobile driving-licence
systens, these credentials expose nore information than necessary.

2.2. Age verification

Age verification is perfornmed when a guardian, the service or third
party has direct, verified know edge of the credential and assures a
service of age. Hard docunent review would require the disclosure of
docunents containing a wide variety of sensitive information. This
information would not be linmited to a users’ age and would include
data not necessary to determ ne whether or not a user should be
permtted to use a social nmedia platform(e.g., address, credit card
nunber, etc.). Requiring such disclosures of all users would create
substantial security and privacy concerns (e.g., risk of data
breaches, exposure of additional personal information to platforns

t hensel ves) .

For credentials both physical and digital, unless they are coupl ed
with sel ective-disclosure or verifiable zero-know edge proof (ZKP)
techniques. Using internediaries at the device, service, or network
layer to handle only minimal attributes ( “over 16,” “over 18" ) can
preserve regulatory trust while limting personal -data exposure
Verification franeworks could also rely on distributed attestations

or policy-based tokens issued by trusted internediaries, enabling
services to confirmage eligibility without persistent identifiers or
central repositories.
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Mor eover, determined users may still falsify credentials or exploit
system ¢ wor karounds, underm ning the effectiveness of these
measures. Mnors and adults alike may migrate to other extra
jurisdictional platforns for conparable features rather than share
the credentials required to clear a higher bar for age verification

Consi derations for various internedi aries of age include the
fol | owi ng.

A guardi an who is accountable for the child assures the child s age.
This can be Iimting for those with nontraditional famly structures,
wards of the state, and al so assunmes guardi anship duties are al ways
performed in the best interest of the child.

A jurisdiction or a governnental agency to be the arbiter of whether
a citizen or resident would be allowed to have access to the internet
or access specific websites and services. This would have both
process and political consequences.

KYC (know your-customer laws in countries that define certain
industries as sensitive, such as banks, telecons, etc) could
theoretically be extended to any industry including social nedia,
education platforns or bl oggi ng websites. However, doing so would
blur the line between financial conpliance and social regulation,
enbeddi ng surveillance logics into general internet use. It could
al so make access to general -use and basi c communi cati on services
contingent on a financial transaction framework, which not al

i nternet-accessible platfornms and services provide.

Operating systenm evel verification shifts responsibility to device
vendors and app ecosystens. Wile this potentially renoves
redundancy for users who already have a trust relationship with these
intermedi aries, this approach would concentrate power in a few
private actors. The few OS or app ecosystens could incentivize and
or be required to facilitate wi der-spread age data requests from
apps. They could also be in a position to deternine or enforce
access across w der categories of apps or content beyond
characteristics such as age. Such centralization would raise
competition, transparency, and accountability concerns, particularly
where OS providers operate globally but respond to | ocal regulatory
pressures.
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O her third-party internediaries or age verification services could
of fer nodul ar, privacy-preserving verification as a service |ayer.
Yet without strong oversight and interoperability standards, these
actors could create new forns of data brokerage, fragnentation, or

I ock-in. Their econonic incentives—to nmonetize verification or
anal ytics—may conflict with users’ social and cultural rights,
especially if pricing or access varies across regions.

In many jurisdictions, regulated entities such as banks or

tel econmuni cati ons operators already performage or identity checks
under audited privacy franmeworks. Extending such existing
infrastructures with additional privacy-preserving |ayers could
bridge regulatory and technical feasibility.

Verifiers should be held accountable in systens where they are

di sclosed information (no matter how privacy preserving). Those
presenting proofs should have a way to report or contest a request or
determination nade within these systems. Especially in the case of
deni al of access. Treating the user as the only potentially hostile
party woul d i gnore the power dynam cs in jurisdictions where age
verification is mandatory. Al so, verifiers should be held to a
standard of reporting and registration of their scope of collection
Especially in countries where age verification systens are being
devel oped in tandemwith digital |ID systens.

2.3. Age assurance

Age assurance is an unbrella termoften used to describe the various
met hods whereby the user, a guardian, the service, third party, or
age verification service assures the service of age to the direct, or
verified know edge of the credential to various degrees of

confi dence.

Age assurance can be perforned by any of the age verification
intermediaries listed in the previous section

The user can self-attest, which is status quo for al nost every
service at this tine.

A guardi an can attest and be a legal guarantor to their children like
Facebook Messenger Kids. This nechanismalso serves to ensure a user
isin fact a child, and not an adult inpersonating a child.

Connecting new users to parents’ accounts, COPPA “requires those
operators to obtain verifiable consent fromthe children’s parents
before collecting, using, or disclosing children’s persona
informati on” and under GDPR they nust “obtain this consent froma
parent and rmake reasonable efforts to verify the identity of that

Knodel , et al. Expires 9 May 2026 [ Page 9]



I nternet-Draft age-arch Noverber 2025

parent.” (Epic Ganmes, Kids Wb Services (KWS) at “Welcone to Kids Wb
Services,” https://dev. epicganmes. com docs/ ki ds-web- servi ces/ wel cone-
to-kws (https://dev. epi cganes. conif docs/ ki ds-web- servi ces/ wel cone-t o-
kws) ).

An additional concern is that this measure proliferates rather
severely user data, risking feasibility. Rather than nininizing data
not just about the child but for the parent, this requires al

parents to first verify their age (invoke recursion analysis).
Verifiable consent is then required in addition to verifying a
parent-child rel ati onship between users, all of which invoke hard
document revi ew.

Non-state institutional or contract-bound internediary like a court-
appoi nt ed guardi an, a school or an enployer. The |inking of

under graduat e and professional enmils as nethods by which socia

medi a platfornms could increase the accuracy of their age verification
processes fall short because these are typically only given to

i ndi vi dual s of undergraduate or professional age, eg 018. At the
same time requiring an undergraduate or professional email is likely
to exclude a substantial nunber of adults. Users aged 13-17 who have
not begun attendi ng undergraduate institutions or working in

prof essional environnent will be unable to create accounts on the
platformas a result Additionally, users fromlower-income
backgrounds, honeschool settings, or international markets where
educational institutions do not provide emanil addresses will be
irrationally excluded. Such an arbitrary and discrim natory outcone
woul d anount to an unreasonable |imt on access.

The service itself could performage verification, age estination or
age assurance via the user directly or a third party, eg guardian

2.4. Age estimation

Sone exanples of age estimation or inference of age have been
proposed to use a variety of behavioural and context-specific
signals, not all of which users explicitly opt into. There are
general concerns that the use of user data for the purposes of age
estimati on can contravene data privacy frameworks that limt data
usage to specific consent structures. Nonetheless we elaborate a
coupl e of mechani sns here:

The behavi our of a user on a platform including who they are friends
with or what kind of content they engage in can provide sone clues as
to their age. However this data is limted to what service providers
know about these users and is not as accurate for younger users since
statistically there are fewer ways for the platformto know that its
estimation is accurate.
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Bi onetric signals are considered age estimation rather than age
assurance or verification because it’ s not rooted in authoritative or
ground truth. Bionetric nethods such as imge or video facial scans
are acconpanied by a variety of flaws that prevent it frombeing a
reasonabl e alternative. First, facial analysis technology is
notoriously unreliable in estimating age, especially for teenagers,
whose facial features change rapidly and vary widely. (Ngan, M and
P. Gother, Face Recognition Vendor Test (FRVT) Perfornmance of

Aut omat ed Age Estimation Al gorithnms, N ST Interagency Report 7995,
Nat” | Inst. of Standards & Tech. (Mar. 20, 2014),

https:// nvl pubs. ni st. gov/ ni stpubs/ir/2014/ NI ST. | R 7995. pdf) These
tools can easily msclassify users depending on lighting, ethnicity,
or facial expression. (Ganel, T., Sofer, C., & Goodale, M A
(2022). Biases in human perception of facial age are present and
nmore exaggerated in current Al technology. Scientific reports,
12(1), 22519. https://doi.org/10.1038/s41598-022-27009-w
(https://doi.org/10. 1038/ s41598-022-27009-w))

2.5. Oher

There are perhaps other nore indirect ways of achieving age
appropriate use of online content and services. Perhaps broadly we
could refer to these as market and content-based sol utions.

Mar ket: The prohibition of advertising, nmarketing, or subscriptions
targeting children under the all owed age supports harmreduction
whi |l e preserving privacy by disincentivizing children fromj oining
platforns. This is realizable through regulatory action and
addresses risk without conpelling platfornms to surveil or profile
young or any users by disallowi ng the acceptance of paynents for
advertisements to children under the all owed ages.

At the infrastructure level, network or payment internediaries can

al so enforce such prohibitions through category-based or transaction-
type filtering that does not require user profiling. These nethods
are enforceabl e through consurmer protections and guardrails that

exi st in the financial sector

Rat her than conti nuous geol ocati on, m ni mal - exposure signaling

bet ween networ ks and services could neet jurisdictional needs without
tracking individuals. Networks naintain awareness of user |ocation
and applicable jurisdiction through routing, addressing, and service-
delivery functions. This contextual know edge coul d support privacy-
preserving determnati on of the user-to-jurisdiction link, avoiding
the need for continuous device-level geolocation. However there are
inmplications for enforcenent at the network | evel given the broad
surface available for network | evel censorship capability on a per-
user basis.

Knodel , et al. Expires 9 May 2026 [ Page 11]



I nternet-Draft age-arch Noverber 2025

Content noderation nore broadly is the conmtnment of services and
platforns to ensure online experiences are fit for purpose, given the
i ntended user base. For exanple certain k-12 educational websites
with user generated content are certainly engaged in sone strong
degree of content noderation because the platformis for learning in
school s, and not, say, popular culture or entertainnent.

3. Enf or cenent

Once age has been determined to a satisfactory degree, it’ s inportant
to interrogate the neans by which content or a service is either
accessible or not. This happens solely at the service level. In
this section we expand on what happens once the service has obtained
age assurance, or age verification if it has been party to hard
docunentation directly.

It is generally inportant to note that the very definition of “adult
content” is not universal. Mterial that one jurisdiction or culture
classifies as adult—such as partial nudity, depictions of snoking, or
the use of firearms—may be considered artistic, comrercial, or
sporting content elsewhere. As a result, even a conpliant service

m ght not be aware that some of its material would qualify as adult
under another legal framework. This variability underscores the need
for proportional, interoperable signaling systens rather than rigid

or global classifications.

Platforms and services enforce by limting access or visibility of
certain categories of content based on the verified age attribute of
a user or account. This can take several forns: hard bl ocks on sign-

up, “shadow’ restrictions such as hiding posts from underage
accounts, or algorithmic filtering that reduces exposure to sensitive
material. Enforcenent at the service level can al so include

requiring a |l ogged-in session tied to an attested age, but this
rai ses issues around traceability, persistent identifiers, and the
erosion of anonynmous access to | awful content.

Devi ces enforce by interpreting or acting on signals from
applications, browsers, or operating systens to restrict or permt
access. For instance, parental-control settings or OS-1evel content
ratings can automatically block apps or sites flagged as adult.

Devi ce-1 evel enforcenent is often narketed as a privacy-preserving
solution because it happens locally, but it can also centralize
control in a few proprietary ecosystens and create dependency on

vendor-defined “age ratings.” This can entrench cultural biases or
comercial interests rather than refl ect nuanced or |ocalized
st andar ds.
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Sone considerations for networks that enforce age gating may be
instructive for any systemdesign as well, though content noderation
at this lower network | ayer tends to be objectionable [[RFC 9505]]:

* There exist internet standards for any service to signal to the
user that it is adult-only. Any device, including web browsers,

can elect to confirmthis signal. It would be reconmended to
require all services that disallow users under a specific age to
use this standard to use the “restricted to adults” |abel and that

the OGS, browser and app |evels heed this signal. (RTA Label,
avai l abl e at https://ww.rtal abel . org/

(https://ww.rtal abel.org/)) This should also be paired with self-
attestation nethods. Enforced by an | SP woul d be network | evel
censor shi p.

* Simlar signaling could extend to DNS or resolver functions, where
privacy-preserving flags indicate that a domain hosts age-
restricted material. [[cite http://blog.cloudflare.com
i ntroduci ng-1-1-1-1-for-famlies/ (http://blog.cloudflare.con
i ntroduci ng-1-1-1-1-for-famlies/)]] Such information can guide
optional filtering at the user or guardian’ s request without
content inspection or identity disclosure.

There is a view that common, interoperabl e approaches across service,
devi ce, and network | ayers could | ower conpliance costs and align
incentives for safer adoption. However this |lowering of barriers to
i mpl ement ati on woul d be considered a negative if age-gating is
considered a form of disenfranchi senent and censorship, or if the
age-gating capabilities are applied to additional attributes of end
users.

4. Types of web-based platforns and internet services

We have described a range of nethods for age gating, however we nust
acknow edge that not all content, platforns, and services need to
take the sane approach. Enforcenent need not be uniform across al
Internet services. Core infrastructure and access networks nmay

i mpl ement category-1level controls; devices and browsers can interpret
standardi zed | abel s; and services can apply context-specific age
checks. Aligning these | ayers reduces redundancy and mnim zes risk

It is our hope that in this section we try to describe the type of

pl atforns and services such that “no age assurance” , “self-
attestation” and “hard document age verification” can vary in their
approach, and al so vary across age groups as well: under 13, teens,
over 18/ adult.
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Core Internet infrastructure — Physical connectivity, routing, DNS,
and encryption |l ayers. These should remain neutral and privacy-
preserving, but can optionally support privacy-preserving signaling
(e.g., dommin-category netadata or parental -policy tokens) chosen by
users or guardi ans.

Governmental and intergovernmental services — Sites such as taxation,
i mmgration, or public-sector portals (e.g., irs.gov
(http://irs.gov)). These normally require verified identity and age
by design and operate under statutory data-protection franeworKks.

Essential social, cultural, and econonmic rights (ESCR) services —
Pl atforms providi ng access to banking, education, news, or health
information. These typically nust be broadly accessible regardl ess
of age and shoul d avoi d unnecessary barriers.

Gener al - purpose platforns — Social -nedi a, nessagi ng, gam ng, or
e-conmer ce services serving m xed audi ences. These are best suited
to | ayered age-assurance approaches conbi ning user, guardi an, and
optional network-assisted controls, depending on jurisdiction

Cont ext - dependent or borderline content — WMaterial whose
classification varies by culture or law (e.g., artistic nudity,

t obacco, weapons). Here, enforcenent may rely on |l ocalized signaling
or policy mapping at device or network |evel rather than gl oba
content bans.

Adult-only services — Platforns distributing explicit sexual,
ganbling, or simlar content (e.g., pornhub). These require high-
assurance age verification but should inplenent it with mninml data
di scl osure and interoperable signaling for users and networks.

5. Types of Platforns and Services

Wi | e age assurance can apply across nany kinds of online services,
the magjority of user exposure and regul atory debate concerns general -
use platforms—social -nmedi a, nmessagi ng, gaming, and app-distribution
ecosystens that mx adult and m nor audi ences. These platforns

coll ect |arge volumes of user data and operate globally, so privacy,
feasibility, and jurisdictional diversity become the nbst acute

desi gn chal | enges
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In sone jurisdictions, regul ations already mandate the bl ocking or
restriction of specific platfornms for users below a certain age—for

i nstance, national orders prohibiting access to social -media services
such as TikTok for mnors. Such measures highlight both the policy
urgency and the architectural conplexity of enforcing age-based
restrictions at scale, since these platforns often serve nixed

audi ences and operate across borders.

General -use platfornms can be further grouped according to how users
i nteract and how noderation and access controls are applied:

Social -interaction platfornms (e.g., social networks, video-sharing,
live streaming) — rely heavily on user-generated content and
recomrendati on al gorithns; enforcement usually conbines self-
attestation, parental tools, and service-Ilevel noderation.

Conmruni cation platforns (e.g., nmessaging, voice, foruns) — involve
private or seni-private exchanges where content is not always visible
to the provider; here, age assurance nust operate w thout content
i nspection, typically through account-|evel or device-I|eve
si gnal i ng.

Ganming and virtual-world platforms — include interactive
environments with in-app purchases and chat; suitable controls
combi ne guardi an consent, payment-based age hints, and optiona
net wor k-assisted filtering for external |inks.

App stores and distribution platforns — act as aggregation points
enforcing devel oper conpliance and can apply uni form age | abels or
assurance tokens to downstream services

Beyond t hese general -use categories, several specialized domains
require tail ored approaches:

Adult-only or restricted-conmerce services — high-assurance
verification with mnimal data disclosure.

CGovernmental and public-sector services — identity-bound by default
wi thin existing elD frameworks.

Essential -ri ghts services (banking, health, news, education) —
broad accessibility and mininmal friction

Core Internet infrastructure (DNS, routing, encryption) — privacy-

preserving and neutral, supporting only optional signaling chosen by
the user or guardi an.
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Focusing the analysis on general -use platforns helps clarify where
architectural guidance is nost needed. Specialized or regul ated
sectors al ready have established conpliance channel s, whereas m xed-
audi ence platforns face the hardest trade-offs between safety,
usability, and privacy.

6. Concl udi ng recommendati ons

* Reducing harmto children on the internet requires an increnmental,
al | -hands approach and cannot be sol ved by age verification al one.
A holistic approach woul d enbrace privacy by design and data
m nimzation principles that protect children as well as adults
from pl atform overreach.

* |f lawrakers are in a position to outlaw internet services for
users of ages under 18 years old, they are in a position to define
new credentialing systens that are fit for purpose rather than
rely on hard docunentation neant for operating autonobil es,
crossing national borders or social services entitlenents.

* Introducing additional age-based signup requirenents would risk
harmto user privacy and free expression for all users of the web,
not just to children, but especially to children

* To date, jurisdictions around the world are considering various
potential age-gating alternatives to mtigate potential safety
risks to children wthout negatively inpacting all social media
users and wi thout unduly conproni sing user privacy have reported
evi dence that advanced techni cal approaches to verify and assure
age are currently infeasible or have significant downsi des as
conmpared to status quo approaches of self-reporting.

* Any mandate of age verification effectively regulates all users,
rat her than conpanies, to clear a conpliance bar in which they
must verify their age to the service to use an app. This approach
does not address the central thrust of the problem statenent,
whi ch seens to be that social media companies build platformnms that
are inclusive to children. Age assurance also regulates all users
but has a | ower bar and reduced friction for conpliance nmaking it
a nore inclusive choice overall

* Content noderation of user generated content by platforns and
services continues to be an established and effective way to
ensure unl awful and disallowed content and behaviour is detected
or reported and actioned with proper recourse and renedy
mechani snms in the case of overreach
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* A nore resilient approach may rely on a plurality of nechani sns
operating at different |ayers of the Internet
architecture—service, device, and network—each linmted in scope
and aligned with privacy-by-design principles. In this nbdel, no
single actor holds or processes all user infornmation; rather,
conpl enentary nethods (for exanple, self-attestation, trusted-
servi ce assurance, or privacy-preserving network-assisted
filtering) can contribute to age-appropriate access contro
according to local regulation and user choice. Such diversity of
met hods can i nprove overall robustness and inclusiveness while
reduci ng dependence on any single trust anchor. Contradicting
data-protection principles |like mnimzation neans that if wdely
i mpl emented wi t hout such saf eguards, age-verification systens

could still result in nass data collection on both adults and
children, with far-reaching inplications for user privacy and
safety.

Security considerations

In general the cross-platformand over-the-w re exchange of

i nformati on described in nearly all of the architectural choices
above inplicate security risks due to the conplexity of the

requi renents, cooperation between several different parties and the
expectation that this would be done at scale, for all users, not
per haps nai vely assuned just for youth.

When security tools are considered services that need age-gating such
as in proposals to not allow youth to use end-to-end encryption this
puts themat great risk and woul d never be supported by security
consi derations. Nor woul d age-gating of encryption be possible

wi t hout some kind of intervention akin to backdooring encryption.

Hard docunent review |If instantiated, such neasures would require
the collection, processing, storage and securing of sensitive
personal data fromall users, including mnors, which increases the
risk of harmin the case of data breaches. (Privacy International,
The Sust ai nabl e Devel opment Goal s, Identity, and Privacy: Does their
i mpl ementation risk human rights? (Aug. 29, 2018),
https://privacyinternational.org/long-read/ 2237/ sust ai nabl e-

devel opnent - goal s-i dentity-and-privacy-does-their-inplenentation-
risk) This processing and storage are vectors for nmass and targeted
surveillance by any State jurisdiction party to the UN Convention on
Cybercri me.

Guardi an and parental controls This approach | eaves the
responsibility for age verification to parents, which can be fraught
in some of the nobst acute cases of child abuse. [[Lily Hay Newran,
Apple Kills Its Plan to Scan Your Photos for CSAM Here’ s Wat’ s
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Next, WRED (Dec. 7, 2022), https://ww. w red. conl story/appl e- phot o-
scanni ng- csam comuni cat i on- saf et y- nessages/

(https://ww. wi red. con story/ appl e- phot o- scanni ng- csam conmuni cat i on-
saf ety-messages/)]] In short, outside the context of nmandatory age
verification, these mechani sms can be used as tools for abusive
parental or guardi an surveill ance

If the surveillance power is given to the state instead, encouraging
oversight by a potentially abusive regime is of real concern

Neit her state nor parental control addresses in-person abuse of a
child and technol ogy can not solve that societal issue.

8. Privacy considerations

Ri sks previously nmentioned fundamental |y chal | enge data-m nim zation
efforts and conpliance with established data-protection frameworks
such as the EU General Data Protection Regulation (GDPR), which
requires that personal data be collected only for specific purposes
and limted to what is strictly necessary for those purposes.

General Cross-platformtracking with nethods that require all
i ntermedi ary met hods descri bed above, spreading this infornmation
around rather than minimzing it.

In general, any nandatory age verification will technically enforce
limtations of being anonynmous online and the right to access
resources on the web w thout being bound to a general or long term
identification process over tine, which have inplications for human
rights.[[cite https://undocs. org/ Al HRC/ 2932] ]

Wth third-party verification the providers involved
notw t hstandi ng, the centralized risk of data being resold or
m shandl ed i ncreases.

Guardi an and parental controls The nain concern with these parenta
controls features is that they enabl e use but potentially, depending
on how they are designed, surveilled use, which may harm children and
teens by creating confusion about their privacy and autonony. On the
one hand they may feel a false sense of privacy and that their
activities are insulated fromthe platform and on the other hand
they m ght self-censor out of concern for the oversight that the
parental controls provide their caretakers. These proposals take a
narrow vi ew of parent-child relationships and fail to consider the
harnms as described briefly by CDT: “In particular, LGBTQ youth and
children in abusive hones are especially vulnerable to injury and
reprisals, including fromtheir parents or guardi ans, and may

i nadvertently expose sensitive information about thenselves or their
friends to adults, with disastrous consequences.” [[cite CDT: Apple’ s
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Changes to Messaging and Photo Services Threaten Users’ Security and
Privacy, (Aug. 5, 2021), https://cdt.org/press/cdt-appl es-changes-to-
messagi ng- and- phot o- servi ces-t hr eat en- user s-security-and-privacy
(https://cdt.org/ press/cdt-appl es-changes-t o- nessagi ng- and- phot o-
servi ces-threaten-users-security-and-privacy)]]

9. Human rights considerations

There is also significant agreenment anongst the civil liberties and
human rights communities that age verification poses nore peril than
the promi se because of, “the ways in which they are often inaccurate;

can be circunvented; present privacy and security risks; and may be
entirely inaccessible to certain groups, including undocumented

i mm grants, unbanked individuals, people with disabilities, and

ot hers who either do not have access to government ids or who m ght
be nore comonly misidentified by bionetric technology.” [[cite
Ruane, Branum Doty, Jain, CDT Files Amicus Brief in Free Speech
Coalition v. Paxton, Challenging TX Age Verification Law, Center for
Denocracy and Technol ogy (Sept. 23, 2024), https://cdt.org/insights/
cdt-files-am cus-brief-in-free-speech-coalition-v-paxton-challenging-
tx-age-verification-law (https://cdt.org/insights/cdt-files-am cus-
brief-in-free-speech-coalition-v-paxton-challengi ng-tx-age-
verification-law)]]

The Uni versal Declaration of Human Rights is fundanental to designing
techni cal means of age-gating but al so whether and how t hese neans
are inplenented. [[RFC 8280]] Prior, we have addressed privacy in
the previous section. Additionally are considerations for free
expression and free association. Econonmic, Social and Cultura

rights are also inportant to consider as these include the right to
per sonhood eg hard docunents issued by the state; but al so how age-
gating mght inpact a variety of aspects of life for young people in
the digital age.

9.1. Free expression

Any content gating risks linmiting |awful access to information,

di sproportionately affecting nost nmarginalized people’ s ability to
engage in political, educational, and artistic discourse. Overbroad
i mpl ementation risks chilling participation in online spaces that are
essential for |earning, advocacy, and identity formation, underm ning
Article 19 of the UDHR
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9.2. Free association

Mandatory identity checks for access to online services can deter

participation in comunities and novenents that rely on pseudonymty
for safety—such as youth networks, LGBTQ+ foruns, or activist groups
This threatens the rights to assenbly and associati on under Articles
20 and 23 of the UDHR by forcing users to trade anonynity for access.

9.3. Social Rights

Right to social security and social protection — Systens may require
digital identity or proof-of-age to access benefits, which can

excl ude those without ID or those in narginalized groups (I CESCR art.
9). Think about kids "in the system or as "wards of the state"

her e.

Right to work and just conditions — Young workers might face barriers
if age-verification systens are used in hiring or platformwork,

e.g., gig apps that require invasive ID scans. Kids 14-16 and up can
often work in nost places in the world, where bossware and ot her
measures are increasingly in place.

Right to health — Age-gating can affect access to online sexual and
reproductive health information, nental -health support foruns, harm
reduction services, or LGBTQ+ youth resources.

9.4. Cultural Rights

Right to participate in cultural life and access information —
Content filters and strict age gates may overblock art, literature,
or cultural expression, especially where sexuality or gender
diversity is part of culture (I CESCR art. 15).

Scientific progress and its benefits — Excessive identification
hurdl es can chill participation in online |earning, open science
communities, or software sharing

9.5. Econonmic Rights
Ri ght to education and vocational training — Age verification that
requires credit cards, governnment |IDs, or costly processes can

exclude mnors or |owincone students from MOOCs or online courses
(ICESCR art. 13).
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10.

11.

Right to enjoy the benefits of one’ s own creative work — Young
creators and small businesses can be | ocked out of platforns if
compliance costs are high or verification is inaccessible. There are
a lot of fanpbus kids on the internet making a | ot of noney from
sponsorships and ads and this should be denocratized and equal |y
accessi bl e gl obal ly.

Non-di scrim nation in economic |life — Systens that assume everyone
has a passport, bank account, or bionetric record can indirectly

di scrimnate against mgrants, refugees, undocunented people, or |ow
income famlies.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Informati ve References

[ EFF- Age- Ter mi nol ogy]
El ectronic Frontier Foundation (EFF), "Age Assurance,
Estimation, Verification—Ch My! A Guide to the
Ter m nol ogy", Cctober 2025,
<https://ww. ef f.org/ deepl i nks/ 2025/ 10/ age-veri ficati on-
esti mati on-assur ance-oh-ny- gui de-t erm nol ogy>.

Acknowl edgrent s

TODO acknow edge.

Aut hors’ Addr esses

Mal | ory Knodel
Soci al Web Foundati on
Enmai | : mal | ory. knodel @vyu. edu

G anpaol o Angel o Scal one
Vodaf one G oup

Emai | : gi anpaol o- angel o. scal one@odaf one. com
Tom Newt on

Qoria

Emai | : tom newt on@jori a. com

Knodel , et al. Expires 9 May 2026 [ Page 21]



