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Abst r act

The Secure Webhook Token (SWI) is a specialized JSON Wb Token (JWI)
format designed for securely authorizing and verifying webhook
requests. It defines a set of clains to ensure that the token is
explicitly tied to webhook events and that its integrity can be
reliably validated by the recipient. A key feature of SW is the

i ntroduction of a unique claim webhook, which encapsul ates webhook-
specific information, such as the event type.

By providing a structured and secure approach to webhook

aut hentication, SW ains to be a Iightweight and flexible solution
while maintaining conpatibility with typical JW structures. It is
designed with the best practices in nmind and nay serve as a
foundation for future standardi zation efforts.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 16 Novenber 2025.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

1.

I nt roducti on

The increasi ng use of webhooks requires a secure, standardized
approach to authorizing webhook requests and verifying the sender’s
authenticity. The SW specifies a JW-based [ RFC7519] structure,

whi ch i ncludes unique clainms tailored for webhook events. This
specification nandates that all tokens must be transmitted using

ei ther HTTP HEAD or HITP POST requests (See Section 9.3.1 of

[ RFC9110]), ensuring mninmal data exposure and optinmal conpatibility
with typical HTTP inpl enentations

1. Notational Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
"Key words for use in RFCs to Indicate Requirenment Levels" [RFC2119].
The interpretation should only be applied when the terns appear in
all capital letters.

Secure Wbhook Token (SWI) Overview

Thi s specification defines required clains within the JW [ RFC7519]
payl oad, prescribes the transport protocol as HTTP HEAD ( RECOMVENDED)
or HTTP PCST, and suggests a maxi num payl oad size of 6kB for HEAD
requests to remain efficient and conpatible with the w dely used
default 8kB HITP header size limt. These constraints ensure
interoperability across diverse systens and hel p prevent issues on
servers with unnodified configurations.

To support |arger payloads or non-JSON content, HITP POST can be used
as an alternative transport method, allow ng the event data to be
sent in the request body.

Transport Requirenents

SWIs nust be transmitted via HITP HEAD OR POST requests only. The
HEAD net hod MUST be used if the event data size is |less than or equa
to 6kB and contains valid JSON. O herw se, the POST nethod MJST be
used.

SWI's MJST be transmitted using either HTTP HEAD or HTTP POST
requests.

* The HEAD net hod SHOULD be used when the event data is valid JSON
and the total header size is reasonably small (e.g., <= 6kB).
This is based on the default 8kB header size limt enforced by
many web servers
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* The POST met hod MUST be used for |arger payl oads, non-JSON dat a,

1.

2

or when the header size exceeds what is supported by the server.

Note: There is no hard limt on the size of a HEAD request, but
practical constraints exist. For exanple, inplenentations such as
Go’s http. Server allow configurable limts (e.g., up to 1MB
headers), though such configurations should be applied cautiously
due to security considerations.

Token Size Limtation

*Recommended Maxi num Token Size*: While there is no strict naximum
size for an SWI, a recommended size linit of 6kB is proposed for the
event data, so that the total size of the SWF is | ess than 8KB, which
is the default max header size of npbst existing HITP servers. This
is based on the primary use case for SWs, which is to securely
authorize and trigger events rather than transnit extensive data.

The token SHOULD be kept concise, containing only essential clains to
support efficient processing and minimze resource usage.

*Header Size Considerations*: In practice, many web servers inpose a
default maxi mum HTTP header size of 8KB. |If servers are not
configured to allow | arger headers, exceeding this size MAY lead to
transm ssion errors or dropped requests. However, maintaining a
compact token design aligns with this specification's intent to
facilitate secure and |ightwei ght webhook interactions.

JWI Structure
An SWI' conprises the foll ow ng:
Header
* *alg*: Specifies the signing algorithm][RFC7518], typically
"HS256" (HVAC SHA- 256) .
* *typ*: Specifies the token type, which MJST be "JW™
Payl oad

The payl oad contains the following required clains, carefully chosen
to neet security and identification needs:

*  *webhook*: Custom claimspecific to this specification
- *event*: Describes the webhook event type (e.g.,

"paynent.received"). Values should be concise to neet the size
limtations.
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- *data* (OPTIONAL): Describes the webhook data itself, which is
related to the aforenenti oned *event *.

* *jss* (lssuer): ldentifies the token issuer (e.g., a unique nane
or donmin representing the entity). Short, neaningful identifiers
ar e RECOVIVENDED.

* *gub* (Subject) (OPTIONAL): While traditionally used to identify
the principal subject of a JWI, the sub claimis not required in
SWI. The purpose and intent of the token are unanbi guously
defined by the webhook claim However, inplenenters may include
sub to identify the system service, or entity responsible for
i ssuing the token, if such context is useful

*  *exp* (Expiration): Specifies the token’s expiration tine as a
Uni x tinmestanp. This prevents tokens frombeing valid
indefinitely.

* *npbf* (Not Before): Specifies the earliest tine the token is
consi dered valid, using a Unix timestanp.

* *jat* (lssued At): The tinmestanp when the token was issued, aiding
in token age validation

* *jiti* (JWr ID): Aunique identifier for each token to prevent
replay attacks. A UU D [RFC9562] or simlarly unique identifier
i s RECOVIVENDED.
5.2.1. Exanple Payload Structure

5.2.1.1. SW payload with an event only:

{

"webhook": {

"event": "ping"

I

"exp": 1733987961,

"nbf": 1733987661,

"jfat": 1733987661,

"iss": "swt.exanple.cont,

"jti": "2020B14D- C365- 4BCF- 84CD- 5D423E0C6687"
}

5.2.1.2. SW payload with event and dat a:
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{
"webhook": {
"event": "delivery.schedul ed",
"data": {
“carrier": "UPS",
"schedul edDel i veryDat e": "2024-12-24T12: 247",
"recipient": {
"name": "Lucky Kid",
"address": {
"locality": "Somewhere",
"post al Code": "0815",
"street": "Happy Place 1"
b
"sender": {
"nanme": "Santa O aus",
"address": {
"locality": "North Pol e",
"post al Code": "88888",
"street": "123 EIf Road"
}
}
}
}
b
"exp": 1733987961,
"nbf": 1733987661,
"iat": 1733987661,
"iss": "swt.exanple.cont,
"jti": "2020B14D- C365- 4BCF- 84CD- 5D423E0C6687"
}

6. Security Considerations

1. *HTTPS Transport*: It is RECOMWENDED that SWI transni ssions occur
over HTTPS to ensure the token's confidentiality.

2. *Replay Protection*: The jti claimSHOULD be checked for
uni queness on the server side to prevent replay attacks. Each
jti value SHOULD only be accepted once.

3. *Expiration Enforcenment*: Systens MJST validate the exp claimto
ensure that tokens cannot be used beyond their intended validity.

4. *Respect Header Limts*: Excessively |arge headers SHOULD be
avoi ded. HEAD method is ideal for conpact, JSON-only payl oads.
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7

8.

Interoperability Considerations

*SWI" s* RECOMMENDED 6kB size target and support for both HEAD and
PCST net hods ensure broad conpatibility. The structure is sinple to
parse and easy to integrate with existing JW validation libraries.

Si gni ng and Encryption Reconmendati ons

To mai ntain a bal ance between security and usability, SWs are
RECOMVENDED to be used as JSON Wb Signatures (JW5) [ RFC7515],
specifically signed JWIs. This provides data integrity and all ows
the recipient to verify the token's authenticity. The follow ng
signing algorithms are suggested for SWIs, as they offer a secure yet
practi cal approach:

*  HS256, HS384, and HS512: Symmetric al gorithnms using HVAC with SHA-
256, SHA-384, and SHA-512, respectively. These algorithns are
consi dered secure and performant for nost applications, especially
when using shared symmetric keys between the issuer and the
receiver.

Wil e these symetric algorithns are RECOMVENDED for ease of use and
efficiency, other supported algorithns, including asymretric nethods
such as RS256 (RSA with SHA-256) or ES256 (ECDSA with SHA-256), MAY
al so be used if needed based on security requirenents or system
constraints

1. Encrypted JW Support (JVE)

In addition to JW5, SWI allows the use of the JSON Wb Encryption
(JWE) [RFC7516] standard if encrypted JWs are required to protect
sensitive data within the token. JWE adds encryption |layers to JWSs,
providing confidentiality as well as integrity protection, which my
be appropriate in contexts where tokens contain sensitive

i nfornation.

| ANA Consi der ati ons

Thi s docunent updates the | ANA "JSON Web Token C ai ns" registry for
JWI CaimNanmes. Following the format in Section 10.1.1 of
[ RFC7519], the follow ng should be registered.

Cl ai m Name: "webhook"

Cl ai m Description: Wbhook

Change Controller: |ESG

Speci fication Docunent(s): Section 9.1

E I
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9.1. JW webhook claim

The webhook claimis a JSON object that describes the event to be

triggered and, optionally, the data related to that event.

It consists of the follow ng fields:

* event: A case-sensitive string describing the name of the webhook
event. It should be concise and specific (e.g., "order.created").

* data (OPTIONAL): Describes the event data. The handling of this

field depends on the transport nethod used (HEAD or POST):

| Al'though NOT RECOMMENDED, it may be necessary to send non-JSON

| event data via SWI. The HITTP _Content-Type_ header SHOULD be set

| accordingly if using the POST nethod.
9.1.1. Case 1. HITP HEAD Requests

If the event data is valid JSON and small (<= 6kB), it MAY be
included inline in the data field of the JWI. In this case:

* Use of data is OPTI ONAL.

* Sending "data": null is equivalent to omtting the field.

* This is the RECOWENDED case, as it mininizes conplexity and
i mproves perfornance.

9.1.2. Case 2: HITP POST Requests

For | arger payl oads or non-JSON content types, the data MJST be sent
in the POST request body. The data field in the JW's webhook claim

must contain a descriptor object with the follow ng fields:

* hash: The hash di gest of the body payl oad (base64- or hex-
encoded).

* size: The exact byte size of the event data to be sent in the
request body.

* hashAl g (RECOVMMENDED): The al gorithm used to conpute the hash

omtted, the default SHOULD be assuned to be sha3-256
9.1.2.1. Supported hashAl g val ues:
The hashAl g val ue MUST be one of the follow ng:

sha256
sha384
shab12
sha3- 256
sha3- 384

* ok X Xk
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* sha3-512

I mpl enenters MAY restrict the set of supported al gorithns based on
their security posture.

| If hashAlg is onitted, receivers SHOULD assune the use of sha3-256
| by default. Senders and receivers SHOULD agree on supported
| algorithms in advance.

9.1.3. Exanple of JWI webhook claimfor HEAD Met hod

"webhook": {
"event": "delivery.schedul ed",
"data": {
"carrier": "UPS",

"schedul edDel i veryDat e": "2024-12-24T12: 247",
"recipient": {
"name": "Lucky Kid",
"address": {
"locality": "Somewhere",
"post al Code": "0815",

"street": "Happy Place 1"
},
"sender": {
"name": "Santa C aus",
"address": {
"locality": "North Pole",
"post al Code": "88888",
"street": "123 EIf Road"
}
}
}
}
}
9.1.4. Exanple of JW webhook claimfor POST Method
"webhook": {
"event": "issue.opened",
"data":

"hash": "ab6e46d9c488...",
"hashAl g": "sha3- 256",
"size": 6123
}
}
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10.

10.

10.

Val i dati on

To validate an SWI, the receiving system MJST di stingui sh between the
HTTP net hod used (HEAD or POST):

1. HTTP HEAD nethod. Sending an SWI via HTTP HEAD net hod, the
received SWI is valid only if the JW itself is valid.

2. HITP POST method. Sending an SWI via HTTP POST net hod, the
recei ved SWI' MUST be a valid JW and contai n the webhook claim
with the hash and size values of event data to be sent in the
body. |If either the size or the hash of the payload is different
fromthe ones specified within the SWIF webhook claimthen it MJST
be rejected.

If validation fails, the server SHOULD respond with a 400 Bad Request
or 403 For bi dden, dependi ng on the context.

1. Exanples:

1.1. Case 1: Data size is smaller <= 6kB and is sent via HITTP- HEAD
request directly with additional data

*Webhook claim*
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"webhook": {
"event": "delivery.schedul ed",
"data": {
“carrier": "UPS",

"schedul edDel i veryDat e": "2024-12-24T12: 247",
"recipient": {

"name": "Lucky Kid",

"address": {

"locality": "Sonmewhere"
"post al Code": "0815",
"street": "Happy Place 1"
b,
"sender": {
"nanme": "Santa C aus",
"address": {
"locality": "North Pole",
"post al Code": "88888",
"street": "123 Ef Road"
}
}

*HEAD request: *

HEAD / HTTP/ 1.1

Cont ent - Type: application/json

Aut hori zati on: Bearer eyJOeXAi G JKV...
Host: | ocal host

10.1.2. Case 2: Data size is > 6kB send the JW webhook clai m MUST
contain only "hash" and "size" values of the data to be sent.
The actual data is send in the POST request body.

*Webhook claim*

"webhook": {
"event": "issue.opened",
"data":
"hash": "ab6e46d9c488...",
"size": 6123
}
}

}
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*POST request: *

POST / HTTP/ 1.1

Content-Length: 6123

Cont ent - Type: application/json

Aut hori zati on: Bearer eyJOeXAi G JK...
Host: | ocal host

{

"action": "opened",

"issue": {
"url": "https://api.github.comrepos/octocat/...",
"nunber": 1347,

}
"repository" : {
"id": 1296269,
"full _name": "octocat/Hello-Wrld",
"owner": {
"l ogin": "octocat",
"id"r 1,

} i)
"éender": {
"l ogin": "octocat",
idUro 1,
}
}

11. Concl usion

The Secure Webhook Token (SWI) format provi des a secure,

i nteroperable, and efficient solution for webhook authentication
Its focus on signed payl oads, mninmal overhead, and clear transport
gui dance nakes it suitable for nodern web service ecosystens.
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