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Abst ract

Thi s docunment proposes a nodel for authentication and authorization
of Al agent interactions. It |everages existing standards such as
the Workload Identity in Miulti-System Environnents (W MSE)
architecture and QAuth 2.0 famly of specifications. Rather than
defining new protocols, this docunment describes how existing and

wi del y depl oyed standards can be applied or extended to establish
agent authentication and authorization. By doing so, it ains to
provide a framework within which to use existing standards, identify
gaps and guide future standardization efforts for agent

aut henti cation and aut hori zati on.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://Pi eterKas. gi thub.i o/ agent 2agent - aut h-franmewor k/ draft-klrc-
ai agent-auth.htm. Status information for this document may be found
at https://datatracker.ietf.org/doc/draft-Kklrc-aiagent-auth/.

Source for this draft and an issue tracker can be found at
https://github. com Pi et er Kas/ agent 2agent - aut h-f r amewor k.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1. Introduction

The rapi d energence of Al agents as autononmous workl oads has sparked
consi derabl e i nnovation in authentication and authorization
approaches. However, nany of these efforts develop solutions in

i solation, often reinventing existing mechani sms unaware of
applicable prior art. This fragnentation risks creating inconpatible
i mpl ement ati ons, duplicated devel opment effort, and nissed
opportunities to | everage decades of established identity and

aut hori zation standards.

Thi s docunent ainms to help close that gap by providing a

conpr ehensi ve nodel denonstrating how existing, well-established
standards and sonme energent specifications can be conposed and
applied to solve agent authentication and authorization challenges.
Rat her than proposing new protocols, this work focuses on integrating
proven standards into a coherent franework tailored to the specific
requi renents of Al agent workl oads.

By doing so, this docunment serves two conpl enentary goal s:
1. *Consolidation of prior art*: It establishes a baseline by

showi ng how exi sting standards address the core identity,
aut henti cation, authorization, nonitoring and observability needs
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of agent-based systens. |nplenenters and standards devel opers
can reference this franework to avoi d redundant work and ensure
interoperability.

2. *Foundation for future work*: As the agent ecosystem natures,
havi ng such a framework aids in identifying gaps and clarifies
where extensions or profiles of existing standards are needed.
Thi s provides a foundation for nmore focused standardi zati on
efforts in areas needing novel work rather than variations of
exi sting approaches.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

Agents are workl oads

An Agent is a workload that iteratively interacts with a Large
Language Model (LLM and a set of Tools, Services and Resources. An
agent perforns its operations until a term nating condition,
determined either by the LLMor by the agent’s internal logic, is
reached. It may receive input froma user, or act autononously.
Figure 1 shows a conceptual nodel of the Al Agent as a workl oad and
illustrates the high-level interaction nodel between the User or
System the Al Agent, the Large Language Mdel (LLM, Tools,

Servi ces, and Resources.

In this docurment, Tools, Services, and Resources are treated as a
singl e category of external endpoints that an agent invokes or
interacts with to conplete a task. Comrunication within or between
Tool s, Services, and Resources is out of scope.

. +
| Large Language |
| Model (LLM |
S +
N
(2) (3)
Y,
Fomm e - o - + Fomm e oo - + N +
| User |--(1)->] Al Agent |--(4)-> Tool s |
| or | | (workl oad) | | Services |
| System|<-(6)--| | <-(5)--|] Resources |
S + - + - +
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Figure 1: Al Agent as a Wrkl oad

1. Optional: The User or System (e.g. a batch job or another Agent)
provides an initial request or instruction to the Al Agent.

2. The Al Agent provides the avail able context to the LLM Context
is inplementation, and depl oynent, specific and may include User
or Systeminput, system pronpts, Tool descriptions, prior Tool,
Servi ce and Resource outputs, and other rel evant state.

3. The LLMreturns output to the Al Agent facilitating selection of
Tool s, Services or Resources to invoke.

4. The Al Agent invokes one or nore external endpoints of selected
Tool s, Services or Resources. A Tool endpoint may itself be
i npl ement ed by another Al agent.

5. The external endpoint of the Tools, Services or Resources returns
a result of the operation to the Al Agent, which may send the
informati on as additional context to the Large Language Mdel,
repeating steps 2-5 until the exit condition is reached and the
task is conpleted

6. Optional: Once the exit condition is reached in step 5, the Al
Agent may return a response to the User or System The Al Agent
may also return intermediate results or request additional input.

As shown in Figure 1, the Al agent is a workload that needs an
identifier and credentials so it can be authenticated by the Tools,
Servi ces, Resources, Large Language Mddel, System and the User (via
the underlying operating systemor platform simlar to existing
applications and services). Once authenticated, these parties
determine if the Al Agent is authorized to access the requested Large
Language Model, Tools, Services or Resources. |If the Al Agent is
acting on behalf of a User or System the User or System needs to

del egate authority to the Al Agent, and the User or Systemcontext is
preserved and used as input to authorization decisions and recorded
in audit trails.

Thi s docunent describes how Al Agents shoul d | everage existing

st andards defined by SPIFFE [ SPI FFE], W MSE, QAut h and Openl D SSF
[ SSF] .
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4.

Agent ldentity Managenent System

Thi s docunent defines the term Agent Identity Managenent System
(AIMS) as a conceptual nodel describing the set of functions required
to establish, maintain, and evaluate the identity and perm ssions of
an agent workload. AlIMs does not refer to a single product,

protocol, or deploynment architecture. AIMS may be inplenented by one
component or distributed across multiple systens (such as identity
provi ders, attestation services, authorization servers, policy

engi nes, and runtine enforcenent points).

An Agent ldentity Managenent System ensures that the right Agent has
access to the right resources and tools at the right time for the
right reason. An Agent identity nanagenent system depends on the
foll owi ng conponents to achieve its goal s:

* *Agent ldentifiers:* Unique identifier assigned to every Agent.

* *Agent Credential s:* Cryptographic binding between the Agent
Identifier and attributes of the Agent.

* *Agent Attestation:* Mechanisns for determ ning and assigning the
identifier and issue credentials based on neasurenents of the
Agent’ s environnent.

* *Agent Credential Provisioning:* The nechani smfor provisioning
credentials to the agent at runtine.

*  *Agent Authentication:* Protocols and nmechani sns used by the Agent
to authenticate itself to Large Language Mddel s or Tools (resource
or server) in the system

* *Agent Authorization:* Protocols and systens used to determne if
an Agent is allowed to access a Large Language Model or Too
(resource or server).

* *Agent Observability and Remediation:* Protocols and nechanisns to
dynani cal ly nodify the authorization decisions based on observed
behavi or and system state.

* *Agent Authentication and Authorization Policy:* The configuration
and rules for each of the Agent Identity Managenent System

* *Agent Conpliance:* Measurement of the state and functioni ng of
the system agai nst the stated policies.

The conponents forma |ogical stack in which higher |ayers depend on
guarantees provi ded by lower layers, as illustrated in Figure 2
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e o m o e e Fom e +
| Pol i cy | Moni toring, Cbservability | Conpl i ance |
| | & Renedi ati on | |
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R T o e e e e oo +

Figure 2: Agent ldentity Managenent System
5. Agent ldentifier

Agents MJST be uniquely identified in order to support
aut henti cation, authorization, auditing, and del egati on.

The Workl oad Identity in Milti-System Environments (WMSE) identifier
as defined by [WMSE-1D] is the primary identifier for agents in this
framewor k.

A WMSE identifier is a URI that uniquely identifies a workload
within a trust domain. Authorization decisions, del egation
semantics, and audit records rely on this identifier remaining stable
for the lifetime of the workload identity.

The Secure Production Identity Framework for Everyone ([ SPIFFE])
identifier is a widely depl oyed and operationally nmature

i npl ementation of the WMSE identifier nodel. A SPIFFE identifier
([SPIFFE-1D]) is a URl in the formof spiffe://<trust-domi n>/ <path>
that uniquely identifies a workload within a trust domain.

An agent participating in this framework MJST be assigned exactly one
W MSE i dentifier, which MAY be a SPI FFE | D.
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Agent Credentials

Agents MJST possess credentials that provide a cryptographic binding
to the agent identifier. These credentials are considered prinmary
credentials that are provisioned at runtinme. An identifier alone is
insufficient unless it can be verified to be controlled by the
conmuni cati ng agent through a cryptographi c bindi ng.

W MSE credentials ([WMSE-CRED]) are defined as a profile of X 509
certificates and Wrkload lIdentity Tokens (WTs), while SPIFFE
defines SPIFFE Verified ID (SVID) profiles of JSON Wb Token (JWI-
SVID), X 509 certificates (X 509-SVvID) and W MSE Workl oad Identity
Tokens (WT-SVID). SPIFFE SVID credentials are conpatible with WNMSE
defined credentials. The choice of an appropriate format depends on
the trust nodel and integration requirenents.

Agent credentials SHOULD be short-lived to minimze the risk of
credential theft, MJST include an explicit expiration tine after
which it is no |longer accepted, and MAY carry additional attributes
rel evant to the agent (for exanple trust domain, attestation

evi dence, or workl oad netadata).

Depl oynments can i nprove the assurance of agent identity by protecting
private keys using hardware-backed or isolated cryptographic storage
such as TPMs, secure enclaves, or platform security nodul es when such
capabilities are available. These nechani sns reduce key exfiltration
risk but are not required for interoperability.

In sone cases, agents MAY need secondary credentials to access a
proprietary or |egacy environment that is not conpatible with the
X.509, JWF or WT it is provisioned with. 1In these cases an agent
MAY exchange their primary credentials through a credential exchange
mechani sms (e.g., OQAuth 2.0 Token Exchange [ QAUTH TOKEN- EXCHANGE] ,
Transaction Tokens [ QAUTH TXN- TOKENS] or Workl oad ldentity
Federation). This allows an agent to obtain a credential targeted to
a specific environment by |leveraging the primary credential inits
possessi on.

*Note*: Static APl keys are an antipattern for agent identity. They
are bearer artifacts that are not cryptographically bound, do not
convey identity, are typically long-lived and are operationally
difficult to rotate, making themunsuitable for secure agent

aut henti cation or authorization.

Kassel man, et al. Expires 1 Cctober 2026 [ Page 8]



Internet-Draft Al - Aut h March 2026

7

Agent Attestation

Agent attestation is the identity-proofing mechanismfor Al agents.
Just as humans rely on identity proofing during account creation or
credential issuance, agents require a neans to denonstrate what they
are, how they were instantiated, and under what conditions they are
operating. Attestation evidence feeds into the credential issuance
process and determ nes whether a credential is issued, the type of
credential issued and the contents of the credential

Multiple attestati on nechani sns exist, and the appropriate choice is
depl oynent and risk specific. These nechanisns nay include hardware-
based attestations (e.g., TEE evidence), software integrity

measur enent s, supply-chain provenance, platformand orchestration-

| ayer attestations, or operator assertions to name a few. Depending
on the risk involved, a single attestation nmay be sufficient, or, in
hi gher risk scenarios, nulti-attestati on may be required.

There are nunerous systens that perform some form of attestation, any
of which can contribute to establishing agent identity. For exanple,
SPI FFE i nmpl enent ati ons can attest workl oads using pl atform and

envi ronment specific mechanisnms. At a high level, an attesting
conponent gat hers workl oad and execution context signals (such as
where the workload is running and relevant platformidentity
attributes), presents those signals for verification to an issuer,
and, as long as verification succeeds, binds the workload to a SPI FFE
identifier and issues credentials (such as SVID) for subsequent

aut henti cati on and authori zati on.

An agent identity managenent system may incorporate nmultiple
attestati on nechani sns and i npl enentations to collect evidence and
supply it to credential provisioning components. The sel ection of
mechani sms depends on depl oynent constraints (such as the underlying
pl atform and avail able identity signals) and the desired | evel of
trust assurance.

Agent Credential Provisioning

Agent credential provisioning refers to the runtinme issuance,

renewal , lifecycle state and rotation of the credentials an agent
uses to authenticate and authorize itself to other agents. Agents
may be provisioned with one or nore credential types as described in
Section 6. Unlike static secrets, agent credentials are provisioned
dynanmically and are intentionally short-lived, elimnating the
operational burden of nanual expirati on managenent and reducing the

i npact of credential conprom se. Agent credential provisioning nust
operate autononously, scale to high-churn environnents, and integrate
closely with the attestation nechani sns that establish trust in the
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agent at each issuance or rotation event.
Agent credential provisioning typically includes two phases:

1. *Initial Provisioning*: The process by which an agent first
acquires a credential bound to its identity. This often occurs
i medi ately after depl oynment or instantiation and is based on
verified properties of the agent (e.g., deploynent context,
attestation evidence, or orchestration netadata).

2. *Rotation/Renewal *: The automatic refresh of short-Ilived
credentials before expiration. Continuous rotation ensures that
credentials remain valid only for the m ni num necessary tine and
that authorization state reflects current operational conditions.

The use of short-lived credentials provides a significant inprovenent
inthe risk profile and risk of credential exposure. It provides an
alternative to explicit revocation mechanisnms and sinplifies
Iifecycle managenent in |arge, automated environments while renoving
the risks of downtinme as a result of credential expiry.

Depl oyed framewor ks such as [ SPI FFE] provi de proven nechani sns for
aut omat ed, short-lived credential provisioning at runtinme. In
addition to issuing short-lived credentials, [SPlIFFE] also provisions
epheneral cryptographic key material bound to each credential,
further reducing the risks associated with conprom sing |ong-Ilived
keys.

9. Agent Authentication

Agents may authenticate using a variety of mechani snms, dependi ng on
the credential s they possess, the protocols supported in the

depl oynent environnment, and the risk profile of the application. As
described in the WMSE Architecture [ WMSE- ARCH], authentication can
occur at either the transport |ayer or the application |ayer, and
many depl oynents rely on a conbi nati on of both.

9.1. Transport Layer Authentication

Transport-1layer authentication establishes trust during the
establ i shnent of a secure transport channel. The npbst common
mechani sm used by agents is nutually-authenticated TLS (mTILS), in
whi ch both endpoints present X 509-based credentials and performa
bidirectional certificate exchange as part of the TLS negoti ati on.
VWhen paired with short-1lived workl oad identities, such as those

i ssued by SPI FFE or WNMBE, mILS provi des strong channel binding and
cryptographi c proof of control over the agent’ s private key.
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MrLS is particularly well-suited for environments where transport-

| evel protection, peer authentication, and ephemeral workl oad
identity are jointly required. It also sinmplifies authorization

deci sions by enabling agents to associate application-|layer requests
with an authenticated transport identity. One exanple of this is the
use of nTLS in service nesh architectures such as Istio or LinkerD

9.1.1. Limtations

There are scenarios where transport-|layer authentication is not
desirabl e or cannot be relied upon. |In architectures involving

i ntermedi ari es, such as proxies, APl gateways, service neshes, |oad
bal ancers, or protocol translators, TLS sessions are often terninated
and re-established, breaking the end-to-end continuity of transport-
|l ayer identity. Simlarly, sone deployment nodels (such as
serverless platforns, nulti-tenant edge environments, or cross-donain
topol ogi es) nmay obscure or abstract identity presented at the
transport layer, making it difficult to bind application-I|ayer
actions to a credential presented at the transport layer. In these
cases, application-layer authentication provides a nore robust and
portabl e mechani sm for expressing agent identity and conveying
attestation or policy-relevant attributes.

9.2. Application Layer Authentication

Application-1ayer authentication allows agents to authenticate

i ndependently of the underlying transport. This enables end-to-end
identity preservation even when requests traverse proxies, |oad

bal ancers, or protocol translation |ayers.

The W MSE wor ki ng group defines WMSE Proof Tokens and HTTP Message
Si gnatures as authentication mechani snms that may be used by agents.

9.2.1. WMSE Proof Tokens (WPTs)

W MSE Wor kl oad Proof Tokens (WPTs, [W MSE-WPT]) are a protocol -

i ndependent, application-layer mechani smfor proving possession of
the private key associated with a Wrkload lIdentity Token (WT).
WPTs are generated by the agent, using the private key matching the
public key in the WT. A WPT is defined as a signed JSON Wb Token
(JWI) that binds an agent’ s authentication to a specific nessage
context, for exanple, an HITP request, thereby providing proof of
possession rather than relying on bearer semantics.

WPTs are designed to work al ongside WTs [WMSE-CRED] and are

typically short-lived to reduce the window for replay attacks. They
carry clainms such as audi ence (aud), expiration (exp), a unique token
identifier (jti), and a hash of the associated WT (wh). A WT may
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al so include hashes of other related tokens (e.g., a Transaction
Token) to bind the authentication contexts to specific transaction or
aut hori zations details.

Al though the draft currently defines a protocol binding for HTTP (via
a Wor kl oad- Proof - Token header), the core format is protocol -agnostic,
making it applicable to other protocols. Its JW structure and
clainms nmodel allow WPTs to be bound to different protocols and
transports, including asynchronous or non-HITP nessagi ng systenms such
as Kafka and gRPC, or other future protocol bindings. This design
enabl es receiving systens to verify identity, key possession, and
message binding at the application |ayer even in environnents where
transport-layer identity (e.g., nutual TLS) is insufficient or
unavai | abl e.

9.2.2. HITP Message Signatures

The W MSE Wor kl oad-t o- Wor kl oad Aut hentication with HTTP Si gnatures
specification [ WMSE-HTTPSI G defines an application-|ayer

aut hentication profile built on the HITP Message Signatures standard
[HTTP-SIG. It is one of the mechani snrs W MSE defines for

aut henti cating workl oads in HTTP-based interactions where transport -

| ayer protections may be insufficient or unavailable. The protoco
conbi nes a workl oad’s Wirkl oad Identity Token (WT) (which binds the
agent’s identity to a public key) with HTTP Message Signatures (using
the correspondi ng private key), thereby providing proof of possession
and nessage integrity for individual HTTP requests and responses.
Thi s approach ensures end-to-end authentication and integrity even
when traffic traverses internedi aries such as TLS proxies or |oad

bal ancers that break transport-layer identity continuity. The
profil e mandates signing of sonme request conponents (e.g., nethod,
request-target, content digest, and the WT itself) and supports
optional response signing. Note that @equest-target covers only the
request-target string (typically path + query) and not the nethod,
schene, or authority; those are only protected if separately covered
(e.g., @ethod, @chene, @uthority).

9.2.3. Limtations

Unli ke transport-layer authentication, application-I|ayer

aut henti cati on does not inherently provide channel binding to the
underlying secure transport. As a result, inplenmentations MJST
consider the risk of nmessage relay or replay if tokens or signed
messages are accepted outside their intended context. Deploynments
typically mtigate these risks through short token lifetines,

audi ence restrictions, nonce or unique identifier checks, and binding
authentication to specific requests or transaction paraneters.
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10.

10.

10.

Agent Aut hori zation

Agents act on behalf of a user, a system or on their own behal f as
shown in Figure 1 and need to obtain authorization when interacting
with protected resources.

1. Leverage QAuth 2.0 as a Del egation Authorization Franmework

The wi dely depl oyed QAuth 2.0 Authorization Framework

[ CAUTH FRAMEWORK] is a nechani sm for del egated authorization that
enabl es an Agent to obtain |imted access to a protected resource
(e.g., a service or APl), intermedi ated by an Authorization Server,
often with the explicit approval of the authenticated User. An Agent
uses QAuth 2.0-based mechani snms to obtain authorization froma User,
a System or on its own behalf. QAuth 2.0 defines a w de range of
aut hori zation grant flows that supports these scenarios. In these
QCauth 2.0 flows, an Agent acts as an QAuth 2.0 Client to an QAuth 2.0
Aut hori zation Server, which receives the request, evaluate the

aut hori zation policy and returns an access token, which the Agent
presents to the Resource Server (i.e. the protected resources such as
the LLMor Tools in Figure 1, which can evaluate its authorization
policy and conplete the request.

2. Use of QAuth 2.0 Access Tokens

An QAut h access token represents the authorization granted to the

Agent. In many depl oynments, access tokens are structured as JSON Wb
Tokens (JWI's) [ QAUTH ACCESSTOKEN- JWIT, whi ch include clains such as
"client _id, "sub’, "aud', 'scope’, and other attributes relevant to

aut hori zation. The access token includes the Agent identity as the
"client _id claimas defined in Section 2.2 of
[ QAUTH- ACCESSTOKEN- JWI] .

When the Agent is acting on-behalf of another User or System the
User or Systemidentifier is conveyed in the 'sub’ claimas defined
in Section 2.2 of [QAUTH ACCESSTOKEN-JWI]. These identifiers MJST be
used by resource servers protected by the QAuth 2.0 authorization
service, along with other clains in the access token, to determne if
access to a resource should be allowed. The access token typically

i ncludes additional clains to convey contextual, attestation-derived,
or policy-related information that enables fine-grained access
control. The resource server uses the access token and the
information it contains along with other authorization systenms (e.g.
policy based, attribute based or rol e based authorization systens)
when enforcing access control. JW access tokens can be validated
directly by resource servers while other formats that are opaque to
the resource server can be validated through a nechanismthat calls
back to the authorization server (the nechanismis called
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i ntrospection despite the word having nearly the opposite meaning).
This framework supports both nodel s and does not require a specific
token format, provided that equival ent authorization semantics are
mai nt ai ned.

A resource server in receipt of tokens opaque to it are able to
obtain authorization and other information fromthe token through
QAuth 2.0 Token Introspection [ QAUTH TOKEN- | NTROSPECTI ON] . The

i ntrospection response provides the active state of the token and
associ ated authorization attributes equivalent to those conveyed in
structured tokens.

3. Obtaining an QAuth 2.0 Access Token

QAuth 2.0 defines a nunber authorization grant flows in support of
different authorization scenarios. The appropriate flow depends on
the specific authorization scenario and the nature of User

i nvol venent. The foll owi ng subsecti ons describe the nost rel evant
flows for Agent authorization.

3.1. User Del egates Authorization

When a User grants authorization to an Agent for access to one or
nmore resources (Tools, LLMs, etc.), the Authorization Code G ant, as
described in Section 4.1 of [ CQAUTH FRAMEWORK], is the canonical means
of obtaining an access token. This redirection-based flow invol ves
an interactive authorization process in which the user authenticates
to the authorization server and explicitly approves the requested
access. The resulting access token reflects the authorization

del egated to the Agent by the User and can be used by the Agent to
access resources on behalf of the user

3.2. Agent Obtains Oam Authorization

Agent s obtai ning access tokens on their own behalf can use the dient
Credentials Grant as described in Section 4.4 of [ QAUTH FRAMEWORK] or
the JWI Aut hori zation G ant as described in Section 2.1 of

[ QAUTH- CLI ENTAUTH- JWIl. When using the Cient Credentials Grant, the
Agent authenticates itself using one of the mechani snms described in
Section 9 and not with the use of static, long-lived client secrets.
When using the JWI Authorization Grant, the Agent will be identified
in the subject of the JW assertion
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3.3. Agents Accessed by Systens or Ot her Agents

Agents thensel ves can act in the role of an QAuth protected resource
and be invoked by a System (e.g. a batch job) or another Agent. The
System obt ai ns an access token using an appropriate nechani sm and
then i nvokes the Agent presenting the access token

3.4. (QAuth 2.0 Security Best Practices

The Best Current Practice for QAuth 2.0 Security as described in
[ CAUTH BCP] are applicabl e when requesting and using access tokens.

4. Risk Reduction with Transacti on Tokens

Resources servers, whether they are LLMs, Tools or Agents (in the
Agent -t o- Agent case) may be conposed of nultiple microservices that
are invoked to conplete a request. The access tokens presented to
the Agent, LLMor Tools can typically be used with nmultiple
transacti ons and consequently have broader scope than needed to
compl ete any specific transaction. Passing the access token from one
m croservice to another within an i nvoked Agent, LLM or the Tools
increases the risk of token theft and replay attacks. For exanple,
an attacker may discover and access token passed between
mcroservices in alog file or crash dunp, exfiltrate it, and use it
to invoke a new transaction with different paraneters (e.g. increase
the transacti on amount, or invoke an unrelated call as part of
executing a | ateral nove).

To avoi d passing access tokens between microservices, the Agent, LLM
or Tool s can exchange the received access token for a transaction
token, as defined in the Transaction Token specification

[ CAUTH TXN- TOKENS] . The transaction token allows for identity and
aut hori zation information to be passed along the internal call chain
of mcroservices. The transaction token issuer enriches the
transaction token with context of the caller that presented the
access token (e.g. | P address, etc.), transaction context
(transaction amount), identity information and a uni que transaction
identifier. This results in a downscoped token that is bound to a
specific transaction and cannot be used as an access token, wth

anot her transaction, or within the same transaction with nodified
transaction details (e.g. change in transaction anmpbunt). Transaction
tokens are typically short-lived, further limting the risk in case
they are obtained by an attacker by limting the time w ndow during
whi ch these tokens will be accepted.

A transaction token MAY be used to obtain an access token to cal
anot her service (e.g. another Agent, Tool or LLM by using QAuth 2.0
Token Exchange as defined in [ QAUTH TOKEN- EXCHANGE]
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5. Cross Domain Access

Agents often require access to resources that are protected by
different QAuth 2.0 authorization servers. Wen the conponents in
Figure 1 are protected by different |ogical authorization servers, an
Agent SHOULD use QAuth ldentity and Authorization Chai ni ng Across
Domai ns as defined in ([QAUTH I D-CHAIN]), or a derived specification
such as the ldentity Assertion JW Authorization G ant

[ CAUTH JWI'- ASSERTI ON], to obtain an access token fromthe rel evant
aut hori zati on servers.

When using QAuth Identity and Authorization Chaining Across Domai ns
([ CAUTH- 1 D- CHAI N] ), an Agent SHOULD use the access token or
transaction token it received to obtain a JW authorization grant as
described in Section 2.3 of [QAUTH I D-CHAIN] and then use the JWI
aut horization grant it receives to obtain an access token for the
resource it is trying to access as defined in Section 2.4 of

[ CAUTH- | D- CHAI N] .

When using the ldentity Assertion JW Authorization G ant

[ CAUTH JWI- ASSERTI ON], the identity assertion (e.g. the OpenlD
Connect | D Token or SAM. assertion) for the target end-user is used
to obtain a JW assertion as described in Section 4.3 of

[ CAUTH JWI'- ASSERTI ON], which is then used to obtain an access token
as described in Section 4.4 of [QAUTH JWI- ASSERTI QVf .

QAuth ldentity and Authorization Chaini ng Across Domai ns

([ QAUTH- 1 D- CHAI N] ) provides a general nechani smfor obtaining cross-
domai n access that can be used whether an identity assertion |like a
SAML or Openl D Connect token is available or not. The Identity
Assertion JW Authorization Gant [ QAUTH JWI- ASSERTION] is optin zed
for cases where an identity assertion |like a SAM. or Openl D Connect
token is available froman identity provider that is trusted by all
the QAuth authorization servers as it renoves the need for the user
to re-authenticate. This is typically used within enterprise

depl oynents to sinplify authorization delegation for nmultiple
sof t war e- as- a- servi ce offerings.

6. Human in the Loop

An QAut h authorization server MAY conclude that the | evel of access
requested by an Agent requires explicit user confirmation. |n such
cases the authorization server SHOULD either decline the request or
obtai n additional authorization fromthe User. An Agent, acting as
an QAuth client, may use the OpenlD Client Initiated Backchannel

Aut hentication (CIBA) protocol. This triggers an out-of-band
interaction allow ng the user to approve or deny the requested
operation wi thout exposing credentials to the agent (for exanple a
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push notification requesting the user to approve a request through an
aut henti cator application on their nobile device).

Interactive agent franeworks nmay also solicit user confirmation
directly during task execution (for exanple tool invocation approva
or parameter confirmation). Such interactions do not by thensel ves
constitute authorization and MJST be bound to a verifiable

aut hori zation grant issued by the authorization server. The agent
SHOULD t herefore translate user confirmation into an QAuth

aut hori zation event (e.g., step-up authorization via ClBA) before
accessing protected resources.

This nodel aligns with user-solicitation patterns such as those
descri bed by the Model Context Protocol ([MCP]), where an agent
pauses execution and requests user confirmation before performng
sensitive actions. The final authorization decision remains with the
aut hori zati on server, and the agent MJST NOT treat |ocal Ul
confirmation alone as sufficient authorization

*Not e: * Additional specification or design work may be needed to
define how out-of-band interactions with the User occur at different
stages of execution. CIBA itself only accounts for client
initiation, which doesn't map well to cases that envision the need
for User confirmation to occur m d-execution

7. Tool -to-Service Access

Tool s expose interfaces to underlying services and resources. Access
to the Tools can be controlled by QAuth and augnented by policy,
attribute or rol e based authorization systens (anbngst others). |If
the Tools are inplenented as one or nore microservices, it should use
transaction tokens to reduce risk as described in Section 10.4 to
avoi d passing access tokens around within the Tool inplenentation

Access fromthe Tools to the resources and services MAY be controll ed
through a variety of authorization nmechanisns, including QAuth. |[f
access is controlled through QAuth, the Tools can use QAuth 2.0 Token
Exchange as defined in [ QAUTH TOKEN- EXCHANGE] to exchange the access
token it received for a new access token to access the resource or
service in question. Wen the Tool needs access to a resource
protected by an authorization server other than the Tool’'s own

aut hori zation server, the QAuth lIdentity and Authorization Chaining
Across Domains ([ QAUTH-I D-CHAIN]) can be used to obtain an access
token fromthe authorization server protecting that resource.

*Note:* It is an anti-pattern for Tools to forward access tokens it
received fromthe Agent to Services or Resources. It increases the
risk of credential theft and lateral attacks.
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8. Privacy Considerations {privacy-considerations}

Aut hori zation tokens may contain user identifiers, agent identifiers,
audi ence restrictions, transaction details, and contextual
attributes. Deploynents SHOULD m nim ze di sclosure of personally
identifiable or sensitive information in tokens and prefer audience-
restricted and short-1lived tokens. Where possible, opaque tokens
with introspection SHOULD be preferred when claimmnimzation is
required.

Agents SHOULD request only the m ni mum scopes and aut hori zati on
details necessary to conplete a task. Resource servers SHOULD avoid
I ogging full tokens and instead | og token identifiers or hashes.
When aut hori zation context is propagated across services, derived or
down- scoped tokens (such as transaction tokens) SHOULD be used to
reduce correlation and replay risk

| mpl enent ati ons MJUST ensure that user identity information del egated
to agents is not exposed to unrelated services and that cross-donain
aut hori zati on exchanges only disclose information required for the
target authorization decision.

9. (QAuth 2.0 Discovery in Dynam c Environnents

In dynam c Agent deployments (e.g., epheneral workloads, mnulti-tenant
services, and frequently changi ng endpoi nt topol ogy), Agents and

ot her participants MAY use QAut h di scovery nechani sns to reduce
static configuration and to bind runtime decisions to verifiable

net adat a

9.1. Authorization Server Capability D scovery

An Agent that needs to obtain tokens can discover authorization
server endpoints and capabilities using QAuth 2.0 Authorization
Server Metadata [ QAUTH SERVER- METADATA] and/ or Qpenl D Connect

Di scovery [ Qpenl DConnect. Di scovery]. This allows the Agent to learn
the aut hori zation server issuer identifier, authorization and token
endpoi nts, supported grant types, client authentication nethods,
signing keys (via jwks_uri), and other rel evant capabilities w thout
preconfiguring them
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9.2. Protected Resource Capability Di scovery

VWhen an Agent is invoking a Tool, the Agent MAY use QAuth 2.0

Prot ect ed Resource Met adata [ OAUTH RESOURCE- METADATA] to di scover how
the resource is protected, including the resource identifier and the
appl i cabl e Authorization Server(s) that protects Tool access. This
enabl es an Agent to select the correct issuer/audience and token
acquisition flow at runtinme, even when resources are depl oyed or
moved dynami cal | y.

A Tool that attenpts to access and QAuth protected resource MAY use
QAuth 2.0 Protected Resource Metadata [ CAUTH RESOURCE- METADATA] in a
simlar way as an Agent. Simlarly, a System may use

[ CAUTH RESOURCE- METADATA] when accessi ng an Agent.

9.3. dient Capability Discovery

O her actors (e.g., Authorization Servers, registrars, or policy
systens) may need to |l earn about any entities (System Agent, Tool)
that acts as QAuth clients. \Were supported, they MAY use Cient ID
Met adat a Docunents [ QAUTH- CLI ENT- METADATA], which allow a client to
host its netadata at a URL-valued client _id so that the relying party
can retrieve client properties (e.g., redirect URIs, display

i nformati on, and other registered client netadata) wi thout prior
bilateral registration.

As an alternative, entities acting as QAuth clients MAY register
their capabilities with authorization servers as defined in the QAuth
2.0 Dynamic Cient Registration Protocol [QAUTH REG STRATI QV .

Agent Monitoring, Observability and Remedi ation

Because agents may perform sensitive actions autononously or on
behal f of users, deploynents MJST nmintain sufficient nonitoring and
observability to reconstruct agent behavi or and authori zati on context
after execution. (Cbservability is therefore a security control, not
sol ely an operational feature.

Any participant in the system including the Agent, Tool, System LLM
or other resources and service MAY subscribe to change notifications
usi ng eventing nechani sns such as the Openl D Shared Signals Franmework
[SSF] with either the Continuous Access Eval uation Profile [ CAEP] or
Ri sk Incident Sharing and Coordination [RISC] to receive security and
aut hori zation-rel evant signals. Upon receipt of a rel evant signal
(e.g., session revoked, risk |level change, subject disabled, token
replay suspected, risk elevated), the recipient SHOULD renedi ate by
attenuating access, such as terminating |ocal sessions, discarding
cached tokens, re-acquiring tokens with updated constraints, reducing
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privileges, or re-running policy evaluation before continuing to
al | ow access. Recipients of such signals MJST ensure that revoked or
downgraded aut horization is enforced w thout undue delay. Cached

aut hori zati on deci sions and tokens that are no |longer valid MJST NOT
continue to be used after a revocation or risk notification is

recei ved.

To support detection, investigation, and accountability, deploynments
MUST produce durable audit |ogs covering authorization decisions and
subsequent renedi ations. Audit records MJST be tanper-evident and
retained according to the security policy of the depl oynent.

At a mninum audit events MJST record:

* authenticated agent identifier

* del egated subject (user or systen), when present

* resource or tool being accessed

* action requested and authorization decision

* tinmestanp and transaction or request correlation identifier

* attestation or risk state influencing the decision

* renmediation or revocation events and their cause

Monitoring / Cbhservability systenms SHOULD correl ate events across
Agents, Tools, Services, Resources and LLMs to detect nisuse patterns
such as replay, confused deputy behavior, privilege escal ation, or
unexpect ed acti on sequences.

End-to-end audit is enabl ed when Agents, Users, Systens, LLMs, Tools,
services and resources have stable, verifiable identifiers that all ow
auditors to trace "which entity did what, using which authorization
context, and why access changed over tine."

I mpl enent ati ons SHOULD provi de operators the ability to reconstruct a
conpl ete execution chain of an agent task, including del egated

authority, internmediate calls, and resulting actions across service
boundari es.
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14.

15.

16.

17.

Agent Aut hentication and Authorization Policy

The configuration and runtine paranmeters for Agent ldentifiers
Section 5, Agent Credentials Section 6, Agent Attestation Section 7,
Agent Credential Provisioning Section 8, Agent Authentication
Section 9, Agent Authorization Section 10 and Agent Monitoring,
Observability and Remedi ation Section 11 collectively constitute the
aut henti cation and authorization policy within which the Agent
oper at es.

Because t hese paraneters are highly depl oynent and ri sk-nodel -
specific (and often reflect |ocal governance, regulatory, and
operational constraints), the policy nodel and docunent format are
out of scope for this framework and are not reconmended as a target
for standardi zation within this specification. |nplenentations MAY
represent policy in any suitable “policy-as-code” or configuration
format (e.g., JSOV YAM.), provided it is versioned, reviewable, and
supports consi stent eval uation across the conponents participating in
the end-to-end fl ow

Agent Conpli ance
Conpl i ance for Agent-based systens SHOULD be assessed by auditing
observed behavi or and recorded evidence (logs, signals, and
aut hori zati on deci si ons) agai nst the deploynent’ s Agent
Aut henti cation and Authorization Policy Section 12. Since conpliance
criteria are specific to individual deploynents, organizations,
industries and jurisdictions, they are out of scope for this
framewor k though i npl ementers SHOULD ensure strong observability and
account abl e governance, subject to their specific business needs.
Security Considerations
TODO Security
Privacy Considerations
TODO Privacy but there’'s also Section 15..
I ANA Consi derations
Thi s document has no | ANA acti ons.
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