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Abst ract

The |1 DNA specifications for internationalized domai n names conbi ne
rules that determne the |abels that are allowed in the DNS w t hout
violating the protocol itself and an assignnment of responsibility,
consistent with earlier specifications, for deternmining the |abels
that are allowed in particular zones. Confornmance to |DNA by
registries and other inplementations requires both parts. Experience
strongly suggests that the | anguage descri bing those responsibilities
was insufficiently clear to pronote safe and interoperable use of the
specifications and that nore details and di scussion of circunstances
woul d have been hel pful. Wthout naking any substantive changes to

I DNA, this specification updates two of the core | DNA docunents (RFCs
5890 and 5891) and the | DNA expl anatory docurment (RFC 5894) to
provi de that guidance and to correct sonme technical errors in the
descriptions.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 10 August 2025
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1.

I nt roducti on

Thi s docunent is an integral part of the specifications for
Internationalized Domain Nanes in Applications (1DNA) [ RFC5890]

[ RFC5891] [ RFC5894] (collectively known, along with RFC 5892

[ RFC5892], RFC 5893 [ RFC5893] and updates to them as "I DNA2008" or
just "IDNA"). \While sone of the sections of those docunents are

revi ewed bel ow, this docunent assumes that readers will be famliar
with the other specifications in the collection. It also assunmes the
term nol ogy of those docunents, e.g., that "registry", "registrar",

"zone", and simlar terns are used below in the DNS sense (see

[ RFC1034] and Section 9 of [RFC9499]) at any |l evel of the DNS tree or
any branch of the tree, even in zones that do not use that specific
term nol ogy or distinguish between the two, unless clearly specified
ot herwi se. Those specifications inpose a requirement that domain
nane system (DNS) registries restrict the characters they allow in
domai n nane | abels (see Section 2 below), and the contents and
structure of those |abels. That requirenent and restriction are
consistent with the "duty to serve the community" described in the
original specification for DNS nami ng and authority [RFC1591]. The
restrictions are intended to protect against security problens and
confusi on about and between nanes by linmting the permtted
characters and strings to those for which the registries or their
advi sers have a thorough understandi ng and for which they are willing
to take responsibility.

That understanding is key to being confident that:

1) Users cannot be tricked by the presence of obscure and unfamli ar
characters.

2) Users cannot be confused by the use of strings in |abels that are
inconsistent with the rules in many conplex scripts restricting
arbitrary placenent of characters.

3) Users cannot encounter |abels that are difficult to read
consi stently and predictably because their appearance varies too
much across comon rendering systens.

4) Oher security risks due to sone feature of the witing systemin
use are elimnated or at least significantly mtigated.
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Those provisions are centrally inportant because it recogni zed that
hi storical relationships and variations anong scripts and witing
systens, the continuing evolution of those systens, differences in
the uses of characters anbng | anguages (and | ocations) that use the
same script, and so on nake it inpossible to generate a guideline
consisting of a single list of characters and/or sinple rules that
woul d provide a conpletely adequate guideline with the character of
"if we use these rules, we will be safe from confusion and attacks"

The al gorithm and rul es of RFCs 5891 and 5892 elim nate many of the
nost dangerous and ot herw se probl emati c cases, but they cannot
elimnate the need for registries and registrars to take additiona
steps to nmitigate security risks and confusion by suitably
restricting the repertoire and structure of l|abels they permt.
This, in turn, requires that they or their advisers have a thorough
under st andi ng of the issues associated with for a given set of
characters or witing system that they understand what they are
doing and that they take responsibility for the decisions that are
made.

The way in which the | DNA2008 specifications expressed these

requi renents may have under enphasi zed the intention that they
actually be treated as requirenents. Section 2.3.2.3 of the
Definitions docunent [RFC5890] nentions the need for the
restrictions, indicates that they are nandatory, and points the
reader to section 4.3 of the Protocol document [RFC5891]. That
docunent, in turn, points to Section 3.2 of the Rational e docunent
[ RFC5894], with each docunment providing further detail, discussion,
and clarification.

At the sane time, the Internet has evolved significantly since the
managenment assunptions for the DNS were established with RFC 1591 and
earlier. In particular, the managenent and use of domai n names have
gone through several transformations. Recounting of those changes is
beyond the scope of this docunent but one of them has had significant
practical inmpact on the degree to which the requirenent for registry
know edge and responsibility is observed in practice. Wen RFC 1591
was witten, the assunption was that domains at all levels of the DNS
woul d be operated in the best interest of the registrants in the
domain and of the Internet as a whole. There were no notions about
domai ns bei ng operated as a profitable service, nuch less with a

busi ness nodel that nade them nore profitable (or even all owed
adequat e cost recovery) the nmore nanes that could be registered (or
even, under sone circunstances, reserved and not registered). During
that same period, there was also no notion that domai ns woul d be
consi dered nore successful based on the nunber of nanes registered
and del egated fromthem \Wiile rarely reflected in the DNS
protocols, the distinction between donai ns operated primarily as a
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revenue source for the organizations operating the registry and ones

that are operated purely as a service to registrants and the Internet
and its uses or for, e.g., use within an enterprise, have become very
i mportant today. See Section 4 for a discussion on how those issues

affect this specification.

This specification is intended to unify and clarify these
requirenents for registry decisions and responsibility and to
enphasi ze the inmportance of registry restrictions at all |evels of
the DNS. It also nmakes a specific recomendati on for character
repertoire subsetting that is internediate between the code points

al l owed by RFCs 5891 and 5892 and those allowed by individua
registries. It does not alter the basic | DNA2008 protocols and rules
thensel ves in any way.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 RFC 2119 [RFC2119] and RFC 8174 [RFC8174] when, and only when,
they appear in all capitals, as shown here.

2. Registry Restrictions in | DNA2008

As mentioned above, | DNA2008 specifies that the registries for each
zone in the DNS that supports IDN |abels are required to devel op and
apply their own rules to restrict the allowable | abels, including
limting characters they allowto be used in labels in that zone.
The chosen |list MJUST be a subset of the collection of code points
specified as "PVALI D', "CONTEXTJ", and "CONTEXTO' by the rules
established by the protocols thenselves. Labels containing any
characters fromthe two CONTEXT categories or any characters that are
normal ly part of a script witten right to left [RFC5893] require
that additional rules, specified in the protocols and known as
"contextual rules" and "bidi rules", be applied. The entire
collection of rules and restrictions required by the | DNA2008
protocol s thensel ves are known as "protocol restrictions".

Regi stries may apply (and generally are required to apply) additiona
rules to further restrict the list of permtted code points,
contextual rules (perhaps applied to normally PVALID code points)
that apply additional restrictions, and/or restrictions on |abels as
distinct fromcode points. |In particular, safe and secure use of any
of a large nunber of wi dely-used scripts or witing systens require
the addition of contextual rules that go beyond the very linited
restrictions inplemented in by "CONTEXTJ" and "CONTEXTO' at the
protocol level, but which are otherwi se functionally equivalent in
that they constitute limtations on where all owabl e code points may
be placed in a | abel
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In contrast, protocol restrictions are by necessity somewhat generic,
having to cater both to the union of the needs for all zones and to
the fact that it may be entirely reasonable that some zones,
especially zones deep in the DNS tree, be nore perm ssive than
others. That nust be done without negative inpact on the DNS

O her restrictions that are necessary, perhaps obviously so, include
provisions for restricting suggested new regi strati ons based on
conflicts with | abels already registered in the zone, so as to avoid
honogr aph attacks [ Gabril ovi ch2002] and ot her issues. The
specifications of what constitutes such conflicts, as well as the
definition of "conflict" based on the properties of the labels in
question, is the responsibility of each registry. Such

speci fications should further include prohibitions on code points and
| abel s that are not consistent with the intended function of the
zone, the subtree in which the zone is enbedded (see Section 3), and
consequent differences in the stringency of security-related

measur es.

These per-registry (or per-zone) rules are commonly known as
"registry restrictions” to distinguish themfromthe protoco
restrictions described above. Such registry restrictions are
essential to provide for the necessary security in the face of the
tremendous variations and differences in witing systenms and their
ongoi ng evol uti on and devel oprment, as well as the human ability (or
inability) to recognize and distinguish characters in different
scripts around the world and under different circunstances.

3. Progressive Subsets of Allowed Characters

Three existing rules could easily be m sunderstood and are repeated
and rephrased here to provide additional clarity:

i. RFCs 5891 and 5892 deternine the set of code points that are
possible for inclusion in donmain nane | abels; registries MJST
reject all other code points.

ii. In addition, |abels MJST NOT contain code points in positions
where they violate the "CONTEXTJ" or "CONTEXTO' rul es or other
restrictions defined in RFCs 5891 and 5892

iii.Labels that contain code points that are normally witten from
right to left MJST al so conformto the requirenents of RFC 5893.
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Many registries have decided to restrict each label to a single
script, even if the registry permts different |abels to use
different scripts. The Unicode script property is defined in UAX24
[ UAX24], and the rel evant data tables are published in a suppl enental
docunent [ UAX24-scripts-text]. However, while suitable for many

pur poses, experts on particular |anguages or usages sonetines define
scripts and their contents differently and there are no requirenents
that registries use the Unicode definitions.

Uni code includes many code points that are unfamliar to nost current
Internet users. Several groups have devel oped code point repertoires
and rul es that include what they have concluded is needed, while
excluding, e.g., historic code points that might be used to confuse
21st century readers. Exanples include:

i. The RFC Series includes specific reconmendati ons about sone
scripts or |anguages, including RFCs for Cyrillic script RFC 4992
[ RFC5992] and Arabic | anguage RFC 5564 [ RFC5564].

ii. ICANN maintains a set of Label CGeneration Rules [SL-REF-LGR],
each of which contains a repertoire and rules for one script or
| anguage. At the tine of witing there are 23 script-based LGRs
and 31 | anguage- based LGRs.

While registries may all ow code points that the RFC contributors or

I CANN conmittees decided to exclude, registries are advised to be
careful and all ow such code points only after they are confident they
under stand the reasons for the excl usions.

Basing the pernmitted repertoire and defining constraints on one or
more of the specifications nentioned above enabl es nenbers of the
general public to register domain names based on contenporary

spel lings and character choices, while limting the scope for

m schief as far as practically possible.

Regi stries that cater to a worl d-wi de audi ence nay wish to all ow
scripts for which a suitable repertoire has not yet been devel oped or
reached broad consensus. Basing the permitted repertoire on the
general Unicode lIdentifier specification [UAX31] may be a good option
in such cases but those considering doing so should keep in mnd that
there are substantive reasons, sone of them consequences of the
design of the DNS itself, why domain nanes are not governed by the
rul es of that Uni code specification
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4. Considerations for Domains Operated Prinmarily for the Benefit of the
Regi stry Oaner, Operator, or a Related O ganization

As discussed in the Introduction (Section 1), the distributed

adm nistrative structure of the DNS today can be described by
dividing zones into two categories depending on how they are
adm ni stered and for whom These categories are not precise -- sone
zones may not fall neatly into one category or the other -- but are
useful in understanding the practical applicability of this
specification. They are:

* Zones operating primarily or exclusively within a organization,
enterprise, or country or region and responsible to the nanagenent
of the organi zation or enterprise or the Internet users in that
country or region. DNS operations, including registrations and
del egations, will typically occur in support of the purpose of
that country, organization or enterprise rather than being its
primary purpose. This category also includes zones operated as a
service to a relevant comunity and to the Internet user conmunity

as a whole. |If there are charges associated with name
registrations, they will typically be set on a cost recovery
basi s.

* Zones operating primarily as all or part of a business of selling
names for the financial benefit of entities responsible for the
registry. For these domains, nost del egations of subdomains are
to entities with little or no affiliation with the registry
operator other than contractual agreenents about operation of
t hose subdonains. Another common characteristic of these zones is
that they are usually considered nore successful the nore nanes
they can register. These zones are often known as "public
domai ns" or with simlar terms, but those terns typically have
other semantics related to the level in the tree and may not cover
al | cases.

Rules requiring strict registry responsibility typically cone
naturally to registries for zones of the first type. Such rules

i ncl ude thorough understandi ng of scripts and related issues in
domai n nane | abel s being considered for registration or |ocal nam ng
rul es that have the sane effect. Registration of |abels that would
prove problematic for any reason hurts the rel evant organi zation or
enterprise or its customers or users within the relevant country or
region and nore broadly. More generally, there are strong incentives
to be extrenely conservative about |abels that m ght be registered
and few, if any, incentives favoring adventures into |abels that

m ght be considered clever, nuch | ess ones that are hard to type,
render, or, where it is relevant to users, renenber correctly.
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By contrast, in a zone in which the revenues are derived exclusively,
or al nost exclusively, fromselling or reserving (including

"bl ocki ng”) as many nanes as possible, there may be perceived
incentives to regi ster whatever nanes woul d-be registrants "want" or
fears that any restrictions will cut into the avail abl e nanespace.

In such situations, restrictions are unlikely to be applied unless
they neet at |east one of two criteria: (i) they are easy to apply
and can be applied algorithmcally or otherw se automatically and/or
(ii) there is clear evidence that the particular |abel would cause
harm

As suggested above, the two categories above are not precise. In
particular, there may be domains that, despite being set up to
operate to produce revenue above actual costs, are sufficiently
conservative about their operations to nore closely resenble the
first group in practice than the second one.

The requirenent of IDNA that is discussed at length el sewhere in this
specification stands: IDNA (and I DNs generally) would work better and
Internet users would be better protected and nmore secure if
registries and registrars (of any type) confined the |abels they were
willing to accept for registration to scripts and code point
sequences that they understood thoroughly. Irrespective of in which
of the two categories a registrar operates, it is the position of the
| ETF that significant conservatismin what is allowed to be

regi stered, even for reservati on purposes, and even nore conservatism
about what |abels are actually entered into zones and del egated, is
the best option for the Internet and its users. |f practica

consi derations do not allow that much conservatism then it is
desirable to consult and utilize the many lists and tables that have
been, and continue to be, devel oped to advise on what night be
sensible for particular scripts and | anguages. Sonme of those lists,
tabl es, and reconmendati ons are described in Section 6 bel ow.

5. Oher corrections and updates

After the initial |DNA2008 docunents were published (and RFC 5892 was
updated for Unicode 6.0 by RFC 6452 [ RFC6452] and for Unicode 12.0
RFC 9233 [ RFC9233]) several errors or instances of confusing text
were noted. For the convenience of the community, the rel evant
corrections for RFCs 5890 and 5891 are noted bel ow and update the
correspondi ng docunents. There are no errata for RFC 5893 or 5894 as
of the date this docunment was published. Because further updates to
RFC 5892 woul d require addressing other pending issues, the

out standing erratum for that docunment is not considered here. For
consistency with the original docunents, references to Unicode 5.0
are preserved in this docunent.
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5.1. Updates to RFC 5890

Al'l but two of the outstanding errata agai nst RFC 5890

[ RFC-Editor-5890Errata] (Errata | Ds 4695, 4696, 4823, and 4824 are
associated with the sane issue, the nunber of Unicode characters that
can be associated with a maxi mumlength (63 octet) A-label. Some
comments in the errata suggest expressing the value in octets.
However, RFC 5890 and the other | DNA2008 documents are generally
careful to work exclusively with Unicode code points. Consequently,
the relevant rules in RFC 5890 are anended as foll ows:

Section 2.3.2.1 dd: expansion of the A-label formto a U | abel may
produce strings that are nuch | onger than the nornmal 63 octet
DNS limt (potentially up to 252 characters).

New. expansion of the A-label formto a U-|abel may
produce strings that are nmuch | onger than the nornal 63 octet
DNS linmit (See Section 4.2).

Conmment: If the length limt is going to be a
source of confusion or careful calculations, it should appear
in only one place.

Section 4.2 Ad: Because A-labels (the formactually used in the
DNS) are potentially nmuch nore conpressed than UTF-8 (and UTF-8
is, in general, nore conpressed than UTF-16 or UTF-32),

U-| abel s that obey all of the relevant symetry (and ot her)
constraints of these docunments may be quite a bit |onger
potentially up to 252 characters (Unicode code points).

New. A-labels (the formactually used in the DNS) and
the Punycode al gorithmused as part of the process to produce
them [ RFC3492] are strings that are potentially much nore
conpressed than any standard Uni code Encoding Form A 63 octet
A-1 abel cannot represent nore than 58 Unicode code points (four
octet overhead and the requirenent that at |east one character
lie outside the ASCII range) but inplenentations allocating
buffer space for the conversion should allow significantly nore
space (i.e., extra octets) depending on the encoding formthey
are using.

Errata | D 5484 suggests nodi fying the paragraph of Section 2.3.2.1

that begins "For | DNA-aware applications..." to inprove the pointer
to definitions, adding "and in Section 2.3.1" at the end of the
sent ence.
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Errata ID 7291 identifies RFC 5890 as updating RFC 4343. The RFC
Editor’s nmetadata has been updated to make that correction. Readers
of RFC 5890 should note the correction and any repl acenent for RFC
5890 shoul d address it as appropriate.

5.2. Updates to RFC 5891

There is only one outstanding erratum for RFC 5891, Errata |ID 3969
[ RFC5891Erratum on inproving the reference for combining marks.
Conbining marks are explained in the cited section, but not, as the
text indicates, exactly defined.

A d: The Unicode string MIUST NOT begin with a conbining mark or
combi ni ng character (see The Uni code Standard, Section 2.11
[ Uni code] for an exact definition)

New. The Unicode string MJUST NOT begin with a conbining mark or
conbi ni ng character (see The Uni code Standard, Section 2.11
[ Uni codeA] for an explanation and Section 3.6, definition D52
[ Uni codeB] for an exact definition).

Comment: When RFC 5891 is replaced, the references in the text
shoul d be updated to the current version of Unicode and the
section nunbers checked. This docunent provides nore recent
references than appeared in RFC 5891 but they nmay change agai n by
the time it is further revised or repl aced.

6. Related Di scussions

Thi s docunent is one of a series of nmeasures that have been suggested
to address | DNA issues raised in other docunments and di scussi ons but
the only one that actually updates the |IDNA Standard. Those ot her

di scussi ons and associ ated docunments incl ude suggested nmechani sns for
deal i ng with conbi ni ng sequences and si ngl e-code point characters
with the sane appearance, including ones that Unicode nornalization
nei t her conbi nes nor deconposed as | DNA2008 assunmed. That topic was
di scussed further in an Internet-Draft that was never conpleted and
publ i shed [1 DNA- Uni code] and in the | AB response to that issue

[ 1 AB-2015].

RFC 8753 [ RFC8753] di scusses sone of these issues and updates RFC
5892 to clarify and inprove the review process in ways that should

i nprove the issues discussed in Section 3. Even if applied
carefully, it will not fundamentally change those issues: it is

i mpossible for those reviews to catch all possible problematic code
poi nts. RFC 9233 [RFC9233] reflects a partial inplementation of RFC
8753.
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Those and ot her docunents al so discuss issues with IDNA and character
graphenes for which abstractions exist in Unicode in preconposed form
but that can be generated from conbi ni ng sequences. Another approach
has been to create a listing of code points known to be problemtic

[ Freyt ag-troubl esone], but that work was never carried forward

either. In conbination, the various discussions of conbining
sequences and non-deconposi hg characters may |lay the foundation for
an actual update to the IDNA code points docunent [RFC5892]. Such an
updat e woul d presumably al so address the existing errata agai nst that
docunent discussed at the end of Section 5.1

Per haps the nost inportant contenporary efforts are ones coordi nated
by 1 CANN to devel op rules for specific scripts and witing systens.
They including the twin efforts of creating per-script Root Zone
Label Generation Rules [ICANN-RZLGR-5] and Second Level Reference
Label Generation Rules [SL-REF-LGR] (the latter of which nay be per

| anguage). They also include other lists of code points or code
poi nt relationships that nay be particularly problematic and that
shoul d be treated with extra caution or prohibited entirely.

At a much higher |evel, discussions are ongoing to consider issues,
demands, and proposals for new uses of the DNS

7. Security Considerations

As di scussed in | AB reconmendati ons about internationalized domain
nanes [ RFC4690], [RFC6912], and el sewhere, poor choices of strings
for DNS | abels can | ead to opportunities for attacks, user confusion,
and other issues less directly related to security. This docunent
clarifies the inmportance of registries carefully establishing design
policies for the labels they will allow and that having such policies
and taking responsibility for themis a requirement, not an option.

If that clarification is useful in practice, the result should be an
i mprovenent in security.
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10.

10.

text to address issues with, and possible nisunderstandings from
earlier versions. The reviews in response to | ETF Last Call that
started in Cctober 2024 were very helpful in identifying areas where
clarifications or other changes were needed.

| ANA Consi der ati ons

This meno does not contain any provisions that would alter any | DNA-
related registries or tables in fundanmental ways. However, any

tabl es that reference RFC 5891 shoul d be updated to reference this
docunent as well.
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