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Abst ract

Thi s docunent explores the role of the I ETF and | RTF i n advanci ng
Artificial Intelligence for network operations (Al NetOps), focusing
on requirenents for | ETF protocols and architectures. Al Net Ops
applies Al/M techniques to autonmate and optim ze network operations,
enabl i ng use cases such as reactive troubl eshooting, proactive
assurance, closed-1oop optim zation, msconfiguration detection, and
virtual operator assistance.

The docurent addresses Al Net Qps for both single-layer IP or Optical
networks and multi-layer I P/ Optical networks. It defines the concept
of Al Net Ops for networking and provides its operational benefits such
as network assurance, predictive analytics, network optim zation,
multi-layer planning, and nmore. It ains to guide the evolution of

| ETF protocols to support Al Net Ops-driven network managenent.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Septenber 2025.
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1. Introduction

The increasing conplexity of nmodern networks has driven the need for

i nnovati ve approaches to network operations and nmanagenent.

Artificial Intelligence for Network Operations (Al NetOps) has energed
as an innovative concept, leveraging artificial intelligence (Al) and
machine |l earning (M) to automate, enhance, and optin ze network
managenment tasks. Al NetOps offers the potential to reduce
operational costs, inprove service reliability, and enhance user
experiences by enabling intelligent automation, predictive insights,
and efficient decision-making.

The 1 ETF and IRTF play a critical role in defining the protocols,

architectures, and standards that underpin gl obal networking. As
Al Net Ops becones integral to network operations, there is a grow ng
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need to eval uate how existing | ETF technol ogi es can support Al Net Ops
use cases and to identify gaps that may require new or extended
solutions. This docunment aims to outline key Al Net Ops use cases,

hi ghl i ght associ ated technical chall enges, and propose requirenents
for protocols and architectures to address these chal |l enges
effectively.

The use cases considered in this docurment span multiple aspects of
net wor k operations, including reactive troubl eshooting, proactive
assurance (e.g., anomaly detection, predictive maintenance), closed-

| oop optim zation, and m sconfiguration detection. Energing
capabilities, such as generative Al for operational insights and
virtual operator assistants, further enmphasize the need for a robust
framework to support Al-driven network managenent. Additionally, the
multi-layered nature of these use cases, enconpassing IP, optical,
and cross-layer optimzation, underscores the conplexity of
integrating AlNetOps into existing networks.

Thi s docunent provides a foundation for advancing | ETF protocols and
architectures to enabl e Al Net Ops-driven network operations by
expl oring these use cases, the requirenments, and their inplications.

1.1. Background

Effi cient and coordi nated use of resources is paranount for

mai ntai ning optimal performance and reliability of many network
environments. The applicability of Artificial Intelligence is well-
establ i shed, and the use cases are outlined in this docunent.

Editors note: Future versions of this docunent will include prior
| RTF and | ETF wor k.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

The following terns are used in this docunent:

* Al: Artificial Intelligence ains to create systenms capabl e of
performng tasks that typically require human intelligence,
such as understandi ng natural |anguage, recognizing patterns,
and naki ng deci si ons.

* M. Machine Learning is a subset of Al that involves training
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algorithms on | arge datasets to enable themto |earn patterns
and make predictions or decisions without being explicitly
pr ogr anmed.

* Gen-Al: Generative-Al is a subset of M. techniques that creates
new content, such as text, inages, or audio, by learning from
exi sting data.

* NLP: Natural Language Processing is a field of Al that focuses on
the interaction between conputers and hunans through natura
| anguage.

* AlNetOps: Artificial Intelligence for Network Operations refers
to the application of Al, M, and generative-Al techniques to
enhance and aut omate network operations.

* (Closed-Loop Optimzation: Autonated feedback-driven processes for
continuously inproving network performance and reliability.

* Milti-Layer Optinization: Addressing cross-layer dependenci es and
optim zing resources across different network | ayers, such as
I P and optical |ayers.

* P-PNC. Packet Provisioning Network Controllers
* O PNC Optical Provisioning Network Controllers
3. A, M, Deep Learning and Gen-Al

Artificial Intelligence (Al) is the broad field dedicated to creating
systens that can performtasks typically requiring human
intelligence, such as reasoning, problemsolving, and understandi ng

| anguage. Wthin Al, Machine Learning (M) is a subset that focuses
on devel oping al gorithns that enable conputers to |earn fromand nmake
deci si ons based on data, inmproving their performance over tine

wi thout explicit progranming. Deep Learning is a further subset of
M. that utilizes neural networks with many |ayers (hence "deep") to
anal yze various factors of data. This approach is particularly
powerful in handling | arge and conpl ex datasets, nmaking significant
advancenents in areas such as inmage and speech recognition, natura

| anguage processi ng, and autononobus systens.
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4.

Generative Al (Gen-Al) is a specialized branch of M. that involves
training nmodel s to generate new content, such as text, images, or
musi c, by learning patterns from existing data, thereby enhancing the
creative and adaptive capabilities of Al systens. Deep Learning
techni ques are often enployed in Gen-Al to create nore sophisticated
and realistic outputs, pushing the boundaries of what Al can achieve
internms of creativity and innovation

Figure 1 shows the relationship between Al, M., Deep Learning, and
Gen- Al .

Figure 1: Figure 1: Relationship between Al, M, Deep Learning,
and Gen- Al

Definition of Al NetOps

Figure 2 illustrates the concept of Al for Network Operations

(Al Net Ops), which | everages Al, M, Gen-Al techniques and rul e-based
systens to enhance and autonmate network operations. By integrating
both historical and real-tinme stream ng data, Al NetOps enpl oys
advanced data anal ytics to uncover hidden patterns, establish data
correlations, and provide trend forecasts and anonaly detection.
These insights | ead to significant operational benefits, including
i mproved network performance, reduced downtime, and nore efficient
managenent of | P optical networks. Additionally, Al NetQps enables
proactive and predictive analytics, allow ng network operators to
address potential issues before they inpact users, thereby ensuring
nmore resilient and reliable network operations.

This draft introduces the term “Operational Benefit” , which
enconpasses the conprehensive suite of tools, and nethodol ogi es that
facilitate the efficient managenent, debuggi ng, troubl eshooting,
moni toring, configuration, and optim zing of I P Optical networks.
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These operational benefits m ght include network managenment systens,
aut omat ed di aghostic tools, performance nonitoring and tel enetry
systens, configuration managenent platforms, and optim zation
algorithms. By l|leveraging these resources, operators can ensure the
robust performance, reliability, and scalability of the network,
ultimately enhancing service delivery and reduci ng operational costs.
The integration of these operational benefits is crucial for

mai nt ai ni ng seanl ess network operations and achi eving strategic

busi ness obj ectives

Section 5 expands the Operational benefits shown in Figure 2 and
provides a detail ed explanation of the various operational benefits
of fered by Al Net Op.

Figure 2 shows the relationship between Al, M., Deep Learning, and
Gen- Al .

I _ I | A/ I I I
I Big I | M/ I I I
| Dat a | + | Gen- Al / | = | Al Net Ops |
| | | Rul e-based | | |
I I I I I I

Al Net OPS provi des
Qperational Benefits
Big Data: Historical or Real-tine data
(e.g., tinme series PM Alarm Topol ogy, Log,
OAM dat a, product content/docunentation etc.)

Figure 2: Figure 2: Definition of Al NetOQp
5. Operational Benefits Provided by Al Net Ops

Al Net Ops has the potential to revol utionize network operations by
addressi ng the i nherent conplexity, scale, and dynanic nature of
modern networks. By applying various Al/M/Gen-Al techniques,
networ k operators can transition fromtraditional manual or rule-
based operations to intelligent, automated systens capable of real -
time adaptation, predictive insights, and optim zed deci si on- naki ng.

This section outlines the follow ng key areas where Al Net OQps can be
applied effectively in network operations, |everagi ng both data-
driven nodel s and domai n-speci fi c know edge.

* Section 5.1 "Operator Network Assistance"
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* Section 5.2 "Network active and reactive assurance". This area is
also related to "Root Cause Analysis" Section 5.2.1

* Section 5.3 "Predictive Analytics" which includes "Proactive
Net wor k Assurance and Monitoring" Section 5.3.1, "Anonmaly
Det ection" Section 5.3.2, "Trending and Forecasting"
Section 5.3.3, "Predictive Mintenance" Section 5.3.4 and "Network
Capacity Planning" Section 5.3.5

* Section 5.4 "Network Operational Insight". This area can be
grouped into "Operational Insights Requiring No Further Analysis
Section 5.4.1 and "Operational Insights Requiring Further Analysis
" Section 5.4.2

* Section 5.5 "Network Configuration Managenent™

* Section 5.6 "IP/ Optical nmulti-Ilayer Planning"

* Section 5.7 "Cross-Layer and Miulti-Layer Optimization"

* Section 5.8 "Traffic Optimzation"

* Section 5.9 "d osed-Loop Autonation"

* Section 5.10 "Network Mintenance and C eanup”

* Section 5.11 "Network APl Construction”

* Section 5.12 "Al-Driven Security Monitoring"

* Section 5.13 "Multi Agent Interworking"

Oper at or Network Assistance

Powered by Gen-Al, the operator network assistant functions as a
virtual network engineer, providing a real-tine recomendations,
i nsights, and automated solutions. These systens use NLP for

interface interaction, deep learning for anomaly classification, and
cont extual understanding to enhance operator decision-making.
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Al - power ed operator assistants function as virtual network engineers,
providing real -tine recommendati ons, insights, and autonated
solutions. These advanced systens | everage the power of natura

| anguage processing (NLP) to facilitate seam ess and intuitive

i nteracti ons between operators and the network managenent interface.
By understandi ng and interpreting human | anguage, these Al assistants
can effectively communicate with operators, nmaking it easier for them
to manage conpl ex network environments wi thout needi ng extensive
techni cal experti se.

In addition to NLP, Operator Assistance can integrate other Al Net Ops
functions to solve operators scenari os and use-cases. This
capability allows the systemto provide tinmely alerts and
recomrendat i ons, hel pi ng operators to address issues before they
escal ate into major disruptions. The deep | earning nodel s
continuously inprove over time, becom ng nore adept at recogni zing
new types of anonmalies and adapting to evol ving network conditions.

Furt hernmore, the contextual understanding capabilities of Al-powered
operator network assistant significantly enhance operator decision-
maki ng. By considering the broader context of network operations,
including historical data, current network state, and externa
factors, the Al can offer nore relevant and actionabl e insights.
This holistic approach ensures that operators receive conprehensive
gui dance tailored to the specific circunstances of their network. As
a result, operators can nmake nore informed decisions, optimze

net wor k performance, and maintain high | evels of service reliability
and efficiency. 1n essence, Al-powered operator network assistants
are transform ng network nmanagenent by augrmenting human capabilities
wi th advanced technol ogy, leading to smarter and nore proactive

net wor k operati ons.

5.2. Net wor k active and reacti ve assurance

Net work active and reactive assurance and troubl eshooting, both at
the single- layer (IP or Optical) and multi-layer (IP over Optical),
are critical components in maintaining the health and stability of
modern | P, Optical, and | PODWDM networks. This process involves the
identification and resolution of network issues as they arise,
ensuring that any disruptions or degradations are pronptly addressed.
By enpl oyi ng Al Net Ops techni ques, network engi neers can quickly

pi npoi nt the root cause of problens, whether they originate in the IP
| ayer, the optical layer, or across both. This reactive approach is
essential for mnimzing downti me and maintai ning the quality of
servi ce expected by network users.
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In single-layer troubl eshooting, the focus is on isolating and
resolving issues within a specific layer of the network. For
exanple, in an IP network, this mght involve diagnosing routing
probl ens, addressing |IP address conflicts, |IP |ayer m sconfiguration,
hardware failure or resolving issues with network protocols. In an
optical network, single-layer troubleshooting could involve
identifying fiber cuts, optical signal degradation, or equi pnent
failures

Mul ti-1ayer troubl eshooting, on the other hand, requires a nore

i ntegrated approach, as it involves identifying and resol ving issues
that span across nultiple layers of the network. This could include
probl enrs where an issue in the optical layer affects the I P |ayer,
such as signal inpairments that inpact data transm ssion quality. By
ef fectively managi ng both single-layer and nulti-I|ayer

troubl eshooti ng, network engineers can ensure a nore robust and
resilient network infrastructure.

The i nportance of assurance and troubl eshooting cannot be overstated
in today’ s hi gh-demand network environnents. Rapid response to
network issues is crucial to maintaining service continuity and
nmeeting the expectations of end-users. Advanced di agnhostic tools and
techni ques, such as real-tinme nonitoring, automated alerts, and
detailed analytics, play a vital role in this process. These tools
enabl e engi neers to quickly detect anonalies, assess their inpact,
and i npl enent corrective actions. Through continuous inprovenent of
assurance and troubl eshooting practices, network operators can
enhance their ability to maintain network performance, reduce
operational risks, and deliver a reliable and high-quality service to
their custoners

5.2.1. Root Cause Analysis

In the context of "Network active and reactive assurance," Root Cause
Anal ysis (RCA) is a critical aspect that extends the reactive

troubl eshooti ng process to uncover the underlying reasons behind
network issues. Wen an issue is detected in the network, RCA

| everages advanced Al Net Ops techniques to correl ate events across
different |ayers of the network, whether it be IP, Optical, or a
conbi nation of both. This conprehensive approach ensures that the
root cause of an issue is accurately identified, rather than just
addressi ng the synptons. Techni ques such as graph-based anal ysis
enabl e network engineers to visualize and trace the sequence of
events leading to a problem providing a clear pathway to the source
of the issue.
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Mor eover, natural | anguage processing (NLP) for | og analysis plays a
significant role in RCA by automating the exam nation of vast anmounts
of |1 og data generated by network devices. NLP can sift through I ogs
to identify patterns and anonmlies that m ght be m ssed by manua

i nspection. This capability is particularly useful in multi-Iayer
net wor ks where issues in one |ayer can propagate and manifest in
another. By efficiently parsing through | ogs and correl ating data,
NLP hel ps pi npoint the exact cause of disruptions, thereby reducing
the mean tine to resolution (MITR). Additionally, know edge graph
representations provide a structured and interconnected view of
networ k conponents and their relationships, aiding in the rapid
identification of fault points and their inmpact on the network.

By accurately diagnosing the root cause of network issues, network
operators can inplenent targeted corrective actions that address the
core problem preventing recurrence and ensuring long-termstability.
This precision in troubl eshooting not only m ninizes downtine but

al so enhances the overall reliability and performance of the network.
Furt hernmore, insights gained from RCA can inform proactive nmeasures
and optimzation strategies, contributing to a nore resilient network
infrastructure. In essence, RCA enmpowers network engineers with the
tool s and know edge needed to nmmintain high service quality and neet
the demands of nodern, high-perfornmance networks

Predictive Analytics

Predictive analytics or advanced anal ytics uses historical and real -
time network data, statistical algorithms, and M. techni ques to
identify the likelihood of future outconmes based on past data. In
the context of network operations, predictive analytics involves the
use of these methodologies in followi ng areas to antici pate network

i ssues, optim ze performance, and inprove operational efficiency. By
exam ning patterns and trends in historical network data, predictive
anal ytics can potentially forecast network problens before they
occur, allowi ng for proactive nanagenent and nai nt enance

The core idea behind predictive analytics is to transformdata into
actionabl e insights. For network operations, this neans anal yzi ng
various netrics such as traffic patterns, |atency, performance
managenent (PM data, and equi pnment performance to predict future
states of the network. For instance, by identifying trends that have
historically led to network failures, predictive analytics can alert
operators to potential future failures, enabling themto take
preventive nmeasures. This proactive approach helps in mnimzing
downt i ne, enhancing service reliability, and optim zing resource

al | ocati on.
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In summary, predictive analytics in network operations is about

| everagi ng historical data and advanced anal ytical techniques to
foresee and address potential issues before they inpact the network.
Thi s approach |eads to nore efficient, reliable, and secure network
operations, ultimtely enhancing the overall perfornmance and user
experience. The Al Net Ops can address the follow ng operator’s
scenari os.

5.3.1. Proactive Network Assurance and Mnitoring (Health Check)

Proactive Network Assurance and Monitoring represents a paradi gm
shift fromthe Network active and reactive assurance discussed in
Section 5.2. Instead of waiting for issues to arise and then
addressi ng them proactive network assurance involves anticipating
potential problenms and inplenenting neasures to prevent themfrom
occurring. This forward-thinking strategy | everages AlNetOps to
predict and mtigate network issues before they inpact service
quality.

In single-layer proactive assurance, the focus is on continuously
moni toring and anal yzing the health of a specific layer IP or Optica
| ayer of the network to identify early warning signs of potentia

i ssues. For instance, in an |IP network, this mght involve anal yzing
traffic patterns to detect anomalies that could indicate an inpending
routing problemor hardware failure. M algorithns can be enpl oyed
to predict |IP address conflicts or protocol msconfigurations before
they cause disruptions. Simlarly, in an optical network, proactive
assurance could involve nonitoring signal quality and fiber integrity
to detect and address degradati ons before they lead to significant

i mpai rments or outages

Multi-layer proactive assurance takes this approach a step further by
integrating nonitoring and anal ysis across both the I P and optica

|l ayers. This holistic view allows for the detection of conpl ex

i ssues that span nultiple |ayers, such as optical signal inpairnments
that could degrade IP data transnission quality. By correlating data
fromboth | ayers, Al NetQps solution can provide insights into how
changes in the optical layer mght affect | P performance and vice
versa. This enables operators to take preenptive actions, such as
optim zing signal paths or adjusting routing protocols, to maintain
opti mal network perfornance.

The benefits of proactive network assurance and nonitoring are
substantial. By identifying and addressing potential issues before
they escal ate, network operators can significantly reduce downtime
and inprove service reliability. This proactive stance not only
enhances the user experience by ensuring consistent network
performance but al so reduces operational costs associated with
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energency troubl eshooting and repairs. Furthernore, the use of
advanced anal ytics and machine learning in Al Ops allows for

conti nuous | earning and i nprovenent, enabling networks to become nore
resilient and adaptive over tine.

In today’s dynami c and hi gh-demand network environments, proactive
net wor k assurance and nonitoring is one of the operational benefits
provi ded by Al Net Ops and are essential for staying ahead of potential
i ssues and nmaintaining a conpetitive edge. By |everaging the power
of Al Net Op, network operators can transformtheir approach from
reactive to proactive, ensuring that their networks are not only
robust and resilient but also capable of delivering the high-quality
service that users expect. This shift towards proactive assurance
represents a significant advancenment in network managenent, paving
the way for nore intelligent, efficient, and reliabl e network
operati ons.

5.3.2. Anomaly Detection

A critical conponent of AlINetOps in the context of predictive

anal ytics is "Anomaly Detection”, which | everages advanced M.
algorithms to enhance network reliability and performance. By

enpl oyi ng ML techni ques such as supervised, unsupervised or

rei nforcenent |earning, Al NetOps can predict anonalies in real-tine
by anal yzi ng vast anounts of network telenetry data. Supervised

| earni ng nodel s, trained on historical data, recognize known issues,
whi | e unsupervi sed nodels identify new anonalies by spotting
outliers. This conprehensive detection nechani smensures both

fam liar and novel network issues are identified pronptly.

Predictive nodels, utilizing techniques like tine-series forecasting,
enable the identification of potential network problens, such as link
failures or traffic congestion, before they occur. By forecasting
future network states based on historical and current data, these
nodel s provide early warnings, allowing for tinely interventions to
prevent unexpected downtine and naintain optinmal perfornmance.
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Clustering techni ques further enhance anonmaly detection by grouping
simlar data points to identify patterns and trends that signa

i mm nent failures or suboptinmal behavior. This method allows M
nodel s to discern subtle changes in network behavior that mnight

ot herwi se go unnoticed. For exanple, clustering can reveal traffic
congestion patterns under specific conditions, enabling preenptive
measures to alleviate potential issues. Additionally, clustering
hel ps identify the root causes of anomalies by correl ating various
network events and netrics, facilitating a nore effective

troubl eshooting process. By integrating these advanced M.

techni ques, Al NetQps not only inproves anonaly detection but al so
enpowers network operators with the insights needed to maintain a
hi gh-perform ng and reliable network infrastructure.

5.3.3. Trending and Forecasting

"Trendi ng and Forecasting" operational benefit is distinct but is
related to "Anonmaly Detection" Section 5.3.2. Trending and
forecasting in the context of single-layer or multi-layer IP optica
networ ks are pivotal conponents of predictive analytics, providing
significant operational benefits through AlNetOps. |In single-Iayer
net wor ks, such as purely IP or optical networks, trending involves
anal yzing historical data to identify patterns and behaviors over
time. For instance, in an IP network, trends in traffic vol une,

| at ency, and packet |oss can be nonitored to predict future network
performance and capacity needs. Simlarly, in an optical network,
trends in signal quality, attenuation, and equi pnent performance can
be tracked. By leveraging these trends, predictive nodels can
forecast potential issues such as bandw dth bottl enecks or equi pnent
degradation, allow ng network operators to proactively optim ze
resources, plan for upgrades, and prevent service disruptions.

In multi-layer IP optical networks, where both IP and optical |ayers
interact, trending and forecasting become even nore powerful. This
approach involves correlating data fromboth |ayers to gain a

conpr ehensi ve under standi ng of network behavior. For exanple, trends
in optical signal inpairments can be anal yzed alongside IP traffic
patterns to predict how physical |ayer issues m ght inpact data
transm ssion and overall network performance. Forecasting in this
mul ti-layer context can identify potential cross-layer issues, such
as how an increase in optical signal noise mght |ead to higher IP
packet error rates. By anticipating these issues, network operators
can i npl enent preenptive neasures, such as rerouting traffic or

adj usting signal paranmeters, to nmaintain seam ess service. The
integration of trending and forecasting through Al Ops thus enhances
the resilience and efficiency of |IP optical networks, ensuring
superior performance and reliability.
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5.3.4. Predictive Mintenance

Predi ctive mai ntenance in the context of single-layer or nulti-I|ayer
I P optical networks is other aspect of predictive analytics, offering
substantial operational benefits through Al NeetOps. In single-layer
net wor ks, such as purely IP or optical networks, predictive

mai nt enance i nvol ves using historical and real-tinme data to forecast
when network conponents mght fail or degrade. For instance, in an
I P network, data fromrouters and swtches, such as CPU usage,
tenperature, and error rates, can be analyzed to predict hardware
failures. Simlarly, in an optical network, nonitoring paraneters
like signal strength, attenuation, and equi prent performance hel ps
predi ct when optical anplifiers or transceivers mght need

mai nt enance. By accurately forecasting these nai ntenance needs,
networ k operators can schedul e interventions before failures occur,
reduci ng unpl anned downtine and extending the |ifespan of network
conponents.

In multi-layer IP optical networks, predictive naintenance becones
even nore effective by considering the interactions between the IP
and optical layers. This approach involves analyzing data from both
| ayers to predict maintenance needs that could inpact the entire
network. For exanple, if optical |ayer data indicates a gradua
degradation in fiber quality, predictive nodels can assess how this
m ght affect | P |ayer performance, such as increased packet |oss or

| atency. By understanding these cross-1ayer dependencies, network
operators can prioritize maintenance activities that have the nobst
significant inpact on overall network health. This proactive
approach ensures that both | ayers of the network are naintained
optinmally, preventing cascading failures and nmai ntaining high service
quality. Through the integration of predictive nmaintenance with

Al Ops, | P optical networks can achieve greater reliability,
efficiency, and cost-effectiveness, ensuring uninterrupted service
delivery to end-users

5.3.5. Network Capacity Pl anning

Predictive analytics also plays a crucial role in capacity planning
and performance managenent. By forecasting future traffic demands,
network operators can ensure that the infrastructure is adequately
scal ed to neet those demands without over-provisioning. This not
only optim zes the use of resources but al so ensures that the network
can handl e peak | oads efficiently. Additionally, predictive

anal ytics can help in identifying and mtigating potential security
threats by analyzing traffic patterns and detecting anonalies that
may indicate malicious activities.
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5.3.6. Traffic Optimzation

Referring to Section 5.8 for details of AINetQps "Traffic
Qptim zation".

If "Traffic Optim zation" is based on prediction of the traffic
flows, it can be categorized as one of the areas of "Predictive
Anal ytics".

5.4. Network Operational Insights

"Net work Operational Insights" refers to the conprehensive visibility
and understanding of an I P optical network’s perfornance and
behavior. This concept involves collecting and anal yzi ng detail ed
data about the network’s operations. By providing this valuable
insight to network operators, they can gain a holistic view of the
network’s health and performance. This enables operators to
understand their network better and ensure a robust and resilient
infrastructure

By having a detail ed understanding of network usage patterns, traffic
flows, and performance netrics, operators can nake data-driven
decisions to optinize resource allocation and inprove overal
efficiency. This insight is particularly valuable in nulti-layer |P/
Optical networks, where the interplay between different network

| ayers can be conplex. [RFC5557] provides exanples of the PCE being
using to optimze resource allocation

By | everagi ng these insights, operators can ensure that both the IP
and optical layers are operating harnoniously, |eading to optinal
performance and cost efficiency. |In essence, Network Operationa

I nsi ghts enpower operators with the know edge needed to nmaintain a
hi gh-perform ng, resilient, and future-proof network infrastructure.

The network operational insight can be grouped into two categories.
By categorizing network operational insights into these two
categories, operators can better prioritize their efforts and
resources, ensuring both i mediate and | ong-term network heal th and
per f or mance.

5.4.1. Qperational Insights Requiring No Further Analysis

Net wor k Operational Insights that fall under this category are those
that can be obtained directly fromexisting data and real -tinme

moni toring wi thout the need for further analysis or sinulation

These insights provide i medi ate, actionable information that can
hel p network operators quickly identify and address issues.
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These insights are typically derived fromreal-time nonitoring
systens that continuously track network performance and health
metrics. For exanple, showing the Network Elenent (NE) with the

hi ghest alarnms or displaying the current alarmtable for a specific
NE (e.g., NE 1.1.1.1) can provide immediate visibility into potential
issues. Simlarly, identifying the NEs with the highest problens
during the last hour or plotting the Bit Error Rate (BER) for the 10
wor st nodenms in a specific region (e.g., Northeast) allows operators
to quickly pinpoint areas that require attention. These insights are
crucial for maintaining network stability and ensuring pronpt

resol ution of energing issues.

These insights also include detailed informati on about network
components and their performance. For instance, identifying which
photoni c services cross a specific fiber (e.g., OISl) or deternining
whi ch nodens are in use for a particular optical service (e.g., SVGC
1) can help operators understand the current network configuration
and its operational status. Additionally, insights such as the
average tine to failure for simlar equipnent in the network or

i dentifying geographic regions with higher rates of network issues
provi de val uabl e context for proactive maintenance and resource

pl anning. By leveraging these direct insights, operators can

mai ntain a well-functioning network with m nimal downtime and opti nal
per f or mance.

5.4.2. Qperational Insights Requiring Further Analysis

Net work Operational Insights in this category require deeper analysis
and possibly sinmulation to derive neani ngful conclusions. These

i nsights often involve conplex scenarios where sinple nonitoring data
is insufficient, and further investigation is needed to understand
the underlying causes or to predict future behavior.

Insights that require investigation and sinulation often involve
predictive anal ytics and scenari o planning. For exanple, determning
whet her an LO optical service can be created between two cities
(e.g., city A and Y) involves analyzing the current network topol ogy,
avai l abl e resources, and potential constraints. Sinilarly,
under st andi ng why an I P TE-tunnel cannot be established between two
points (e.g., point A and B) may require sinmulation of different
routing scenarios and exam nation of network policies. These

i nvestigations help operators to not only troubl eshoot current issues
but also to plan and optim ze future network expansi ons and
configurations.

These insights are crucial for |ong-termnetwork health and

performance optimization. Ildentifying the nost common failure points
in the network or detecting signs of degradation in wreless network
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performance requires a conbi nati on of historical data analysis and
predictive nodeling. By simulating different nmaintenance activities
based on current network health, operators can prioritize tasks that
wi Il have the nbst significant inpact. For instance, understanding
what nai ntenance activities are needed based on the current network
health can hel p in scheduling proactive mai ntenance that prevents
future outages. These insights enable operators to take a strategic
approach to network managenment, ensuring sustai ned performance and
reliability over tine.

5.5. Network Configuration Managenent

Al can assist in automating the generation and enforcenment of network
configurations, significantly enhancing network reliability and
performance. By |everaging Al/Gen-Al algorithns, network operators
can automate the creation of configuration tenplates that are
precisely tailored to specific network requirenents. These tenplates
can enconpass a wi de range of settings, such as Quality of Service
(QoS) paraneters, Access Control Lists (ACLs), tunnel configurations,
and service configuration ensuring that each network segnent is
optimzed for its intended purpose. This automation not only speeds
up the depl oynment process but also reduces the likelihood of human
errors that can occur during manual configuration, leading to a nore
robust and efficient network infrastructure.

Furt hermore, Al NetOps can play a role on validation of network
configuration, i.e., "network configuration audit”. AlNetOps plays a
crucial role in validating configurations against predefined network
configuration, ensuring that all network setups conply with intent
configuration. By continuously nonitoring network configurations,

Al Net Ops can detect and flag any deviations or m sconfigurations that
coul d pose security risks or operational inefficiencies. For
exanpl e, an Al systemcan identify inconsistencies in ACLs that night
al | ow unaut hori zed access or detect suboptinal QS settings that
coul d degrade service quality. By proactively addressing these

i ssues, AlNetQps helps nmaintain the integrity and perfornmance of the
net wor k, enabling operators to focus on strategic initiatives rather
than troubl eshooting configuration errors. This proactive approach
to configuration managenent not only enhances network security and
efficiency but al so supports the dynam ¢ and scal abl e nature of
nmoder n networ k environnments.

Rokui, et al. Expi res 4 Septenber 2025 [ Page 18]



I nternet-Draft Al Net Ops Use Cases March 2025

5.6. 1P/ Optical Miulti-Ilayer Planning

Multi-1layer planning is an approach that integrates the planning of

I P and optical networks based on traffic patterns, network
simul ati ons, and capacity planning. By analyzing these factors, IP
optical network can be designed to optimize resource allocation,
enhance network efficiency, and ensure the network can handl e current
and future demands, resulting in a nore resilient and scal abl e
infrastructure

5.7. Cross-Layer and Multi-Layer Optim zation

Al can address the dependenci es between different network | ayers,
such as I P and optical layers, by integrating data and deci sion-
maki ng across these layers. Milti-layer optimzation algorithns
ensure resource efficiency and performance by aligning the goals of
i ndi vi dual |ayers, such as mnimzing power consunption at the
physi cal |ayer while maintaining SLA guarantees at the application
| ayer.

Mor eover, Network Operational Insights facilitate infornmed decision-
maki ng for network optimzation and capacity planning. By having a
detai |l ed understandi ng of network usage patterns, traffic flows, and
performance netrics, operators can nmake data-driven decisions to
optinize resource allocation and inprove overall efficiency. This
insight is particularly valuable in nulti-layer |P/ Optical networks,
where the interplay between different network | ayers can be conpl ex.
By | everaging these insights, operators can ensure that both the IP
and optical layers are operating harnoni ously, |eading to optinal
performance and cost efficiency. |In essence, Network Operationa

I nsights enpower operators with the know edge needed to naintain a
hi gh-performng, resilient, and future-proof network infrastructure

5.8. Traffic Optimzation

Anot her Al Net Ops operational benefits is "Traffic Optimzation" where
I P/ Optical network traffic flows can be nonitored and appropriate

adj ustnents to network protocols, network topol ogy, network
configuration, |oad bal ancing, bandw dth allocation and so on can be
dynamically initiated. AINetQps traffic optimzation considers

mul tiple factors such as | atency, packet loss, and link utilization,
enabling networks to adapt to changing conditions in real tine.

Expanding on this, AINetOps traffic optimzation | everages advanced
al gorithms to continuously nonitor network conditions and predict
potential congestion points before they inpact service quality. By
anal yzing historical data and real-tinme netrics, machine | earning
nodel s can forecast traffic patterns and proactively adjust routing
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deci sions to ensure optimal performance. For instance, Al Net(ps can
reroute traffic through | ess congested paths when high utilization is
det ected, bal ancing the | oad and enhanci ng overal |l network
efficiency. This intelligent nmanagenent reduces |atency and packet

| oss whil e maxi m zi ng bandwi dth utilization

Furthernore, traffic optimzation enhances the network’s ability to
respond to sudden changes in demand, such as peak usage times or
unexpected traffic spikes. Traditional static configurations may
struggle with such fluctuations, |eading to bottlenecks and degraded
performance. Wth Al, the network can dynamically reconfigure itself
inreal-tinme, redistributing traffic |oads and reall ocating bandwi dth
as needed. This adaptability reduces the need for nanual
interventions and all ows network operators to focus on strategic
initiatives. |In essence, Al-driven traffic optim zation enables
networks to be nore resilient, responsive, and capabl e of delivering
consi stent high-quality service

Note that "Traffic Optim zation" Al NetOps operational benefits is
closely related to "Predictive Analytics" covered in Section 5. 3.

5.9. d osed-Loop Autonmation

Cl osed-| oop autonation systens use Al to adjust network
configurations based on real -tinme data dynam cally. Reinforcenent
|l earning (RL) algorithms and policy-based decision franmeworks can
automate traffic engineering, resource allocation, and fault
renedi ati on tasks. Al-driven systens ensure optimal network
performance wi thout human intervention by continually nonitoring
network state and applying corrective actions.

5.10. Network Mintenance and Cl eanup

Al can autonmate cl eanup operations by identifying and resol ving
transi ent issues, renoving redundant configurations, and optinizing
resource utilization. These tasks may involve the identification of
"stal e" network states or unused resources, enabling networks to
operate nore efficiently.

5.11. Network APl Construction

Anot her significant operational benefit of inplenenting AlNetOps in
single-layer or nulti-layer |IP/ Optical networks is the generation of
various Network Controller APIs. These APIs are essential for the
seam ess integration of network controllers (whether IP, Optical, or
multi-layer) with Operational Support Systens ((OSS) or other network
controllers. A key advantage of this operational benefit is that
operators do not need to possess in-depth know edge of the APIs.
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Typi cally, network operators spend considerable time creating and
verifying APIs to integrate IP or Optical network el enents with the
br oader managenent |ayer, including OSS/BSS. By devel opi ng robust
and versatile APls, network operators can ensure snooth comruni cation
and coordination between different network nanagenent systens,

t her eby enhanci ng overall network efficiency and performance

The APl s devel oped for network controllers serve as a bridge,
enabling the OSS to interact with the underlying network
infrastructure in a nore dynam c and autonated manner. This
integration allows for real-tine data exchange, autonated

provi sioning, and efficient fault managenent, which are essential for
mai ntai ni ng opti mal network performance. Moreover, these APIs
facilitate the orchestrati on of network resources across different

| ayers, whether it be IP or Optical, ensuring that the network can
adapt to varying demands and conditions with mni mal manua

i ntervention.

Al Net Ops | everages the power of Cenerative Al (Gen-Al) to further
enhance this integration process. By translating the operator’s
intent into precise network controller APIs, Gen-Al enables a nore
intuitive and user-friendly approach to network managenent. This
transl ation capability ensures that even conpl ex operationa

requi renents can be seanl essly converted into actionabl e conmands for
the network controllers. This not only reduces the operationa
burden on network engi neers but al so significantly enhances the
agility and responsi veness of the network to changing conditions and
user denmands.

5.12. Al-Driven Security Mnitoring

Al is becom ng a cornerstone of nodern network security, enabling
proactive, adaptive, and intelligent nmeasures to safeguard network
operations against a rapidly evolving threats. By |leveraging Al,
networ k operators can enhance their ability to detect, prevent, and
respond to threats in real-tinme while automati ng conpl ex security
processes. This section details the key areas where Al drives
security enhancerments in network operations.

5.12.1. Threat Detection and Mtigation

Al significantly enhances threat detection and nitigation through M
and deep | earning. By analyzing vast anmounts of network traffic
data, Al nodels identify unusual patterns and behaviors indicative of
mal i cious activity. This includes detecting anomalies that signa
threats |ike zero-day attacks or insider threats, generating real -
time alerts, and incorporating external threat intelligence to
recogni ze known attack signatures. Together, these capabilities
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enabl e faster response tines and inproved threat recognition
5.12.2. Intrusion Detection and Prevention

Al inproves intrusion detection systens (IDS) and intrusion
prevention systens (IPS) by enhanci ng accuracy and reducing fal se
positives. It achieves this through behavioral analysis, which

i dentifies unauthorized access or suspicious activities, and

aut omat ed responses that isol ate conprom sed devices or bl ock
mal i cious | P addresses. Additionally, Al’'s adaptive |earning
capabilities ensure continuous updates to address new threats in
dynani ¢ environments.

5.12.3. Security Policy Automation

Using Al would sinplify the creation and enforcenent of security
policies by automating configurations and adjustnents, reducing the
potential for human error. It dynamically updates firewall rules and
access controls based on real-tinme threat intelligence, assigns risk
scores to network devices and applications to prioritize enforcenent,
and ensures conpliance with regul atory standards by nonitoring for
devi ations and recomrendi ng corrective actions.

5.13. Milti Agent Interworking

As seen in the use cases above, the usage of agents introduces
various chal |l enges, spanning fromthe definition of APIs that can be
used by the various agent to the interworking with already existing
conmponents of the Network Managenent and Control stack. New
chal | enges arise when we nove froma single agent to a multi-agent
architecture. Wen nultiple agents are depl oyed we need to consi der
how t hey di scover each other, how they interwork with the di scovered
agents and how they are kept in synch.

The di scovery aspect could be relatively sinple in the short term
when few agents will be deployed in the network and it could be
possi ble to nmanual ly configure each agent with the identifiers and
capabilities of the other agents to interact with. Wth the

evol ution of Al based architectures with nmore and nore agents being
part of the architecture, mechanisns to advertise their presence and
nore inportant their capabilities will be required.

The second aspect to consider is the interworking between them As
of today the way we interact with agents is nostly based on LLM but
woul d that be the best way for interacting between themas well?
Probably a nore machine oriented type of |anguage, encodi ng and
protocol s woul d have better performances
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6

.1

Al Net Ops Scenari os and Use-cases

{Editor’s note: This is a work in progress. Mre use cases will be
added, and existing ones will be revised.}

This section further expands Section 5 by exploring scenarios and use
cases for applying AlNetOps in network operations, focusing on their
architectural, procedural, and protocol -level requirenents. Each use
case highlights how Al Net Ops can be | everaged to address chal | enges
in network managenent and optim zation, while identifying the

rel evant | ETF protocols, interfaces, and data nodels that are evol ved
or need enhancement.

For every use case described, the foll owi ng di mensi ons are exam ned
to provide a conprehensive understanding of its inplications and
requirenents.

* Architecture: The high-level architecture necessary to support the
use case, including control-plane and data-plane interactions, as
well as integration points for Al-driven systens

* Interfaces and APls: The key interfaces between Al systens and
network el ements, including nanagenent APls (e.g., NETCONF
RESTCONF, gNM ) and telenmetry interfaces

* Protocols: |IETF protocols involved in enabling the use case, and
potential extensions to existing protocols to accommodate Al -
driven operations.

* Data Mdels: The data nodels required to represent network state,
telemetry, policies, and configurations

* Processes and Procedures: Wrkflow considerations for integrating
Al systens into existing operational practices, including
training, validation, and depl oynent.

* Aignment with | ETF Standards: Analysis of how existing | ETF
standards can be | everaged or extended to support the use case.

Net wor k Active and Reactive Assurance

Net wor k active and reactive assurance, both at the single- layer (IP
or Optical) and multi-layer (IP over Optical), are critica
components in maintaining the health and stability of nmodern IP
Optical, and | PoDWDM networks. This process involves the
identification and resolution of network issues as they arise,
ensuring that any disruptions or degradations are pronptly addressed.
By enpl oyi ng Al Net Ops techni ques, network engi neers can quickly
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pi npoi nt the root cause of problens, whether they originate in the IP
| ayer, the optical |ayer, or across both. This reactive approach is
essential for mnimzing downtime and maintaining the quality of
servi ce expected by network users.

In single-layer troubl eshooting, the focus is on isolating and
resolving issues within a specific layer of the network. Milti-Iayer
troubl eshooting, on the other hand, requires a nore integrated
approach, as it involves identifying and resolving issues that span
across multiple layers of the network. This could include problens
where an issue in the optical |ayer affects the IP |ayer.

In both reactive and active assurance, network faults have al ready
occurred. These faults may include inpairments such as optical fiber
cuts, | P packet drops, IP link latency issues, or Threshold Crossing
Alarnms (TCA), anong ot hers.

As illustrated in Figure 3, reactive assurance assunmes that a fault
occurs in the IP/Optical network (Step A) and is subsequently
detected by the operator through various nmeans (Step B). Detection
met hods may include alarmnonitoring, performance telenetry data

anal ysis, or custoner reports indicating service disruptions. To
initiate troubl eshooting, the operator can | aunch the Al Ops-

Assi stant, which acts as the front-end interface for Al NetOps (Step
C). The assistant then utilizes the backend assurance and

troubl eshooti ng nechani sns, |everaging a Gen-Al nulti-agent

framework. In Step D, a dynam c workflow is executed to diagnose the
i ssue and identify potential root causes. Optionally, at Step E, the
Gen- Al dynami ¢ workfl ow can recommend renedial actions to resolve the
i ssue and i nplenent these actions in a closed-1oop fashion, ensuring
aut omat ed network recovery.
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| Gen-Al based |
(E) |--nmmmmmmmnnn- | Mlti-Agent |
| Dynanmic workflow |

| | | (D
| P-PNC(s) , | [----------- |
| OPN(s), | | Aops |
| MDSC | | Assistant |
[----mmmme - | [----------- |
| (A | (O
S |---------- + |
(B)

I I
| 1P/ Optical Network |

Legend:
(A) A fault happened in the network
(e.g., Fiber cut, |IP packet drop, TCA crossing etc.)
(B) Operator is aware of the network issue
(O To start troubl eshooting, Operator starts Al Ops-Assistant
(D) Start troubl eshooting using Gen-Al nulti-agent dynam c workfl ow
(E) Optional renedial actions

Figure 3: Milti-layer Reactive Assurance Using Gen-Al

In both reactive and active assurance, network faults have al ready
occurred. These faults may include inpairments such as optical fiber
cuts, I P packet drops, IP link latency issues, or Threshold Crossing
Alarnms (TCA), anong ot hers.

The active assurance and troubl eshooting process is illustrated in
Figure 4. In contrast to Figure 3, active assurance assunes that a
fault occurs in the IP/Optical network (Step A) and is subsequently
detected automatically by higher-layer controllers (Step B). These
controllers may enpl oy detection methods that include nonitoring

al arns, anal yzing performance telenetry data, or processing custoner
reports indicating service disruptions. To initiate troubleshooting,
the detection logic |launches the Al Ops-Assistant, which serves as the
front-end interface for AINetOps (Step C). Steps D and E are
identical to those depicted in Figure 3.
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| Gen-Al based |
(E) |--nmmmmmmmnnn- | Mlti-Agent |
| Dynanmic workflow |

| | | (D
| P-PNC(s) , | (O  |----------- |
(B) | O PNC(s), | ----- > | Al Qs |
| MDSC | | Assistant |
[----mmmme - | [----------- |
| (A
S |---------- +

I I
| 1P/ Optical Network |

Legend:
(A) A fault happened in the network

(e.g., Fiber cut, |IP packet drop, TCA crossing etc.)
(B) The higher layer Controller notifies Operator
(C) To start troubl eshooting, Al Qps-Assistant starts automatically
(D) Start troubl eshooting using Gen-Al nulti-agent dynam c workfl ow
(E) Optional renedial actions

Figure 4. Milti-layer Active Assurance Using Gen-Al
More to be added.
6.2. Network Pro-active Assurance
Unli ke reactive and active assurance, proactive assurance does not
wait for a fault to occur in the | P/Optical network. |Instead, the
network is continuously nonitored through a series of trending and

forecasting processes designed to detect early signs of deterioration
that may eventually lead to faults.
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As illustrated in Figure 5, achieving proactive assurance involves
running multiple processes that continuously nonitor network
performance. These processes collect and anal yze a wi de array of
network telenetry data, including performance nonitoring (PM data,
al arns, |ogs, network topology, and inventory details (Step A). By
enpl oyi ng various techni ques including advanced Al/M al gorithns,
these processes provide real-time trending and forecasting insights,
identifying patterns and anomalies that could indicate potential
degradation (Step B).

When t hese background processes detect any signs of deterioration or
anomal ous behavior, they trigger the Al Ops-Assistant for further
investigation (Step C). The Al Ops-Assistant then | everages a Gen-Al
mul ti-agent framework to initiate the assurance and troubl eshooting
procedures. In Step D, a dynam c workflow is executed to thoroughly
di agnose the energing issue and identify potential root causes.
Optionally, at Step E, the Gen-Al dynam ¢ workfl ow can recomrend
remedi al actions to resolve the identified issues. These
recomendati ons can be inmplemented in a cl osed-1oop fashion, ensuring
aut omat ed network recovery and continuous inprovement of network
performance. This proactive approach not only mtigates the risk of
unexpected network faults but also optimzes operational efficiency
by addressing i ssues before they escalate into service-inpacting
events.

Furt hernmore, by integrating advanced anal ytics wi th automnated
corrective neasures, proactive assurance enhances overall network
resilience. It enables network operators to maintain a high quality
of service and reliability, even in conplex and dynam c network

envi ronnent s.
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| Gen-Al based |
(B) |--------mmmmmm e e e |  Milti-Agent |
| Dynamic workflow |

| @
| PPNC(S), | (B) feeeseeeo] () [eeoseeeeeee |
(@A O PNC(s), | <---->] Monitoring| ---->| Al Ops |
VDSC | | Processes | | Assistant |
|- | |--em e | |- |

N

I

TS [----------- +

I I
| 1P/ Optical Network |

Legend:

(A) Collect the IP/Optical telenmetry data, inventory, |ogs etc.

(B) Processes which nonitor the network

(O Upon detection of potential issue, start Al Qps-Assistant

(D) Start troubl eshooting using Gen-Al nulti-agent dynam c workfl ow
(E) Optional renedial actions

Figure 5: Miulti-layer Pro-active Assurance Using Gen-Al
More to be added.
6.3. Network Anomaly Detection

Net wor k anomaly detection is a critical conponent of nobdern network
security and rmanagenent, ained at identifying deviations from nornal
net wor k behavi or that may indicate potential threats or operationa

i ssues. Wth the increasing conplexity of networks and the grow ng
sophi stication of cyber threats, traditional rule-based detection
met hods are often insufficient. The integration of Artificia
Intelligence (Al) and Machine Learning (M) techniques offers a nore
dynani ¢ and adaptive approach to detecting anonalies in real-tine.
This section outlines the architecture, interfaces, protocols, data
nmodel s, and alignment with | ETF standards necessary to inplement an
effective Al-driven network anonmaly detection system The design and
i mpl ement ati on of such systens may use sone rel evant technol ogi es,
such as RFC 8345 (YANG Data Model for Network Topol ogi es), RFC 6241
(NETCONF Protocol), and RFC 8529 ( YANG Schema Munt).
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Machi ne | earni ng woul d provide a key function in network anonaly
detection as it can be seam essly integrated into the architecture,
via the “Analysis Layer” described in the figure above. By

| everaging M. techniques, it would be possible to identify deviations
from normal behavi or, uncovering anonalies that night be

i nperceptible to human network engi neers.

An M. techni que using unsupervised learning is particularly well -
suited for network anonaly detection, as the network infrastructure
is typically dynam ¢ and evolving by nature. Wile machine | earning
requires large volunmes of high-quality data and substanti al

conmput ational resources for training, its benefits outweigh these
chal | enges. Machine | earning nodels offer generalizability,

robust ness, and reduced dependence on nanual fine-tuning. Mre
importantly, they enable the detection of conplex and previously
unseen anonaly patterns, enhancing network security, reliability, and
operational efficiency.

* Architecture

The architecture for network anomaly detection using Al typically
i nvol ves a distributed systemwhere data coll ection, analysis, and
response nechani sns are decoupl ed but interconnected. The system
conprises the followi ng key conponents:

o Data Collection Layer: Responsible for gathering network traffic
data from various sources such as routers, swtches, and
endpoints. This layer may | everage protocols |like |IPFIX (RFC
7011) for flow data export.

0 Analysis Layer: Wilizes machine |earning (M) nodels to detect
anomalies in the collected data. This layer may include both
real -tine and batch processing capabilities.

0 Response Layer: Executes predefined actions based on the

anal ysis results, such as alerting adm nistrators, bl ocking
mal i cious traffic,or reconfiguring network devices. This |ayer
may integrate with DOTS (RFC 8811) to mitigate DDoS attacks.

The architecture should be scalable to handle | arge vol unes of
data and adaptable to incorporate new Al nodels as they evol ve

Figure 6 illustrates the high-level architecture of an Al-based
networ k anomaly detection system
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o e e e oo +
I I
| Anal ysi s |
A >| Layer [------------ +
I I (AI/M) I I
| . + |
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| %
------------------- + e
I I
Data Col | ection | | Response |
Layer | <------ + Hommma - | Layer |
I I I I I
------------------- + | | e
| | resol ve incidents, etc
nmonitor | |
| %
o e e oo s +
| Network Devices |
| (Routers, Switches|
| Endpoints, etc.) |
o e e oo oo oo +

Figure 6: Architecture of network anomaly detection system

Interfaces and APls

To facilitate interoperability and integration with existing
net wor kK managenment systens, the following interfaces and APls are
r ecomrended:

Nor t hbound API: Provides a standardized interface for externa
systens to query anomaly detection results and receive
alerts. This APl should align with RESTCONF [ RFC8040] for

consi stency with | ETF standards.

Sout hbound API: Allows the anomaly detection systemto interact
with network devices for data collection and response acti ons.
This APl may use NETCONF [ RFC6241] or RESTCONF [ RFC8040] for
devi ce managenent.

Model Managenent API: Enabl es the depl oynent, updating, and
monitoring of Al nodels used in the analysis layer. This API
shoul d support secure comuni cation as defined in [ RFC3446]
(TLS 1.3).

These APlIs shoul d adhere to RESTful principles or other widely
adopted standards to ensure ease of integration.
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Figure 7 illustrates the interaction between the anomaly detection
system and external conponents via the defined interfaces:

oot m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e oo oo +
| Ext ernal Systens
I I +
N N
|  Northbound API | Mbdel Management API
| |
| o e e e e oo +
| | _ |
| | Anal ysi s |
I EEETEEETEEE > Layer [EREEEEERREES |
I I I (AI/M) I I
. R R, + |
I I I
I I v
R + . +
| o | |
| Data Collection | | Response |
| Layer | <------ | [------- | Layer |
I I I I
S TRy + +

Sout hbound API

I I

I I

I I

| | Sout hbound API
(NETCONF, | PFI X, BGP-LS, etc) |

v (NETCONF, PCEP, BGP, etc)
| Network Devices |
| (Routers, Switches|
| Endpoints, etc.) |

Figure 7: Interfaces of network anomaly detection system

*  Protocols

The foll owing protocols are suggested for conmmuni cation between
the conponents of the anomaly detection system

- NETCONF/ RESTCONF: For configuring and managi ng network devices
and retrieving operational data, as defined in [RFC6241] and
[ RFC8040] .

- gRPC/ HTTP2: For hi gh-perfornmance conmuni cati on between the

anal ysis | ayer and ot her conponents, |everaging HITP/ 2
[ RFC7540]) for efficient data transfer.
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- MJIT: For lightweight, publish-subscribe nmessagi ng bet ween
di stributed conponents, particularly in |IoT environnents, as
specified in [RFC7252] (CoAP) or MJIT 5.0 (QASI S Standard).

The choi ce of protocol should consider factors such as |atency,
bandwi dt h, and security requirenents.

Dat a Model s

Data nodels for network anomaly detection should be designed to
capture both the structure and semantics of network traffic data.
The foll owi ng nodel s are recomended:

- YANG Data Mddel s: For representing network configuration and
state data in a structured format, as defined in [RFC7950] and
ext ended by [ RFC8345] for network topol ogies.

- JSON XM. Schemas: For defining the format of data exchanged
bet ween conponents via APlIs, consistent with [ RFC8259] (JSON)
and [ RFC7303] (XM.).

- Feature Vectors: For representing the input data to Al nodels,
whi ch may include packet headers, flow statistics, and
behavi oral patterns. These vectors should align with the IPFIX
I nformati on Mbdel [RFC7012] for flow data representation.

These data nodel s shoul d be extensible to acconmodate new types of
network data and evol ving Al techni ques.

Alignnent with | ETF

The devel opnent of Al-based network anomaly detection systens
shoul d align with existing | ETF standards and worki ng groups, such
as:

- NETMOD (Network Modeling): For |everagi ng YANG data nodel s
[ RFC7950], [RFC8345] and NETCONF/ RESTCONF protocol s [ RFC8040] .

- MLE (Managed I ncident Lightweight Exchange, concluded): For
standardi zi ng the exchange of security incident information, as
outlined in [ RFC8329].

- DOTS (DDoS Open Threat Signaling ,concluded): For coordinating
responses to distributed denial-of-service attacks, as defined
in [ RFC8811].

- Awaiting to add nore Wss, BGP-LS, PCE, etc.
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Col I aboration with these groups ensures that the anomaly detection
systemintegrates seamessly with existing | ETF frameworks and
contributes to the broader goal of network security and
managenent .

6.4. Network Predictive M ntenance
More to be added.

6.5. Detection of Network M sconfiguration
More to be added.

6.6. Cenerate Node Configuration

Generate node config with certain customer requirenent (e.g., certain
QOS, policy, ACL, tunnels, )

More to be added.
6.7. Cognitive Search On Internal Operator Data

The operation of IP and optical networks conprises a w de range of
management, nonitoring and optim zation tasks, including equi pnent
configuration (switches, routers, OINs, etc.), inplenmentation of
network policies, fault detection, troubleshooting, and capacity
pl anni ng. The execution of such tasks usually requires access,
conpr ehensi on and anal ysis of specific docunentation containing

i nformati on about network topol ogi es, hardware inventory, vendor
speci fications, and pre-defined procedures.

G ven the capacity of LLMs to understand natural |anguage, including
technical jargon, and their ability to process |arge anmounts of
information in short tinmes, they can be used to build useful tools
that support the network operational work, by executing conprehensive
cognitive searches through the different docunentation available to
the operational teans, providing fast and concrete answers to
techni cal enquiries, and making the access to such information a nore
efficient and interactive process.

To provision an LLMw th such know edge requires either a fine-tuning
training job, that retrains an existing LLM or the inplenentation of
a RAG based architecture, where the information conming fromthe
docunentation is stored in a know edge base and provi ded as context
to the LLM For this scenario, the RAG based approach has sone

speci fic advantages |ike | ower conputational cost, faster deploynent,
no need of retraining when the docunentation is updated, and easier
scal ability.
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Therefore, it is often the default approach for this type of

sol

utions. Next section provides an architectural overview of how a

RAG based system can be inplenmented to provide cognitive search for
net wor k operati ons.

*

Rokui ,

Architecture

In a RAG based architecture, a know edge base is created by using
an enbeddi ng nodel capable of splitting and transform ng the
content of different docunents into nunerical representations
(vectors), and storing themin a data base, al so known as Vector
Data Base. The general process executed by the systemevery tine
a query is made by a user can be summarized in the follow ng

st eps:

1. Retrieval: The query made by the user is transformed by the
enbeddi ng nodel and used to search and retrieve rel evant
informati on fromthe Vector Data Base.

2. Augnentation: The information retrieved fromthe Vector Data
Base is used to augment the query made by the user, adding
context that m ght be unknown to the LLM

3. Generation: The augnmented query is sent to the LLM which then

generates and answer in natural |anguage that is finally
delivered to the user.
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As previously nentioned, the docunents stored in the Vector Database
for this specific use case correspond to various types of Network
this system serves as a powerful

tool, offering quick and efficient access to conplex infornmation
across different areas of the Network Operations |andscape, including
network infrastructure, Standard Operating Procedures, security
docunent ati on, incident reports,

Operation Docunentation. Thus,

More to be added.

6.8. Network Operator Assistant

and nore.

Oper at or- Assi stant as a virtual - expert - networ k- engi neer.

More to be added.
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Gen- Al based Network QOperational Insights

More to be added.

.10. Network Traffic Prediction

Tel ef oni ca use-case: Traffic-prediction using Al

More to be added.

.11. Milti-layer Use-case

Mul ti-1ayer aspect of above use-cases, e.g.,

More to be added.

.12. Multi-layer Network Pl anning

Several innovations have been devel oped at the I ETF for multi-Iayer
network (M.N) planning. This activity is involves coordinating and
optimzing multiple network | ayers, such as IP, optical, and
transport layers, to inprove efficiency, resilience, and scalability.
The I nternet Engi neering Task Force (I ETF) has devel oped severa
technol ogi es and standards to facilitate nulti-Ilayer network

pl anni ng, including protocols for path conputation, topology
exchange, and resource optim zation

The conponents and interfaces for MN pl anni ng incl ude:

* Path Conputation El enment (PCE)

* Ceneralized Milti-Protocol Label Swi tching (GVWPLS)

* Traffic Engineering Database (TED) and Topol ogy Exchange

* Abstraction and Control of Traffic Engi neered Networks (ACTN)
*  YANG Mbdel s for Network Topol ogi es and Node I nventory

These enabling technol ogi es are discussed in the follow ng sub-
secti ons.

* Architecture

The Abstraction and Control of Traffic Engi neered Networks (ACTN)
ACTN [ RFC8453] architecture provides a framework for virtualized
network resource control and abstraction, enabling efficient

mul ti-layer coordination between packet and optical networks. |t

Rokui, et al. Expi res 4 Septenber 2025 [ Page 36]



I nternet-Draft Al Net Ops Use Cases March 2025
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defines key functional conponents like the Milti-Domain
Coordi nator (MDSC), which facilitates policy-based control and
end-to-end service planning and provi sioni ng.

Interfaces and APl s

The Path Conputation Elenent (PCE) is a fundanental conponent of a
Sof tware Defined Networking (SDN) system responsible for
computing optimal traffic paths and dynam cally adj usting them
based on network conditions or denmand. Oiginally designed for
deriving paths for MPLS, and GVWPLS, Label Switched Paths (LSPs),
PCE delivers these conputed routes to the LSP's head end via the
Pat h Conput ati on El enent Communi cati on Protocol (PCEP)

The PCE architecture [ RFC4655] enables efficient path conputation
for traffic-engi neered networks by of fl oadi ng conpl ex cal cul ati ons
to a dedicated entity. Stateful PCE [ RFC8051] and [ RFC8231]
extends the PCE franmework by maintaining real-tine network state
awar eness, allow ng dynam c path optim zation across |ayers. The
Hi erarchical PCE (H PCE) [ RFC6805] architecture supports nulti-

| ayer and nulti-domain path conputation by allow ng coll aboration
bet ween nul ti pl e PCEs.

Pr ot ocol s
To be added.
Dat a Mbdel s

The YANG data nodeling | anguage is a cornerstone for MN pl anni ng.
It provides a structured way to represent network el ements,
configurations, and operational states, enabling programmatic
control and integration across multiple network | ayers. Severa

| ETF YANG nodel s provide network topol ogy, traffic engineering,
optical transport, and service abstraction

A core YANG nodel for MN planning is the Network Topol ogy Model

[ RFC8345], which provides a generic franmework for representing

net wor k nodes, |inks, and supporting attributes. This nodel would
facilitate an Al-enabl ed planning systemto define nmulti-I|ayer

rel ati onshi ps, such as the mappi ng between optical, ethernet, and
I P layers, enabling a holistic approach to M.N pl anni ng.

Alignment with | ETF

To be added.
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6.13. Causality Discovery
Causal ity discovery: you want to know to be updated by Vincenzo.
More to be added.
6.14. Network Cean Up
Cl ean-up procedure in the network
More to be added.
6.15. Milti Agent Interworking

As briefly introduced in chapter 5, effectively deploying nultiple Al
agents for network managenent introduces significant interworking
chal | enges that nmust be addressed for successful and reliable
operation. These chall enges span several key areas:

1. Communication and Coordi nation: Miltiple agents operating in a
shared network environnent need to comuni cate effectively to
coordinate their actions. This includes sharing information
about network state, |earned nodels, and pl anned interventions.
A lack of standardi zed protocols and data nodels can lead to the
need to depl oy expensive and tine consum ng adaptation |ayers.

It is also extrenmely inportant to deternine the appropriate
communi cati on frequency and granularity to avoid overl oadi ng the
conmmuni cati on network between them while keeping a sufficient

| evel of details to avoid suboptinmal or even harnful decisions
due to inconplete information.

2. Conflict Resolution and Deci sion Fusion: Wen multiple agents are
responsi bl e for overl apping or interdependent network functions,
conflicts in their decisions are inevitable. For exanple, one
agent mght decide to reroute traffic to alleviate congestion,
whi | e another agent simultaneously decides to scale down
resources in the sane area. Effective conflict resolution
mechani sms are needed to prioritize actions, negotiate solutions,
and ensure that the overall inpact on the network is positive.
This requires defining clear roles and responsibilities for each
agent, establishing decision fusion strategies, and potentially
incorporating a central arbitration mechanism |I|ike for exanple
in the case of coordination of nultiple PCEs. Furthernore,
handling conflicting information fromdifferent agents,
potentially due to noisy or inconplete data, requires robust data
val i dati on and aggregation techniques.
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3. Consistency and Stability: The dynamic nature of networks
requires agents to continuously learn and adapt. However,
i ndependent |earning by nmultiple agents can lead to
i nconsistencies in their |earned nodels and behavi ors,
potentially causing instability in the network. For exanple,
different agents might learn different optimal routing
strategies, leading to oscillations and unpredictabl e network
performance. Mechanisns for sharing | earned know edge,
synchroni zi ng nodel s, and ensuring convergence towards a stable

and consistent global state are essential. This could involve
techniques |ike federated | earning or distributed consensus
pr ot ocol s.

4. Trust and Security: In a multi-agent environnent, trust and
security becone critical concerns. Agents might be vulnerable to
mal i ci ous attacks or faulty behavior, which can conpronise the
entire network. Robust authentication and authorization
mechani sns are needed to ensure that only legitimte agents can
access and control network resources. Establishing trust between
agents, potentially through reputation systems or bl ockchain
technol ogi es, can al so enhance the overall security and
resilience of the network

5. Scalability and Managenent: As the nunber of agents and the
conplexity of the network increase, managi ng the interactions
bet ween agents becones increasingly challenging. Scalable
architectures and managenent franeworks are needed to handl e the
growi ng conmuni cati on overhead, coordi nation conplexity, and
resource requirenents. One possible option to overcone this
probl em coul d be | everaging on a hierarchical agent structure.
As previously introduced, in order to allow for scalability, it
is also inportant to foresee adverti senent protocol s/extensions
to let the agents |earn about their counterparts and their
capabilities.

Addressing these interworking challenges is essential for
realizing the full potential of Al agents in network managenent.
Devel opi ng standardi zed protocols, robust coordination

mechani sms, and scal abl e managenent frameworks will pave the way
for autononous networks.

* Architecture
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Multi agent architecture can be extrenmely conplex, but figure
Figure 8 tries to capture the main interwokring issues of this
scenario. An exanple with an arbitrary nunber of agents (N)
connecting to different conponents of the managenent and control
stack (SDN controllers, observability function, assurance
function, and others) is provided.

R | (A R |
| Agent #1 | <------------oo------ > Agent #N |
R | |- |
[ (I I
| . + R +- -+
v I I I I
I | % Y, | Y,
| P-PNg(s), | e |- |
| O PNC( s), | | Cbservability| | | Assurance |
|  MBSC I I || I I
| | |- | |- |
n I
| v
R I e e +
| _ |
| | P/ Optical Network |
I I
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +

Legend:
(A) Inter Agent commrunication for coordination

Figure 8 Milti-agent architecture
Al ternatively, a hierarchical solution can be foreseen, with an agent
(H Agent) specifically designed for coordinating agents, or an agent

designated to play the role of HHAgent in addition to its duties, as
shown in Figure 9:
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Legend:
(A) H Agent to Agent conmunication

Figure 9: Milti-agent hierarchical architecture

More to be added.

6.16. Network Traffic Managenent
Fl ow pl acenent, traffic engi neering/steering along with network
resource defragnentati on are anong inportant aspects of network
operations that can benefit fromartificial intelligence.
Net work routing protocols automate flow placenment for best-effort
traffic. Traffic engineering and steering are comopnly based on
statistical analysis and historical trends of network traffic. They

are nostly inplemented via configurations and tunnel setups, often
enpl oyi ng scripts for automation purposes.
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Wil e there are sone proactive approach to network resource
defragnentation, reactive nmethods are still quite common. There are
short-term approaches and | onger-termviews on enploying Al to
address traffic managenent.

6.16.1. Short term approaches

In the short-term Al nodels train on operator’s network traffic
patterns and enploy a set of APIs to connect to network configuration
equi pnent in order to add, renove, and nodify configurations and
performdifferent traffic managenent rel ated tasks. Mbdel training
can be either off-line or on-line.

Initially, Al nodels performtheir inference tasks exclusively based
on their training on historical network traffic patterns, and

topol ogy changes in a centralized manner. |n nore advanced
approaches, the nodels not only train on network traffic patterns,
and network topol ogy changes, but also learn howto interpret and

di gest external events. This added capability allows the Al nobdels
to be nore effective in performng their traffic managenent tasks.

General | y speaking, |ETF/ I RTF can work on describing and providing
synthetic networks along with synthetic traffic that can be used to
train Al nodels. Furthernore, |ETF/ I RTF can al so define and provide
expected reasonable traffic flows.

* Ofline training

During off-line training, external events, network nonitoring
informati on (avail able via protocols such as SNWP), historica
data fromtraffic engi neering databases, network topol ogy changes,
and other traffic-related data fromthe operator’s network are
collected over tine. This data is then used later during the
training and nodel perfornmance eval uati on process.

There is potential to define a set of APIs to collect information
or enable a query nmechanismto pull the required training data,
particularly for external events.

Selecting the inportant features fromthe entire dataset is
anot her crucial aspect of training.

| ETF/ | RTF can certainly play a role in both of the above-nentioned
cases.
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Legend:

--- Potential |ETF defined and standardi zed interface.

(A) Extracting and storing outside world events data.

(B) Inmportant features for training nodel for traffic nanagenent

Figure 10: Al assisted traffic nanagenent: O fline training
* Online training

Online training takes a nore real -tine approach. Here nodel
training is based on processing data increnentally as it becones
available. This nethod is particularly suitable for scenarios
such as network traffic managenent which require real-tine

| earni ng and adaptation to changes.

A traffic managenent Al nodel under online training uses the sane
i nput sources as it does in offline training. However, unlike
offline training, the data here is not stored in a repository but
streanmed into the training process. As such, the ground truth for
nmodel performance evaluation in online training is derived from
observation of actual real time world events and network behavi or,
rather than stored data.
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The training process therefore requires a nechanismto extract

i mportant features fromthe stream of incomng real-tine network
data and outside world events. These extracted features are then
fed to the training process for adjusting nodel’s paraneters in a
dynani ¢ manner.

| ETF/ | RTF can work to standardi ze the mechanisms to identify
i mportant feature and inplenment the above mentioned required real -
time data delivery and feature extraction

ocmmnaaan + Ext ernal Events
| Qutside |--------mmmmmimmi | (A)+(B)
| world | |
ommmm oo - + |
|
\%
Fommm e e e e oo +
Fommmemeeoos + (A + (B) | Al nodel |
| Network |---------cemooiooiaiao > under I
Fommmmmm e + | training |
R +

real -tine stream of
Net wor k nonitoring info
+

Topol ogy changes
+

H storical data
from TE-DB, etc.

Legend:

--- Potential |ETF defined and standardi zed interface.

(A) Extracting and storing outside world events dat a.

(B) Inmportant features for training nodel for traffic nanagenent

Figure 11: Al assisted traffic nanagenent: On-line training
6.16.2. Inference
I nference phase for traffic managenent requires an interface to
translate Al nodel’s output to a set of network operation tasks and
configuration commands. Wth this information readily avail abl e,

exi sting protocols such as NETCONF can be enpl oyed to manage the
net wor k.
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S IR + External Events
| Qutside |---------mmmm | (A)+(B)
| world | |
Fommmme oo + |
I
V
T +
o + (A + (B | Al nodel |
| Network |-----e-cmmomm it >| in |
R + | operation |
N Fom ek +
real -tine stream of
Net wor k nonitoring info | (O
+ \%
Topol ogy changes Hoommmmommoe +
+ | Al output |
Data from TE-DB, etc. | to network |
| config |
| translator |
Fomm e oo - +

Configuration conmands

Legend:

--- Potential |ETF defined and standardi zed interface.

(A) Extracting and storing outside world events data.

(B) Inmportant features for training nodel for traffic nanagenent
(O Standardi zed output of the Al nodel delivered for translation

Figure 12: Al assisted traffic nanagenment: |nference

6.16.3. Longer termview

Over tine, the full integration of Al nobdels and network el ements
will transformnetworks fromtheir current state into agent-based or
Agentic networks. In a distributed version of Agentic networks, each

node i s acconpani ed by an Al agents. Once trained, these agents work
together to address flow placenent, traffic steering/engineering, and
other network related tasks such as traffic nmanagenent, network
resource defragnentation, and even routing.
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Wil e being different from networks managed by a set of interworking
multi agents , the Agentic networks face sone of the same chal |l enges
outlined in the multi agent interworking section of the docunent.
However, in Agentic networks, distributed training of the agents and
proper know edge shari ng between them can enhance their collective
training performance and can potentially alleviate some of these
difficulties.

In these networks, Al agents trained on local traffic patterns and
external events will exchange know edge and network state information
through a set of protocols in a distributed manner in order to
address network related tasks. Agentic networks will potentially
of fer highly automated, stream ined, and tunnel-less traffic
managenment that is currently available only for best-effort traffic.
In addition to the potential standardization opportunities outlined
in the previous section, |ETF/IRTF can alo play a role in defining
and standardi zing the foll ow ngs:
*  Training

- Mechanisns for distributed training and know edge shari ng

- Mechanisns for feeding traffic and overall network state
informati on to agents for training purposes.

- Mechanisns for feeding external events information to agents
during training.

* | nference

- Mechanisns for distributing agents’ decisions and inference
results.

- Mechanisns for feeding traffic and overall network state
informati on to agents during inference phase.

- Mechanisns for feeding external events information to agents
during inference phase.

* There is also potentially a need to define nmechanisns to identify
flow requirements to the agents during network operations.

The followi ng figure depicts an exanple of an Agentic networKk.
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- + (O + (D - +
| Qutside [----------m i | Network |
| world | | | | | |
R + | | | R +
I I I
| | [EEREREEE |
I I I
\Y, \Y, \Y,
R + R + R +
|-->] Al Agent | |-->] Al Agent | |-->] Al Agent |
I EEEREEEETEEE |l e + IR EEEETEEE +
I I | I
| | Node- 1 | | Node- 2 | | | Node- n |
| S + | S + | S +
| | |
I I I
e L E SR EEEEEEEEREREES |
(A + (B)
Legend:

--- Potential |IETF defined and standardi zed interfaces

(A) APIs/Interfaces/Protocols for distributing training
and know edge shari ng.

(B) APIs/Interfaces/Protocols for distributing agents’
deci sions and inference results.

(C APIs/Interfaces/Protocols for feeding regionally
observed traffic and network state info. to agents
for training and inference.

(D) APIs/Interfaces/Protocols for feeding regionally
observed external events info. to agents for
training and inference.

Figure 13: Distributed agentic networks
More to be added.
6.17. Al-Driven Resilience Testing

This use case | everages Al to design and execute fault injection
scenarios that test the resilience of |IP/optical networks under
simulated failure conditions. By proactively introducing controlled
di sruptions-such as packet drops, |atency spikes, or optical signa
degradation- Al assesses the network’s ability to detect, respond, and
recover fromfaults. This approach enhances network robustness by

i dentifying weaknesses and validati ng automated recovery nechani sns
before real failures occur, addressing both single-layer (IP or
optical) and multi-layer (IP over optical) scenarios.
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The Al system anal yzes historical failure data (e.g., fiber cuts,

equi prent out ages), real-tine telemetry (e.g., latency, BER), and
external factors (e.g., weather events, traffic surges) to node
probable failure points. It then injects faults, nonitors the

network’s response, and refines recovery strategies, potentially in a
cl osed-1 oop manner. For exanple, an Al nodel mght predict a high-

risk optical link based on trending attenuation, sinulate a fiber
cut, and eval uate whether |P-layer rerouting maintains SLAs. |If
recovery is suboptimal, it suggests adjustments (e.g., updating TE

policies) and retests.
* Architecture

The architecture integrates an Al Fault Injection Engine with
network controllers and elenments to sinulate faults and assess
resilience across IP and optical layers. Figure 14 illustrates
this design, showing the Al Fault Injection Engine interfacing
with P-PNC, O PNC network controllers, which nanage the | P/optica
network. The engine designs fault scenarios, injects themvia
controller APls, collects telenetry feedback, and triggers
recovery actions as needed. This centralized approach |everages
exi sting | ETF control -pl ane conponents, ensuring conpatibility
with multi-layer coordination frameworks |ike ACTN
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| Al Faul t |
| I nj ecti on Engine |

| Fault Scenario |
| Desi gn & Anal ysis |

| packet controller (P-PNC), |
| optical controller (O PNCO),
| and/or higher layer controllers (MDSC) |

| | P/ Optical Network |

Legend:
(A) Fault injection commands (e.g., disable Iink, drop packets,
degrade signal)
(B) Telenetry feedback (e.g., latency, packet |oss, BER)
(O Recovery actions (e.g., reroute traffic, adjust optical
par anet ers)

Figure 14: Architecture for Al-Driven Resilience Testing
* Interfaces and APls

The Al Fault Injection Engine interfaces with network controllers
usi ng standard nanagenment and telenmetry APIs. NETCONF (RFC 6241)
or RESTCONF (RFC 8040) enables fault injection by sending comuands
to disable interfaces, drop packets, or adjust optical parameters
(e.g., signal power). Real-tine telenetry is collected via gNM
(gRPC Networ k Managenent Interface) or OpenConfig streans,
providing netrics |ike |atency, packet loss, and Bit Error Rate
(BER). External data sources (e.g., weather APIs, threat
intelligence feeds) may integrate via REST APIs to enrich fault
scenari o design.

*  Protocols
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Several | ETF protocols support this use case. PCEP (RFC 5440)

ext ensi ons coul d enabl e dynam c path reconmputation during fault
scenarios, testing traffic engineering resilience. BGP (RFC 4271)
or OSPF (RFC 2328) adjustnents validate routing protocol stability
under sinulated failures. For optical layers, OIN (G 709) or ASON
(G 8080) signaling protocols facilitate fault injection (e.g.,
sinulating fiber cuts). Telenmetry protocols like IPFIX (RFC 7011)
or SNWP (RFC 3411) provide feedback data, though stream ng
alternatives (e.g., gNM) are preferred for real-time needs.

Dat a Mbdel s

YANG nodel s are central to representing fault injection and
resilience data. The base Network Topol ogy Mbdel (RFC 8345) can
be extended wi th new YANG nodul es to define fault paraneters
(e.g., failure type, duration, scope) and resilience netrics
(e.g., recovery time, SLA conpliance). OpenConfig YANG nodels for
interfaces (e.g., openconfig-interfaces) and optical transport
(e.g., openconfig-termn nal-device) support fault execution and
telemetry collection. A new YANG nodel nay be needed to

standardi ze fault injection workflows and outcones.

Processes and Procedures

The process begins with Al training on historical failure data,
synthetic scenarios, and real -tine network state, using M.

techni ques |ike supervised learning for fault prediction and

rei nforcenent learning for recovery optim zation. Fault injection
tests are scheduled (e.g., off-peak) or triggered on-demand, wth
operator oversight via an Al Qps-Assistant interface (simlar to
6.8). Post-test analysis generates reports on resilience gaps,
updates network policies (e.g., QS, routing), and refines the Al
nmodel ' s training dataset. C osed-|1oop automation nmay execute
recovery actions autononously, validated by subsequent tests.

Alignnent with | ETF

This use case aligns with ongoing | ETF efforts in multiple working
groups. The Network Managenent Research G oup (NVRG explores Al
applications in networking, providing a foundation for fault

i njection methodol ogies. The Traffic Engineering Architecture and
Signaling (TEAS) working group’s work on resilience and path
computation (e.g., RFC 8453 for ACTN) supports multi-I|ayer

testing. Extensions to YANG (NETMOD), PCEP (PCE), and telenetry
protocols (OPSAWS coul d standardize fault injection and
resilience assessnent, fostering interoperability across vendor

i mpl ement ati ons.
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6.18. Energy Efficiency Optimzation

This use case enmploys Al to optim ze energy consunption across | P/
optical networks by dynamically adjusting network resources based on
traffic demand, equi pnent perfornmance, and environnental conditions.
Wth routers, switches, and optical anplifiers contributing
significantly to power usage, Al-driven energy managenent reduces
operational costs and carbon footprints while maintaini ng performance
and reliability. It addresses both single-layer (IP or optical) and
multi-layer (1P over optical) scenarios.

The Al system anal yzes real-tine telenetry (e.g., power usage, l|ink
utilization), historical patterns (e.g., peak/off-peak traffic), and
external factors (e.g., electricity costs, cooling needs) to identify
ener gy-savi ng opportunities. Actions include powering down idle
ports, rerouting traffic to consolidate active paths, tuning optica
signal paraneters, or scheduling high-energy tasks during | ow cost
periods. For instance, during off-peak hours, the Al night
deactivate redundant IP interfaces or reduce optical anplifier gain,
ensuring SLAs are nmet with m nimal power draw.

* Architecture

The architecture for energy efficiency optinization mrrors the
centralized design used for Al-Driven Resilience Testing (see
Section 6.17). Figure 12 illustrates this, with the A Energy
Optim zation Engine replacing the Al Fault Injection Engine,
interfacing with P-PNC and O-PNC to nanage the | P/optical network
The engine collects telenetry and external data, conputes energy-
efficient configurations, and applies themvia controller APIs.
In this context, (A) represents energy optinizati on comands
(e.g., power down ports, adjust signal gain), (B) denotes
telemetry feedback (e.g., power usage, traffic load), and (O

i ndi cates configuration updates (e.g., reroute traffic, schedule
operations).

* |Interfaces and APl s

The interfaces and APIs are largely identical to those in

Section 6.17, adapted for energy optimzation. NETCONF (RFC 6241)
or RESTCONF (RFC 8040) delivers comuands to adjust power states or
reroute traffic, while gNM or OpenConfig streans provide real -
time telemetry (e.g., power consunption, utilization). Externa

i nputs, such as electricity pricing or weather data, integrate via
REST APIs to informoptimzation, consistent with the approach in
Section 6.17.

*  Protocol s
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The protocols align closely with those in Section 6.17, tailored
for energy goals. PCEP (RFC 5440) supports traffic rerouting to
consol i date paths, reducing energy use. BGP (RFC 4271) or OSPF
(RFC 2328) adjustnents optimze routing efficiency. For optical

| ayers, OIN (G 709) signaling tunes power settings (e.g., |owering
| aser output). Telenetry protocols like IPFIX (RFC 7011) or SNWP
(RFC 3411) provide feedback, with stream ng alternatives (e.qg.,
gNM ) preferred for real-tine needs, as noted in Section 6.18.

Dat a Mbdel s

YANG nodel s for energy optim zation build on those in

Section 6.17. The Network Topol ogy Mbdel (RFC 8345) can be
augnmented to define energy-specific paraneters (e.g., power
states, utilization thresholds) and metrics (e.g., watts consuned,
energy cost), extending the fault-related nodels from

Section 6.18. OpenConfig nodels for interfaces and opti cal
transport support power adjustments and telenmetry, with a
potential new YANG nodel to standardi ze energy efficiency

polici es.

Processes and Procedures

The process begins with Al training on historical energy usage,
traffic patterns, and cost data, using reinforcement |earning for
policy optimzation and time-series analysis for demand
forecasting. Optimzation runs continuously or on a schedul e,

wi th operator oversight via an Al Ops-Assistant (simlar to 6.8).
Post-optim zation, the Al eval uates energy savi ngs agai nst
performance inpacts, updating policies and retraining as needed.
Cl osed-| oop automation applies adjustnments, validated by
telemetry, follow ng the workflow principles in Section 6.17.

Alignment with | ETF

This use case aligns with | ETF efforts in sustainability and

net wor k managenent, paralleling Section 6.17 standardi zation ties.
The Operations and Managenent Area Wrking G oup (OPSAWS) supports
telemetry and efficiency nmetrics, while the Traffic Engineering
Architecture and Signaling (TEAS) working group’s path
optimzation work (e.g., RFC 8453 for ACTN) enabl es energy-
efficient rerouting. Extensions to YANG (NETMOD), PCEP (PCE), and
telemetry standards (OPSAWG) coul d standardi ze energy
optimzation, |everaging the sanme franmeworks proposed in

Section 6.17.
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6.19. Al-Driven G een Energy Optim zation

This use case | everages Al to optim ze network and conpute operations
by prioritizing resources powered by green energy sources (e.g.,

sol ar, wind) over conventional ones, while ensuring perfornmance
requirenents (e.g., latency, throughput) are nmet. As networks
increasingly rely on distributed conpute el ements like Virtua

Net wor k Functions (VNFs) or edge servers, selecting energy sources
for these workloads inpacts both sustainability and cost. This

applies to single-layer (e.g., |P conpute nodes) and nmulti-I| ayer
(e.g., IP over optical with conpute) scenari os.
The Al system anal yzes real-tine telenetry (e.g., latency, traffic

| oad), energy source data (e.g., green vs. conventiona
availability), and external factors (e.g., renewabl e energy
forecasts) to deci de where and how to execute conpute tasks. For
exanple, in a nobile core network, a nedia optim zer VNF processing
mobility traffic could be instantiated on a green-energy-powered
server in a specific NFVi Point of Delivery (PoD) or datacenter

i nstead of a conventionally powered one, provided | atency SLAs are
not violated. |If green resources are unavailable or insufficient,
the Al shifts workloads or adjusts traffic paths dynanmically,

bal ancing sustainability with service quality.

* Architecture

The architecture integrates an Al Green Energy Optim zation Engi ne
with both conpute orchestration and network control layers to
manage wor kl oad pl acenent and traffic across |P/optical networks
and NFVi PoDs or datacenters. Figure 15 illustrates this design,
showi ng the Al engine interfacing with an NFV O chestrator (NFVO
to shift conpute jobs (e.g., VNFs) between PoDs/datacenters based
on green energy availability, and optionally with P-PNC and O PNC
for traffic adjustnments. The engine collects telenetry and energy
data, conputes optinmal configurations, and applies themvia
orchestration and controller APIs.
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| Al -based Green Energy |
| Opti m zation Engine |

| packet controller (P-PNC, |
| optical controller (O PNC, |
| and/or higher layer controllers (MDSC) |
I I
I I

I I
| NFVi PoDs / Datacenters |
| & |
| | P/ Optical Network |
I I

Legend:
(A) Optimzation comuands (e.g., instantiate VNF on green PoD,
reroute traffic)
(B) Telenetry feedback (e.g., latency, energy source, conpute |oad)

(O Configuration updates (e.g., shift VNFs, adjust network paths)
NFVO Network Function Virtualization Orchestrator

Figure 15: Architecture for Al-Driven Green Energy Optim zation
* Interfaces and APls

Interfaces extend those in Section 6.17 and Section 6.18, with a
focus on conpute orchestration. The NFVO uses ETSI NFV MANO API s
(e.g., Cs-Ma-nfvo reference point) to instantiate or mgrate VNFs
across NFVi PoDs/ datacenters based on green energy availability.
NETCONF (RFC 6241) or RESTCONF ( RFC 8040) mmnages traffic

adj ustnents via P-PNC/ O PNC when needed, while gNM or OpenConfig
streans provide telemetry (e.g., |atency, server energy type).
REST APls integrate external data |ike green energy availability
or weather forecasts, consistent with Section 6.17.

*  Protocols
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Protocols align with Section 6.17 and Section 6.18, with additions
for conpute managenment. PCEP (RFC 5440) enables traffic rerouting
to align with green-energy-powered nodes, while BGP (RFC 4271) or
OSPF (RFC 2328) adjusts routing paths. OIN (G 709) signaling
supports optical adjustnments if involved. For conmpute, ETSI NFV
protocols (e.g., VE-Vnfmvnf for VNF managenent) conpl enent
network protocols. Telemetry uses |IPFIX (RFC 7011) or SNWP (RFC
3411), with streanming options (e.g., gNM) preferred, as in
Section 6.17.

Dat a Mbdel s

YANG nodel s build on Section 6.17 and Section 6.18, with conpute-
specific extensions. The Network Topol ogy Mbdel (RFC 8345) can be
augnmented to include NFVi PoD/ datacenter attributes (e.g., energy
source, conpute capacity) and netrics (e.g., carbon footprint,

| atency). OpenConfig nodels for interfaces and ETSI NFV YANG
model s (e.g., for VNF descriptors) support configuration and
telemetry. A new YANG nodel nmay standardi ze green energy
optimnmzation across network and compute domai ns.

Processes and Procedures

The process starts with Al training on historical traffic,

| at ency, and energy source data, using reinforcement learning to
optinize green energy use and predictive nodels for renewabl e
availability. Optim zation runs continuously, shifting VNFs to
green PoDs/datacenters or adjusting traffic when viable, with
operator oversight via an AlQps- Assistant (simlar to 6.8).
Post-optim zation, the Al assesses sustainability gains against
performance, updating policies and retraining. C osed-I|oop

aut omati on adj usts configurations, validated by telenetry,

foll owi ng Section 6.18 workfl ow.

Alignment with | ETF

This use case aligns with | ETF sustainability and conpute-network
integration efforts. The Operations and Managenment Area Wbrking
G oup (OPSAWG) supports telenetry for energy netrics, while the
Conputing in the Network Research Group (CO NRG and Network
Function Virtualization Research Group (NFVRG address conpute

pl acenent, applicable to VNFs. The Traffic Engineering
Architecture and Signaling (TEAS) working groups efforts (e.g.,
RFC 8453 for ACTN) enabl e green-energy-aware routing. Extensions
to YANG (NETMOD), PCEP (PCE), and telenmetry standards (OPSAWG)
coul d standardi ze this, |leveraging Section 6.17 and Section 6.18
f ramewor ks.
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6.20. Al-Driven Policy Enforcenent and Conpliance Auditing

This use case | everages Al to automate the enforcenment of network
policies and auditing of conpliance with regulatory standards and
internal guidelines. By continuously nonitoring network
configurations, traffic, and security postures, Al ensures that
policies are consistently applied and conpliance requirenments are
met. This use case addresses both single-layer (e.g., IP) and multi-
|l ayer (e.g., |IP over optical) scenarios, as well as cross-domain

envi ronments.

The Al system anal yzes real-tine telenetry (e.g., configuration
changes, traffic flows, security logs), historical data, and externa
inputs (e.g., regulatory updates, threat intelligence) to enforce
policies and audit conpliance. For exanple, Al can detect

unaut hori zed changes to firewall rules, enforce encryption standards
for sensitive data, or ensure that network configurations align with
GDPR requirements. If violations are detected, Al can automatically
renedi ate i ssues or alert operators for manual intervention

* Architecture

The architecture integrates an Al Policy Enforcenent and
Conpl i ance Engine with network controllers, security systens, and
orchestration platforms. Figure 16 illustrates this design,
showi ng the Al engine interfacing with P-PNC, O PNC and Security
Informati on and Event Managenent (SIEM systenms. The engine
collects telenetry, enforces policies, and audits conpliance,

appl ying corrective actions via controller APIs.
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| Al -based Policy Enforcement & |
| Conpl i ance Engi ne |

| packet controller (P-PNC, |
| optical controller (O PNC,
| and/or higher layer controllers (MDSC) |

| | P/ Optical Network |

Legend:

(A) Policy enforcement commands (e.g., block traffic, adjust QS)
(B) Telenmetry feedback (e.g., configuration changes, security |ogs)
(C) Conpliance reports and alerts

Figure 16: Architecture for Al-Driven Policy Enforcenent and
Conpl i ance Auditing

* |nterfaces and APls

The Al engine interfaces with network controllers and security
systens using standard managenent and telenmetry APIs. NETCONF
(RFC 6241) or RESTCONF (RFC 8040) delivers policy enforcenent
commands, while gNM or OpenConfig streans provide real-tine
telemetry (e.g., configuration changes, traffic flows). SIEM
systens integrate via REST APIs to provide security | ogs and
threat intelligence.

*  Protocols

The protocols align with existing | ETF standards. PCEP (RFC 5440)
supports traffic engineering adjustnents to enforce QoS policies,
whil e BGP (RFC 4271) or OSPF (RFC 2328) ensures routing
compliance. For security, protocols like IPsec (RFC 4301) and TLS
(RFC 8446) enforce encryption standards. Telenetry protocols |ike
| PFI X (RFC 7011) or SNWMP (RFC 3411) provide feedback, with
streaming alternatives (e.g., gNM) preferred for real -time needs.
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6

* Data Mdel s

YANG nodel s are central to representing policies and conpliance
data. The Network Topol ogy Model (RFC 8345) can be extended to
define policy paraneters (e.g., access control, encryption) and
conpliance netrics (e.g., audit |logs, violation counts).
OpenConfi g YANG nodel s for interfaces and security support
configuration and telenetry. A new YANG nodel may standardi ze
policy enforcenment and conpliance workfl ows.

*  Processes and Procedures

The process begins with Al training on historical configuration
data, security logs, and regulatory requirenents. Policy
enforcement runs continuously, wth operator oversight via an
Al Ops- Assistant (simlar to 6.8). Post-audit, the Al generates
conpliance reports, updates policies, and retrains as needed.

Cl osed-| oop automation applies corrective actions, validated by
telemetry

* Alignment with | ETF

This use case aligns with | ETF efforts in network managenent,
security, and policy enforcenment. The Operations and Managenent
Area Wrking Goup (OPSAWS supports telenmetry for conpliance
metrics, while the Security Area Wrking G oup (SEC) addresses
policy enforcenment. Extensions to YANG (NETMOD), PCEP (PCE), and
telenmetry standards (OPSAWG) coul d standardi ze this use case,

| everagi ng framewor ks proposed in Section 6.17 and Section 6.18.

21. Al-Driven Network Slicing Optimzation

This use case | everages Al to optimze the creation, nanagenment, and
performance of network slices in 5G and beyond. By dynamically

al | ocating resources, predicting SLA violations, and coordi nating
across multiple donmains, Al ensures that each slice neets its
performance requirenents while efficiently utilizing the underlying
physical infrastructure. This use case addresses both singl e-domain
(e.g., RAN) and multi-domain (e.g., RAN, transport, core) scenarios.

The Al system anal yzes real-tine telenetry (e.g., traffic patterns,
resource utilization), historical data, and external inputs (e.g.,
service requirements, network topology) to optimze network slices.
For exanple, Al can allocate additional bandwidth to a slice
experiencing high traffic or reroute traffic to prevent congestion
If SLA violations are predicted, Al can take proactive neasures
(e.g., scaling resources, adjusting configurations) to ensure
conpl i ance.
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NSSMFs (Network Slice Subnet Managenent Functions) for
Figure 17 illustrates this design,
engine interfacing with the NSMF, which coordinates with

and Transport domai ns.

the Al

the NSSMFs to manage and optim ze network slices.
collects telenetry,
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Rokui ,

The Al engine interfaces with the NSMF using standard nmanagenent
and telenmetry APls. The NSMF commruni cates with the NSSMFs using
3GPP- defined interfaces (e.g., Nsnf_PDUSession_Create,

Nsnf Event Exposure_Subscribe). The Al engine collects telenetry
via gNM or OpenConfig streans and provi des optim zation
recommendations to the NSMF via REST APIs.

Pr ot ocol s

The protocols align with 3GPP and | ETF standards. The NSMF and
NSSMFs use 3GPP-defined protocols (e.g., HITP/2 for service-based
interfaces). For transport, protocols |ike PCEP (RFC 5440) and
BGP (RFC 4271) support traffic engineering adjustments. Telenetry
protocols like I PFI X (RFC 7011) or SNMP (RFC 3411) provide
feedback, with streamng alternatives (e.g., gNM) preferred for
real -ti ne needs.

Dat a Mbdel s

YANG nodel s are central to representing slice configurations and
performance data. The Network Topol ogy Mddel (RFC 8345) can be
extended to define slice paraneters (e.g., |atency, bandw dth) and
metrics (e.g., resource utilization, SLA conpliance). 3GPP YANG
nmodel s for RAN, Core, and Transport support configuration and
telemetry. A new YANG nodel nay standardi ze network slicing

optim zati on workfl ows.

Processes and Procedures

The process begins with Al training on historical traffic data,
slice configurations, and SLA requirenents. Optimzation runs
continuously, wi th operator oversight via an Al Ops-Assi st ant
(simlar to 6.8). Post-optim zation, the Al evaluates slice
performance, updates configurations, and retrains as needed.

Cl osed-| oop autonmation applies corrective actions, validated by
telemetry

Alignment with | ETF and 3GPP

This use case aligns with 3GPP efforts in network slicing and | ETF
efforts in network nmanagenent and traffic engineering. The
Qperations and Managenment Area Working Goup (OPSAWG) supports
telemetry for slice performance netrics, while the Traffic

Engi neering Architecture and Signaling (TEAS) working group’s work
on path optimzation (e.g., RFC 8453 for ACTN) enables slice-aware
routing. Extensions to YANG (NETMOD), PCEP (PCE), and telenetry
standards (OPSAWG coul d standardi ze this use case, |everaging
framewor ks proposed in Section 6.17 and Section 6. 18.
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6. 22.
To

*

To

*

To

*

To

*

To

*

To

G her Use Cases
be di scussed and agreed.
Architecture

be added.
Interfaces and APIs
be added.

Prot ocol s

be added.

Dat a Model s

be added.

Alignment with | ETF

be added.

7. Security Considerations

To

be discussed in future versions of this docunent.
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