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Abst r act

The proliferation of distributed systens, Artificial Intelligence
(Al') agents, cloud workloads, and network services has created a need
for interoperable nmechanisns to discover entities across

adm nistrative and network boundaries. Entities may include Al
agents, software services, conpute workl oads, and ot her naned
resources that need to be found and characterised before interaction
can begi n.

Thi s docunent defines the requirements for Discovery of Agents,

Wor kl oads, and Naned Entities (DAWN) and sets out the objectives that
a di scovery nmechani smfor such entities nust satisfy. It describes
what information nmust be di scoverabl e, what properties a discovery
mechani sm needs to support, and what constraints apply to discovery
in decentralised environments.

Thi s docunent does not specify any particul ar di scovery protocol or
sol uti on.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 13 Cctober 2026.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Modern distributed systens increasingly rely on the dynamc
conposition of services, agents, and workl oads that may not have pre-
configured rel ationships. For exanple, an Al agent may need to find
anot her agent with specific capabilities, a workload orchestrator nmay
need to | ocate conpute resources in a particular jurisdiction, or a
service consumer may need to discover providers that support a
required protocol version. Further use cases and scenarios are
expected to be docunented separately.
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In each case, an entity needs know edge of renpte entities before
interaction can proceed: what they are, what they offer, and whether
they can be trusted. Such know edge coul d be obtained through static
configuration, but this approach is inpractical at scale and across
organi sational boundaries. Autonmated di scovery nechani sns are

t her ef or e needed.

Today, where automated di scovery exists, it is typically handl ed
through proprietary directories or platformspecific nmechanisns.
These approaches do not scal e across organi sational boundaries and
create fragnented ecosystens where entities cannot find entities
managed by ot her organi sati ons.

An interoperabl e di scovery nechanismis needed that builds on

exi sting protocols and tools, benefits froman established trust
nodel , supports proven del egation and federation architectures, and
al | ows organi sations to i ndependently publish discovery infornation.
Thi s docunent defines requirenments that any Di scovery of Agents,
Wor kl oads, and Named Entities (DAWN) nechani smnust satisfy. It is
i nformed by:

* [1-D. akhavai n- nbussa- dawn- pr obl em st at enrent] DAWN Pr obl em
Statenent [|-D.

1.1. Scope
The requirenents in this docunment address what infornmation nust be
di scoverabl e about entities, what properties a discovery nmechani sm
must support, and what architectural constraints apply. The detailed
requirenents are set out in Section 3.
The following topics are explicitly out of scope:

* Entity registration processes, including attestation and ot her
security mechani sns for registration

* Design, definition, and governance of nami ng systens for entities;

*  Trust, authentication, and authorisation of entities thenselves
(as distinct fromtrust in discovery information);

* Capability exchange and negoti ation between entities;
* Entity selection mechani snms and polici es;

* Task managenent and orchestrati on;
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* Agent-to-agent communication protocols.
Ter mi nol ogy

The following terns are used throughout this docunent. It is
expected that these definitions will be consolidated into a common
term nol ogy docunent for the DAWN work

Agent: An entity that acts autononously or sem -autononously on
behal f of a user, organisation, or system An agent may initiate
interactions with other entities, nmake decisions, and perform
tasks. Al agents are a specific class of agent that enpl oy
artificial intelligence techniques.

Capability: A description of the functions, services, or actions
that an entity can perform Capabilities may be described using
structured schemas such as capability cards.

Capability Card: A structured, machi ne-readabl e description of an
entity’'s capabilities and interface. Variants include agent
cards, task cards, resource cards, tool cards, and skill cards
dependi ng on the type of entity.

Capabi l ity Exchange: The processes by which entities exchange
details of what they can do, dynanic status information, and which
particul ar features or functions they wish to engage. Capability
exchange and negotiation are out of scope for this docunent.

Di scovered Entity: An entity whose properties are returned as the
result of a discovery query. A discovered entity may be a
specific instance or a menber of a class of entities that can
perform a desired function.

Di scovering Entity: An entity (or its operator) that initiates the
di scovery process in order to find other entities to interact
with.

Di scovery: The process by which an entity or its operator |ocates
other entities that are capable of performng a desired function
or providing a desired service, and obtains sufficient information
toinitiate interaction.

Di scovery Mechanism A protocol, system or method used to perform
di scovery. Examples include DNS-based service discovery,
directory services, and distributed registries.

Entity: A system conponent that communicates with other entities in
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a peer-to-peer or client-server relationship. Entities include,
but are not limted to, Al agents, software services, conpute
wor kI oads, network functions, and application endpoints.

Function: The functional processing capability that an entity
of fers. Exanples include task execution, data transformation,
i nference, routing, storage, and orchestration

Naned Entity: An entity that is identified by a stable name within a
nam ng system The naming system may be hierarchical (e.g., the
Domai n Nane System (DNS)) or flat.

Properties: Discoverable characteristics of an entity. Properties
include, but are not linmted to, comunication protocols,
capability descriptions, location, trust indicators, and
operational status.

Registrar: An entity or systemresponsible for accepting and
mai ntai ni ng records about entities that wish to be di scoverable.
Registration itself is out of scope for this docunent, but the
requirenents herein may constrain how a regi strar exposes
i nfornation.

Sel ection: The nmechani sns and policies by which an entity determ nes
whi ch discovered entities it will interact with. Selection is out
of scope for this docunent but depends on information obtained
t hrough di scovery.

Trust Indicator: |Information associated with an entity that allows a
di scovering party to assess the trustworthi ness or provenance of
the entity and its advertised properties. Exanples include
digital signatures, certificates, and attestations.

Workl oad: A unit of conpute or processing that is deployed and
executed within a hosting environnent. Wrkl oads may be transient
or long-lived and may nove between hosting environnents.

3. Requirenents
The requirenents are organised into the followi ng categories:
di scovery actors and scenarios, entity classification, entity

properties, trust and security, scalability and architecture,
di scovery protocol, and extensibility.
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The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

3.1. Discovery Actors and Scenari 0s

REQ DI SC-1: A discovery mechani sm MJST support discovery initiated
by any type of entity, including agents, services, workloads, and
human oper at or s.

REQ DI SC-2: A discovery mechani sm MJST support the di scovery of both
specific entity instances and cl asses of entities that can perform
a desired function.

REQ DI SC-3: A discovery nmechani sm MJST identify the primary scenario
groupi ngs (categories) of entities where discovery is needed and
address the specific discovery requirenents of each category.

REQ DI SC-4: A discovery mechani sm MJST defi ne where di scovery fits
within the overall workflow of entity interaction, distinguishing
di scovery fromregistration, selection, and capability exchange.

REQ DI SC-5: A discovery mechani sm SHOULD support di scovery of
i ntermedi ary aggregation points or brokers that can provide
further dynam c information about entities.

3.2. Entity Cassification

REQ CLASS-1: A discovery nmechani sm MJUST allow entities to be
classified by type (e.g., Al agent, service, workload, network
function).

REQ CLASS-2: A discovery nechanism MUST allow entities to be
classified by the function or capability they provide.

REQ CLASS-3: A discovery nechani sm SHOULD al l ow entities to be
associated with a geographic or jurisdictional |ocation.

REQ CLASS-4: A discovery nechani sm SHOULD al |l ow entities to be
associ ated with an owning or operating organisation.

REQ CLASS-5: A discovery nechani sm SHOULD al |l ow entities to be
associated with a source or origin (e.g., the standards body,
vendor, or open-source project that defined the entity’'s
interface).
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3.3. Entity Properties

REQ PROP-1: A discovery mechani sm MUST define a set of mandatory
base properties that every discoverable entity provides.

REQ PROP-2: A discovery mechani sm MJST support the di scovery of
communi cati on protocols and transport parameters needed to
interact with an entity.

REQ PROP-3: A discovery nmechani sm MJST support the di scovery of
capability descriptions for an entity.

REQ PROP-4: A discovery mechani sm MJST di stingui sh between static
properties (e.g., entity type, supported protocols) and dynanic
properties (e.g., operational status, current |oad).

REQ PROP-5: A discovery mechani sm SHOULD support the association of
version information with entity properties and capability
descriptions.

REQ PROP-6: A discovery mechani sm MJST support the identification of
the party responsible for an entity. The nechani sm SHOULD al so
allow entities to be regi stered anonynously where appropri ate.

REQ PROP-7: A discovery mechani sm SHOULD support the discovery of an
entity’s functional capacity, such as the scope or volume of work
it can perform

REQ PROP-8: A discovery nmechani sm MJST support the di scovery of
security-rel ated comruni cati on paraneters needed to establish a
secure connection with an entity, either directly (e.g., through
protocol -1 evel fields) or by reference to an external capability
descriptor that contains details such as supported Transport Layer
Security (TLS) versions and authentication nethods.

REQ PROP-9: A discovery mechani sm MJST support the di scovery of
capability cards or equival ent structured, nachine-readable
descriptions of an entity’'s interface and functions.

REQ PROP-10: A di scovery nechani sm MJUST cat egori se each di scoverabl e
property as nmandatory or optional, so that consunmers of discovery
i nformati on can determni ne which properties are guaranteed to be
present.

REQ PROP-11: A di scovery nechani sm MJST i ndi cat e whet her each

property is static, nmainly static, or dynamc, so that consuners
can determ ne appropriate caching and refresh strategies.
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3.4. Trust and Security

REQ SEC-1: A di scovery mechani sm MJUST provide a neans to verify the
authenticity and integrity of discovery information.

REQ SEC-2: A di scovery mechani sm MJUST support the use of
cryptographic trust indicators (e.g., digital signatures,
certificates) to establish the provenance of entity information

REQ SEC-3: A di scovery nmechani sm MUST be resilient to attacks that
coul d poison or corrupt discovery information.

REQ SEC-4: A di scovery mechani sm SHOULD al l ow an entity to contro
the visibility of its properties to different audi ences (e.g.,
public versus organisation-internal discovery).

REQ SEC-5: A di scovery nmechani sm SHOULD support operation across
trust boundaries without requiring a single global trust anchor

3.5. Scalability and Architecture

REQ ARCH-1: A discovery nmechani sm MUST be capabl e of operating in
decentral i sed architectures.

REQ ARCH-2: A di scovery mechani sm MJUST NOT require a single
centralised registry as a prerequisite for operation

REQ ARCH- 3: A di scovery mechani sm MUST scal e to support discovery
across a |l arge nunber of entities and adm nistrative donmains.

REQ ARCH-4: A di scovery mechani sm SHOULD al | ow organi sations to
i ndependent |y publish discovery information w thout depending on a
third-party directory.

REQ ARCH-5: A di scovery mechani sm SHOULD support di scovery across
het er ogeneous network environments, including cloud, edge, and
enterprise networks.

3.6. Discovery Protoco

REQ PROTO-1: A discovery nechani sm MUST define the protocol (s) used
by discovering entities to communicate with di scovery enablers
(e.g., discovery servers, directories, or DNS resol vers).

REQ PROTO-2: A di scovery nechani sm SHOULD be built in a nodul ar way
usi ng existing Internet Engineering Task Force (I ETF) protocols
where possible, filling gaps only where existing protocols are
insufficient.
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REQ PROTO- 3: A di scovery nechani sm SHOULD support different
protocols for different discovery scenarios where a single
protocol cannot efficiently serve all use cases.

REQ PROTO-4: A di scovery nechani sm MJUST define a predictable entry
poi nt for discovery that is based on ubiquitous and interoperable
mechani sns.

3.7. Extensibility

REQ EXT-1: A discovery nmechani sm MUST support the addition of new
entity types and property definitions w thout requiring changes to
the core nechani sm

REQ EXT-2: A di scovery nmechani sm MJUST support structured, versioned
schenmas for entity properties to enabl e backward-conpati bl e
evol uti on.

REQ EXT-3: A di scovery nmechani sm SHOULD al | ow domai n-speci fic or
i ndustry-specific extensions to entity properties.

4. | ANA Consi derati ons
Thi s docunent does not make any requests of | ANA
5. Security Considerations

Thi s docunent defines requirenents for entity di scovery nmechani sns.

It does not define a protocol and therefore does not introduce
specific security vulnerabilities. However, the requirenents in
Section 3.4 place security constraints on any solution that satisfies
these requirenents

I mpl enenters of discovery nechanisns that satisfy these requirenents
shoul d pay particular attention to the follow ng concerns:

* The integrity and authenticity of discovery information nust be
protected to prevent poisoning attacks that could direct entities
to malicious endpoints.

* Access control nechani snms shoul d be considered to prevent
unaut hori sed di sclosure of entity properties, particularly in
environnments where entity nmetadata nmay be sensitive.

* The discovery mechanismitself nust not becone a vector for

deni al -of -service attacks against the infrastructure on which it
is built.
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6. Privacy Considerations

Di scovery nechani sns i nherently involve the publication of

i nformati on about entities. |nplenmenters should consider the privacy
i nplications of exposing entity properties, capabilities, and
organi sational associations. In particular

* Entities should be able to control what information is nade
publicly discoverable versus restricted to specific audi ences.

* The di scovery nechani sm shoul d not require the disclosure of
i nformati on beyond what is necessary for a discovering entity to
determi ne whether interaction is appropriate.

* \Where entities represent individuals or process personal data,
conpliance with applicable data protection regul ations should be
consi der ed.
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