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Abst r act

Thi s docunent specifies an enhanced Col |l apse Purity Filter (CPF)

al gorithm for Quantum Key Distribution (QKD) systens. The enhanced
CPF al gorithminproves key generation efficiency by 100% conpared to
conventi onal CPF inpl enentati ons while maintaini ng quantum security
guarantees. The algorithm uses adaptive filter verification instead
of fixed threshold filtering, achieving near-zero QuantumBit Error
Rate (BER) in ideal conditions and accurate eavesdroppi ng detection
in adversarial scenarios.

This specification is conpatible with BB84 protocol and conplies with
Korean Internet Security Agency (KISA) standards TTAK KO 12.0281 for
quant um key di stribution protocols.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 31 Cctober 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

Quantum Key Distribution (QKD) provides information-theoretic
security based on the | aws of quantum nmechanics. The BB84 protocol

[ BB84] established the foundation for QKD systens. The Coll apse
Purity Filter (CPF) algorithmis a quantum circuit-based approach for
generating cryptographi c keys usi ng quantum ent angl ement and

measur enent col | apse properti es.

Conventional CPF inplenentations suffer froma critical inefficiency:

they accept only filter qubit measurenents of '0', rejecting
approxi mately 50% of valid quantum states. This docunent presents an
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enhanced CPF al gorithmthat uses adaptive verification, conparing
measured filter val ues agai nst expected val ues rather than using
fixed threshol ds.
This work conplies with Korean Internet Security Agency (KISA)
standards [ Kl SA-TTAK] and consi ders post-quantum crypt ography
guidelines [NIST-PQC]. The reference inplenentation uses the Q skit
framework [Q SKIT] for quantumcircuit execution.

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.
Thi s docunent uses the follow ng terns:
* CPF: Collapse Purity Filter
* (KD: Quantum Key Distribution
* (BER Quantum Bit Error Rate
* CNOT: Controll ed-NOT quantum gate
* Qubit: Quantum bit

2. Enhanced CPF Al gorithm Specification

2.1. Quantum GCircuit Construction
The enhanced CPF al gorithmuses a two-qubit quantumcircuit where:
* q0: Data qubit (encodes Alice's secret bit)
* ql: Filter qubit (verifies quantum state purity)
Circuit construction procedure:
1. Initialize two qubits in |0 state
2. If alice_bit =1, apply X gate to g0
3. Apply CNOT(g0, ql) to create entangl enent

4. |If basis flip =true, apply Hgate to q0O (BB84 conpatibility)
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5. Measure both qubits
The CNOT gate creates a correlation where ql becomes a copy of qO0 in
the conputational basis. In ideal conditions, gl MIST equal the
initial value of qO0 (alice_bit).

2.2. Adaptive Filter Verification

The key innovation of the enhanced CPF algorithmis adaptive filter

verification. |Instead of accepting only gql="0" neasurenents, the
al gorithm conpares the neasured filter val ue agai nst the expected
val ue.

Verification procedure:
function verify quantum state(nmeasured filter, expected filter):
if measured filter == expected filter:
return ACCEPT // Pure quantum state
el se:
return REJECT // Contaninated by noise or eavesdropping
Where expected filter = alice_bit (the initial value encoded in q0).

Thi s approach achi eves 100% acceptance rate in ideal conditions,
conpared to 50%in conventional CPF inplenentations.

2.3. (BER Anal ysis and Eavesdroppi ng Detection
The Quantum Bit Error Rate (@BER) is cal cul ated as:
BER = error_count / (confirned_bits + error_count)
(BER t hreshol ds (based on KI SA TTAK. KO- 12.0281):
* (BER 5% Safe (continue conmunication)
* 5% < QBER 8% Warning (increased nonitoring)
* 8%< QBER 11% Critical (eavesdroppi ng suspected)
* (BER > 11% Abort (session ternination required)
The enhanced CPF al gorithm provi des accurate QBER neasuremnents:
* No eavesdropping: QBER 0% (hardware noi se only)

* 20%bit tanpering: QBER 20% (accurate detection)
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In contrast, conventional CPF shows QBER 50% even without
eavesdroppi ng, meking attack detection anbi guous.

3. Protocol Flow

3.1. Key Ceneration Phase (Alice)

1. Cenerate randombit: alice_bit € {0, 1}

2. Cenerate random basis: basis flip € {true, false}
3. Construct CPF quantumcircuit

4. Execute circuit on quantum hardware (50 shots)

5. Measure qubits and obtain result: (g1, qO)

6. Verify: if gl == alice_bit, accept g0 as key bit
7. Repeat until target key |l ength achieved

8. Mnitor BER;, abort if QBER > 11%

3.2. Key Verification Phase (Bob)

1. Receive quantum key bits and sanmple indices fromAlice
2. Calculate QBER using sanple bits (public channel)
3. |If @BER > 11% abort session
4. Verify HMAC SHA256 integrity tag
5. Apply Privacy Anplification
6. Derive encryption key using HKDF- SHA256
7. Decrypt ciphertext using AES-256- GCM
4. Performance Anal ysis
4.1. Efficiency |Inprovenents

Conparison with conventional CPF:
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B s oo e oo ool el s o}
| Metric | Conventional CPF | Enhanced | | nprovenent

| | | CPF | |
[ bbbl s sl bbbl b b
| Bit acceptance | ~50% | ~100% | +100%

| rate I | | |
o e eee o oaa - o e e ee e oo Fommmme oo o mm e e oo oo +
| Grcuit executions | ~512 | ~256 | -50% |
| (256-bit key) | | | |
oo e o eea o oo e oo o mmee oo - o e e oo +
| Q@BER (no | ~50% | ~0% | Accurate |
| eavesdroppi ng) | | | |
o e eee o oaa - o e e ee e oo Fommmme oo o mm e e oo oo +
| QBER (20% | ~60% | ~20% | Accurate |
| tanpering) | | | |
oo e oo oo e oo o mmee oo - o e e oo +

Table 1

4.2. Security Analysis

The enhanced CPF al gorithm nmaintains the sane security guarantees as
conventional CPF while inproving efficiency:

* Quantum security: Based on no-cl oning theorem and neasurenent
col | apse

* Eavesdroppi ng detection: BER analysis with 11%threshol d

* BB84 conpatibility: Basis random zation prevents intercept-resend
attacks

* Milti-layer defense: CPF filtering + QBER anal ysis + HVAC
verification

5. Inplenentation Considerations
5.1. Quantum Hardware Requirenents

The al gorithm can be inplenented on any quantum conputing platform
supporti ng:

* Mnimum2 qubits
* Single-qubit gates: X H

*  Two-qubit gate: CNOT
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* Measurenment in conputational basis

Tested platforns: | BM Quantum (real hardware and Aer sinmulator),

conpatible with Qskit 1.0+
5.2. dassical Post-Processing
Required cl assical cryptographic primtives:
* Privacy Anplification: Universal hash functions
* Key Derivation: HKDF- SHA256 [ RFC5869]
* Encryption: AES-256-GCM (NI ST FI PS 197)
* Aut hentication: HVAC SHA256 [ RFC2104]
6. Security Considerations

6.1. Quantum Attacks

The enhanced CPF algorithmis resistant to known quantum attacks:

* |Intercept-resend attack: Detected via @BER increase

*  Photon number splitting: Mtigated by decoy states (future work)

* Trojan horse attack: Requires physical security measures
6.2. Cassical Attacks

Cl assical security is provided by:

*  AES-256-GCM Quantumresi stant symmetric encryption

*  HMAC- SHA256: Prevents packet tanpering

* HKDF: Ensures key independence
6.3. Side-Channel Considerations

| mpl enent ati ons MJST protect against:

* Timng attacks: Use constant-tine cryptographi c operations

*  Power analysis: |Inplenent counterneasures in hardware

* Electromagnetic | eakage: Shield sensitive conmponents
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6.4. BER Threshold Sel ection

The 11% QBER threshold is based on BB84 theoretical limts.

I mpl enent ati ons MAY use | ower thresholds (e.g., 8% for higher
security margins, at the cost of increased false positive rates in
noi sy environments.

7. | ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.

Future versions may request registration of:

* (KD protocol identifiers

* Cryptographic algorithmidentifiers for CPF
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Exanpl e | npl enent ati on

A reference inplenmentation in Python using Qskit is available at:

https://github. com your-repo/ ki sa-gkd

Exanpl e quantum circuit construction:

Ki m
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fromqiskit inport QuantunCircuit

def build_cpf_circuit(alice_bit, basis_flip)
gqc = QuantunCircuit(2, 2)

# Encode Alice’'s bit
if alice_bit ==

gc. x(0)
# CPF ent angl enent
gc.cx(0, 1)
# BB84 basis sel ection
if basis_flip:

qgc. h(0)

# Measur enment
qc. neasure([0, 1], [0, 1])

return qc, alice_bit
Example filter verification:

def verify filter(measured filter, expected filter):
if measured filter == expected_ filter:
return True # Accept bit
el se:
return Fal se # Reject (noisel/eavesdropping)
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