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Abstract

Al - based agent-to-agent conmmuni cation increasingly occurs across
trust domains (e.g., between enterprises, service providers, SaaS
platforns, and application third parties). Wile many agent
protocol s and platforms can provide transport security and | oca
per m ssi on nodel s, deploynents | ack a coherent, interoperable
baseline for verifiable agent identity, credentialing, cross-domain
aut hori sation, delegation, revocation, and auditability.

Thi s docunment defines an architectural franmework for a cross-domain
trust substrate for Al-based agent ecosystenms. The franmework is

i ntended to be agent protocol -agnostic and to provide a consistent
trust baseline that existing and energing Al agent protocols can
buil d upon.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 Septenber 2026
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1. Introduction

Al agent ecosystens are noving from singl e-agent-service-operat or

depl oynents to nmulti-party environments, where independently operated
Al agents interact across organi sational and adm nistrative
boundaries. |In these environnments, trust is partial and dynam c, and
is constrained by policy, contracts, and regul ation

Exi sting Al agent protocols and platforns often provide transport
security and |l ocal perm ssion nodels. They do not, by thensel ves,
provi de a consi stent cross-donmi n baseline for verifiable agent
identity, accountable delegation, interoperable credential handling,
and audit evidence. Interoperability is therefore frequently

i mpl ement ed t hrough bespoke integrations with uneven security
properties and unclear lifecycle semantics.

Thi s docunent conposes established | ETF security and identity
bui I ding bl ocks into a cross-domain trust substrate for Al agent
conmuni cations. It also identifies remaining interoperability gaps.

Thi s docunent defines a Trust and Authentication Framework and key
requirenents for Agent-to-Agent Conmunications across domain
boundaries. It specifies an architectural nodel, threat nodel, and a
set of requirenents for interoperable trust establishnent, including:
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trust domains and trust anchors; agent gateways and their security
roles; identity and credential nodels; authentication and

aut hori sation patterns (including del egation); and operationa
requirenents for policy enforcenment, |ifecycle managenent, and
auditability.

1.1. Scope

This framework targets depl oynments where Al-based agents interact
across trust dommins, including cloud providers and ot her agent
service operators hosting agent runtines, agent gateways, and third-
party Al agent services. |In these environnments, the agent-to-agent
transport protocol alone does not provide a sufficient basis for
verifiable agent identity, cross-domain authorisation, delegation,
and audit. In this docunent, a trust domain is a policy and

gover nance scope, not sinply the set of agents that inplenent the
same comruni cati on protocol

Thi s docunent does not define a new agent communication protocol. It
al so does not standardise a gl obal nam ng or discovery mechani sm
instead, it defines the trust requirenents that any di scovery or
registry interface nmust satisfy in order to bind endpoints and
capabilities to verifiable identities and trust anchors across
domains. Non-Al software agents are out of scope.

1.2. Background
1.2.1. Agentic Systens Context

Thi s docunent focuses on agentic systens in which software agents can
pl an, invoke tools or services, and execute nulti-step tasks across
organi sati onal boundaries. These interactions require interoperable
trust, identity, delegation, and authorisation controls that remain
consi stent across trust domains.

1.2.2. Trust Domain Definition
In this document, a Trust Domain is a bounded policy and governance
scope in which agents, gateways, identities, and credentials are
gover ned under conmon admi nistrative control or federated trust
agreenents.

A Trust Domain can align with network boundaries, application/content
boundari es, protocol ecosystem boundaries, or conbinations of these.
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Menbership in the same trust donain does not inply universal trust
bet ween agents; authentication and authorisation are eval uated per
interaction according to policy. Therefore, "cross-domain" includes
i nteractions across any of these trust-domain scopes.

2. Conventions and Term nol ogy

Even though this docunent is not a protocol specification, it makes
use of upper case key words to define requirements unanbi guously.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 ([ RFC2119] and [ RFC8174]) when, and only when, they appear in al
capital s, as shown here

Agent: An Al-based software entity that can initiate actions, invoke
ot her services, and exchange nessages to acconplish tasks.

Agent Service Operator: The entity responsible for operating an Al
agent runtine, agent gateway, or related control-plane service. This
is distinct froma network infrastructure operator

Domai n Boundary: A |ogical boundary between two domai ns such that
menber shi p, credentials, and policy assertions fromone side are not
assuned to be valid on the other side w thout explicit trust

est abli shnent and enforcenment. Domain boundaries often coincide with
agent gateways or nedi ati on conponents.

Agent Gateway: A policy-enforcing internmediary that nedi ates agent-
t o-agent conmuni cations across trust domains.

Calling Agent: The initiating agent in a cross-domain interaction
Gat eway Coordi nator: Gateway-side |ogic that perforns policy
enforcenment, token exchange, and context propagation for cross-donain

i nteractions.

Resource Agent: The target agent or service in the destination trust
domai n.

Subj ect Token: A token presented by the calling side as input for
t oken exchange.

Exchanged Access Token: A donmai n-scoped, policy-constrained token

i ssued for use in the destination trust domain (i.e., the issued
token in QAuth 2.0 Token Exchange [ RFC8693]).
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Transacti on Token: A token that carries workflow and task-intent
context across del egated or multi-step interactions.

Relying Party: An entity that evaluates credentials, policy, and
evi dence before accepting agent requests.

Trust Domain: A bounded policy and governance scope that may align

wi th network boundaries, application/content boundaries, protocol
ecosystem boundaries, or conbinations of these. This docunent uses
the termin the sane QAuth federation sense as token exchange between
i ndependent |y governed donmai ns (see [ RFC8693] and
[1-D.ietf-oauth-identity-chaining]).

Trust Dormain Authority: The policy authority within a trust domain
that defines trust anchors, identity acceptance criteria, and cross-
domai n policy constraints.

3. Probl em St at enent

Early Al agent deploynents are often singl e-domain: one agent service
operator controls runtime, identity lifecycle, and policy
enforcenment. In that setting, proprietary identity, authorisation,
and audit nmechani sns nmay be operationally sufficient.

Cross-domai n depl oynents are different. They span independent agent
service operators (for exanple, enterprises, cloud providers, SaaS
platforns, and third-party Al agent services) with different issuers,

policy semantics, and lifecycle processes. 1In these settings, the
transport protocol alone is not sufficient for interoperable trust
establ i shment, del egation control, lifecycle handling, and

auditability.
Three recurring depl oynent cases illustrate the probl em space:

* Sanme protocol, different providers: an enterprise Al agent hosted
by one cl oud provider or agent service operator invokes a partner
or supplier Al agent hosted by a different agent service operator
usi ng the sane agent-to-agent protocol. Despite protoco
interoperability, the parties still require a consistent approach
to verifying agent identity and agent service operator
accountability, evaluating credentials fromdifferent issuers,

appl ying policy constraints (e.g., |least privilege and step-up
requi renents), and handling credential lifecycle events across
domai ns.

* Different protocols across domains: an agent service operator uses
one protocol internally while an external Al agent ecosystem uses
another. An agent gateway (or protocol bridge) nediates between

King, et al. Expires 16 Septenber 2026 [ Page 6]



I nternet-Draft agent - trust - aut h- f ramewor k March 2026

protocols, but trust and authorisation decisions nust renmain
coherent end-to-end. In particular, identity and cl ai ms need
stabl e representati on across the boundary, del egation senmantics
must survive translation, and resulting actions nust renain
attributable and auditable.

* Milti-operator nedia agent pipelines: in Object-Based Media (OBM
depl oynents, Al agents dynam cally assenbl e di screte nedia objects
(video segnents, audio |ayers, and associ ated netadata) across
i ndependently operated infrastructure, conpute, and content
delivery services. Agents acting on behalf of different service
operators nust authenticate their task invocations and obtain
aut horisation to access or nani pul ate nedia objects, with
del egati on semantics and audit evidence preserved across operator
boundaries. This use case is described in
[1-D. rrk-object-based- nedi a- usecase] .

These cases require a protocol -agnostic trust substrate that can be
appl i ed consistently across providers, gateways, and heterogeneous
protocol ecosystens. A primary interoperability challenge is
preserving identity, delegation semantics, and policy intent when
requests are translated between different agent communication

pr ot ocol s.

Cross-domai n Al agent depl oynments face the follow ng recurring gaps:

* Verifiable identity: recipients need to authenticate an agent and
bind that identity to an accountabl e owner/agent service operator

* Because agents frequently act on delegated authority, recipients
need a verifiable delegation chain and a way to constrain scope
and pur pose.

* Het erogeneous systens — including gateways and internediaries —
require consistent policy enforcenent across trust donmains.

* Credential lifecycle: rotation and revocation rmust be supported
with clear operational semantics.

* Actions and del egation chains nust be auditable, with tanper-
evi dent evidence for regul ated environnents.

4. Threat Model
Thi s docunent considers (non-exhaustive)

* | npersonation of agents or agent providers.
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Conprom se of agent execution environment or keys.

Conf used-deputy and privil ege escal ati on via del egati on chains.
Repl ay, token substitution, and context injection

Cross-domai n policy bypass at internediaries.

Downgr ade of trust signals and audit/evidence manipul ation

Desi gn Goal s and Non- Goal s

CGoal s:

*

A protocol -agnostic trust baseline for cross-donmain agent
conmuni cati ons ( CDAC).

I nteroperabl e identity binding (agent <-> owner/agent service
operator <-> keys).

I ndependent agent identities with support for on-behalf-of
del egation to distinguish agent and pri nci pal

Short-lived, rapidly-rotated credentials that avoid | ong-term
static secrets.

Aut hori sation with constrai ned scope/ purpose, fine-grained access
tokens, and task-triggered issuance based on |east-privil ege
princi pl es.

Del egation chain preservation and verification to prevent
confused-deputy and privilege escal ati on attacks.

St andardi sed |ifecycle semantics (issue/rotate/revoke/ suspend)
with automated, zero-touch rotation.

Capability registration, advertisenment, and parsing nechani sns
that reduce the risk of malicious discovery behaviour, spoofed
announcenents, or unsafe consunption of registry data.

Evi dence and audit hooks suitable for transparency services,
regul atory conpliance, and operational troubl eshooting.

Non-CGoal s (initially):

*

Ki ng,

Defi ning a new agent communi cation protocol
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6

* Standardi sing underlying secure transport or nessage protection
mechani sms.  These are expected to be provided by existing
transports (for exanple, HITPS/ TLS or |Psec) and, where needed,
application-layer nessage protection nechanisns such as JOSE/ COSE
[ RFC7515] [ RFC9052]. This framework builds on top of such
mechani sms rather than redefining them

* Standardising a gl obal naming or discovery system (the franmework
defines trust requirenents for discovery, but not discovery
protocol s t hensel ves).

* Defining runtime safety, nodel alignnment mechani snms, or content
filtering (these are application-layer concerns outside the scope
of cross-domain trust establishment).

Architecture

This section describes the reference architecture used in this
docunent: the entities in each trust domain, the cross-domain

medi ation points, and the control points for authentication,

aut hori sation, credential |ifecycle, and evidence generation. The
architecture is protocol -agnostic and can be applied to nultiple
agent nessagi ng protocols and depl oynent nodel s.

Figure 1 shows the high-level conponents and trust relationships.

King, et al. Expires 16 Septenber 2026 [ Page 9]



I nternet-Draft agent - trust - aut h- f ramewor k March 2026

I I
I I
| R + o e e e e e e e oo +
| | Agent A |-->| Agent Gateway A |
| +----ea--- + | (PEP with PDP interface) | |
| Fem e e e eeeeeeaeaaaaa +
| o m e e e e e e a oo + e e i e - - + |
| | Trust Domain Authority A | | Issuer A | |
| o e m e e e e e oo S S R + |
o o o o o e e e e +

|| Cross-domai n boundary ||
|| rmutual auth + context ||

I I

I I

| . + S +

| | Agent Gateway B | -->] Agent B | |

| | (PEP with PDP interface) | S +

| o m e e e e e e e maaaoo- + |

| o e e e e e e o oo + - - m oo - + |

| | Trust Domain Authority B | | Issuer B | |

| e + Fo-mmmeaaaa + |

o m m e e e e e e e e e e e e e e e e e e e e mee— o on +
o R o +
| Registry / Discovery | | Evidence / Transparency |
| (signed, authenticated data)| | (tanper-evident |ogs) |
o m e e e e e iee i e +

Figure 1: Reference Cross-Donmain Trust Architecture
6.1. Entities and Rol es
* Agent (caller, callee)
* Agent Provider / QOperator
* Trust Domain Authority (policy + trust anchors)
* Agent Gateway (cross-domai n nedi ation)
* Credential Issuer (PKI, token issuer, or equivalent)

* Transparency / Evidence Service (optional)
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Trust Domains and Trust Anchors

A trust domai n MJUST defi ne:

* One or nore trust anchors used to validate agent credential s.

* Policy governing acceptable credential types and assurance |evels.

* (Qperational requirements for issuance, rotation, and revocation

* Audit and evidence requirenments for cross-donmin interactions.

Agent Gat eways

Gat eways SHOULD support:

* Mitual authentication on both sides of the gateway.

* Verification of delegation chain and policy constraints.

* Policy enforcement (PEP) with a decision interface (PDP).

* Evidence em ssion (logs/receipts) for audited actions.

Regi stries and Di scovery Interfaces

Di scovery nechanisns (DNS, directories, registries, APIs) enable

agents to locate and interact with other agents or services. In

depl oynents where discovery information influences trust or routing
deci sions, discovery and registration nmechani snms MJST support
verifiabl e bindings between di scovered endpoi nts and associ at ed
identities.

Regi stration Security:

* Capability and endpoint registrati ons MJST be authenticated. Only
agents or operators with valid credentials and appropriate
aut hori sati on SHOULD be able to register or update entries in a
di scovery registry.

* Registrations SHOULD be signed or otherw se cryptographically
bound to the registering agent’s identity to enable verification
by consuners

* Registries SHOULD i nmpl enent rate limting, abuse detection, and

val i dation checks to prevent flooding, enuneration, or injection
of malicious entries.
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Broadcast and Advertisement Security:

*

VWhere capability advertisenents are broadcast (e.g., via nDNS
DNS-SD, or multicast protocols), recipients MIST verify the
authenticity and authorisation of the broadcaster before trusting
advertised endpoints or capabilities.

Br oadcast nechani sns SHOULD i ncl ude anti-spoofing protections
(e.g., cryptographic signatures, nonce-based freshness, or
net wor k-1 evel source authentication).

Par si ng and Consunption Security:

*

Agents consum ng di scovery information MJST inpl ement robust
parsing and validation to prevent exploitation via malformed or
malicious registry entries (e.g., buffer overflows, injection
attacks, or resource exhaustion).

Di scovered endpoints and capabilities SHOULD be treated as
untrusted until verified through authentication and authori sation
(see Section 8)

Identity and Trust Anchor Bi nding:

*

6. 5.

Di scovery nechani snms SHOULD enabl e consuners to bind di scovered
endpoints or capabilities to verifiable agent identities and

rel evant trust anchors. For exanple, a registry entry MAY incl ude
or reference the agent’s credential, public key fingerprint, or
trust domain identifier.

Thi s docunent defines requirenments for such bindings, but does not
st andar di se specific discovery protocols or registry formats.

Ref erence Fl ow Label s and Token Transitions

Thi s subsection introduces flow | abels and token terns used across
Sections 6, 8, 9, and 10.

*

Ki ng,

Calling Agent: the initiating agent in the source trust domain.

Gat eway Coordi nator: gateway-side |ogic that perforns policy
enforcenment, token handling, and cross-donmai n nmedi ation

Resource Agent: the target agent or service in the destination
trust domai n.

Subj ect Token: token presented by the calling side as input to
t oken exchange.
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* Exchanged Access Token: policy-constrained token issued for the
destination trust domain (i.e., the issued token in QAuth 2.0
Token Exchange [ RFC8693]).

* Transaction Token: token carrying workflow and task-intent context
across del egated steps.

Figure 2 shows the reference sequence and control points.

Domain A to Domain B (cross-trust-domain flow)

T +
| Calling Agent (Donmin A)
o m e e e e e e e maaaoo- +

| (F1) Subject Token + intent

%
. +

| Agent Gateway / Gateway Coordi nator |
| (PEP, context processor) |

%

. +

| Authorisation Server / Credential |ssuer |

T e +
| (F3) Exchanged Access Token

| (domai n-scoped, |east privilege)

%
. +
| Resource Agent / APl (Domain B) |
T ' +

| (F4) Request with Exchanged Access

| Token + Transacti on cont ext

| (F5) Revocation / credential status

| checks at gateway and relying party

v
I ''““rrrrrwee———— +
| Evidence and Transparency Service |
oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o +

N (F6) Audit / evidence / telemetry records

Figure 2: Reference Flow Labels for Context-Aware Cross-Donain Access
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7

7

Identity and Credential Mdel

Cross-domai n agent interactions require a consistent approach to
identity representation, credential binding, and cryptographic proof.
This section defines requirenments for agent identifiers, credentia
formats, key managenent practices, and |lifecycle operations that
support short-lived credentials and avoid long-termstatic secrets.

1. Agent ldentifiers

An agent identifier MJST unanbi guously identify an agent instance
within and across trust donmains. Agent identifiers SHOULD:

* Be globally unique or unique within a well-defined namespace.

* Be stable across credential rotation events (i.e., the agent
identity persists even as cryptographi c keys are rotated).

* Support binding to an accountabl e agent service operator or owner
entity (e.g., an organisation, cloud provider, or user principal).

Agent identifiers MAY be represented using URIs, DIDs (Decentralised
Identifiers), NAl-style identifiers [ RFC7542], or donai n-scoped

nanm ng schenes, provided that the chosen format supports verifiable
binding to credentials and trust anchors.

Use of NAl-style identifiers is optional and depl oynment-specific;
this docunment does not require or prefer NAl over other identifier
formats.

I n del egation scenarios (see Section 7.4), it MJST be possible to
di stinguish the agent’s own identity fromthe identity of the
principal (user or service) on whose behalf it is acting.

Identity Schenes and Nanespace Consi derati ons:

Agent identity is fundanentally tied to well-defined nanmespaces and
trust contexts. Different depl oyment scenarios enploy different
i dentity managenent approaches

* Enterprise and Federated ldentity: In enterprise consortia and
federated environnents, agent identity is often nanaged through
Single Sign-On (SSO, federation, and related identity-provider
infrastructure. Provisioning and synchroni sati on mechani sms such
as SCI M [RFC7643] [RFC7644] MAY be used operationally, but do not
by thensel ves define runtime trust or authorisation senmantics
across donmi ns.
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* Consunmer and Citizen Identity: In consumer or citizen-facing
scenari os, deploynents MAY use verifiable credential ecosystens
and rel ated work building on the WBC Verifiable Credentials Data
Model [WBC.VC]. The exact role of such credential formats,

i ncluding CBOR- or JSON- based representations, is deploynent-
speci fic.

*  Wbrkl oad and Application lIdentity: For application and workl oad
identities (including Al agents), energing work in areas such as
wor kl oad identity and credential nmanagenent may be relevant to
representing both the agent’s identity and the identity of its
owner or principal (see Section 7.4).

These exanples are illustrative rather than exhaustive, and the

rel ati onship between these identity ecosystens and cross-domai n agent
trust is to be discussed in nore detail in a later version of this
docunent .

Depl oynments SHOULD sel ect identity representation formats appropriate
to their operational context and trust nodel. Universal identity
schenes face practical chall enges in namespace governance, trust
anchor distribution, and cross-context interoperability; agent
service operators SHOULD desi gn for nanespace-scoped identity with
explicit trust relationships between domains.

7.2. Credential Formats

Agent credentials bind an agent identifier to cryptographic proof

mat eri al (public keys or equivalent) and MAY include additiona

clains such as capabilities, agent service operator identity,
assurance level, and validity constraints.

Credential s MJUST support:

* Cryptographic binding between agent identity and key material, so
t hat possession of the credential inplies control of the
corresponding private key.

* Tanper-evident representation (e.g., signed by a trusted issuer).

* Time-bounded validity, with explicit expiration constraints.

* Revocation or suspension mechani sms (see Section 9).

Credential s SHOULD support:

* Structured clains for authorisation context (e.g., scope, purpose,
or allowed actions).
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* \Were the agent acts on del egated authority, representation of the
full delegation chain (see Section 7.4 and Section 8.2).

Suitabl e credential formats include X 509 certificates, JSON Wb
Tokens (JWI), CBOR Wb Tokens (CW), Verifiable Credentials (WBC VC),
or equivalent fornmats that neet the requirenents above. The choice
of format SHOULD align with the operational and performance
constraints of the depl oynent environnent.

7.3. Key Managenent and Proof - of - Possessi on
Agent credentials MJST be bound to cryptographi c keys under the
control of the agent or its runtime environment. To mitigate key
comprom se and support operational agility, deploynents SHOULD

* Use short-lived credentials with validity periods neasured in
hours or days, rather than nonths or years.

* Rotate keys and credentials frequently and autonatically.

* Avoid enbedding long-termstatic secrets in agent code,
configuration, or environment vari abl es.

Agent aut henticati on MIST include proof-of-possession of the private
key corresponding to the public key in the credential. Acceptable
pr oof - of - possessi on nechani sns i ncl ude:

* Digital signatures over authentication challenges or request
content (e.g., using JOSE or COSE signature schenes).

* Key agreenment or key confirmation protocols.

* Cryptographic binding in token-based schemes (e.g., DPoP for QAuth
2.0 [ RFC9449]).

Where hardware security nodul es (HSMs), trusted execution

environments (TEES), or secure enclaves are available, private keys

SHOULD be protected within these environments to reduce exposure.
7.4. On-Behal f-O Del egation

Agents frequently act on behalf of a user, service, or organisation

In such cases, credentials and authorisation tokens MJST clearly

represent both:

* The agent’s own identity (the i mediate actor).
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* The identity of the principal on whose behalf the agent is acting
(the authorising party).

Thi s separation enables relying parties to:

* Attribute actions to the correct principal for audit and
accountability purposes.

*  Apply policy based on both agent and principal identity (e.g.,
"agent X acting for user Y nmay access resource Z").

* Enforce constraints on del egati on depth and scope (see
Section 8.2).

Del egation rel ati onshi ps SHOULD be cryptographically verifiable,
either through structured token clains (e.g., JW "act" or "nmay_act"
clains) or through chained credentials that establish a del egation
path fromthe principal to the agent

Dual Identity for Al Agents:

One possi bl e nodel for Al agents is a dual-identity representation
conprising the agent’s own identity and the identity of its owner or
i nvoking principal [I-D.ni-wnse-ai-agent-identity]. Where such a
model is used, it may provide additional context for access contro
decisions. Potential benefits include:

* Reuse of existing Rol e-Based Access Control (RBAC) policies
defined for human principals, while al so applying agent-specific
constraints.

* Differentiation between agent capabilities (what the agent itself
is authorised to do) and principal authorisation (what the owner
is authorised to do), allow ng security engines to nake better-

i nformed deci si ons.

* (Cear separation of accountability: the agent’s virtual identity
remai ns stable across different principals, while the principal’s
identity varies based on who invoked the agent.

Wher e depl oynents inplenment such a dual -identity nodel, both
identities SHOULD be represented in credentials, tokens, or

equi val ent policy inputs as appropriate. The detailed representation
and processing nmodel is to be discussed in nore detail in a later
version of this docunent.
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7.5. Credential Lifecycle and Rotation

To support operational resilience and security hygi ene, agent
credential issuance and rotati on MJST be automated and SHOULD NOT
require manual intervention under nornal operating conditions.

Depl oyment s SHOULD i npl enent :

* Automated credential issuance upon agent initialisation or
regi stration.

* Proactive credential renewal before expiration (e.g., renew ng
when 50-75% of the validity period has el apsed).

* Gaceful handling of overlapping validity periods to avoid service
di sruption during rotation.

Credential rotation events SHOULD be | ogged for audit and
troubl eshooti ng. Revocation and suspension mechani snms are descri bed
in Section 9.

8. Authentication and Authorisation Patterns

Thi s section defines authentication and authori sation requirenents
for cross-domai n agent interactions. The patterns described here are
intended to support |east-privilege access control, tine-bound

aut hori sation, task-specific scoping, and auditability across trust
domai n boundari es.

8.1. Mitual Authentication
Agent -t 0-agent interactions across domai n boundari es MJST use mutua
aut hentication, in which both the calling agent and the receiving
agent (or gateway) authenticate each ot her before exchanging
sensitive data or perform ng actions.
Miut ual aut hentication ensures that:

* The caller can verify the identity and trustworthiness of the
service or agent it is invoking.

* The callee can verify the identity and authorisation of the caller
before granting access or performng requested actions.
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Mut ual aut henti cati on SHOULD be established at the transport |ayer
(for example, mutual TLS) or, where appropriate, at the application
| ayer using signed requests, proof-of-possession nechanisns, or

equi val ent nessage protection schenes (for exanple, HTTP Message

Si gnatures [ RFC9421]).

Wher e agent gateways nedi ate cross-donai n comuni cati on, rmutual
aut henti cati on MJST be performed on both sides of the gateway:
between the calling agent and the gateway, and between the gateway
and the target agent or service.

8.2. Delegation and Call-Chain Context
When an agent acts on behal f of a user or invokes another agent as
part of a multi-step workflow, the call chain context MJST be
preserved and made available to downstreamrel ying parties
In Figure 2 terns, call-chain context enters at (Fl), is eval uated
and transfornmed during (F2), and is propagated downstream at (F4)
(typically via transaction tokens or equival ent structured context).
Cal | -chai n context includes:

* The identity of the original requesting principal (user or
service).

* The identity of each internediary agent in the del egation chain.

* Constraints on delegation depth (e.g., "nay del egate at nobst one
| evel further").

* Scope and purpose restrictions that apply to del egated authority.

Relying parties MJST be able to inspect and verify the call-chain
context in order to:

* Attribute actions to the correct principal for audit and
compl i ance purposes.

* Detect and prevent confused-deputy attacks and privilege
escal ati on.

* Enforce policy based on the full delegation path (e.g., "user A
via agent B via agent C nay not access resource X')
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Cal |l -chai n context SHOULD be represented using structured tokens
(e.g., JW with nested or chained clains) or as a sequence of
verifiable credentials that establish the del egation path.

Crypt ographi ¢ signatures MJUST bind each step in the chain to prevent
tanpering or substitution.

Transaction Tokens [I-D.ietf-oauth-transaction-tokens] may provide
one useful mechani smfor encoding and protecting workfl owrel ated
context across trust domains in nulti-step interactions. Depending
on depl oynent requirenents, such tokens may carry task, transaction,
or purpose-related context that can assi st downstream policy

eval uation. The exact representation of del egation chains, workflow
state, and related semantics is depl oynent-specific and to be

di scussed in nore detail in a later version of this docunent.

8.3. Policy Enforcenent and Decision Points

Access control decisions in cross-domai n agent ecosystens require

dynani ¢ eval uati on of policy based on agent identity, principa

identity, call-chain context, resource attributes, and environnenta

condi tions.

Depl oynments SHOULD i npl enment a cl ear separation between:

* Policy Enforcement Points (PEPs): conponents that intercept
requests and enforce access decisions (e.g., agent gateways, API
gat eways, or runtinme enforcement |ayers).

* Policy Decision Points (PDPs): conponents that evaluate policy
rules and return authorisation decisions to PEPs.

PDPs SHOULD support policy eval uation based on

* Agent and principal identity.

* Del egation chain and call-chain depth.

* Resource being accessed and requested operation

* Contextual attributes (e.g., tinme of day, source network,
assurance | evel).

Pol i cy | anguages and deci sion engi nes are not standardised by this
framewor k; however, policies MJIST be enforceable consistently across
gateways and relying parties within a trust domain, and SHOULD be
audi t abl e and versioned for governance and conpliance purposes.
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8.4. Least-Privilege and Fi ne-G ained Access Tokens

Access tokens issued to agents MJIST inplenent the principle of |east
privil ege by constrai ning:

* Scope: the set of resources or operations the token grants access
to (e.g., "read nessages in project X', "invoke workflow Y").

* Validity period: tokens SHOULD have short lifetimes (nmeasured in
mnutes to hours) to limt exposure in the event of conpronise.

* Purpose or task context: tokens MAY be bound to a specific task or
wor kf | ow i nstance, and MJUST NOT be reusabl e across unrel ated
operations unless explicitly permtted by policy.

Fi ne- grai ned scoping reduces the inpact of token | eakage or m suse
and supports auditability by creating a clear |ink between tokens and
the tasks they authorise.

Access tokens SHOULD be issued dynanmically in response to specific
task triggers (e.g., user initiation of a workflow, scheduled job
execution, or event-driven invocation) rather than being provisioned
statically at agent depl oynent tine.

Token formats SHOULD support structured scope representation (e.g.,
QAuth 2.0 scopes, RBAC roles, or attribute-based clainms) and MJST
include expiration timestanps. Deploynents MJST support one or nore
revocation or status-validation nmechanisnms (e.g., token

i ntrospection, revocation endpoints, issuer-side deny lists, or

equi val ent controls) to enable lifecycle managenent (see Section 9).

Cross- Domai n Token Exchange:

When agents interact across trust dommi ns, access tokens issued in

one domain often cannot be used directly in another domain. QAuth

2.0 Token Exchange [ RFC8693] provi des one established nechani smfor
exchangi ng a token from Dormain A for a token acceptable in Domain B
subject to policy and trust rel ationships between the domains.

Rel ated QAuth extensions may be relevant in specific cross-donain
scenari os:

* ldentity Chaining [I-D.ietf-oauth-identity-chaining] may be
appl i cable where identity information nust be conveyed across
trust domains in a formacceptable to a downstream aut hori sati on
system
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* |dentity Assertion Authorisation G ant
[I-D.ietf-oauth-identity-assertion-authz-grant] may be rel evant
where identity assertions are used as inputs to obtain access
tokens in federation scenari os.

Depl oynent s usi ng QAut h- based aut hori sati on SHOULD consi der these

exi sting standards before creating bespoke token exchange or
assertion mechani snms. Detailed profiling guidance for agent-specific
use of these extensions is to be discussed in nore detail in a later
version of this docunent.

In the reference sequence (Figure 2), this corresponds to:

* (F1) Subject Token presented by the calling side to the gateway.

* (F2) Token exchange request by the gateway/authorisation
component .

* (F3) Issuance of a destination-domai n exchanged access token

* (F4) Use of the exchanged access token (and workfl ow context) to
access destination resources.

Explicit Workflow and Step-Up Authentication

In multi-step agent workflows, explicit workflow identifiers and
step-up authentication MAY be required to ensure that sensitive
actions are authorised at an appropri ate assurance | evel.

Explicit workflow context includes:

* A workflow or session identifier that links related agent
i nteractions.

* The current step or phase within the workfl ow.

* Constraints on perm ssible transitions between steps.

Step-up authentication is a nechanismin which an agent or user is

required to re-authenticate or provide additional proof before

performing a high-risk or sensitive operation. For exanple:

* A low assurance token may pernit read-only operations, while wite
or delete operations require a higher-assurance token obtai ned

t hr ough st ep- up.

* Delegation to a third-party agent may require explicit user
consent or re-authentication.
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St ep-up requirenents SHOULD be expressed in policy and enforced by
PDPs and PEPs. Workflow and step-up context SHOULD be included in
call-chain tokens to ensure that downstreamrelying parties can
verify conpliance with workflow constraints.

9. Revocation, Rotation, and Lifecycle

Credential lifecycle managenent is critical to the security and
operational resilience of cross-domain agent ecosystens. This
section defines requirenents for credential issuance, rotation,
revocation, and suspension, with an enphasis on automation, short
validity periods, and clear operational semantics.

Rel ative to Figure 2, lifecycle controls govern tokens and
credentials produced in (F2)/(F3), consuned in (F4), and continuously
val idated via (F5).

9.1. Automated Credential |ssuance

Agent credentials SHOULD be issued automatically as part of agent
initialisation, registration, or onboardi ng processes. Mnua
credential provisioning introduces operational overhead, increases
the risk of misconfiguration, and del ays agent depl oynent.

Aut omat ed i ssuance nechani sns MJST:

* Authenticate the requesting agent or agent service operator before
i ssuing credenti al s.

* Bind the issued credential to the agent’s identity and
crypt ographi ¢ keys (see Section 7).

* Apply policy constraints (e.g., validity period, scope, trust
dommi n) at issuance tine.

* Log issuance events for audit and conpliance purposes (see
Section 10).

Credential issuers MAY inplenent attestation or proof-of-identity
requirenents (e.g., requiring the agent to denonstrate control of a
pre-registered public key, or to provide a bootstrapping token issued
by a trust donain authority).
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9.2. Credential Rotation

To limt exposure in the event of key conprom se and to support
cryptographic agility, agent credentials SHOULD be rotated
frequently. Rotation intervals depend on the threat nodel and
operational context, but depl oynents SHOULD target validity periods
measured in hours or days rather than nonths or years.

Aut omat ed rotati on MJUST be supported wi thout manual intervention
Rot ati on nechani sns SHOULD:

* Begin renewal before credential expiration (e.g., when 50-75% of
the validity period has el apsed) to avoid service disruption

* Support overlapping validity periods for old and new credential s
during the rotation window, allowi ng graceful transition w thout
breaking in-flight requests.

* Re-authenticate the agent and verify continued authori sation
before issuing renewed credenti al s.

* Log rotation events and preserve a historical record of credentia
i ssuance for forensic analysis (see Section 10).

Rot ati on SHOULD be triggered by tine-based expiration, but MAY al so
be triggered by policy events (e.g., change of agent role, detected
anomal y, or adm nistrative action).

9.3. Revocation

Revocation is the permanent invalidation of a credential before its
natural expiration. Revocation is necessary in response to key
conmprom se, agent deconm ssioning, policy violation, or other
security events.

Revocati on nmechani sns MJST

* Provide tinely propagation of revocation status to relying
parties. Acceptable mechanisnms include Online Certificate Status
Protocol (OCSP), Certificate Revocation Lists (CRLs), token
revocation endpoints, or equivalent real-tine revocation services.

* Support query-based revocation checking by relying parties (i.e.,
relying parties MJST be able to verify whether a credential is
revoked before accepting it).

* Cenerate audit evidence when credentials are revoked, including
the reason for revocation and the tinme of revocation
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Depl oynments using short-lived credentials (e.g., validity periods of
hours or days) MAY rely on expiration rather than explicit revocation
for routine |lifecycle managenent, reserving revocation for emergency
or high-severity events. However, a revocation nechani sm MJST sti l
be available for such events.

Revocati on SHOULD be irreversible. |If an agent requires new
credentials after revocation, it MJST re-authenticate and obtain a
fresh credential through the issuance process.

9.4. Suspension and Resunption

Suspension is the temporary invalidation of a credential, typically
in response to a transient condition (e.g., suspected anomaly,
pendi ng i nvestigation, or administrative hold). Unlike revocation,
suspensi on MAY be reversible

Suspensi on mechani sms SHOULD:

* Use the sane propagation and checki ng mechani sms as revocation
(e.g., OCSP, CRLs, or token introspection endpoints).

* Distinguish suspended credentials fromrevoked credentials in
status responses, enabling relying parties to apply appropriate
policy (e.g., temporary denial vs. permanent rejection).

* Log suspension and resunption events for audit purposes.

Resunption (re-activation of a suspended credential) SHOULD require
explicit adm nistrative action or policy evaluation, and MJST be

| ogged. Resuned credentials retain their original expiration tinme;
suspensi on does not extend validity.

9.5. (Qperational Senmantics and Grace Periods

To avoid service disruption during lifecycle transitions, deploynents
SHOULD i npl enent grace periods and operational best practices:

* O ock skew tolerance: relying parties SHOULD tol erate small clock
skew (e.g., +/- 5 minutes) when validating credential expiration
times.

* Caching and refresh intervals: relying parties that cache
revocation or suspension status SHOULD refresh cached data
frequently (e.g., every few mnutes for high-assurance
environments, or hourly for |ower-risk contexts).
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* Fall back and failover: if revocation status cannot be checked
(e.g., due to network failure or service outage), deploynents
SHOULD i mpl enent a fail-safe policy (e.g., reject credentials when
revocation status is unavailable in high-assurance environnents,
or accept credentials with | ogging and del ayed verification in
| ower-risk environnents).

Operational semantics for lifecycle events (issuance, rotation,

revocation, suspension, resunption) SHOULD be docunented and

consi stent across trust donmmins to ensure interoperability.

10. Auditability, Transparency, and Evi dence

Cross-domai n agent interactions often involve sensitive data, high-

val ue transactions, or regul ated deci si on-maki ng processes. To

support accountability, conpliance, and operational troubl eshooting,
this framework requires that agent interactions produce verifiable
evi dence available to operators and auditors.

10.1. Audit Requirenents

Agent platforns, gateways, and relying parties MJST generate audit
| ogs for security-rel evant events, including:

* Authentication and authorisation decisions (successful and
failed).

* Credential issuance, renewal, revocation, and suspension events.
* Delegation and call-chain construction

* Access to sensitive resources or execution of high-risk
oper ati ons.

* Policy evaluation decisions and any policy violations or
anomal i es.

Audit | ogs MJST include sufficient context to support forensic
anal ysi s and compliance reporting, including:

* Timestanp (with tinme zone or UTC of fset).
* Agent identity and principal identity (if applicable).
* Call-chain context (see Section 8.2).

* Resource or operation being accessed.
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* Aut horisation decision and policy identifier

* Reference flow |l abel (s) for the transaction path (e.g., F1-F6 from
Figure 2), where avail abl e.

Audit | ogs SHOULD be tanper-evident (e.g., signed, hash-chai ned, or
committed to an append-only transparency log) to ensure integrity and
non-repudi ati on

2. Transparency and Evi dence Services

I n depl oynents where auditability and public accountability are
critical (e.g., regulated industries, cross-organisationa

col I aborati ons, or high-assurance environnents), operators MAY
i ntegrate transparency services such as:

* Certificate Transparency (CT) | ogs for agent credentials.

* Verifiable data structures (e.g., Merkle trees) for tanper-evident
audit trails.

* Third-party attestation or notarisation services that provide
i ndependent verification of agent actions or credential lifecycle
events.

Transpar ency services enabl e:

* Detection of mis-issued or unauthorised credentials.

* | ndependent audit of agent behavi our and del egati on chains.

* Conpliance with regulatory requirenents for auditability and
traceability (e.g., GDPR Article 22 for automated deci si on- maki ng,
or financial services audit requirenents).

This framework does not mandate specific transparency log formats or

protocol s, but recomends that any transparency service integrated

into an agent ecosystem support cryptographic proof of inclusion and
consi st ency.

3. Decryption and Inspection for Conpliance

In sonme regulatory or enterprise environnents, operators or

compliance teans may require the ability to decrypt and inspect

agent-to-agent traffic for security nmonitoring, data | oss prevention

(DLP), or regulatory conpliance purposes.

Where decryption and inspection are required, deploynents SHOULD:
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* I nplenment inspection at controlled policy enforcenent points
(e.g., gateways or proxies) rather than passively intercepting
encrypted traffic.

* Use explicit trust relationships and key escrow or key sharing
arrangenments that are disclosed to all parties and governed by

pol i cy.

* Log and audit all decryption and inspection events to ensure
accountability and prevent m suse.

Decryption and inspection nechani sns MJST NOT underm ne the end-to-
end integrity and authenticity guarantees provided by agent
credentials and signed nmessages. |In particular:

* | nspection points MIST re-encrypt traffic after inspection to
mai ntai n cryptographic protecti on downstream

* |f an intermediary applies a new downstream signature, it MJST
preserve verifiable evidence of the original upstream sender
signature or attestation context so that accountability and
provenance are not | ost.

* | nspection MIUST be authorised by policy and MJUST NOT occur wi thout
t he know edge and consent of the trust domain authorities on both
sides of the interaction

Where appropriate, operators MAY consider privacy-preserving

i nspection techni ques, such as selective field decryption or other
depl oynent - speci fi ¢ approaches. Advanced techniques and their
applicability are to be discussed in nore detail in a later version
of this docunent.

Qper ational Considerations
1. Relationship to QAuth Ecosystem
This framework aligns with QAuth working group specifications for
cross-domai n aut horisation and identity federation. Deploynents
using QAuth 2.0 or Qpenl D Connect SHOULD prioritise existing
extensions and profiles over proprietary mechani sns.

QAut h specifications and drafts that may be relevant to this
framewor k i ncl ude

*  RFC 8693 [ RFC8693] for token exchange between security donmins.
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* Transaction Tokens [I-D.ietf-oauth-transaction-tokens] for
carrying transaction-related context in nulti-step workfl ows.

* |dentity Chaining [I-D.ietf-oauth-identity-chaining] for cross-
domai n identity conveyance and rel ated assertion patterns.

* |dentity Assertion Authorisation G ant
[I-D.ietf-oauth-identity-assertion-authz-grant] for using identity
assertions as inputs to access-token issuance.

These specifications and drafts illustrate possible building bl ocks
for cross-donmai n aut horisation, del egation, and workfl ow cont ext
handling. Their precise application to agent-to-agent commruni cation
is to be discussed in nore detail in a later version of this
docunent .

2. QAuth Profiling for Agent-to-Agent Conmunication

Depl oynents using QAuth 2.0 for agent conmunications SHOULD adopt or
profil e existing QAuth nechani sns where possible. For exanple,
[1-D.liu-oauth-a2a-profile] describes one approach to profiling QAuth
2.0 for agent-to-agent communi cations, including reuse of
transaction-related context fields for agent-specific semantics.

Such profiles provide concrete guidance on

* Token formats and claimstructures for agent credentials and
access tokens.

* Gant types and flows appropriate for agent initialisation,
del egati on, and cross-domai n invocation

* Integration with agent gateways and policy enforcenent points.
Qperators SHOULD eval uate applicable profiles and contribute

i mpl ement ati on experience to ongoi ng standardi sati on wor k.

Addi tional profiling considerations are to be discussed in nore
detail in a later version of this docunent.

3. Deploynent Patterns

Cross-domai n depl oynents comonly follow the patterns bel ow.

Sane- Protocol, Different Providers:

Agents hosted by different agent service operators (e.g., different

cloud providers or enterprises) use the same agent-to-agent protoco
but operate under different trust domains. |In this scenario, agent

King, et al. Expires 16 Septenber 2026 [ Page 29]



I nternet-Draft agent - trust - aut h- f ramewor k March 2026

11.

gat eways at donmi n boundari es handl e nmutual authentication,
credential verification, token exchange (via RFC 8693 or equivalent),
and policy enforcenent, while preserving protocol conpatibility end-
t o- end.

Different Protocols with Gateway Medi ation

Agents using different protocols (e.g., one domain uses Protocol X
internally, another uses Protocol Y) communicate through a protocol -
transl ating gateway. The gateway acts as a relying party on both
sides, performng nutual authentication, protocol translation, and
policy enforcement. Call-chain context and del egation semantics MJST
be preserved across the gateway (see Section 8.2), and audit | ogs
MJUST capture the translation and policy deci sions.

Federated Multi-Domai n Wor kf | ows:

A wor kfl ow spans multiple donmains, with agents in each domain
perform ng subtasks and passing results to agents in other domains.

I mpl enent ati ons MAY use transacti on tokens or equival ent nechani sns
to carry workflowrel ated context across domain boundaries. Trust

rel ati onshi ps MUST be established between domains (e.g., via pre-
configured trust anchors or other agreed nmechani sns), and each donain
MJUST enforce its own policy on inbound requests. Additional details

are to be discussed in nore detail in a later version of this
docunent .
4. Gateway Configuration and Policy

Agent gateways are critical policy enforcenent points in cross-donain
depl oynents. Operators SHOULD:

* Configure gateways to enforce mutual authentication on both sides
(i nbound and out bound) as described in Section 8.1

* |Integrate gateways with Policy Decision Points (PDPs) that
eval uate aut hori sation policies based on agent identity, principa
identity, call-chain context, and resource attributes (see
Section 8.3).

* Enabl e audit |ogging and evidence emi ssion for all gateway
deci sions (see Section 10).

* Implenent rate limting, anomaly detection, and abuse prevention
mechani sms to protect against malicious or msconfigured agents.
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Gat eway policies SHOULD be versioned, auditable, and subject to
governance review. Policy updates SHOULD be tested in staging
envi ronments before depl oynent to production

5. Interoperability and Testing

Interoperability between agent platfornms and trust domains requires
consi stent inplementation of credential formats, token structures,
policy semantics, and lifecycle operations. Operators SHOULD:

* Participate in interoperability testing prograns or working group
pl ugfests to validate cross-donain interactions.

* Publish conformance statenments describing supported credentia
types, token formats, policy | anguages, and lifecycle nmechani smns.

* Use standardi sed test vectors and exanple fl ows (see Appendi x A)
to verify correct inplenentation of del egation chains, token
exchange, and revocati on checki ng.

Interoperability issues SHOULD be reported to rel evant standards
bodi es (for exanple, the | ETF QAuth working group and rel evant agent
protocol comunities) to informfuture updates.

Privacy Considerations

Cross-domai n agent interactions can expose personal data, sensitive
busi ness context, and behavi oural nmetadata across nultiple operators.
Depl oynments SHOULD apply privacy-by-design controls to identity,

del egation, telenetry, and audit processing.

In particul ar, deploynents SHOULD:

* Apply data mnimsation. Credentials, tokens, and call-chain
context SHOULD carry only the clainms required for a specific
transacti on.

* Apply purpose linmtation. Ildentity and del egation clai ns SHOULD
be scoped to an explicit task or workfl ow and SHOULD NOT be reused
for unrel ated processing.

* Avoid unnecessary disclosure of principal identity to downstream
domai ns where pseudonynous or pairw se identifiers are sufficient.

* Limt retention of audit logs and telenetry to what is necessary
for security, conpliance, and operational purposes, consistent
with applicable | aw and policy.
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13.

* Logs, traces, and evidence services that may contain sensitive
met adat a SHOULD be protected by access controls, redaction
policies, and conpartmentalisation.

* Provide transparency and governance for cross-donain sharing,
i ncludi ng docunented | egal basis, controller/processor roles, and
cross-border transfer requirenments where applicable.

When decryption and inspection are used (Section 10.4), agent service
operators SHOULD ensure the m ninum di scl osure necessary for the
conpliance use case and SHOULD | og access to inspected content.

Depl oynments that process personal data MJST conply with applicable
privacy and data protection requirements in their jurisdictions.

Security Considerations

This section summari ses baseline controls and residual risks for
cross-domai n agent interactions. The threat nodel is in Section 4.

Depl oyment s MUST:

*  Enforce nutual authentication across domai n boundari es
(Section 8.1), including both sides of any nediating gateway.

* Validate proof-of-possession for presented credentials and tokens
(Section 7.3).

* Call-chain context for del egated requests MJST be preserved and
verified to nmitigate confused-deputy and privil ege escal ati on
attacks (Section 8.2).

* Apply least-privilege, short-lived tokens, and explicit lifecycle
controls (issuance, rotation, revocation, suspension) as described
in Sections 8.4 and 9.

* Protect trust anchors, issuer keys, and agent private keys agai nst
comprom se (Section 7.3), including use of hardware-backed key
protection where avail abl e.

*  Tanper-evident, auditable evidence MIST be generated for al
security-rel evant events (Section 10).

Specific security risks include:

*  Conprom sed gateways or internediaries, which can becone high-
val ue targets and policy bypass points.
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14.

15.

15.

15.

* Inconpl ete revocation propagati on or stale status caches, which
can allow tenporary acceptance of invalid credentials.

* Unaut henti cated endpoint or capability bindings create a surface
for discovery or registry poisoning (Section 6.4).

* \Weak trust-donmai n onboardi ng or nisconfigured inter-domain trust,
whi ch can permt token substitution or unauthorised token
exchange.

No single control is sufficient. Deploynents should conbine
identity, cryptographic, policy, and lifecycle controls.

An exanpl e external risk taxonony is provided in Appendix B for
addi ti onal context.
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Appendi x A,  Exanple Flows (Informative)

Thi s appendi x provi des non-nornmative exanples illustrating how the
framework can be applied in common depl oynent patterns.

A. 1. Sane-Protocol, Cross-Donain Invocation with Token Exchange

1. Agent Ain Domain A receives a user task and obtains a | ocal
access token scoped to that task.

2. Agent A presents its token to Domain A's Security Token Service,
whi ch perforns QAuth 2.0 Token Exchange [ RFC8693] for Donmmin B.

3. Domain B issues a short-lived token constrained to resource,
pur pose, and del egati on dept h.

4. Agent A calls Agent B using nutual authentication; Agent B
val i dat es token, call-chain context, and policy before execution.

5. Both domains emt audit records tied to the same workfl ow
cont ext .
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A.2. Cross-Protocol Invocation Through a Gateway

1. Agent X (Protocol X) sends a del egated request to a gateway at
t he Donmai n boundary.

2. The gateway authenticates Agent X, validates del egation
constraints, and enforces inbound policy.

3. The gateway transl ates protocol semantics for Protocol Y while
preserving del egati on and workfl ow context in signed form

4. The gateway authenticates to Agent Y (Protocol Y side) and
submits a policy-constrai ned request.

5. The gateway records translation, policy decision, and outbound
request evidence for auditability.

Appendi x B. Current Agentic Ri sk Landscape (Informative)
Thi s appendi x provides a non-normative, time-stanped snapshot of a
current agentic risk taxonony to support threat nodelling and contro
prioritisation. Taxononies evolve quickly; inplenenters SHOULD
consult current source publications.
One recent external publication, the OMSP Top 10 for Agentic
Applications for 2026 [ OMSP- ASI 2026], identifies the follow ng risk
cat egori es:
* ASI01: Agent Goal Hijack
* ASI02: Tool M suse and Exploitation
* ASI03: ldentity and Privil ege Abuse
* ASI04: Agentic Supply Chain Vulnerabilities
* ASI 05: Unexpected Code Execution (RCE)
* ASI06: Menory and Context Poi soning
* ASI07: Insecure Inter-Agent Comrunication
* ASI08: Cascading Failures
* ASI09: Human- Agent Trust Exploitation

* ASI 10: Rogue Agents
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The foll owi ng high-1evel mapping provides one illustrative view of
how this framework’s controls may relate to the categories above

* |dentity and privilege controls (Section 7, Section 8.3,
Section 8.4) are particularly relevant to ASI01, ASI02, ASI03, and
ASI 09.

* Token exchange, del egation-chain integrity, and task-context
bi nding (Section 8.2, Section 8.4, Section 8.5) are relevant to
ASI 01, ASI02, ASI03, ASI07, and ASI09.

* Lifecycle controls (Section 9) are relevant to ASI03, ASI07, and
ASI 10, including rapid response to conprom se and credenti al
m suse.

* Auditability and transparency controls (Section 10) are rel evant
to ASI 01, ASIO05, ASI08, ASI09, and ASI 10 for detection,
i nvestigation, and accountability.

This appendix is informative only and refl ects one external risk
taxonony at a point in time. Normative requirenents remain in the
mai n body of this docunent. The treatnent of external taxonomies is
to be discussed in nore detail in a later version of this document.
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