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Abstract

The Messagi ng Layer Security (M.S) protocol provides efficient
asynchronous group key establishnent for |large groups with up to
thousands of clients. In MS, any nenber can commit a change to the
group, and consequently, all menmbers must downl oad, validate, and

mai ntain the full group state, which can incur a significant

conmuni cati on and conput ati onal costs, especially when joining a
group. This docunent defines an M.S extension to support "light
clients" that don’t undertake these costs. A light client cannot
commit changes to the group, and only has partial authentication
information for the other menbers of the group, but is otherw se able
to participate in the group. |In exchange for these limtations, a
light client can participate in an M.S group with significantly | ower
requirenents in terns of downl oad, nmenory, and processing.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://exanpl e. conf LATEST. Status information for this document may
be found at https://datatracker.ietf.org/doc/draft-kiefer-ms-light/.
Di scussion of this docunent takes place on the W5 Wrki ng G oup
mai ling list (mailto: We@xanpl e.com), which is archived at
https://exanpl e. com WG

Source for this draft and an issue tracker can be found at
https://github. com USER/ REPO
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1. Introduction

The Messagi ng Layer Security protocol [RFC9420] enabl es continuous
group aut henticated key exchange anong a group of clients. The
design of M.S requires all nenbers to downl oad, validate, and

mai ntain the full MS tree, including validating the credentials and
signatures of all nenbers. The size of the MLStree is linear in the
size of the group. Consequently, the M.S design results in a
performance bottl eneck for new nmenbers seeking to join a | arge group,
and significant storage and menory requirenments once the nmenber has

j oi ned.

Thi s docunent defines an extension to M.S to allow for "light
clients" -- clients that do not downl oad, validate, or mamintain the
entire ratchet tree for the group. On the one hand, this "lightness"

allows a light client to participate in the group with ruch
significantly | ower conmunication and conputation conplexity. On the
ot her hand, without the full ratchet tree, the light client cannot
create Conmit nessages to put changes to the group into effect.

Light clients also only have authentication information for the parts
of the tree they downl oad, not the whole group

Thi s docunent does not change the core logic of MS, including: The
structure of the ratchet tree and its associated al gorithnms, the key
schedul e, the secret tree, and application nessage protection. The
nmessages sent and received by normal clients in the course of an M.S
session are |ikew se unchanged. Wth proper nodifications to the M.S
Delivery Service, standard M.S clients can participate in a group
with light clients w thout any nodification.
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The only nodifications this docunment makes are to the local state
stored at light clients, nanely the conponent of MS that manages,
synchroni zes, and authenticates the public group state. W also
defines sone "annotations" that need to be appended to group nessages
so that they can be processed by light clients. Light clients
effectively run normal M.S algorithns, but with just-in-tine delivery
of exactly the subset of the public group state needed by a given
algorithm W achieve lightness due to the fact that aside from
initial tree validation and sending conmts, a client only needs | og-
scal e information.

In summary, Light M.S allows light clients to obtain greater
efficiency, at the cost of |lowering the authentication guarantees
they receive and losing the ability to make Commits. W discuss a
few scenarios that notivate this trade-off in Section 3. The
difference in authentication properties, in particular, is discussed
in detail in Section 13.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Tree slice: Atree slice is the direct path froma | eaf node to the
root, together with the tree hashes on the co-path.

Menbership proof: A tree slice that proves that a given |eaf node is
part of a ratchet tree with a given tree hash.

Light client: An MS client that does not downl oad, validate, and
mai ntain a copy of the group’s ratchet tree. A light client does
not store any public data about the group’s ratchet tree, only the
HPKE decryption keys associated to nodes on the client’s direct
pat h.

Full client: A normal MS client, in possession of the full MS
ratchet tree for the group.

Sender - aut henti cated nessage: A signed M.S nessage such as Wl cone
or PublicMessage, together with a nmenbership proof that proves the
sender’s nenbership in the group

Annot at ed Wl conme: A Wl conme nessage together with information that
a light client needs to process it.
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Annotated Commit: A Commit nessage (as a PublicMessage or
Privat eMessage) together with information that a light client
needs to process it.

As in MS, nessage structures are defined using the TLS presentation
syntax [RFC8446]. Unlike nbst M.S messages, however, these
structures are not encapsulated in a signed or MAC ed structure. So
it may be nore convenient for applications to encode these structures
in application-specific encodings.

3. Use Cases

Light M.S is intended to support use cases where M.S groups are very
|l arge, fromthousands to mllions of participants. Application-|eve
constraints arising fromthese use cases align well with the trade-
offs introduced by Light M.S. It is usually acceptable (even
desirable) that only certain nenbers are able to send Conmit
messages. And in such large groups, clients often do not care about
aut henticating all menbers of the group.

The foll owi ng subsections outline two concrete use cases.
3.1. Large Meetings / Wbinars

M.S can be used to establish end-to-end encryption keys in real-tine
conferencing scenarios. 1In such scenarios, a client joins the M.S
group when they are adnmitted to a nmeeting. Wth normal MS, the
client is required to downl oad and validate the entire ratchet tree
before being able to derive nedia encryption keys. In neetings with
a thousand or nore participants, this process can take enough tine
that it introduces a noticeable delay in joining the neeting. If a
client joins as a light client, then they can downl oad a | og-si zed
Annot at ed\Vl cone message and i mredi ately obtain the media encryption
keys.

Such a client will not have authenticated the group when they join
the nmeeting. However, applications often do not display identity
information in such setting anyway. |In "webinar" settings, it is
common attendee identities to be visible only to panelists and
adm nistrators, not to other attendees. Light M.S allows M.S to
align with this privacy property. |If attendees join as |ight
clients, they can be provided with nmenbership proofs for attendees
whom t hey are authorized to see, and not for others. Even in
settings where attendees can all see each others’ identities, user
interface constraints usually cause only a small fraction of the
attendee list to be visible at one time, so it is natural to |load the
tree dynamcally as the client needs access to the authenticated
identities of specific other clients.
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The constraint on clients sending Cormits is also natural here. In
such large gatherings, there are usually adninistrators who are
authorized to see the identities of all participants and control who
is in the group, and conversely, there are certain actions that are
not available to non-admn participants. So it nakes sense for the
adm nistrators to use full clients that are able to make Commits to
i mpl emrent the actions they are authorized to take, and for nore
limted clients to be unable to make commts.

3.2. Broadcast sessions

Internet streanming platforns frequently host broadcasts with |arge
nunbers of viewers, but the entities providing these broadcasts m ght
like to ensure that the stream ng platform cannot see the streaned
content. For exanple, the Media over QUI C Transport protocol,
designed to support streanmi ng use cases, states as a goal ensuring
that "the nmedia content itself renmmins opaque and private" fromthe
relays involved in its distribution [I-D.ietf-npg-transport].

In such settings, the light client / full client roles align with the
viewer / owner roles, respectively. Viewers do not care about the
identities of other viewers (at nost, they care that the stream cones
froman authentic source) and they aren’t authorized to do anything
in MLS besides join the group. Viewers are also typically in nore
constrai ned situations than the source of a stream So the reduced
resource requirements are well worth the loss of full-group

aut hentication and the ability to Commt.

4. Protocol Overview

A light client does not receive or validate a full copy of the
ratchet tree for a group, but still possesses the group’s secrets,

i ncluding receiving updated secrets as the group evolves. Wen MS
nmessages are sent to a light client, they need dto be acconpani ed by
annotations that provide the light client with just enough of

i nformati on about the ratchet tree to process the nessage. These
annot ati ons can be conmputed by any party with know edge of the
group’s ratchet tree, including the comritter and soneti nes the DS.
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Figure 1: Overview of Light M.S
Figure 1 illustrates the main changes introduced by Light MS:

1. Wien alight client is added to the group, they are provided an
Annot at ed\Wel cone nmessage, which conprises a nornmal Wl come
message pl us menbership proofs for the sender and j oi ner.

2. Fromeach Commit that is generated in the group, an individual
Annot at edConmit is generated for each light client. An
Annt at edCommit conprises a normal M.S Conmit nessage, together
wi th menbership proofs and the information that the light client
needs in order to process the update path in the Conmmt.

3. Wen nessages are sent in the group, e.g., carrying application

data, they are extended with a nenbership proofs so that |ight
clients can authenticate the sender’s nenbership in the group.
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In this exanple, we have shown the required annotations bei ng added
by the DS. This allows full clients to behave as they would in
normal M.S, but requires that the DS nmaintain a copy of the group’s
ratchet tree. It is also possible for conmtters to generate the
requi red annot ated nessages. This docunment does not define who
gener ates annot ated nmessages fromthe base M.S nessages, or how this
entity learns which clients are light or full clients.

Light clients still need to be provided with access to any proposal s
sent in a group outside of Commts. Light clients cannot process
proposal s that nodify the structure of the tree, in particular Add,
Update, or Renobve proposals. They can, however, verify that these
proposals were included in a given Cormit. And they need to see
proposal s such as PreSharedKey or G oupContext Extensi ons so that they
can update their state appropriately.

Dependi ng on how Light M.S is deployed, a client mght need to inform
the DS or other nenbers of its status (light or full), so that the
proper annotations can be generated when it is light. It is harmess
for a full client to receive an AnnotatedCommit; the annotations can
simply be ignored.

5.  Upgradi ng and Downgradi ng

A light client can upgrade to being a full client at any tinme by
downl oading the full ratchet tree; a full client can downgrade by
deleting its local copy of the ratchet tree. Before a light client
uses a copy of the ratchet tree to upgrade to being a full client, it
MUST verify the integrity of the ratchet tree in the same way it
woul d when joining as a full client, following the steps in

Section 12.4.3.1 of [RFC9420].

6. Menbership Proofs and Partial Trees

Al though light clients do not have a copy of the group’s ratchet

tree, they still agree on the root tree hash of the ratchet tree, via
the MLS key schedul e as usual. This fact, together with the Merkle-
tree-like structure of the M.S tree hash, allows a light client to
verify the legitimcy of partial information about the ratchet tree.
In particular, for any leaf in the tree, anyone in possession of the
public data of the ratchet tree can construct a "nenbership proof"
that proves that a |l eaf node with specific contents is |located at a
specific leaf index in the tree.

A menbership proof for a | eaf node conprises

*  The nunber of |eaves in the tree.
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* The | eaf index of the nenber’s | eaf.

*  The values of the nodes fromthe | eaf node to the root of the
tree, including both the | eaf node and the root.

* The tree hash values for the nodes on the copath of the |eaf node.

struct {
opaque hash_val ue<V>;
} Copat hHash;

struct {
ui nt 32 | eaf _i ndex;
ui nt 32 n_| eaves;
opti onal <Node> di rect _pat h_nodes<V>;
Copat hHash copat h_hashes<V>;
} Menber shi pProof ;

From these val ues, the root tree hash of the ratchet tree can be
reconputed, follow ng the sane recursive algorithmspecified in
Section 7.8 of [RFC9420]. The selection of nodes and subtree hashes
provi des the precise collection of inputs required by the algorithm

A menbership proof is said to be valid relative to a given tree hash
if the tree hash reconmputed in this way is equal to the given tree
hash.

Two nenbership proofs are said to reference the sane tree if their
n_|eaves fields are equal, and they produce identical root tree
hashes.

7. Sender-Aut henticated Messages

For several types of nessage, MS authenticates that a nessage was
created by the nmenber at a specific | eaf node of the group’s ratchet
tree by signing the nessage with the private key corresponding to the
signature_key in the leaf node. Full clients verify these messages
by | ooking up the required signature verification key in their |oca
copy of the ratchet tree.

Since light clients do not store the group’s ratchet tree, they
cannot performthis | ookup. A SenderAut henti catedMessage presents a
message along with a menbership proof for the sender of a message,

whi ch provides the required | eaf node and a proof of its inclusion in
the tree.
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struct {

T nmessage;

Menber shi pProof sender _nenber shi p_pr oof ;
} Sender Aut hent i cat edMessage<T>;

Bef ore using the sender_nenbershi p_proof to verify the included
message, a client processing a SenderAut henti cat edMessage MJUST verify
that the proof is valid relative to the group’s tree hash for the
epoch in which the nessage was sent. For a PublicMessage or

Privat eMessage, this is the tree hash for the epoch indicated in the
FramedContent. For a Grouplnfo or Welcone, it is the tree hash in
the object itself.

8. Joining via Annotated Wl come
An Annot at edWel conme nessage provides a client joining a group with
menbership proofs for the sender and the joiner (i.e., the recipient
of the message).
struct {
Sender Aut hent i cat edMessage<Wel conme> wel cone;
Menber shi pPr oof | oi ner _nenber shi p_proof;
} Annot at edWél cone;
The fields in the Annot at edWel cone have the follow ng senmantics:

wel come: A Wl come nessage, together with a nenbership proof for the
sender relative to the ratchet tree specified in the Wl cone.

j oi ner _nmenbership _proof: A proof of the receipient’s nenbership in
the ratchet tree specified in the Wl cone.

An Annot at edWel come can be generated by any party that knows the
group’s ratchet tree and the indices of the sender and joiner in the
tree.

A light client processes an Annot atedWl cone in the follow ng way:

1. Verify that the sender_menbership_proof and
j oi ner _nmenbershi p_proof reference the sane tree.

2. Join the group using the procedure defined in Section 12.4.3.1 of
[ RFC9420], with the follow ng nodifications:
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*  When verifying the signature on the G ouplnfo object, the
signature public key is taken fromthe Leaf Node in the
sender _menbershi p_proof tree slice. The signer field of the
group_info object MJUST be equal to the leaf index field of the
sender _menber shi p_proof.

* The "Verify the integrity of the ratchet tree" step is
replaced with a check that the tree_hash in the Gouplnfo
mat ches the root tree hash produced by the nenbership proofs.

* The my_leaf value is taken fromthe the leaf _index field of
t he j oi ner _nenbershi p_proof, instead of found by searching the
tree.

Joining via External Commt

A light client cannot join via an external Conmit, because |ight
clients cannot generate conmits. A client could, however, join as a
full client via an external commit, then transition to being a |ight
client by deleting its copy of the tree. This would still require
the client to downl oad and validate the tree, but would save the
client the effort of maintaining their copy of the tree.

Annot at ed Conmi t

There are two nmain challenges for a light client processing a Conmit.
First, the light client cannot conpute the resolution of the
conmmitter’s copath, so they cannot determ ne which of the

HPKEC phertext objects in the UpdatePath they should decrypt to
obtain a path secret. Second, the |light client cannot conpute the
updated tree hash, since they don’'t have the full tree. An

Annot at edConmit provi des these pieces of information, along with
proof that the sender and receiver are both still in the group after
the Commit.

struct {
M_SMessage conmit;
opti onal <Menber shi pPr oof > sender _nmenber shi p_proof ;

opaque tree_hash_after<V>;
optional <ui nt 32> resol uti on_i ndex;

Menber shi pProof sender _nenber shi p_proof _after;
Menber shi pProof recei ver_menbershi p_proof_after;
} Annot at edConmi t ;

The fields in the AnnotatedComit have the foll ow ng semanti cs:
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commit: An M.SMessage containing PrivateMessage or PublicMessage
with content _type commt.

sender _nenbershi p_proof: A menbership proof for the sender of the
Conmit relative to the tree for the epoch in which the Commit is
sent. This field MUST be present if the sender_type for the
Commit is menber, and ot herwi se MUST be absent.

tree_hash_after: The tree hash of the group’s ratchet tree after the
Conmit has been applied.

resol ution_index: The recipient can conpute which entry in the
UpdatePath in the Commit it should use based on the sender index
in the Coommit. This index specifies which HPKEC phertext in the
Updat ePat hNode to use. This field MIUST be included if and only if
the Commit has a path field popul at ed.

sender _menbershi p_proof _after: A nmenbership proof for the sender of
the Commit relative to the tree after the Cormit has been appli ed.

recei ver _nenbershi p_proof_after: A nenbership proof for the receiver
of the Commt relative to the tree after the Commit has been
appl i ed.

An Annot at edConmit can be generated by any party that knows the
group’s ratchet tree (both before and after the Commit) and the

i ndices of the sender and joiner in the tree. It is safe for the
reci pient to accept the tree_hash supplied by an unauthenticated
party because the tree hash is authenticated by the confirmation_tag
in the Commit.

A light client processes an AnnotatedCommit in the follow ng way:

1. Verify that the sender_nenbership proof in the commit field, if
present, is valid relative to the group’s current tree hash

2. Verify that the sender_nenbershi p_proof_after and
recei ver _nenbershi p_proof _after reference the sane tree, and that
they are valid relative to tree_hash_after

3. Process the Commit using the procedure defined in Section 12.4.2
of [RFC9420], with the follow ng nodifications:
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* \Wen validating a FranedContent with sender_type set to menber,
the sender _nenbershi p_proof field MIST be present, and the
signature public key is taken fromthe Leaf Node in the
sender _menbershi p_proof tree slice. The leaf _index field of the
Sender object MJUST be equal to the leaf index field of the
sender _menber shi p_proof.

- |If the sender_type is set to new menber_conmmit (the only other
valid value), then the signature public key is |ooked up in the
i ncluded Add proposal, as normal. |In this case, there is no
further validation of the leaf index field of of the
sender _menber shi p_proof.

* The proposal list validation step is omtted, because a |light
client doesn’'t have sufficient information to check all of the
val i dation rul es

* \When appl yi ng proposals, only the proposals that do not nodify the
tree are applied, in particular, PreSharedKey and
G oupCont ext Ext ensi ons proposal s.

* Likew se, the creation of the new ratchet tree is omtted.

* |In processing the path value, if present, replace the path node
decryption steps with the foll ow ng steps:

- Use the leaf _index field of the sender_nenbershi p_proof to
identify the | owest combn ancestor between the commtter
This is the node where the new path_secret will be inserted
into the tree

- Determne the index update_path_index of the | owest comon
ancestor anong the non-blank nodes in the commtter’s direct
path, as provided in the sender_nenbershi p_proof after field.

- Fromthe entry at index update path_index of the nodes vector
in the UpdatePath, select the HPKEG phertext at index
resol ution_index fromthe encrypted_path_secret.

- ldentify the next non-blank node in the recipient’s direct path
under the | owest comobn ancestor, using the direct path
provided in the recipient_menbershi p_proof_after field.
Retrieve the private HPKE decryption key for this node.

- Decrypt the encrypted path secret as normal, using the tree

hash in the tree_hash_after field in the provisiona
G oupCont ext .
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12.

- Derive the remaining path secrets corresponding to the non-
bl ank nodes in the recipient’s new direct path, as provided in
the recipi ent _nmenbershi p_proof _after field.

- Define the commit_secret to be path_secret[n+l1l], as nornal.
Appl i cation Messages

M.S clients can exchange nmessages by sending application data within
the PrivateMessage framng. In a group where light clients are
present, these nessages should be further encapsulated in a

Sender Aut hent i cat edMessage, so that light clients have the nenbership
proof necessary to verify the sender’s nenbership, the public key
necessary to verify the nessage signature, and the credential
necessary to verify the sender’s identity.

As noted above, this can be acconplished either by the sender
creating a SenderAut henti cat edMessage, or by the DS adding the
rel evant menbership proof while the nessage is in transit.

Not e that encapsul ating a nessage as a Sender Aut henti cat edMessage

| eaks information about the sender to the DS, including the sender’s
index in the tree and the sender’s Leaf Node. See Section 13.1 for
nmore di scussion of netadata privacy.

Oper ational Considerations

The nmaj or operational challenge in deploying Light MLS is ensuring
that light clients receive the proper annotations to Wl cone and
Commt nessages. As discussed in Section 4, this is up to the
application. Since full clients don't need the annotations,
applications will be nore robust if they send annotations in a way
that they can be cleanly ignored by full clients.

Li ght M.S substantially reduces the anmount of data required to join
an M.S group, since it replaces the linear-scale ratchet tree with
two | og-scal e menbership proofs. Light M.S does not address the
potentially linear scaling of Commit messages; in fact, it nakes
Conmits slightly bigger. There are other approaches to reducing
Conmit sizes, e.g., the SplitCommit approach in

[1-D.mularczyk-m s-splitms]. These approaches can be cleanly
integrated with Light M.S via the AnnotatedConmmit structure. Table 1
summari zes the scaling of the amobunt of data that a client needs to
downl oad in order to performvarious M.S operations. Sending a
Conmit requires linear-scale work in any case.
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13.

R ety ety gl ety gy
Qperation | RFC M.S | Light MLS | Split Commits | Light + Split |
B S bl s e e e el s sl
Join | AN | log N | aN I Alog N |
——————————— T T I R I o
Process | QN | aN | Alog N | Alog N |
Conmi t I I I I I
----------- B il s S i R I I

Tabl e 1. Downl oad scaling under protocol variations

Security Considerations

The M.S protocol in [RFC9420] has a nunber of security anal yses
attached. To describe the security of Light M.S and how it rel ates
to the security of full M.S we summarize the foll owi ng mai n hi gh-

| evel guarantees of M.S as foll ows:

*

*Menbership Agreenent*: If a client B has a |ocal group state for
group Gin epoch N, and it receives (and accepts) an application
message froma sender A for group Gin epoch N, then A nust be a
menber of Gin epoch Nat B, and if Ais honest, then A and B
agree on the full nenbership of the group Gin epoch N

*Menber Identity Authentication*: If a client B has a | ocal group
state for group Gin epoch N, and B believes that A is a nmenber of
Gin epoch N, and that Ais linked to a user identity U, then
either the signature key of U s credential is conprom sed, or A
bel ongs to U.

*&Goup Key Secrecy*: If B has a local group state for group Gin
epoch Nwith group key K (init secret), then K can only be known
to nenbers of Gin epoch NN That is, if the attacker knows K,
then one of the signature or decryption keys corresponding to one
of the | eaves of the tree stored at B for Gin epoch N nust be
conprom sed. To obtain these properties, each nmenber in M.S
verifies a nunber of signatures and MACs, and seeks to preserve
the TreeKEM Tree | nvari ants:

*Public Key Tree Invariant*: At each node of the tree at a nenber
B, the public key, if set, was set by one of the nenbers currently
underneath that node

*Path Secret Invariant*: At each node, the path secret stored at a
menber B, if set, was created by one of the menbers currently
under neat h that node
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As a corollary of Goup Key Secrecy, we also obtain authentication
and confidentiality guarantees for application nmessages sent and
received within a group

To verify the security guarantees provided to light clients, a new
security analysis was needed. W have anal yzed the security of the
protocol using two verification tools ProVerif and F*. The security
anal ysis, and design of the security nmechanisns, are inspired by work
fromA wen et al. [AHKM22].

Li ght M.S preserves the invariants above and thereby all the security
goal s of M.S continue to hold at full nenbers. However, a |ight
menber may not know the identities of all other nmenbers in the group,
and it may only discover these identities on-demand. Consequently,
the Menber ldentity Authentication guarantee is weaker on |ight
clients. Furthernore, since |light nenbers do not store the M.S tree,
menber shi p agreenent only holds for the hash of the M.S tree:

* *Light Menbership Agreement*: If a light client B has a | oca
group state for group Gin epoch N, and it receives (and accepts)
an application message froma sender A for group Gin epoch N
then A nust be a nenber of Gin epoch Nat B, and if A is honest,
then A and B agree on the G oupContext of the group Gin epoch N

* *Light Menber ldentity Authentication*: If a light client B has a
| ocal group state for group Gin epoch N, and B has verified A’ s
menbership proof in G and Ais linked to a user identity U then
either the signature key of U s credential is conprom sed, or A
bel ongs to U.

* *Light Goup Key Secrecy*: If alight client B has a | ocal group
state for group Gin epoch Nwith group key K (init secret), and
if the tree hash at B corresponds to a full tree, then K can only
be known to menbers at the leaves of this tree. That is, if the
attacker knows K, then the signature or decryption keys at one of
the | eaves nust have been conproni sed.

Note that the Light Menbership Agreenent property holds irrespective
of whether B has verified a nmenbership proof fromA.  The nmenbership
proofs in this protocol are thus nore about providing precise source
aut hentication within the group, rather than sinply proving
menbership in the group. Sinply knowing the group’s symretric
secrets suffices for the latter.

Anot her technical caveat is that since |light nenbers do not have the
full tree, they cannot validate the uniqueness of all HPKE and
signature keys in the tree, as required by RFC M.S. The exact
security inplications of renoving this uni queness check is not clear
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13.

14.

15.

15.

but is not expected to be significant. 1In a group where full clients
are honest, there is no practical difference, since a full client
will verify that all of the required unigness properties hold before
issuing a Conmt. The main risk is that a malicious full client
could cause a light client to accept a tree hash representing a tree
with duplicate keys.

1. Metadata Privacy

The protocol described in this docunent assunes that the DS is
trusted to know i nformation about the group’s ratchet tree. The
scenario described in Section 4 assunes that the DS is maintaining a
view of the ratchet tree and distributing appropriate portions of it
toclients. In fact, if the DS is to generate nenbership proofs to
acconpany PrivateMessage nessages, then it will need to know the

i ndex of the sender in the tree, information that is normally
encrypted as part of the SenderDat a.

It is possible to operate this protocol in a nore restrictive node,
where Conmits are sent as PrivateMessage objects and the committer
generates the required annotations for any light clients in the
group. However, because there is no confidentiality protection for
the annotations, they will leak information to the DS about the
ratchet tree.

Fi xing this | eakage woul d require changes to logic at the committer
and light clients. The annotations attached to a Wl conme nessage
could be sent as G ouplnfo extensions; effectively a partial version
of the ratchet _tree extension. The annotations attached to a Conmit
coul d be noved inside the PrivateMessage content, and the receiver
signature validation logic updated to use the public key in the
attached nenbership proof to validate the nessage signature.

Thus, while a nore netadata-private node could be added to this
protocol, it has been onmitted for nowin the interest of avoiding
changes to full endpoints.

I ANA Consi derati ons
Thi s docunent nmakes no request of | ANA
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[1-D.mularczyk-m s-splitm s]

"*** BROKEN REFERENCE ***".

Appendi x A.  Known | ssues

*

To realize the conpletely optim zed performance profile discussed
on Section 12, we should define a version of AnnotatedCommit that
sends a SplitCommit instead of a normal Commit.

There is no signaling within the group of whether any menbers are
light clients, and if so which ones. This was omtted because it
didn't seemclearly necessary, but it could be useful. For
exanple, if a client could include a Leaf Node extension that
declares that it is alight client, then a conmmtter could use
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this signal to proactively generate AnnotatedConmits for the
menbers. An approach like this mght be necessary if we wanted to
enabl e cases where annotations were confidential to the group.

* There are no WreFormat val ues registered for the new nessages
defined here that are likely to be sent on the wre:
Annot at edConmi t, Annot at ed\Wel cone, or
Sender Aut hent i cat edMessage<Pri vat eMessage>. It’s not clear that
these WreFormat val ues woul d be needed or useful, though, since
the annotations added in these nessages are effectively outside
the bounds of MLS. They’'re nore like how the delivery of the
ratchet tree is unspecified in RFC M.S.
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