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Abst r act

The traditional nodel for DNS is that authoritative servers would
read DNS data fromstatic zone files and use that to answer DNS
queries. Modern DNS servers do not act in this way, and their
answers are created dynamically - either periodically or at query
time.

Thi s docunent presents a taxonony breaki ng down the nost common and
useful nethods used to custonize responses on the authortiative side,
as well as a survey of inplementations by current |arge authoritative
oper at or s.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 21 January 2026

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

Many DNS aut horitative servers have features to provide a different
answer for the sane DNS query.
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For exanple, one user querying the AAAA record for www. exanple.org

m ght get 2001: db8:1111::42 and anot her user querying the same record
m ght get 2001: db8:9999::11. The DNS recursive resolver for each
will cache the record nornally, and the user’s software will connect
to different servers at different |locations. The goal is to give the
user a "better" answer, by whatever netric the operator is using;
this can be | atency, cost, adherence to regulations, or anything

el se.

DNS was not designed with this kind of responses in nmind, and there
are no standard ways to represent this data. This nmakes inter-
operabl e systens difficult or inpossible to build.

Taxonony

While there are a wide variety of ways that DNS authoritative servers
nmodi fy or generate answers, nobst of those fall into a few categories
This section presents a taxonony of such answers.

For each type of generated or nodified answer we briefly describe:
* Configuration, which is roughly static
* Data, which is relatively dynanc

CNAME- at - Apex (ALl AS)

In the DNS protocol the CNAME record type is special, and used to

i ndicate that a nanme can be resolved at sone other name. This is not
possi ble at the apex of a zone (the "top" of a zone), because a CNAMVE
cannot appear at the same name as another type, and both the SOA and

NS types nust appear at the zone apex.

A common solution is to do the equival ent of CNAVE referra
processing but on the authoritative side. This is often called an
ALI AS record, but other nanes exist. Basically the authoritative
server will do a | ookup at the ALIAS target, acting as a client, and
return the record there. This always includes address types (A and
AAAA), although the details of exactly how this works will vary.

Configuration: The record is usually configured with the DNS nane of
the target, although other configuration mght exist, for exanple
speci fi ed behavior on failure or TTL behavi or

Data: The "data" for this type of response is the result of a DNS
query.
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2.2. CeolP

The idea with GeolP is to provide different answers dependi ng on the
I P address of the client, with the hope that the | P address provides
a good hint at the physical |ocation of the end user or system This
is not always true, but is good enough for many purposes.

Additionally, ECS (EDNS Cient Subnet) (https://ww.rfc-
editor.org/rfc/rfc7871) is often used to provide nore information
about the I P address of the end user or system which is useful for
resol vers that are using | P addresses in different physical |ocations
fromthe users.

Typi cal reasons to provide different answers incl ude:

* Better performance for users by sending themto servers closer to
where they are | ocated.

* Attenpting to nmeet |egal requirenments, such as bl ocking access to
certain regions (for exanple due to ganbling restrictions) or
ensuring that traffic stays within specific borders (for exanple
to avoid tariffs).

Sonetinmes instead of using the I P address directly, these nmay be
mapped to an ASN (BGP Autononous System Nunber). |In a simlar way
that IP is used as a proxy for geographical |ocation, ASN can be used
as a proxy for the originating ISP (Internet Service Provider).

Configuration: Configuration will vary, but usually involves
specifying a country or region associated with answers. It may al so
i nvol ve di stance, for exanple choosing the answer closest to data
centers of a service

Dat a: The mapping of I P to geographic location (or other type of
| ocation) needs to be updated as | P addresses are transferred between
organi zations or used by an organi zation in different sites.

2.3. Service Availability

Wthin a single site sonme sort of |oad balancer can performhealth
checks on back-end servers and route traffic depending on their
availability. For doing this across the Internet this is often done
using the DNS; this technique is sonetines called dobal Server Load
Bal anci ng (G.SB), DNS Server Load Bal ancing (DSLB) or just DNS Load
Bal anci ng (DLB).

Kerr Expires 21 January 2026 [ Page 4]



I nternet-Draft DNS Answer Generation July 2025

The details of what the authoritative server will return vary. For
exanpl e, the sinplest case would be a service that returns one IP
address when a health check is successful, and a different |IP address
otherwise. A nore conplicated case could be with pools of IP
addresses, and the answer generated based on regional |oad netrics.

Configuration: In many cases the configuration can be quite sinple,
such as when a standby server is defined. |If |oad or other factors
are used to define availability, then the configuration can be
arbitrarily conplicated

Data: The data about availability needs to be updated frequently, and
may be sonething that organi zati ons keep private. C oud providers
often have a rich set of availability information provided
automatically by hosted services they operate.

2.4. Traffic Steering

The goal of traffic steering is to provide |ow |l atency, optinize for
cost, or other network-related characteristics of a service.

Traffic steering is simlar to service availability, but is used to
al ter responses based on the conditions of the network rather than
conditions of the services thenselves. Real-User Measurenents (RUM
fall under this category; RUMis the ideal state, but the costs of
obt ai ni ng, mai ntaining, and distributing RUM may be nore than the
benefits provided.

In contrast with availability checks, traffic steering is not about
the status of systens under the control of the service operator, but
about the Internet or possibly large systems not under their direct
control, like Content-Delivery Networks (CDN) or transit network

providers. VWhile traffic steering requires nore neasurenent points,
and t he networks being neasured are not under direct control of the
system operators, the nodifications of DNS responses are sinilar.

Configuration: The source of information about the network is
configured, as well as they type of transformation that is done on
answers. The pool of answers night be configured, or it may be
generated data as well.

Data: The neasurements of network characteristics is typically
proprietary information. For some services sinple checks froma few
points will be enough, although even in those cases organi zati ons
will often pay for distributed neasurement networks. |In other cases
measurenents will be provided by vendors, often the DNS provider

t hensel ves.
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5. Everything El se

Any server-side processing inmaginable is done somewhere. This
i ncludes anything fromdelivering weather reports to TXT-based
traceroute information. For exanpl e:

* Alowdifferent types of server-side generation or nmodification to
be used together.

* \Weight responses, to split |oad unevenly.
* Map contents of one zone or record to another at runtine.

* Cenerate | P6. ARPA and | N- ADDR. ARPA responses based on AAAA or A
records.

Configuration: Anything fromno configuration at all to Lua scripts
as DNS records.

Data: Everything is data if you try hard enough.
Q her Consi derations
1. TTL Trade-Ofs

The DNS includes a Time-To-Live (TTL) val ue which specifies the

maxi mumtinme that a systemis allowed to use a value. Systens do not
have to use the value for that long - often a maxi nrumof 1 day or
even shorter is used. There is no minimum TTL in DNS, although many
systens reject TTL that are too short.

A long TTL reduces | oad throughout all conponents in the DNS, and
al so reduces the inpact of outages or other problens | ooking up DNS
records. However, systens that nodify or generate answers nay need
to respond to rapidly-changing conditions. CDN often use TTL of 1
m nute or |ess.

Survey of Sone DNS Vendors

In order to try to understand what the proprietary capabilities are
in this space, a survey of sonme current authoritative DNS vendors was
undertaken. This was not chosen based on science or data, although
the largest players in this space are represented.

1. Enterprise Managed DNS Vendors
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4.1.1. | BM NS1 Connect

| BM NS1 Connect has a couple of customrecord types, ALIAS and
REDI RECT

They have a special zone type called a _linked zone_, which maps the
entire contents of one zone to another zone nane. It does this
wi t hout DNS | ookups, so is limted to | BM NS1 Connect customers.

They have a special record type called a _linked record , which is
simlar to a linked zone, but for a single record.

They have "filter chains" which provide special processing based on
* Ceographic (country, region, l|latitude/longitude)

* Network (ASN or | P prefix)

* Health check-based (Il oad, up/down)

* Traffic-steering (shuffle in various flavors, priority, pick N)
*  "Pul sar" (RUM based)

Any nunmber of filter chains can be used on a record to answer
queries. Results are always on the sane DNS type and nane, and
result codes cannot be nodified.

4.1.2. UtraDNS

U traDNS has a couple of customrecord types, Apex Aias and Wb
For war di ng.

U traDNS has sonething called a Pool, which conbines specific records
which work with specific checks. These are:

* Resource Distribution (RD): a group of A/ AAAA records

* SiteBacker (SB): A or CNAME that nonitors backend service with a
redirect to another service on outage

* Traffic Controller (TC): SB as a G obal Server Load Bal anci ng
sol ution

* Sinple Load Bal ancing (SLB): A/ AAAA records, an HITP nonitor, and
a backup

* Sinple Failover (SF): sinple nmonitoring with failover
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* Directional (DIR): using Ceol P to deternine response
4.2. Consuner Managed DNS Vendors
4.2.1. DNS Made Easy

DNS Made Easy has a couple of customrecord types, ANAME and HTTP
redirect types.

They have a nonitoring/failover solution

Their upscal e product, Constellix, also supports weighted round-robin
| oad bal anci ng and GeoDNS (i ncl uding custom | P rules).

4.2.2. dnsinmple
dnsinple has a few proprietary types, ALIAS, POO., and URL.
The POOL type picks a single CNAME froma set of CNAME
4.3. Coud Vendors
4.3.1. AWS Route 53
Route 53 has an alias record types.

You can specify an address record just by the service, rather than an
| P address.

Route 53 has "routing" in the DNS, based on
* Sinple; NS are only supported via this policy

* Ceoproximty; either AWS region/local zone group (with bias
setting), or l|atitude/longitude

* Latency; includes optional health check

* | P address (of the end user); CIDR /24 (1Pv4) or /32 (IPv6); "CIDR
col | ecti ons”

* Ceolocation; IP to |ocation mapping; if no default -> "no answer"
on mss ( NXDOVAI N? NODATA?); EDNSO supported

* Fail over; based on AWS health checkers

* Ml tivalue; health check for backend services
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*  Weighted routing; distribute | oad proportionally

4.3.2. Azure DNS
Azure has an alias record, which updates automatically for Azure
data. The alias record can point to several types of automatically
configured data, including applications and Traffic Manager, but al so
CDN endpoints. It does not seemto be able to alias to non-Azure DNS
nanes.
Traffic Manager does support tracking hosts outside of Azure, either
by I P address or FQ@DN. It include "endpoint nonitoring", whichis
| ooki ng at HTTP/ HTTPS/ TCP endpoints. It also includes RUM

4.3.3. Coogle doud DNS
CGoogl e C oud DNS has a couple of customtypes, ALIAS and | PSECVPNKEY
There does not seemto be a way to provide customresponses.

4.4. CDN Hosting Vendors

4.4.1. Akanai Edge DNS

Akamai has _alias zones_, which are a bit like ALIAS records but for
the whol e zone.

Akamai has _zone apex mapping_ via the AKAMAI CDN record type, which
is abit like ALIAS records.

4.4.2. doudflare
Cl oudfl are supports _CNAME flattening , which is simlar to ALIAS
records. The server will resolve the CNAME target and return it
directly.

4.5. Registrars

4.5.1. CGoDaddy Prem um DNS (Akanai)

CGoDaddy does not seemto have any special server-side record
processi ng.

Appendi x A, Acknow edgnent s

Jan Vcel ak reviewed the text, correcting errors and providing
addi tional information about advanced features of sone vendors.
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