Net wor k Wor ki ng G oup B. M Schwartz

I nternet-Draft Meta Platforms, Inc.
I ntended status: Standards Track — i (K Cku)
Expires: 1 January 2026 Fastly

30 June 2025
HTTP Version Transl ation of the Capsul e Protocol
draft - kb-capsul e- conversi on-01
Abst r act

This draft specifies how HTTP intermedi aries can translate the
Capsul e Protocol between HTTP versions.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-kb-capsul e-conversion/.

Source for this draft and an issue tracker can be found at
https://github. com benasc/ capsul e- conver si on.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 1 January 2026.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Capsul e Protocol [RFC9297] defines a framing | ayer that can be
used for protocols running over HITP. The Capsul e Protocol consists
of a linear stream of capsules, each with a specified type and si ze.
Endpoi nts can establish a Capsul e Protocol connection using HTTP

Ext ended CONNECT or the HTTP/ 1.1 Upgrade process.

I nternediari es such as HTITP Gateways can play an active role in the

Capsul e Protocol. To informintermediaries that this protocol is in
use, endpoints can include a "Capsul e-Protocol: ?1" header in their
request or response. Internediaries are obligated to pass

unrecogni zed capsul e types unnodi fi ed, but sonme capsule types do
permt intermediaries to nodify them

The Capsul e Protocol is defined for HITP/ 1.1, HITP/2, and HTTP/ 3, and
intermedi aries can translate Capsul e Protocol streans between
different versions of HITP. For exanple, an HTTP Gateway receiving a
request using the "connect-tcp-capsul e" Upgrade Token
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[1-D.ietf-httpbis-connect-tcp] over HITP/3 might forward it to a
backend server using HTTP/ 1.1 for further processing. However, this
translation currently requires the internmediary to recogni ze the
speci fi ed Upgrade Token. Unrecogni zed Upgrade Tokens cannot be
transl ated between HTTP versi ons.

| Client +--> HTTP/2--->| Gateway +--> HTTP/1.1--->| Server

—————— " :protocol=foo -------' Upgr ade: foo ------
capsul e- prot ocol =?1 Capsul e-Protocol : ?1

Figure 1. HTTP version translation of an Upgrade Token. The
gateway can only performthis translation if it recognizes the
"foo" Upgrade Token.

As a result of this limtation, HITP internediaries cannot forward
unrecogni zed Capsul e Protocol Upgrade Tokens (CPUTs) unless the

backend supports the HTTP version used by the client. |n practice,
such HTTP version m smatches are comon, so internediaries have
preferred not to support unrecogni zed tokens at all. As a result,

each new CPUT requires the cooperation of any HITP internediaries
This increases the mai ntenance burden on internmedi aries and inpedes
t he depl oynment of novel CPUTs.
This draft specifies general rules for translating Capsul e Protoco
requests across HITP versions, allowing internmediaries to perform
such translations for unrecogni zed CPUTs.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

3. Requirements

Thi s section describes requirenents on HITP intermedi ari es that
change the HTTP version of a Capsule Protocol request.

3.1. Converting an HTTP/ 1.1 Upgrade request to Extended CONNECT
A Convertible Upgrade Request is a request that meets these criteria:
* The HTTP version is "1.1".

* The nmethod is "CGET".
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* An "Upgrade" header is present and specifies exactly one Upgrade
Token.
* The request is known to use the Capsul e Protocol, because:

- A "Capsul e-Protocol" header is present with an item val ue of
"?1" (with or without paraneters), OR

- The internediary knows that this Upgrade Token al ways uses the
Capsul e Protocol .

* The request is otherwise well-formed for use with the Capsul e
Pr ot ocol .

Upon receiving a Convertible Upgrade Request, an HTTP internediary
MAY convert it into an Extended CONNECT request ([RFC9220][ RFC8441])
using ordinary HITP version translation with the follow ng

nmodi fi cati ons:

* Change the nethod to "CONNECT".

* Add a ":protocol" pseudo-header containing the specified Upgrade
Token.

* Add a "capsul e-protocol: ?1" header if no "Capsul e-Protocol"
header is present.

(Note that ordinary HITP version transl ation renoves the "Connection"
and "Upgrade" headers.)

If the intermediary receives a "200 (OK)" response, it MJST convert
it to an HITP/ 1.1 Upgrade response as foll ows:

* Change the response code to "101 (Switching Protocols)".
* Add an "Upgrade" header containing the specified Upgrade Token.
* Add a "Connection: Upgrade" header.

After sending this response, the internediary MJST process all data
to and fromthe client in accordance with the Capsul e Protocol.

If the intermediary receives any other valid response, it MJST NOT
convert it to an HITP/ 1.1 Upgrade response, and MJST forward it using
ordinary HTTP version translation. |If the response status was not
Ixx (Informational), the internedi ary MAY accept additional HTTP/ 1.1
requests on this connection to the client.
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3.2. Converting an Extended CONNECT request to HITP/ 1.1 Upgrade

A Converti bl e Extended CONNECT request is a request that neets these
criteria:

*  The method is " CONNECT".

* The ":protocol" pseudo-header is present, providing an Upgrade
Token.

* The request is known to use the Capsul e Protocol, because:

- A "capsul e-protocol" header is present with an item val ue of
"?1" (with or without paraneters), OR

- The intermediary recogni zes the provi ded Upgrade Token and
knows that it always uses the Capsul e Protocol.

*  The request is otherwise well-formed for use with the Capsul e
Pr ot ocol .

Upon receiving a Convertible Extended CONNECT Request, an HITP

i ntermedi ary MAY convert it into an HTTP/ 1.1 Upgrade request
according to ordinary HTTP version translation, with the follow ng
modi fi cati ons:

* Change the nethod to "GET".
* Replace the ":protocol" pseudo-header with an "Upgrade" header
contai ni ng the same Upgrade Token.

* Add a "Connection: Upgrade" header.

* Add a "Capsul e-Protocol: ?1" header if no "capsul e-protocol”
header is present.

If the intermediary receives a correctly forned "101 (Swi tching
Protocol s)" response, it MJST change the response code to "200 (CK)".
If it receives a 2xx (Successful) response, it SHOULD return a "501
(Not Inplenented)" status code, to indicate that the ":protocol"”

val ue was not accepted ([ RFC9220], Section 3). Oherwise, it MJST
forward any valid responses unnodified. After sending a "200"
response, the intermediary MJST process all further data to and from
the server in accordance with the Capsul e Protocol.
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3.3. Converting an Extended CONNECT request to Extended CONNECT for a
different HTTP version

An HTTP internediary MAY translate a Converti bl e Ext ended CONNECT
Request between different HITP versions using ordinary HTTP version
transl ati on.

4. Inplications

Transl ation of unrecogni zed CPUTs across HITP versions carries sone
inplications for future specifications related to the Capsul e
Pr ot ocol

* Al CPUTs nust treat "GET" in HITP/1.1 as senantically equival ent
to Extended CONNECT.

* The "Capsul e-Protocol" response header has no effect and shoul d be
treated as a hint for later analysis. Internediaries can process
the response as the Capsul e Protocol based entirely on the request
headers and the response status code.

* Internediaries’ behavior regardi ng each capsule type is
i ndependent of the CPUT. CPUTs cannot change internediaries
treatnent of existing capsule types.

* A Capsul e Type or CPUT cannot change the meaning of an HTTP
extension. It can only rely on the behaviors that are defined as
mandatory for any inplenentation of that extension. Extensions
i ntended for use with the Capsule Protocol will likely need to
define how HTTP version transl ati on worKks.

* Capsul e Protocol endpoints are defined i ndependently of the HTTP
version, |like ordinary HTTP resources. |If an origin server’s
Capsul e Protocol support varies between HTTP versions, clients may
observe inconsistent behavi or when accessing the origin through a
conpliant intermediary.

* |f a future CPUT specification intends for all clients to be
compatible with HTTP version translation by pre-existing
intermedi aries under this specification, it will have to nake the
"Capsul e-Protocol : ?1" request header nandatory, as permtted by
[ RFC9297], Section 3.4.

* A "Capsul e-Protocol: ?0" request header cannot be used to disable
HTTP version translation

Al'l existing CPUTs and Capsul e Types already conformto these rules.
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5. Security Considerations

VWhen i npl emented incorrectly, HITP/1.1 Upgrade carries a risk of
request snuggling. (See [I-D.ietf-httpbis-optimstic-upgrade].)

Intermediary inplenmentors should take care to avoi d excessive
resource consunption by malicious clients. For exanple, a client

m ght be able to send many short requests over a single HITP/ 2 or
HTTP/ 3 connection, each of which requires opening a new, |ong-lived
TCP connection to the backend.

6. | ANA Consi derations

Thi s docunent has no | ANA acti ons.
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