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Abst r act

Thi s docunment specifies the Protocol for Transposed Transactions over
HTTP (PTTH), an HTTP extension that allows a backend server to
establish an HTTP connection to a reverse proxy and transpose HITP
request flow. The reverse proxy then forwards i ncom ng requests to
the backend server over the transposed connection. This extension

| ets backend servers behind restrictive firewalls accept HITP traffic
through reverse proxies wi thout changing firewall settings and with
virtually zero overhead.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussi on of this docunent takes place on the Protocol for
Transposed Transacti ons over HTTP Working Goup mailing Iist
(ptth@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ptth/.

Source for this draft and an issue tracker can be found at
https://github. com kazuho/ dr af t - unknown- ptth-ptth.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 30 March 2026.
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yright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roducti on

In scal able HTTP depl oynent s—such as those using CDNs and dynamnic
backend server pools—clients send requests to reverse proxies, which
then forward themto backend servers. Backend servers frequently
reside behind firewalls that block i nbound TCP or QUI C connecti ons,
requiring special network or firewall configuration to permt proxy-
initiated traffic. To overconme these restrictions, sone

organi zati ons use VPNs, but VPNs introduce operational complexity,
hanper scalability, and inpose performance over head.

PTTH enabl es a backend server to establish an HTTP connection to a
reverse proxy and transpose the flow of HTTP requests so that the
proxy sends incom ng requests back over the sane connection. An HITP
request is used for authenticating the backend server and for

negoti ating the scope of requests forwarded to the transposed
connection, providing flexibility to depl oynents.
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Because PTTH transposes the direction of comunication rather than
encapsul ating traffic, it incurs virtually zero overhead and delivers
hi gh efficiency.

TODO. expand
2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

3. The Protocol

To set up a transposed connection, the backend server connects to the
reverse proxy and sends an HTTP request including a URl specifying
the transposed endpoint and credentials that authenticate the backend
server.

The exact formof the URI specifying the transposed endpoint is
unspecified; it is up to each reverse proxy depl oynent.

Sinmlarly, the authentication scheme is unspecified. Deploynments can
use either a TLS- or an HITP-based aut hentication schene, or
somet hi ng el se

The nethod being used to establish the transposed connection is
different between HTTP versions. However, the HTTP header fields are
ver si on-i ndependent, and therefore the paraneters for negotiating
PTTH can be defined in a version-neutral manner.

PTTH cannot originate over HITP/2. To establish a transposed HITP/ 2
channel, HTTP/ 1.1 upgrade is used, with the ALPN specifying HTTP/ 2

3.1. HTTP/1.1 and HTTP/ 2
To establish a transposed HITP/ 1.1 or HITP/ 2 channel, the backend
server connects to the reverse proxy using HITP/1.1 ([HTTP1]), and
uses the HTTP upgrade nechani sm ([ HTTP- SEMANTI CS] Section 7.8) to
negoti ate the transposition

The nethod of the upgrade request SHALL be "CGET", accomnpani ed by an
"Upgrade: ptth" header field.
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The request MJST al so include the ALPN header field ([ ALPN- HEADER])
speci fying the HITP versions that the backend server is willing to
use on the transposed connection

Once the transposed connection is established successfully, the
reverse proxy responds with a 101 (Switching Protocols) response,

al ongsi de an ALPN response header specifying the HTTP version being
chosen. After a 101 response is sent, HITP requests are sent in the
direction fromthe reverse proxy to the backend server

Figure 1 shows an exchange of HTTP/ 1.1 upgrade request and response
establishing the transposed connection. 1In this exanple, the Basic
HTTP Aut hentication Scheme [BASIC-AUTH] is used to authenticate the
backend server. As for the application protocol to be used on the
transposed connection, the backend server is offering both HITP/ 2 and
HTTP/ 1.1, and the reverse proxy selects HITP/ 2

CGET /reverse-endpoint HTTP/ 1.1

Host: exanpl e. com

Connecti on: upgrade

Upgrade: ptth

Aut hori zation: Basic QMhZGRpbj pvcGVul HNI c2Ft ZQ==
ALPN: h2, http%2F1.1

HTTP/ 1.1 101 Switching Protocols
Connecti on: upgrade

Upgrade: ptth

ALPN: h2

Figure 1. Establishing a transposed connection over HITP/ 1.1

As the paraneters for the transposed connection are exchanged using
the upgrade request, they cannot be changed once the transposed
connection is established. To change those paraneters, a new

HTTP/ 1.1 connecti on shoul d be established and transposed.

3.2. HITP/3

In HTTP/3 ([HTTP3]), the OPTIONS nethod (Section 9.3.7 of

[ HTTP- SEMANTICS]) is used to transpose HITP request flow on the
HTTP/ 3 connection. As the flow of the existing connection is
transposed, neither the :protocol pseudo-header field nor the ALPN
header field is used.

The target of the OPTIONS request is the endpoint that tranposes the

connection; therefore, the asterisk ("*") request is never used for
establ i shing PTTH

ku Expires 30 March 2026 [ Page 4]



Internet-Draft Protocol for Transposed Transacti ons ove Septenber 2025

Once the reverse proxy responds with a 2xx response, it starts
forwardi ng HTTP requests on the server-initiated, bidirectional QU C
streans. Note that, due to packet reordering, backend servers m ght
recei ve these requests before receiving a 200 response for the

OPTI ONS request.

Similarly to when HTTP/ 1.1 is used, establishment of a new HTTP/ 3
connection is required if a transposed HTTP/ 3 connection with
different set of paraneters is needed.

Once the connection is transposed, the reverse proxy MAY reset
incom ng requests that it receives using a H3_REQUEST REJECTED error
(Section 8.1 of [HTTP3]).

TODO. Di scuss the downsi des of transposing an HITP/ 3 connecti on;
not es:

* No issues with SETTINGS; none of the HTTP/3 settings are specific
to clients or servers.

* No issues with QPACK; one set of QPACK streans can handl e requests
flying in both directions.

* W need to consider how to handle quarter stream|Ds of HITP/ 3
dat agranms; but that issue not orthogonal to sending HTTP requests
in both directions. The issue arises for any design that
establishes the QU C connection in the reverse direction. Maybe
the answer here is to use streamid / 4 + (2 << 60) as the quarter
stream | Ds for datagrans belonging to the transposed requests.

*  Qtherw se, the design does not interfere with WbTransport over
HTTP/ 3; for both client- and server-initiated bidirectional
streans, WebTransport streans can be identified by their signal
val lues (0x41), and if they are associated to client- or server-
initiated requests can be determ ned by their Session ID (i.e.,
the stream | D of the CONNECT strean).

* Rather than using OPTIONS, do we want to use an extended CONNECT?
VWil e the use of OPTIONS might be fine, HITP requests w thout a
speci al pseudo-header is end-to-end per definition. Using an
extended CONNECT is a straightforward way to constrain the setup
of a transposed _connection_ to hop-by-hop.

4. Establishing Authority

In HTTP, only the URI's authority nay process or del egate the request
(Section 17.1 of [HTTP- SEMANTI CS]).
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This authority nmodel of HTTP remnai ns unchanged under PTTH

* \When the backend server connects to the reverse proxy and requests
the transposition of the connection, the backend identifies the
reverse proxy using a target URI whose authority conponent
identifies the reverse proxy.

* \When the reverse proxy forwards requests to the backend over a
transposed connection, it is nerely exercising its rights as the
authoritative server. This behavior is identical to forwarding
requests over connections the reverse proxy initiated, using
what ever authentication scheme it chooses. PTTH differs only in
how t he backend connections are established.

5. Security Considerations
TODO
6. | ANA Consi derations
Once approved, this docunment will request 1ANA to register the
following entry to the "HTTP Upgrade Tokens" registry nmintained at
https://ww. i ana. or g/ assi gnnent s/ ht t p- upgr ade-t okens
(https://ww. iana. org/ assi gnnent s/ htt p-upgrade-t okens):
Val ue: ptth
Description: Establishes a transposed HTTP/ 1.1 connection
Expect ed Version Tokens: None
Ref erence: this docunent
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