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Abst r act

An QAuth 2.0 client requires specific information to interact with an
aut hori zation server, including a client identifier registered with
the authorization server. The QAuth 2.0 Dynamic Cient Registration
Prot ocol [RFC7591] defines a mechansimfor dynamc client
registration that renpves the need for manual registration. This
provi des a nore scal abl e nechani smthat can be used by clients that
do not have a pre-existing relationship with an authorization server,
or where nmanually configuring such relationships is prohibitive from
a cost and scal e perspective. Exanples of deploynments that benefit
fromdynamc client registration includes nodern cloud architectures
where microservices are created on denand to neet scal e requirenents
or for use with energing protocols |ike the Mddel Context Protoco
(MCP) [MCP] which requires clients to register with an authorization
server even if they do not have a predefined relationship with the
aut hori zation server. Sinilar to nodern cloud native workl oads, MCP
service integrations may be epheneral in nature. The QAuth 2.0
Dynami c Client Registration Protocol [RFC7591] defines a software
statenent that includes netadata about the client and is signed by a
devel oper or trusted third party. This specification describes the
use of specific third party credentials issued to workl oads and
applications as software statenents. The specification describes two
types of credentials that may be used as software statenents. The
first is Secure Production ldentity Framework For Everyone (SPI FFE)
credentials. The second is the use of JW representation of a
Verifiable Credentials [VCJW]
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This note is to be renoved before publishing as an RFC
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Di scussion of this docunent takes place on the Web Aut horization
Protocol Working Goup mailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww. ietf.org/mailman/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://github. conl Pi et er Kas/ OAut h- 2. 0- DCR-wi t h- Tr ust ed- | ssuer -
Credenti al s.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 26 Decenber 2025.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The QAuth framework [RFC6749] is a widely deployed authorization
protocol standard that enables applications to obtain |imted access
to user resources. QAuth clients nust be registered with the QAuth
aut hori zati on server, which poses significant operational chall enges
in dynam cally scaling environnents. Mnual registration and
subsequent |ifecycle managenent is common, but is costly, difficult
to scale and hard to maintain throughout the lifecycle of a client.
These chal | enges are exacerbated by the increasingly dynam c nature
of modern cloud native workl oads that are instantiated as needed. In
addition, energing protocols |ike Mdel Context Protocol (MCP) [ MCP]
requires clients to register with an authorization server, but these
clients may not always have a predefined relationship with the

aut hori zation server, and simlar to nodern cloud native workl oads,
may be epheneral in nature.

[ RFC7591] defines a nechansimfor dynanic client registration that
renoves the need for manual registration. This provides a nore
scal abl e nechani smthat can be used by clients that do not have a
pre-existing relationship with an authorization server, or where
manual |y configuring such relationships is prohibitive froma cost
and scal e perspective. It defines the concept of a software
statenent, which is a JSON Wb Token (JW) [RFC7519] that asserts
met adat a val ues about the client that is signed by a devel oper or
trusted third party.
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Thi s specification describes the use of SPIFFE JW-SVIDs and
Verifiable Credentials as software statenents that can be subnitted
as software statenents when using QAuth 2.0 Dynamic Cient

Regi stration Protocol [RFC7591].

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Overview

Thi s specification describes the use of two credential types as
software statenents, nanmely Secure Production Identity Framework For
Everyone (SPIFFE) credentials and Verifiable Credentials (VC).

3.1. SPIFFE Credentials as Software Statenents

The Secure Production Identity Framework For Everyone (SPIFFE) is a
graduated C oud Native Conpute Foundation project designed to
dynanically attest and verify workload identity (see [ SPI FFE].

SPI FFE i s commonly depl oyed to support |arge scal e depl oynent of
wor kl oads in enterprise and cloud native conmpute environnments. It
ensures that every workload is attested and i ssued with X 509-SVID

[ SPI FFE_X509] and JWI-SVI D [ SPI FFE_JWI] credentials. JW-SVIDs
contain a mninmal set of clainms, but my be extended to include

addi tional claimnms, including those defined in the Dynamic Cdient

Regi stration specification (see Section 2 of [RFC7591]). A SPI FFE

i ssuer may attest a workl oad, add additional netadata based on the
attestation information and i ssue a JW-SVID. Wrkloads that are
provi sioned with JW-SVIDs present these credentials as software
statenents when using Dynamic Client Registration. The registration
endpoint is configured to trust the SPIFFE i ssuer and can verify the
JWI-SVID, as well as retrieve additional clains that represents

met adata attested to by the SPIFFE i ssuer. Upon succesful validation
of the software statenment, the registration endpoint conpletes the
client registration. Wen SPIFFE JWI-SVIDs are used, the

aut hori zati on server MJST NOT provision additional client secrets, as
t he workl oad can use its JW-SVID or X. 509 SVID to authenticate when
initiating any QAuth flow. This renpves the risk of additiona
secrets proliferation, reduces the overheads of securing and nanagi ng
secrets and inproves the overall risk posture.
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3.2. Verifiable Credentials as Software Statenents

A Verifiable Credential (VC) is a tanper-evident digital assertion
made by an issuer about a subject, which can be cryptographically
verified by a third party. VCs follow an issuerZ ol dergifierifier
nmodel where the issuer creates and signs the credential, the hol der
stores and presents it, and the verifier checks its authenticity and
validity. VCs can be represented as a JSON Wb Token (JW) [VC JW].
A VC encoded as a JWI can serve as a software statement in dynamc
client registration by including nmetadata as defined in Section 2 of
[ RFC7591] about the client as additional clains in the VC. Wbrkl oads
that are provisioned with VCs present these credentials as software
statements when using Dynamic Cient Registration. The registration
endpoint is configured to trust the VC issuer and can verify the VC
and use the additional metadata clainms included by the issuer. Upon
succesful validation of the software statement, the registration
endpoi nt conpletes the client registration. The use of Verifiable
Credentials for client authentication is currently undefined and it
is up to the authorization server to make a risk based decision on
whi ch aut henticati on nethods to use.

3.3. SPIFFE and VC Depl oynent Model s

SPI FFE and VC address different depl oynent nodels. SPIFFE is nore
commonl y deployed within [arge enterprise compute environments and
provi des high |l evels of assurance about a workload identity (in this
case an QAuth client) along with a highly robust, |ow | atency
provisioning pipeline with built in credential |ifecycle managenent
to nmaximse availability. It is commonly deployed as an alternative
to managi ng secrets.

VCs provide an option for clients that are depl oyed outside an
enterprise where SPI FFE i s not deployed. These clients use VC

i ssuance protocols to obtain VCs. The use of these protocols or any
attestation that needs to be provided is out of scope for this

speci fication.

3. 4. Pr ot ocol Fl ow
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Figure 1: Abstracted Dynamic Client Registration Flow with Software
St at ement

The QAuth 2.0 Cdient Dynanmic Registration flowillustrated in

Figure 1 describes the interaction between the SPI FFE or VC issuers,
the client and the client registration endpoint defined in [ RFC7591].
It includes the foll owing steps:

* (A) The client registration endpoint establishes a trust
relationship with the SPIFFE or VC I ssuer. Once trust is
established, the client registration endpoint can verify
credentials issued by the SPIFFE or VC | ssuer when presented as
sof tware statenents.

* (B) The client is attested and credential ed by the SPlI FFE | ssuer
[ SPI FFE], after which it assigns a SPIFFE I D [ SPI FFE_I D], al ong
with SPI FFE credentials (e.g. JW-SVID [ SPI FFE_JWI] and X 509-SVID
[ SPIFFE_X509]). Alternatively a VC issuer issues and provisions a
VC. Issuers may include additional clains containing netadata
(e.g the request URI).

* (C) The client calls the client registration endpoint with the

client’s desired registration netadata, and the software statenent
(either a SPIFFE JWI-SVID or a V(Q).
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* (D) The client registration endpoint verifies the SPI FFE JW-SVID

or VC that was presented as a software statement. It extracts any
additional clainms that shoul d be used as netadata before
registering the client. It may return additional netadata, client

identifiers and optionally credentials if a VCis used. Cients
with SPI FFE credentials MJUST use the SPI FFE credential s when
aut henticating as part of an QAuth fl ow

4. lssuer and Cient Registration Endpoint Trust Relationship
4.1. SPIFFE |Issuer and dient Registration Endpoint Trust Rel ationship

SPI FFE nakes provision for multiple Trust Domains, which are
represented in the workload identifier. Trust Domains offers
addi ti onal segnentation within a SPI FFE depl oynent and each Trust
Domain has its own keys for signing credentials. The QAuth

aut hori zati on server may choose to trust one or nore trust donains as
defined in [ SPI FFE- CAUTH CLI ENT- AUTH] .

4.2. Verifiable Credentials and Client Registration Endpoint Trust
Rel ati onshi p

To validate Verifiable Credentials (VCs) during dynamc client
registration, the client registration endpoint MJST be configured to
trust the VC issuerZ{H public keys or a certificate chain anchored in
a trusted root. This trust may be established statically or through
a dynam c trust discovery mechanism The registration endpoint
SHOULD periodically refresh or revalidate the issuer#7i key materia
against a trusted source to ensure ongoing integrity. Wen a client
presents a VC, the registration endpoint verifies its signature using
the trusted key material. 1t MAY also perform additional validation
steps, such as checking the issuer@{H identity, validating the
credential /0 expiration, and evaluating its revocation status using
mechani sne such as decentralized revocation registries or issuer-
specific status endpoints.

5. dient Registration Endpoint Processing

The client registration endpoint MJUST process software statements
(e.g., SPIFFE JWI-SVIDs or Verifiable Credentials) as follows: 1.
Verify Authenticity and Integrity: Validate the software statenment’s
signature using a trusted issuer key (e.g., SPIFFE Trust Bundl e or VC
i ssuer netadata). 2. Validate Credential Expiry: Check that the
credential is not expired and is withinits valid time w ndow. 3.

Eval uate Revocation Status (if applicable): Optionally verify
revocation status via decentralized registries or issuer-specific
status endpoints (for VCs). 4. Extract and Validate Metadata C ai ns:
Parse the credential and validate required clains needed for QAuth
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client registration (e.g., client_name, redirect_uris, grant_types).
5. Register the dient: If all validations succeed, proceed with
client registration using the verified nmetadata. 6. Return Response:
Send an appropriate QAuth client registration response.

5.1. SPIFFE JW-SVIDs Processing by Cient Registration Endpoint

When a client presents a SPIFFE JW-SVID as a software statenment, the
client registration endpoint MJIST:

1. Verify the Signature: Validate the JW signature using the
trusted key material fromthe SPIFFE Trust Bundl e correspondi ng
to the issuer@ /g trust donmin

2. Validate Standard d ains: Ensure that the JW incl udes and
satisfies the follow ng clains:

* iss: Must match the expected SPI FFE trust donmai n.

* sub: Must be a valid SPIFFE ID URI identifying the client.

* aud: Must include the registration endpoint 7/ audi ence val ue.
* exp and iat: Must be present and w thin acceptabl e bounds.

3. Extract and Validate Metadata O ai ns: Parse and validate any
additional clainms used to supply QAuth client netadata (e.g.,
client_nane, redirect _uris, scope).

4. Reject Invalid Credentials: Reject the registration if the JW is
expired, not correctly signed, or mssing required clains.

5. Register the dient (if all checks succeed): Upon successfu
validation, register the client using the extracted netadata and
return a client identifier. The server MJUST NOT issue a client
secret, as the SPIFFE credential is used for subsequent
aut henti cati on.

5.2. VCs Processing by Cient Registration Endpoint

When a client presents a Verifiable Credential (VC as a software
statement, the client registration endpoint MUST: 1. Verify the
Credential Signature: Validate the cryptographic signature of the VC
using the issuer@iH trusted public key or certificate chain. 2. Check
Credential Validity: Ensure the VC has not expired and is not

revoked, using appropriate status nechani sns such as decentrali zed
revocation registries or issuer-hosted status endpoints. 3. Extract
and Validate Metadata Cains: Extract required client nmetadata clains
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6.

6.

(e.g., client_name, redirect_uris, scope) enbedded in the VC, and
validate their presence and format according to the authorization
server 8 /i policy. 4. Reject Invalid Credentials: Reject the
registration request if the VC fails any verification step, is

mal formed, or |acks required clains.

Optionally, upon successful validation, the registration endpoint NMAY
provi sion additional credentials but SHOULD avoi d provisioning
traditional client secrets to mnimze risk.

Security Considerations
1. dient Secrets

Dynamic client registration is designed to increase the ease with
which clients are registered in |arge scal e depl oynents. The

i ncreased use of client secrets anplifies the risks of secret theft
and information conpromse. This risk is further anplified if those
secrets are long lived or infrequently rotated. Cients that are
provi sioned with SPI FFE JW-SVI Ds or X.509-SVIDs, and use this

speci fication MUST use themnot only as software statements, but al so
when authenticating to the authorization server in subsequent QAuth
flows.

The use of VCs as client authentication mechansinms in QAuth is
undefine. Consequently, when using VCs as software statements, the
aut hori zati on server MAY provision additional credentials, but SHOULD
avoid provisioning client secrets to limt the risks of secret
proliferation and the consequences of secret theft.
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