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1. Introduction

Consi derations for the operation of |GV and M.D snoopi ng swi tches
are described in [SNOOP]. In the intervening years since
publication, industry has gained experience with deploying this
technol ogy and have identified areas of inprovenent on the origina
docunent, including how traffic distribution can be optinized for
certain types of networks.

One area of inmprovenent is that there appears to be a gap in the
control path forwarding rules outlined in [SNOOP], Section 2.1.1
Forwarding rules are defined for switch ports attached to multicast
routers and switch ports attached to hosts, but switch ports attached
to other switches are not nentioned, |eaving the operation of these
ports open to interpretation.

The authors may have purposefully limted consideration to networks

with only a single switch, though this is not explicitly stated. 1In
one sense, a network with a hierarchy of switches my be nodel ed as a
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single switch (in other words, the fact that nultiple switches are
bei ng used woul d be transparent to any host or multicast router
attached to the network). One side-effect of this approach is that
it obscures how the network distributes traffic between multiple
Sw t ches.

This router-centric view of multicast traffic distribution is likely
rooted in the nature of the | GWw and M.D protocols, whose stated
purpose is to comuni cate group nenbership (that is, the fact that a
host would like to receive a given streamof nulticast data) to a
mul ticast router. Two types of networks woul d benefit froma cl oser
exam nation of howtraffic is distributed between nultiple swtches:
1) networks that do not contain a nulticast router and 2) networks
that contain a multicast router, but have a significant volune of

mul ticast data that does not need to be routed outside of the |oca
net wor k.

The foll owi ng di agram depicts an exanple network that can be used to
illustrate the point:
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Figure 1: Exanpl e Network

S1 has designhated its port connected to S2 as a nulticast router
port.

Suppose the exanpl e network contains two nulticast streans:
* Stream 1 generated by Hl and consuned by H3

* Stream 2 generated by H2 and consuned by H4
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The problemis that Stream1l is forwarded from Sl to S2 even though
there are no consunmers of this data. This is due to the foll ow ng
data forwarding rule in [ SNOOP], Section 2.1.2:

| Packets with a destination |P address outside 224.0.0. X which are
| not IGW should be forwarded according to group-based port
| menbership tables and nmust al so be forwarded on router ports.

VWhile it would be tenpting to ignore this rule so that Stream1 is no
| onger forwarded, this would al so prevent Stream 2 fromreachi ng H4.
This is because of the following IGW forwarding rule in [ SNOOP],
Section 2.1.1:

| A snooping switch should forward | GW Menbership Reports only to
| those ports where nulticast routers are attached.

This rule prevents S2 from forwardi ng the Menbership Report from H4
to S1, so Sl does not mark the port connected to S2 as a nenber of
the multicast group for Stream 2.

[ SNOOP] indicates that this rule is neant to prevent a host running
I GWvl or IGwWv2 (or M.Dvl) from suppressing its Menbership Report
for that multicast group. Wiile it would be tenpting to require al
hosts on the network to run I GWv3 (or M.Dv2), this is not possible
on the networks targeted for deploynent of this solution

The next logical step in this direction would be to require multicast
snooping switches to use sone nethod to identify the nature of the
devi ce connected to each port (switch or host, |GW/ M.D version,
etc.). This information would then be used to help control the

di stribution of Menbership Reports.

However, this docunent uses a different approach, choosing instead to
use CGeneral Query nmessages to ensure nenbership information is
distributed to all nulticast snooping switches on the network. This
solution is less conplicated than nethods that focus on Menbership
Reports, which reduces the likelihood for error. |In addition,
compatibility between different versions of 1GW and M.D are | ess of
a concern because each protocol’s Query nessages are conpatible with
earlier versions of the protocol

Mul ticast snooping switches inplenmenting this design shall use
[1GwWv3], [M.Dv2], or both. Milticast routers on the network nust
al so use these protocol versions, [PIMSM, and satisfy the
requirenents listed in Section 4.2. Network hosts may use earlier
versi ons of the protocols.
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1.1. Termi nol ogy

Thi s docunent refers to | GW snoopi ng and M.D snoopi ng col | ectively
as "nulticast snooping".

TODO if there are notable differences then nmention sonething Iike
"except where there are notable differences".

| GWv3 Menbershi p Report nmessages and M.Dv2 Milticast Listener Report
messages are referred to collectively as Reports.

The terms Any-Source Milticast and Source-Specific Milticast (see
[SSM) are respectively abbreviated ASM and SSM

TODO. do we want to define "multicast snooping switch"? Should we
have an abbrevi ati on?

2. Proxy Query Messages

[ SNOOP], Section 2.1.1 describes a special-case | GW Query nessage
with an I Pv4 source address of 0.0.0.0. It would appear that the
equi val ent for M.D would be a Query nessage with the | Pv6 source
address set to the unspecified address (::), but several docunents
prohibit this:

* [RFC2710], Section 3 requires all MD nessages to be sent with a
I Pv6 |ink-1ocal source address

* [ RFC3590], Section 4 requires M.D Query nessages to be sent with a
valid IPv6 |ink-local source address

* [MDv2], Section 5.1.14 not only requires M.D Query nessages to be
sent with a valid IPv6e |ink-1ocal source address, but also that
nodes MJST di scard Query nessages with an | Pv6 source address that
is not a valid IPv6 |ink-1ocal address

I nstead of working agai nst established precedent, this docunent
modi fi es the Query nmessage described in [ M.Dv2], Section 5.1,
repurposing the reserved bit immediately preceding the S flag as a
new P (Proxy Query) flag:

e
| Res |[P|S| QRV |
T P T T N S

If an I Pv6 nmulticast router receives a Query with the P flag set,
then it SHALL NOT use that nessage in the querier election process
described in [M.Dv2], Section 7.6.2.
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Note that this docunent does not reassign the corresponding bit in
the 1 GW Query nessage ([ GWv3], Section 4.1). That nessage only
has four reserved bits, so it seemed better to | eave that bit
avai |l abl e for future use.

Thi s docunent uses the term Proxy Query to refer to an | GW Query
with an I Pv4 source address of 0.0.0.0 or an M.D Query with the P
flag set.

3. Control Plane QOperations

Mul ticast snooping switches shall naintain a group-based port
menbership table that indicates which port(s) contain nenbers for
each tracked group. The requirenents in this section are ultimately
related to managing this table, using |GW/ M.D to comrunicate its
contents to adjacent nodes, and naking changes in response to | GW/
M.D nessages received from adj acent nodes.

Mul ticast snooping switches shall maintain a new G oup/Port
Menbership Interval timer for each group and port conbination in the
group- based port nenbership table (see Section 5.1).

TODO. describe when the tinmer is set/reset and what happens when it
expires

Mul ticast snooping switches shall track a Multicast Router flag for
each port. This flag indicates that a nmulticast router is connected
t hrough the associ ated port.

Mul ticast snooping switches shall also track a Proxy Querier flag for
each port. This flag indicates that the switch has received a Proxy
Query message fromthis port, likely from another multicast snooping
swi tch.

If neither the Miulticast Router or Proxy Querier flag is set for a
port, then it can be inferred that the port is connected either to a
host or to a switch that does not inplenment this design

3.1. Transmitting Periodic Proxy Queries

Each nulticast snooping switch on the network shall periodically send
General Proxy Query nessages to all active ports. On startup, or
after a port transitions froman inactive state to an active state,
[Startup Switch Proxy Query Count] (see Section 5.4) General Proxy
Query nessages shall be sent with [Startup Switch Proxy Query
Interval] (see Section 5.3) between each nessage. After this,

General Proxy Query nessages shall be sent with [Switch Proxy Query
Interval] (see Section 5.2) between each nmessage.
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The QQ C field for each General Proxy Query message shall be set to
[Startup Switch Proxy Query Interval] or [Switch Proxy Query
Interval], as appropriate (see [IGWv3], Section 4.1.7 or [MDv2],
Section 5.1.9).

TODO. Inportant to send to nulticast router ports because nulticast
router may have IRB (Integrated Routing and Bridging) connected, or
be running a Pl Mto-I1GW proxy.

3.2. Receiving Queries

Mul ticast snooping switches shall do the followi ng when a General
non- Proxy Query is received:

1. Set the Multicast Router flag for the port

2. Reset the Miulticast Router Tineout tiner for the port (see
Section 5.5)

3. Forward the Query to all other active ports

Mul ticast snooping switches shall do the followi ng when a General
Proxy Query is received:

1. Set the Proxy Querier flag for the port

2. Reset the Proxy Querier Timeout tinmer for the port (see
Section 5.6)

Note that Proxy Query nessages are not forwarded. Forwardi ng non-
Proxy Queries facilitates querier election and ensures that the
network is aware that a nmulticast router is present. Accordingly, if
only Proxy Query nessages are received, then it can be inferred that
there is no nulticast router on the network.

Mul ticast snooping switches shall respond to either type of Query by
sending a Report to the port the Query was received on. This Report
contains all groups in the group-based port nenbership table except
the groups where the port the Query was received on is the only
menber port.

TODO. we can add a table that gives an exanpl e group-based port
menbership table and the contents of the resulting report

TODO. Does it nake sense to require General Query nmessages be

forwarded to nulticast router ports, while also inplying that if only
Proxy Queries are received that there is no nulticast router?
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TODO. use a termlike "Querier Ports" to indicate a port that a Proxy
Query is received on. Update: look for Proxy Querier flag

TODO. need to handle unsolicited Rrports. That needs to be sent to
Querier Ports

TODO need to handl e | eave and group-specific queries -- snooping
switches will keep track of the ports that have group nenbership.
When it receives a leave then it subtracts the port from nmenbership,
but only forwards the leave if there are no other ports with group
menber shi p

TODO. group nenbership tiner expiration is the same as an explicit
| eave

TODO if a switch receives a leave and there is only one port
remai ning and that port is a querier port, then send a | eave to that
querier port

3.3. Receiving Reports
TODO

3.4. Transmtting Reports
TODO

3.5. Renoving Goups fromthe Menbership Table
TODO

4. Data Pl ane Operations
Mul ticast snooping switches shall follow the data forwarding rul es
outlined in [ SNOOP], Section 2.1.2. In order to optimze traffic
distribution on the network, this section contains two refinenents to
the recomrendation to forward traffic to the nulticast router port,
based on whether the multicast traffic is routable or non-routable.
To sone extent, what constitutes a routable nulticast address is
subject to the overall design of the network, so nulticast snooping

swi tch vendors should allow configuration for how nmulticast addresses
are classified.

Note that the decision to forward traffic based on group-based port
menbership tables is i ndependent of the decision to forward traffic
to the multicast router port. |In other words, traffic may still be
forwarded to the multicast router port because it is a group nenber.
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4.1. Non-Routable Miulticast Traffic

Mul ticast snooping switches shall only forward traffic to the
mul ticast router port if the traffic is known to be routable.

[ SNOOP], Section 3 discusses challenges associated with | Pv6
addresses overl appi ng when they are mapped to DVAC addresses

Mul ticast snooping switches shoul d account for this possibility when
implementing this requirenent. |In the event of an address collision,
the recommendation is to forward the traffic and alert the network
adm ni strator of the probl em

TODO. How should this alert work, is there a YANG nodel we shoul d
updat e?

4.2. Routable Multicast Traffic

Mul ticast snooping switches shall begin in a state where all
routable, ASMtraffic is sent to the nmulticast router, which wll
route it outside of the network. Wen the traffic reaches the RP
the RP determnes if it is interested in the traffic. |If the RPis
not interested in the traffic, then it will send a PIM prune nessage
back to the nmulticast router

When the nulticast router receives the PIM prune nessage, it shal
send a Report nessage excluding the multicast address back to the
mul ti cast snooping switch. Milticast snooping swtches shal
propagat e the excl usi on nessage back toward the source of the

mul ticast streamuntil it reaches a switch that contains a port that
is a menber of that nulticast group

The fact that an exclusion nessage was received on the multicast
router port should be recorded so that the network can be properly
updated in the case of future changes to group-based port nenbership.
For exanple, if a nulticast snooping switch stops propagating an

excl usi on nmessage because it contains at | east one port that is a
menber of the multicast group, then the switch should send an excl ude
message back towards the source of the multicast stream when the | ast
port is renmoved from menbership in the multicast group

TODO. is this a problen? we woule be preventing future refinenents
where an excl ude nmessage could be used to | eave the have the port
| eave group nenbership

Note that SSMtraffic is handled differently because PIMw Il send a

request to receive the traffic, so the recommendations in this
section only apply to ASMtraffic.
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5. List of Tiners, Counters and Their Default Val ues

TODO. Add a note indicating that these should be consistent with the
anal agous tinmers on a single link (like |IGwv3 section 8 or M.Dv2
section 9 requires)

5.1. Goup/Port Menbership Interval

This interval is anal agous to the G oup Menbership Interval in
[1GWv3], Section 8.4 and Multicast Address Listening Interval in

[ MLDv2], Section 9.4, except it denotes how | ong a given group/port
conbi nation should remain in the group-based port nenbership table.

5.2. Switch Proxy Query Interval

This interval is analogous to the Query Interval in [I GWv3],
Section 8.2 and [ M.Dv2], Section 9.2, except it denotes the interval
bet ween General Proxy Queries sent by the multicast snooping switch.

5.3. Startup Switch Proxy Query Interval

This interval is analogous to the Startup Query Interval in [IGWv3],
Section 8.6 and [ M.Dv2], Section 9.6, except it denotes the interval

bet ween General Proxy Queries sent by the multicast snooping switch

at startup.

5.4. Startup Switch Proxy Query Count

This interval is analogous to the Startup Query Count in [IGWv3],
Section 8.7 and [ M.Dv2], Section 9.7, except it denotes the nunber of
General Proxy Queries sent on startup, separated by the Startup
Switch Proxy Query Interval.

5.5. Milticast Router Tineout

This timeout is somewhat anal ogous to the Ot her Querier Present
Timeout timer in [1GWv3], Section 85 and [ M.Dv2], Section 9.5. |If
the timer expires, then the Milticast Router flag is cleared for the
associ ated port.

5.6. Proxy Querier Tineout
This timeout is somewhat anal ogous to the Ot her Querier Present
Timeout timer in [1GWv3], Section 8.5 and [ M.Dv2], Section 9.5. |If

the timer expires, then the Proxy Querier flag is cleared for the
associ ated port.
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6. Security Considerations
To be added.
7. | ANA Consi derations
Thi s docunent does not have any | ANA assi ghnents/requests.
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