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Abst r act

Thi s docunment specifies additions to RFC4462. |t defines a new key
exchange nethods that use hybrid Post-Quantum Traditional (PQ T) key
exchange. The purpose of this specification is to nodernize the
cryptographic prinmtives used by Generic Security Service (GSS) key
exchanges.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 24 Cctober 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Secure Shell (SSH) CGeneric Security Service Application Program
Interface (GSS-APlI) nethods [ RFC4462] all ow the use of GSS-API

[ RFC2743] for authentication and key exchange in SSH  This docunent
updat es [ RFC4462] with new net hods based on

[1-D.ietf-sshmm kem hybrid-kex] intended to support environnents
that desire to use key exchanges resistant to attacks by CRQC
(Cryptographically Rel evant Quantum Conputers).

2. Rationale

As docunented in [I-D.ietf-sshmnl kem hybrid-kex] traditional
cryptography (Finite Field Diffie-Hellman and Elliptic Curve Diffie-
Hel Iman) will not be secure agains CRQCs, to address that we propose
use of hybrid Post-Quantum Traditional (PQ T) cryptography together
wi th GSS- APl net hods.

3. Docunent Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.
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4.

4.

New PQ T Hybrid Key Exchange mnet hods

In [I-D.ietf-sshmm kem hybrid-kex] new SSH key exchange al gorithns
based on PQ T Hybrid Key Exchange Methods are introduced. W reuse
much of section 2 of [I-D.ietf-sshmnl kem hybrid-kex] to define GSS-
APl - aut henticated PQ T Hybrid Key Exchanges.

1. Ceneric GSS-APlI Key Exchange with PQ T Hybrid

This section reuses nuch of the schene defined in Section 2.1 of
[ RFC4462] and conbines it with the schene defined in Section 2 of
[1-D.ietf-sshmmkem hybrid-kex]; in particular, all checks and
verification steps prescribed in Section 2.1 of
[1-D.ietf-sshmm kem hybrid-kex] apply here as well.

This section defers to [RFC7546] as the source of information on GSS-
APl context establishnent operations, Section 3 being the nost
relevant. Al Security Considerations described in [RFC7546] apply
here too.

A GSS Context is established according to Section 4 of [RFC5656]; The
client initiates the establishnment using GSS Init_sec_context() and
the server responds to it using GSS Accept_sec _context(). For the
negotiation, the client MJST set nutual _req flag and integ req fl ag
to "true". In addition, deleg req_flag MAY be set to "true" to
request access delegation, if requested by the user. Since the key
exchange process authenticates only the host, the setting of

anon_req flag is immterial to this process. |If the client does not
support the "gssapi-keyex" user authentication nethod described in
Section 4 of [RFC4462], or does not intend to use that nmethod in
conjunction with the GSS-API context established during key exchange,
then anon_req_flag SHOULD be set to "true". Qherwi se, this flag MAY
be set to true if the client wishes to hide its identity. This key
exchange process will exchange only a single nessage token once the
context has been established, therefore the replay det req_flag and
sequence_req_flag SHOULD be set to "fal se".

The client MJUST include its Traditional public key and Post-Quantum
encapsul ation key with the first nmessage it sends to the server
during this process; if the server receives nore than one key or none
at all, the key exchange MJUST fail. That is, the QC field of

SSH MG KEXGSS I NI T nust contain the concatenati on of C PK2 and C PK1
fromsection 2.1 of [I-D.ietf-sshmm kem hybri d-kex].

During GSS Cont ext establishnment rmultiple tokens may be exchanged by
the client and the server. Wen the GSS Context is established

(maj or_status is GSS S COWPLETE) the parties check that nutual _state
and integ_avail are both "true". |If not the key exchange MJUST fail
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When the GSS Context is established, the QS field in server’s

SSH M5G_KEXGSS COVPLETE nessage needs to contain the concatenation of
of S CT2 and S PK1 from section 2.1 of

[1-D.ietf-sshmm kem hybrid-kex].

Once a party receives the peer’s public key it proceeds to conpute a
shared secret K This is done as specified in section 2.4 of
[1-D.ietf-sshmm kem hybrid-kex].

To verify the integrity of the handshake, peers use the Hash Function
defined by the sel ected Key Exchange nethod to cal cul ate H:

H=hash(V.C|| V.S]|| I_C|]] I_S]] KS|] QC||] @S || K.

The GSS GetM C() call is used by the server with H as the payl oad and
generates a MC. The GSS VerifyMC() call is used by the client to
verify the MC.

If any GSS I nit_sec_context() or GSS Accept_sec_context() returns a
maj or _status other than GSS S COWLETE or GSS_S CONTI NUE_NEEDED, or
any other GSS-API call returns a mgjor_status other than

GSS S COWPLETE, the key exchange MUST fail. The sane recommendati ons
expressed in Section 2.1 of [RFC4462] are followed with regards to
error reporting.

The followi ng is an overview of the key exchange process:
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Gener ate ephemeral key pairs.
Calls GSS Init_sec_context().

SSH MSG KEXGSS INIT  --------------- >
Verify received keys are valid.

(Optional) S SSH MSG_KEXGSS_HOSTKEY
(Loop)
| Calls GSS Accept _sec_context().
| S SSH_MSG_KEXGSS_CONTI NUE
| Calls GSS Init_sec_context().
| SSH MBG_KEXGSS _CONTINUE ------------ >

Calls GSS Accept _sec_context().
Generate epheneral key pair and encapsul ate key.
Conput e shared secret.
Conput es hash H.
Calls GSS GetMC( H) = MC.
S SSH _MSG_KEXGSS_COVPLETE

Verify received key is valid, decapsul ate key.
Conput e shared secret.
Conput e hash = H
Calls GSS VerifyMC( MC, H)
This is inplemented with the foll owi ng nessages:

The client sends:

byte SSH _MSG KEXGSS INI'T
string out put _token (from GSS_|nit_sec_context())
string QC, client’s epheneral public keys octet string

The server may responds with:

byt e SSH MSG_KEXGSS_HOSTKEY
string server public host key and certificates (K_S)

The server sends:

byte SSH_MSG_KEXGSS_CONTI NUE
string out put _token (from GSS_Accept _sec_context())

Each tinme the client receives the nessage described above, it nakes
another call to GSS Init_sec_context().
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The client sends:

byt e SSH_MSG_KEXGSS_CONTI NUE
string output _token (from GSS I nit_sec_context())

As the final nessage the server sends either

byte SSH _MSG_KEXGSS_COVPLETE

string Q. S, server’s epheneral public key and encapsul ated key
octet string

string m c_token (M C of H)

bool ean TRUE

string out put _token (from GSS_Accept _sec_context())

O the following if no output_token is avail abl e:

byt e SSH_MSG_KEXGSS_COVPLETE

string Q. S, server’'s epheneral public key and encapsul at ed key
octet string

string m c_token (M C of H)

bool ean FALSE

The hash His conmputed as the HASH hash of the concatenation of the

fol |l owi ng:
string V_C, the client’s version string (CR NL excl uded)
string V_S, server’s version string (CR, NL excl uded)
string I _C, payload of the client’s SSH MSG KEXI NI T
string I S, payload of the server’'s SSH MSG KEXI NI T
string K_S, server’s public host key
string QC, client’s epheneral public keys octet string
string QS, server’s epheneral public key and encapsul ated key
octet string
npi nt K, shared secret

This value is called the exchange hash, and it is used to

aut henticate the key exchange. The exchange hash SHOULD be kept
secret. |If no SSH M5G KEXGSS HOSTKEY nessage has been sent by the
server or received by the client, then the enpty string is used in
pl ace of K_S when conputing the exchange hash

Since this key exchange nethod does not require the host key to be
used for any encryption operations, the SSH M5SG KEXGSS HOSTKEY
message is OPTIONAL. If the "null" host key al gorithm described in
Section 5 of [RFC4462] is used, this nmessage MJUST NOT be sent.
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If the client receives a SSH MSG KEXGSS_CONTI NUE nessage after a call
to GSS_ I nit_sec_context() has returned a major_status code of

GSS_S COWPLETE, a protocol error has occurred and the key exchange
MUST fail.

If the client receives a SSH MSG KEXGSS COVPLETE nessage and a call
to GSS I nit_sec_context() does not result in a major_status code of
GSS_S COWPLETE, a protocol error has occurred and the key exchange
MUST fail.

4.2. PQ T Key Exchange Met hods

The foll owi ng new key exchange met hods are defi ned:

[} i ———_————————————————_ Ll p—p—r"
| Key Exchange Met hod Nane | I'nplenmentati on Recomrendati ons |
[ el e ey o
| gss-m ken768ni st p256- sha256-* | SHOULD/ RECOMVENDED |
o m e e e e e e e e e e aa oo o m e e e e e e e e e e aa oo +
| gss-m kenll024ni st p384-sha384-* | NMAY/ OPTI ONAL |
o e e e e e e e e e e e o m o o e e e e e e e e e e e o m o +
| gss-m ken768x25519- sha256- * | SHOULD/ RECOMVENDED |
o m e e e e e e e e eea oo o m e e e e e e e e eea oo +
Table 1

Each key exchange nethod is inplicitly registered by this docunent.
The 1ESG is considered to be the owner of all these key exchange
met hods; this does NOT inply that the IESGis considered to be the
owner of the underlying GSS-API mechani sm

Each nethod in any fanmily of nethods specifies GSS-API-authenticated
Post - Quantum Tradi ti onal Hybrid key exchanges as described in

Section 4.1. The nmethod nane for each nethod is the concatenation of
the fanm |y nethod nane with the Base64 encodi ng of the MD5 hash

[ RFC1321] of the ASN. 1 DER encoding [|SO | EC-8825-1] of the
under|ying GSS- APl nmechanismis OD. Base64 encoding is described in
Section 6.8 of [RFC2045].

Fam |y nethod refences

+
| Fam |y Nane prefix | Hash | Paraneters / | Definition
|
| | Functi on| Functi on Name |
I
+
| gss- | SHA- 256 | Ml ken¥68ni st p256 | Section 2.3.1 of
|
| M ken768ni st p256- sha256- | | |[I-D.ietf-sshmm kem hybri d-kex]
I
Y S . '
+
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| gss- | SHA- 384 | M keml024ni st p384| Section 2. 3.2 of
I

| M kenll024ni st p384- sha384- | | |[I-D.ietf-sshmm kem hybri d- kex]
I

e S S .
+

| gss- | SHA- 256 | M kenv68x25519 | Section 2.3.3 of
I

| M keni768x25519- sha256- | | |[I-D.ietf-sshmm kem hybri d- kex]
I

e S S .
+

Table 2

5. 1 ANA Consi derati ons

Thi s docunent augnents the SSH Key Exchange Met hod Nanes in
[ RFC4462] .

I ANA is requested to update the SSH Protocol Paraneters
[ 1 ANA- KEX- NAMES] registry with the following entries

Koy Exenange Methed teme reforence | Ok 1o Imolememt 1

goe. m KenToom otp256 snazse.~ | Thie daratt | swoob N

| gos. m kenl024ni st p3se. shagsa.~ | This drart | sHOUD )

oo i kenyoex25810 shazse s 1 thie wait | soun T N

o mm e e e e e e e e e e e e e oo S o e e e e e o +
Table 3

6. Security Considerations
6.1. New PQ T key exchange nechani sns

Al t hough a new cryptographic prinmtive is used with these nethods the
actual key exchange closely follows the key exchange defined in
[1-D.ietf-sshmm kem hybrid-kex]; therefore all the original Security
Consi derations as well as those expressed in
[1-D.ietf-sshmm kem hybrid-kex] apply.

6.2. GSSAPI Del egation

Sone GSSAPI nechani sns can act on a request to delegate credentials
to the target host when the deleg req flag is set. In this case,
extra care nust be taken to ensure that the acceptor being

aut henticated matches the target the user intended. Sonme nechani sns
i mpl ementations (like commonly used krb5 libraries) may use insecure
DNS resolution to canonicalize the target nane; in these cases
spoofing a DNS response that points to an attacker-controlled nmachine
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may results in the user silently delegating credentials to the
attacker, who can then inpersonate the user at wll.
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