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Abst ract

User-Agent is a HITP request-header field. It contains information
about the user agent originating the request, which is often used by
servers to help identify the scope of reported interoperability

probl enms, to work around or tailor responses to avoid particul ar user
agent limtations, and for analytics regarding browser or operating
system use. Over the years contents of this field got conplicated
and anbi guous. That was the reaction for sending altered version of
websites to web browsers other than popular ones. During the

devel opment of the WWV authors of the new web browsers used to
construct User-Agent strings simlar to Netscape's one. Nowadays
contents of the User-Agent field are nuch |onger than 15 years ago.
This Meno proposes the Uniform User-Agent String as a way to sinplify
the User-Agent field contents, while nmaintaining the previous
possibility of their use.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on May 14, 2015.
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Copyri ght Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunent may not be nodified, and derivative works of it may not
be created, except to format it for publication as an RFC or to
translate it into | anguages other than Engli sh.
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1. I nt roduction

Nowadays User-Agent strings are |long, conplicated and often

anbi guous. (e.g. "Mozilla/4.0 (conpatible; MSIE 6.0; X11; Linux

i 686; en) Opera 8.01" - it is Opera Browser, but it can be read as
Internet Explorer or Netscape Navigator.) This docunment specifies a
new, easy and clear format of Unified User-Agent String (UUAS), which
all ows sinple distinction between user agents, maintaining nost of
the features of the existing solutions.
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1.1. Confornmance

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. Syntax Notation

Thi s specification uses the Augnented Backus- Naur Form ( ABNF)
notati on of [ RFC5234]. Section 4 contains a full syntax definition
of the Unified User-Agent String.

1.2.1. Witespaces

Thi s specification uses two rules to denote the use of |inear
whi t espace: OA5 (optional whitespace) and RAS (required whitespace).
They are defined in Section 3.2.3 of [RFC7230].

2. Use of the User-Agent strings

General ly, the User-Agent header field was intended for statistica
pur poses. However, in md-90. during the "browser wars" data
provided by this field becane used to alter the content of the
resources before sending themto the user, or even to prevent users
of particular browser the access to resources. To avoid these
protections, software vendors started to change their identifiers in
a way resenbling User-Agent strings of the nost popul ar browsers.
During the years it has nmade these identifiers nuch nore conplicated,
anbi guous and difficult to parse.

Nowadays User-Agent strings are still used for statistical purposes,
but also for avoiding limtations of particular inplenmentations.
However, in nodern browsers these limtations greatly decreased and
"user agent spoofing" is now unnecessary. Unfortunately, there are a
| ot of websites still discrinmnating particular web browsers.

Unified User-Agent String is intended to propose a way for
simplifying, clarifying and standarizing the content of User-Agent
HTTP header field. Furthernore, if it beconmes wi despread, it will be
abl e to reduce the practice of "user agent spoofing" and
discrimnation of particular groups of the Internet users.

3. Definition of Proposed Format

Thi s docunent proposes a formal definition of three types of User-
Agent string: standard string, regular string and web browser string.
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User - Agent = uuas
uuas = standard-string / regular-string / browser-string

Standard string is intended to maintain backward conpatibility with
existing inplenentions and it is the sane sinple format as defined in
[ RFC7230] .

Regul ar string introduces a degree of standardi zati on maki ng every
theoretical UUAS parser able to obtain information fromit.

Web browser string is designed for nodern graphical web browsers and
proposes a set of signatures, which should formtogether a clear and
unequi vocal application identifier

3.1. Standard String

The standard User-Agent string MJST be generated in conformance with
Section 5.5.3 of [RFC7231]. The standard User-Agent string consists
of one or nore product identifiers, each followed by zero or nore
comrents (Section 3.2 of [RFC7230]), which together identify the user
agent software.

Standard string syntax definition
standard-string = product *( RWS ( product / coment ) )

The product identifiers and comments SHOULD be listed in decreasing
order of their significance. Each of them consists of a nane and
OPTI ONAL versi on nunber.

In the standard string a sender SHOULD |imt generated product
identifiers to what is necessary to identify the product; a sender
MUST NOT generate advertising or other nonessential information
within the product identifier. A sender SHOULD NOT pl ace non-
version-related information in version nunber part of product
identifier. |In the standard string successive versions of the sane
product SHOULD differ only in the version part of the identifier

Exanpl e:
CERN- Li nevbde/ 2. 15 | i bwww/ 2. 17b3
3.2. Regular String
Regul ar Unified User-Agent String is intended for request senders
ot her than graphical web browsers and general web crawlers. It MJST

provide a signature of the operating systemor platform(eg. in case
of runtinme environnments) used to generate the request at the first
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position in the comment after the first product identifier. After
this signature the regular string MAY contain any coments and next

product identifiers. Only this information MJST be provi ded, because

this format is designed for cases, when the server does not need to
know t he exact paraneters of the application originating the request.
In such cases this string can be applicable in statistical purposes
or in adapting the server’'s response to capabilities of particul ar
software platforms (eg. for indicating the need for adding carriage
returns before the newines).

Regul ar string syntax definition:

regular-string = product RAE "(" os [ sc l*ctext ] ")"
*( RWs ( product / comment ) )

Regul ar Unified User-Agent Strings are syntactically conpliant with
the standard definition.

Exanpl e:
Wjet/1.11.1 (Red Hat nodified)
3.3. Wb Browser String

Web Browser User-Agent String is a format of this field-value

i ntended for identifying nodern graphical web browsers, which are
compati ble with HTML5, CSS3 or other nodern web technol ogi es. Wb
browser string MJUST contain "Mzilla/5.0" tag at the beginning for
hi storical reasons. This hel ps avoid the recognition of browsers as
very ol d ones. Wb Browser UUAS MJUST al so contain "Gecko" tag. This
can avoi d delivering inpaired versions of websites to nodern but not
Gecko-based client applications. It is also in conformance with
Section 6.6.1.1 of [WBC. REC-htm 5-20141028] .

Web browser string syntax definition:

browser-string = Mzilla-tag
RWs "(" *( signature sc ) os
*( sc signature ) [ sc | anguage ]
*( sc signature ) [ sc rvtag ] ")"
RWS Gecko-string
*( RWS ( product / coment ) )

Li ke regular string, Web Browser Unified User-Agent String MJST
provi de i nformati on about software platform Fields contained

bet ween brakets (coments) SHOULD be separated by senicolons with
optional space. Application MAY also include |anguage tag inits
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User-Agent string. Then it MJST be a Language-Tag in accordance with
[ RFC5646] .

Due to the fact that the application originating the request cannot
provide its version info in the first product identifier, it SHOULD
pl ace its version nunmber in the separate revision tag.

O course, a sender can add to the string any valid product
identifiers and comments, but this Meno is intended to sinplify and
clarify this elenment of the protocol. In the web browser string
there MUST be at | east one signature allowing to identify particul ar
client application product. Al so the order of platform |anguage and
revi sion signatures MJUST NOT be changed.

This type of UUAS SHOULD be al so used by general web crawlers. It
can help avoid certain unfair practices relying on delivering other
resources to web browsers, other to web craw ers.

Exanpl e:

Mozillal/5.0 (Wndows NT 6.3; Trident/7.0; rv:11.0) like Gecko
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4.

ABNF Definition of UUAS

; Unified User-Agent String general definition
User - Agent = uuas
uuas = standard-string / regular-string / browser-string

; Standard string, as described in [ RFC7231]
standard-string = product *( RWS ( product / coment ) )

; Regul ar string, recommended for non-browsers
regul ar-string = product RW6 "(" os [ sc l*ctext ] ")"
*( RWS ( product / comment ) )

; String reconmended for web browsers and craw ers
browser-string = Mzilla-tag
RWs "(" *( signature sc ) os
*( sc signature ) [ sc | anguage ]
*( sc signhature ) [ sc rvtag ] ")"
RWS Gecko-string
*( RWs ( product / commrent ) )

; Tags and signatures definitions
signature = product / 1*schar
0s = 1*schar
| anguage = <Language- Tag, see [ RFC5646], Section 2.1>
rvtag = "rv:" OAS5 token
Mozilla-tag = "Mozilla/5.0"
Gecko-string = Gecko-tag
[/ ( product RWs "(" *ctext
RWS CGecko-tag [ RWs 1*ctext ] ")" )
Gecko-tag = ["like "] "Gecko" ["/20100101"]

; Additional definitions
product = <product, see [RFC7231], Section 5.5.3>
comment = <comment, see [RFC7230], Section 3.2.6>

ctext = <ctext, see [RFC7230], Section 3.2.6>
schar = tchar / HTAB / SP / obs-text

token = <token, see [RFC7230], Section 3.2.6>
tchar = <tchar, see [RFC7230], Section 3.2.6>

obs-text = <obs-text, see [RFC7230], Section 3.2.6>
sc =";" ONB

ON5 = <ONB, see [RFC7230], Section 3.2.3>

RW5 = <RWS, see [RFC7230], Section 3.2.3>
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5. Security Considerations

| mpl enent ati ons are encouraged not to use the product tokens of other
i npl ementations in order to declare conpatibility or identity with

t hem beyond the scope prescribed in this docunent, as this
circunvents the purpose of the User-Agent field

A user agent SHOULD NOT generate a User-Agent field containing

needl essly fine-grained detail and SHOULD linit the addition of
subproducts by third parties. Overly detailed User-Agent strings

i ncrease request latency and the risk of a user being identified
against their wishes. In theory, this can make it easier for an
attacker to exploit known security holes; in practice, attackers tend
to try all potential holes regardl ess of the software bei ng used.
But when User-Agent string is combined with other characteristics of
the application, particularly if the client application sends
excessive details about the user’'s system or extensions, the risk of
successful attack gets higher

As User-Agent strings are text data, they can be used to carry out
attacks by causing buffer overfows or changing formatting strings.
I mpl enenters should secure their applications agai nst such practices.
Data provided by User-Agent header field can be used to discrimnate
the users of particular client applications by preventing them
accessing the requested resources or replacing themw th fal se ones.
6. | ANA Consi derations
Thi s docunent has no actions for | ANA
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