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Abstract

Service providers require delivery of circuit-style transport
services in a segnent routing based I P network. This docunent

i ntroduces a solution that supports circuit style segnment routing
policies that allows usage of optimzed SIDIists (i.e. SID List that
may contain non-contiguous node SIDs as instructions) and descri bes
mechani sns that would all ow such encoding to still honor all the
requirenents of the circuit style policies notably traffic

engi neering and bandw dth requirenments.
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1. Introduction

Service providers require delivery of circuit-style transport
services in a segnent routing based | P network.
[I-D.ietf-spring-cs-sr-policy] introduces a solution that supports
circuit style SR policies. However, the solution mandates using a
fully specified SID list where the path is encoded using persistent
or manual |y configured adjacency SIDs. Using a fully specified SID
list causes a very large segnent stack that nmay not be feasible for
| ow- end edge devices often found in access networks.
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Thi s docunent presents a solution that renmoves the fully specified
SIDlist requirement while still maintaining the key features
presented in [I-D.ietf-spring-cs-sr-policy]. It enables use of
conpressed SIDIlist (i.e. allows the use of node SIDs) in circuit-
style SR policies.

[1-D.ietf-spring-cs-sr-policy] defines circuit-style SR as an SR
policy with the follow ng characteristics:

* Persistent end-to-end traffic engineered paths that provide
predictable and identical |atency in both directions

* Strict bandwi dth commitnent per path to ensure no inpact on the
Service Level Agreenment (SLA) due to changing network | oad from
ot her services

* End-to-end protection (<50nmsec protection swtching) and
restorati on nechani sns

* Mnitoring and mai ntenance of path integrity
* Data plane remaining up while control plane is down

Note that for some service providers the bidirectional co-routed
pat hs may not be necessary.

1.1. Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

2. Term nol ogy
SID : Segnent Identifier
SLA : Service Level Agreenent
SR : Segnent Routing
CS-SR: Crcuit-Style Segnent Routing
PCE : Path Conputation El enent

PCEP : Path Conputation El enment Conmuni cation Protocol
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3.

Probl em statenment: Issues with SID list conpression

A PCE conputes a path for the service according to the network state
and avail able capacity at that time. These paths are referred to as
i ntended paths. It then conpresses the intended path into SIDs using
a conbi nati on of node and adjacency SIDs as defined in SR
architecture [RFC8402] . Nodes in the network forward packet to node
SID N by using their 1G (or flex-algo) shortest paths to N This is
referred to as path expansion. At the tine of installing the
conpressed SID list, this expansion and the intended path are

i denti cal

However, network changes, particularly |link and/or node failures and
repairs may cause the intended path and this path expansion to
deviate resulting in a service's traffic to use resources on a path
that the PCE did not reserve any bandw dth on, causing service
degradation for both this service and the other services on that
pat h.

Both the failure and repair cases are illustrated using the example
networ k topology of figure 1. An SR policy fromnode A to node Z
with two diverse traffic engineered candi date paths was conputed by
PCE and signaled to head end node A resulting in the follow ng

i ntended paths and their respective conpressed SID List:

* Candidate path 1: intended path A-B, B-D, DDE, E-Z links and
compressed as SIDlist B, E, Z

* Candidate path 2: intended path A-C, CGD, DF, F-Z Ilinks and
conpressed as SIDlist C, F, Z
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Figure 1: SR policy with 2 diverse candi date paths

Devi ati on due to failures

In Figure 2, link B-D fails.

The expected circuit-style behavior is
to start using the second candi date path.

Though this path may be

used initially, once the I GP converges, the candidate path 1 becones
valid as node B regains a shortest path to the next node SID E. Once
the headend switches to the candidate path 1, the intended path and
the expansion of the SID list which now becomes (A-B, B-G GD, DE,

E- Z) devi ate.

The service starts to use resources on B-G and GD

l'i nks where the PCE has not made a bandw dth reservation
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Figure 2: SR policy CP1 deviation after link failure and | GP
conver gence

A possible solution to this is for PCE to nonitor these deviations
and correct the conpressed SID lists. However, the PCE is not as
real-tine as the IGP (e.g. many BGP-LS inpl enentati ons use periodic
injection of IGP events into BG) and PCE is burdened by nany nore
services going over this link not just by the services originating at
node A. As a result, relying on PCE to correct this behavior is not
desi red.

Thi s docunent uses the proposed extension to active path selection
algorithmintroduced in draft

[1-D. karboubi-spring-sr-policy-eligibility] which allows a systemto
render the candidate path 1 ineligible for selection at the head-end
node. Making a path eligible again would be the responsibility of
the PCE. This is elaborated in Section 4.

3.2. Deviation due to repairs

Fi gure 3 shows an exanple where a link B-E that was down at the tine
PCE conmputed the above two candi date paths is now repaired. Wen the
link B-E repairs, the conpressed SID |list expands nowto (A-B, B-E,
E-Z) which is a deviation fromthe intended path. Though this path

| ooks attractive, it may not have the bandw dth the service needs.
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Figure 3: SR policy CP1 deviation after link repair and | GP
conver gence

Thi s docunent presents a SID conpression algorithmthat is resilient
to such repairs. This is elaborated in Section 5

Dealing with deviation due to failures

We use the eligibility concept introduced in

[1-D. karboubi-spring-sr-policy-eligibility]. the head-end node is
responsible for detecting failures , setting the eligibility to fal se
and switching to the next candidate path within 50 nmilliseconds.

The eligibility of a path is also controlled by the PCE. The PCE nay
set it to true or fal se depending on whether the expanded SID I|i st
mat ches the intended path. Wen the link B-Din Figure 2 repairs, it
is the responsibility of the PCE to set the eligibility of the
candidate path 1 to true. This allows eligibility mechanismto work
across | GP areas and BGP aut ononmous systens.

W introduce a second attribute that controls this new automated
behavi or of setting eligibility. An operator who plans to inplenent
circuit style policies would enable this behavior, see Section 4.3
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4.1. Head end node procedure

The head-end node shall run a connectivity verification protocol as
specified in section 7.1 of [I-D.ietf-spring-cs-sr-policy] to
determne path failure. Wen the head end detects a failure of a
candidate path, the eligibility attribute is set immediately to
false. As per [I-D.karboubi-spring-sr-policy-eligibility], Head end
node will no | onger consider this candidate path in its active path
sel ection logic no matter what other |ink/node failures and repairs
and | P convergence may happen in the network. [|f another candidate
path exists, the head end will switch to the next eligible candidate
path per the active candidate path selection algorithm The recovery
schene for such policies is sane as described in CS-SR draft , where
such policies can be unprotected, use 1:N protection or protection
combi ned with restoration

Note that this inplies that head end node needs to detect end-to-end
failures before any local repair (TI-LFA) or |IP convergence occurs.
There are various inplenmentation ways to achieve this:

* Configure the CCV protocol (e.g. S-BFD or STAMP) for these SR
Policies at a lower interval than the IPlink BFD. This will not
i mpact non-CS SR policies which will continue to benefit fromTI-
LFA local repairs with same detection/repair time as before. Note
that CCV is mandatory for CS SR policies, so the only new addition
i nposed here is regarding its detection timer (i.e. inverted
hi erarchical fault detection where e2e fault is detected before
1-hop fault).

* Another inplenentation solution to circumvent the TI-LFA, is to
disable TI-LFA for CS-SR based traffic. This can be achi eved by
using only flexAl go Node SIDs that have TILFA disabl ed, so when
computing SID List for a CS-SR Policies, only Nodes SIDs from
flexAlgo with disabled TI LFA would be used. This will not
require separate | oopback for nodes, but sinply defining a
flexAlgo with TlI-LFA disabled on all Nodes pertaining to CS-SR
domain. So, in the case a link fails, (before the e2e failure
could be detected) the PLR will performthe usual TI LFA post
convergence path for standard SID and will not initiate TI-LFA for
traffic destined to CS-SR SIDs. Wth this approach we only need
to ensure that e2e detection is |ower than | GP convergence tine
only.
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4.2. Controller/PCE conmponent procedure

The PCE al so nmai ntains an accurate view of the network topology in
all 1GP areas and BGP autononpus systens in the network. After the
failures have been repaired, the candi date paths that have been set
as not eligible by head-end nodes may now be eligible again. 1In this
case, PCE will set the eligibility attribute of these candi date paths
to true.

It is up to the SR policy head-end node to reselect the active

candi date path after PCE changes eligibility of the candidate paths.
The head end may either inplenent a standard revertive behavi or
whereby it can revert imediately once a better preferred path
becones avail able for selection, or wait for a period of tine or

i npl ement a non-revertive behavior whereby traffic is not sw tched
back automatically until there is a failure on the currently active
candi date path. This reversion behavior may be controlled by a SP
provi der policy and is outside the scope of this docunent.

A PCE may al so set a candidate path as ineligible if it detects that

the SID list when expanded is different fromthe intended path. This
step is not mandatory when head-end is able to nonitor all candidate

paths for failures. But, this step is necessary for inplenentations

that do not nmonitor the inactive candidate paths. This is an

i npl ementation detail. W allow PCE to set eligibility attribute to
true or false. The node is only allowed to set it to false for our
use case.

4.3. FEigibility control attribute

The second configuration is at the SR policy level and is used by
head end node to determi ne whether the behavior described in

Section 4.1 is desirable or not (notably the head end disabling the
eligibility of a path). This attribute is called eligibilityContro
and when set to false (default) the head end node will not alter the
eligibility setting of a CP

5. Dealing with deviation due to repairs/changes

Net wor k i nprovenents and node and/or link repairs can also result in
segnent |ist expansions and intended paths to deviate. Network

i nprovenent may include addition of brand new |inks or changes of
link attributes such as nmetric, SRLG values, affinity values, etc.

Most of these changes, with the exception of restoration of down
links, are typically done in nmaintenance-w ndows and under the
supervi sion of an SDN controller. By perform ng these operations
under the supervision of a controller, operator can work around their
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i npacts on paths before making them Such coordinati on woul d be
necessary for existing MPLS-TP based solutions or CS-SR solution, as
changes to these properties e.g. affinity or delay may cause an
intent violation with original path, which needs to be reassessed.
Such controller role providing automati on and coordi nati on between
different layers and workflows is not uncommon and is beneficial for
sel f-optim zing networks. Hence these kinds of changes are not the
focus of this solution. Qur focus is on node and/or link repairs
(not necessarily limted to the links used by the candi date paths)

For repairs, we propose a segnment conpaction al gorithm whose
conpaction is resilient to nodes and/or links repairs; that is the
segnent |ist expands to the sane path before or after any of these
down links in any conbination repairs. Any algorithmthat is
resilient to repairs would work. W highlight one such algorithmin
t he next paragraph.

Wil e the PCE conputes the intended path on current state of the
networ k, the proposed segnent conpaction al gorithmuses a network

vi ew where all down links are restored to produce the SIDIist for
the intended path. This conpaction may not be as short as the
conpaction with the restored |links as down but has the property that
it isresilient to repairs. That is, the SIDIlist will always expand
to the intended path. This property is independent of the order at
whi ch the links are repaired.

Note that in absence of such algorithm (SID List being resilient to
repairs), the paths could still be corrected by controller where upon
link repair it would assess CS-SR policies and check if the newy
repair |ink have caused any deviation fromtheir intended paths and
when such deviation is detected, a new SID List, that is expressing
the intended path, is updated on head end. The drawback though is
that deviation will be nmomentarily observed and traffic may be going
on the repaired link until controller corrects the SID List.

6. Protocol and nodel changes
6.1. Active candidate path sel ection

This is already covered in
[1-D. karboubi-spring-sr-policy-eligibility].

6.2. PCEP extensions
The extensions defined in

[1-D. sidor-pce-circuit-styl e-pcep-extensions] regarding the strict
pat h enforcenent (using strict adjacency SIDs) becones optional
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PCEP shall be extended to signal the neweligibility control and
eligibility attributes defined above.

6.3. SR policy Yang changes

The eligibility control and eligibility attributes shall be added for
the SR policy and candi date path YANG nodel s respectively.

Net Conf RPC calls can be used to set eligibility of candi date paths
to true or false

7. 1 ANA considerations
Thi s docunent includes no request to | ANA
8. Security considerations
TO BE ADDED
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