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Abst ract

This draft introduces the bitwise matching filters for source or
destination I Pv4/1Pv6 address fields. These filters enhance the
functionalities of the BG Flow Specification framework and aid

scenarios involving symetric traffic | oad bal anci ng.
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Synmmetric paths for both directions are required to all ow session

i nspecting service instances (such as the deep packet inspection(DPl)
or the firewall service instances) to process the traffic correctly.
If a single instance cannot handle the traffic |oad, symetric | oad
bal anci ng between nul tiple inspecting service instances i s needed.

Hash- based | oad bal anci ng nmay not be suitable for this purpose since

the order of fields for the hashing nmechani sm may not be

configurable, and different vendors inplenent different proprietary
hashing functions. |In a multi-vendor environment, it is desirable to
| oad- bal ance traffic between each instance using a standardized

appr oach.

The BGP Fl ow Specification(BGP-FS) Network Layer Reachability
Informati on(NLRI) is a standardi zed approach to distributing traffic
filters via BG. The BGP Fl ow Specification version 2(FSv2) defined
in[l-Dietf-idr-fsv2-ip-basic] enhances BGP-FS, allow ng user-
defined order of filters. The Extended IP Filters defined in

[1-D. hares-idr-fsv2-nmore-ip-filters] further extend the filter types

of FSv2.
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This draft defines the bitwise matching filters for source or
destination I Pv4/1Pv6 address fields. W can achi eve dynamc
symretric traffic |oad-bal ancing using these filters if the traffic
is distributed al nost uniformly anobng conbi nati ons of the |east
significant bits of the source or destination address fields.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

1.2. Definitions and Acronyns
AFl:  Address Fanmily Identifier
BGP-FS: BGP Fl ow Specification [ RFC8955] [ RFC8956]
DPI: Deep Packet Inspection
ECMP: Equal -Cost Multipath
FSv2: BGP Flow Specification Version 2 [I-D.ietf-idr-fsv2-ip-basic]
SAFI : Subsequent Address Fanmily ldentifier
Service Instance: A service instance is an instance of VNF or a

physi cal device that instantiates a service function. It is
spawned and term nated dynam cally based on the traffic | oads.

VNF:  Virtual Network Function

2. Bitwise Address Filters for FSv2
This section defines the bitw se address filter conponent Sub-TLVs
for FSv2. These Sub-TLVs are classified as "IP Extended Filters" as
defined in Section 2.5 of [I-D. hares-idr-fsv2-nore-ip-filters]. Sub-
TLVs for both source and destination address fields are defined.

2.1. Destination Address Bitw se Filter Conponent Sub-TLV

Sunmary: This section defines bitwi se matches for the destination
address field.

Component type: TBD1
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Description: This conponent perfornms matchi ng agai nst desi gnated
bits in the destination address field.

The field that the filter targets in the | Pv4 Packets: Destination
address field

The field that the filter targets in the | Pv6 Packets: Destination
address field

Length: This field indicates the length of the value field in
octets. The length is 8 for AFl = 1(IPv4) and 32 for AFl =
2(IPv6). If the length is neither 8 nor 32, the NLRI is
consi dered MALFORMED. If the length is inconsistent with the AFI
definition, the NLRI is al so considered MALFORMED.

Encodi ng of Conponent Value field: The match is encoded as a 2-tuple
of the form<Prefix, Mask> , where:

Prefix: a 4-octet bit string for AFl = 1 and a 16-octet bit string
for AFl = 2. It indicates the destination address value to match
agai nst .

Mask: a 4-octet bit string for AFl = 1 and a 16-octet bit string for
AFl = 2. It indicates the bit positions to match. In the
mat chi ng process, we only consider bit positions desighated with
value 1 in the Mask field. An address is a match if and only if
the val ue of the address matches the value in the Prefix field in
every designated bit position

Conflicts with other filters: None

2.2. Source Address Bitw se Filter Conponent Sub-TLV

Sunmary: This section defines bitwi se matches for the source address
field.

Conponent type: TBD2

Description: This conponent perfornms matchi ng agai nst desi gnated
bits in the source address field.

The field that the filter targets in the | Pv4 Packets: Source
address field

The field that the filter targets in the |1 Pv6 Packets: Source
address field

Length: This field indicates the length of the value field in

Kao & Hares Expires 21 February 2026 [ Page 4]



I nternet-Draft Fl owSpec Bitwise IP Filters August 2025

octets. The length is 8 for AFl = 1(I1Pv4) and 32 for AFl =
2(1Pv6). If the length is neither 8 nor 32, the NLRI is

consi dered MALFORMED. If the length is inconsistent with the AFI
definition, the NLRI is also considered MALFORMED

Encodi ng of Conponent Value field: The match is encoded as a 2-tuple
of the form <Prefix, Mask> , where:

Prefix: a 4-octet bit string for AFl = 1 and a 16-octet bit string
for AFl = 2. It indicates the source address value to match
agai nst .

Mask: a 4-octet bit string for AFl = 1 and a 16-octet bit string for
AFl = 2. It indicates the bit positions to match. In the
mat chi ng process, we only consider bit positions designhated with
value 1 in the Mask field. An address is a match if and only if
the val ue of the address matches the value in the Prefix field in
every designated bit position

Conflicts with other filters: None
2.3. Odering Procedures for the Sub-TLVs

Thi s section describes the procedures for sorting the Sub-TLVs
defined in this draft of the sanme type

Mul tiple Occurrences of the Sub-TLV: The Sub-TLV of the sane type
with different values can appear nultiple tinmes in the same NLRI.
The address field is a match if it natches any instances that
appear in the NLRI. Wen sending multiple instances of the Sub-
TLV of the sanme type, the follow ng rules apply:

1. No duplicates are allowed. The Sub-TLVs with the same val ue
MUST appear only once.

2. The Sub-TLV instance with the hi ghest precedence MJST precede
the ones with | ower precedence.

3. Conparing the value field in each instance as a binary string
usi ng the mencnp() function as defined by [I SO | EC 9899]
determ nes the precedence of the instance. The | owest one
(mencnp) has hi gher precedence

Filter Ordering Rules of the Sub-TLV: Wen conparing two NLRIs with
the sanme type of Sub-TLV, the follow ng rules apply:

1. The Sub-TLV instances in the sanme NLRI received nust be in a
strict value-ascending order, or it is considered MALFORVED.
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2. Compare the sequence of the Sub-TLV instances from each NLR
as binary strings using the mencnp() function defined by
[1SO I EC 9899]. For strings of equal |engths, the | owest
string has the highest precedence. For strings of different

| engt hs, conpare the common prefix of the string only. |If the
common prefix is unequal, the string with the | owest comon
prefix has higher precedence. |If the comon prefix is equal,

the | ongest string has higher precedence than the shorter one.
3. Use Cases
This section describes various use cases for these filters.
3.1. Symetric Traffic Load Bal anci ng

Referring to Figure 1, subscriber traffic is going through a set of
inline service instances(e.g., DPls, stateful firewalls) before
entering the Internet. Inline service instances SVCO, SVCl, SVC2,
and SVC3 need to process both directions of traffic in the sane
session. Any single service instance cannot handle the traffic

vol ume alone. The traffic is distributed al nost uniformy anong
conbi nations of the least significant 2 bits of the subscribers

addr esses.
S + R + S +
| |---1 sveo |---] |
| | + o |
| |- + |
R + |[---] SsvC1 |---| | oo +
| Subscri bers|---| Router| e + | Router|---| Services on
R + | X Fomem - + | Y | Internet |
| |---1 sve2 |---] RSEEEEEEEREEES +
| | + o |
| |- + |
| |---1 sve3 |---] |
Fomm o - + T + Fomm o - +

Figure 1: Symmetric Traffic Load Bal anci ng Between Routers
Hash- based | oad bal ancing nay not be suitable for this case since the
order of fields for the hashing nechani sm may not be confi gurabl e,
and different vendors inplenment different proprietary hashing
functions.

Depl oying bitwi se address filters is a viable multi-vendor solution
in this case. For exanple, we can depl oy:

On X
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FSv2 rul e X3 matches
source address field
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| east significant 2 bits
directs traffic to SVCO.

| east significant 2 bits
directs traffic to SVCL.

| east significant 2 bits
directs traffic to SvVC2.

| east significant 2 bits
directs traffic to SVC3.

as 00

as 01

as 10

as 11

FSv2 rule YO matches the least significant 2 bits as 00
destination address field and directs traffic to SVCO.

FSv2 rule Y1 natches the least significant 2 bits as 01
destination address field and directs traffic to SVCI.

FSv2 rule Y2 matches the least significant 2 bits as 10
destination address field and directs traffic to SVC2.

FSv2 rule Y3 natches the least significant 2 bits as 11
destination address field and directs traffic to SVC3.

August 2025

in the

in the

in the

in the

in the

in the

in the

in the

The matched traffic is directed to a specific service instance by

vari ous nmechani sns,

*

such as(but not

RT-redirect action defined in [ RFC8955]

Redirect-to-1P action as described in
[I-Dietf-idr-fl owspec-redirect-ip]

Indirection-id redirection as described in
[I-Dietf-idr-fl owspec-path-redirect]

Redirect into an SR Policy as described in
[I-Dietf-idr-ts-fl owspec-srv6-policy]

limted to) the foll ow ng:

We can | oad balance the traffic to N service instances whil e keeping
the same session on the same instance using the rules matching the

| east significant

Kao & Hares

log(N) bits of the address fiel ds.
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3.2. Dynanmic Service Scaling

Consi der the sane exanmple depicted in Figure 1 . |If the traffic | oad
drops and we want to scale down the service by shutting down SVC2 and
SVC3 to reduce costs, we can depl oy new rul es:

On X

* FSv2 rule XO matches the least significant bit as 0 in the source
address field and directs traffic to SVCO.

* FSv2 rule X1 matches the least significant bit as 1 in the source
address field and directs traffic to SVCL.

O Y:

* FSv2 rule YO matches the |l east significant bit as 0 in the
destination address field and directs traffic to SVCO.

* FSv2 rule Y1 matches the least significant bit as 1 in the
destination address field and directs traffic to SVCI.

We can renove the old rules and then shut down SVC2 and SVC3 after
the new rules are activated.

4. Conparisons with O her Approaches

This section conpares the proposed solution with other existing
appr oaches.

4.1. Conparison with Existing Prefix Filters

| Pv4 Source/Destination Prefix filters defined in [ RFC8955] and
[I-D.ietf-idr-fsv2-ip-basic] cannot match the least significant bits.
| Pv6 Source/Destination Prefix filters defined in [RFC8956]

and [I-D.ietf-idr-fsv2-ip-basic] can either match the | east
significant bits or the IPv6 Prefix, but not both. These filters may
not be suitable for use cases described in Section 3.1 w thout real-
time traffic nonitoring nechanisns for every possible source/
destination prefix. The nanageability and flexibility are not as
good as the proposed solution either

If both the prefix and bitwi se matching are needed, using the bitw se
mat ching filter is reconmended since it provides both functionalities
in the same filter. |If only prefix matching is required, using
filters defined in [ RFC8955], [RFC8956],

or [I-D.ietf-idr-fsv2-ip-basic] is nore efficient and recomended.
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4.2. Conparison with the Content Filter

The content filter defined in [I-D.cui-idr-content-filter-flowspec]

al so provides the bitwi se matching capability. Al though the filter
supports bitwi se natching against any position in the packet, address
matching is not its prinmary design goal. Manual calcul ation of
offsets is required to use this filter. Therefore, it may not be
suitable for scenarios that match address fields only.

4.3. Conparison with the Hash-based ECWP

Wth the followi ng conditions met, traditional hash-based ECMP rmay be
used for the scenario described in Section 3.1 .

* Routers X and Y inplenent the same hashing al gorithmfor ECW
whi ch usual |y means both routers are of the sane vendor

* The order of the fields for hashing nmust be reversible so that the
hashi ng outcome will be on the same ECMP nmenmber for both
directions.

* A nechanismto signal the order of ECMP nenbers is needed. The
BGP Mul ti Next hop(MNH) attribute defined in
[I-Dietf-idr-multinexthop-attribute] can distribute such
i nformati on.

Even with all conditions nmet, we cannot determ ne which nmenber a
speci fic packet passes through before putting it into the router
unl ess the router provides an interface to query that.

Therefore, the bitwise matching filter-based solution is nore
suitable for this scenario.

5. | ANA Consi derations
I ANA is requested to indicate [this draft] as a reference on the

foll owi ng assignnents in the Fl ow Specification Conponent Types
Regi stry:
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[ ool s s s oo et e e U
| Type | |Pv4 Name | I'Pv6 Name | Reference |
| Value | | | |
[} et fspuml e e e ey ety e p—p—j—r 0
| TBDl1 | Bitwise Destination | Bitw se Destination | [this |
| | I'Pv4 Address Filter | 1 Pv6 Address Filter | draft] |
Fommem - R L TR R R L TR R R T +
| TBD2 | Bitwise Source IPv4 | Bitwise Source IPv6 | [this |
| | Address Filter | Address Filter | draft] |
S e e S +

Table 1
6. Security Considerations

No new security issues are introduced to the BGP protocol by this
speci fication.
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