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Abst ract

Aut omat ed deci si on-maki ng systens, including Al and algorithnic
systens in critical infrastructure, currently |ack standardized
mechani sms for produci ng evidentiary-grade provenance records that
can wi thstand i ndependent verification. Traditional |ogging
approaches fail to provide the cryptographic guarantees required for
regul atory conpliance, forensic investigation, and cross-

organi zati onal accountability.

Thi s docunent describes the Verifiable Al Provenance Framework (VAP),
an architectural framework that defines requirenents for producing
verifiable decision trails using existing | ETF security technol ogi es.
VAP does not define new protocols or cryptographic primtives;

rather, it provides an architectural coordination |ayer that enables
domai n-specific profiles to | everage Supply Chain Integrity,
Transparency and Trust (SCITT), Renote Attestation Procedures (RATS)
CBOR nhj ect Signing and Encryption (COSE), and related IETF work in a
consi stent manner.

Thi s docunent is intended to frane the problem space and facilitate
di scussi on about whether architectural coordination work i s needed in
this area.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

1.

I nt roducti on

The depl oyment of aut omated deci si on- maki ng systens across critica
infrastructure has created an urgent need for evidentiary-grade
provenance records. These systens--including Al-driven trading

al gorithms, autononous vehicle controllers, medical diagnostic
systens, and public administration scoring systens--make deci si ons
that significantly inmpact human wel fare and require robust audit
trails for regulatory conpliance, forensic analysis, and
accountability determ nation.

Current approaches to | oggi ng automat ed system behavior typically
rely on traditional audit logs that lack the cryptographic properties
necessary to serve as reliable evidence. Wile existing | ETF
technol ogi es provi de many of the necessary building blocks, there is
no established architectural framework for applying these
technol ogi es consistently across different donains.

Thi s docunent proposes a unifying framework that coordi nates existing
| ETF security building bl ocks--specifically SCITT for transparency
infrastructure, RATS for environment attestation, and COSE for

crypt ographi c operations--to achi eve tanper-evident and provably
conplete audit trails for high-inpact Al and autonmated systens.

Thi s docunment describes the Verifiable Al Provenance Franmework (VAP)

which ains to address this gap by defining architectural requirements
for evidentiary-grade provenance while | everaging existing | ETF work

wher ever possi bl e.

VAP is positioned as a specialized evidentiary and forensic | ayer
focused on produci ng cryptographically verifiable decision trails.

It is not intended to be a conprehensive Al governance protocol;
rather, it addresses the specific problemof howto record and verify
what deci sions an automated system nmade, when, and based on what

i nputs. Broader governance concerns such as authorization policies,
risk classification, and real-tinme approval workflows are outside
VAP s scope but nmay consume VAP provenance dat a.

1. Wiy Traditional Logs Are Insufficient

Traditional |ogging mechani sns, including syslog [ RFC5424], database
audit trails, and application-level |ogs, suffer fromsevera
fundanmental linmtations when used as evi dence of autonmated system
behavi or:

Mutability: Log entries can be nodified or deleted without
detection, undermining their evidentiary val ue.
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Ordering Uncertainty: W thout cryptographic chaining, the sequence
of events cannot be independently verified; entries may be
inserted, reordered, or renpved.

No Conpl eteness Proof: Traditional |ogs provide no nechanismto
prove that no entries have been omtted between any two recorded

events.

Single-Party Control: Logs typically reside under the sole contro
of the systemoperator, requiring auditors to trust the operator’s
integrity.

No | ndependent Verification: Third parties cannot verify |og
integrity without trusting the | og-producing entity.

These limtations render traditional |logs insufficient for regulatory
evi dence, forensic reconstruction, or cross-organi zationa
accountability determ nation.

1.2. Cross-Sector Applicability

Wil e particular inplementations nmay focus on specific sectors, the
underlying requirement for verifiable decision provenance is donai n-
agnostic. The sane fundanental properties--non-repudiation,
conmpl et eness verification, and i ndependent auditability--are required
across multiple sectors:

Fi nancial Services: Algorithmc trading systens subject to
regul ati ons such as MFID Il RTS 25 and SEC Rul e 17a-4.

Heal thcare: Al diagnostic systens subject to FDA nedical device
regul ations (21 CFR Part 11) and H PAA requirenents.

Transportation: Autononous vehicle systens requiring incident
reconstruction capabilities per UN Regul ati on 157

Public Administration: Automated scoring and deci sion systens
subject to administrative procedure requirenents and GDPR Article
22 (automated individual decision-making).

Energy Infrastructure: Al-driven grid nanagenent systens subject to
critical infrastructure regulations including NIS2 Directive.

This cross-sector rel evance notivates an architectural framework
approach rather than domain-specific point solutions.
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1.3. Regul atory Cont ext

Several regulatory frameworks are creating i medi ate demand for
techni cal standards addressing Al systemauditability:

1.3.1. EU Al Act Article 12
The European Union’s Al Act [EU Al -ACT] Article 12 establishes
| oggi ng requirenents for high-risk Al systens that become enforceabl e
on 2 August 2026. These requirenents include:

* Automatic event recording over the systems lifetine

* Traceability for risk identification, post-market nonitoring, and
oper ati onal oversi ght

* Retention periods of minimum®6 nonths (longer if required by
sector-specific | aw)

* Tanper-evi dent storage preventing | og mani pul ati on

* Loggi ng of human intervention and manual overrides wth
attribution

Currently, no | ETF RFCs directly address these | ogging requirenents.
VAP ains to provide protocol -1 evel specifications that conpl enent the
requi renents framework being devel oped by 1SQO | EC and CEN- CENELEC JTC
21.

1.3.2. Oher Regulatory Drivers

Addi tional regulatory frameworks creating demand for verifiable Al
provenance i ncl ude:

* MFIDII/III RTS 25 (algorithm c trading record-keeping)
* SEC Rule 17a-4 (broker-dealer record retention)
* NIST Al RMF 1.0 [NIST-AI-RWVF] (Al risk managenment framework)
* | SO I EC 42001: 2023 [ 1 SO 42001] (Al nanagenent systens)
* |ISOIEC DS 24970 (Al systemlogging - in devel opnent)
1.4. Scope of This Docunent

Thi s docunent :
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* Describes the probl em space and requirenents for evidentiary-grade
Al / aut omat ed syst em provenance

* Proposes an architectural framework (VAP) for addressing these
requirenents

* Maps VAP concepts to existing | ETF technol ogi es

* Discusses the rel ationshi p between the franework and domai n-
specific profiles

—
=.

i s docunent does not:

* Define new cryptographic primtives or protocols

* Specify wire formats or APls

* Mandate particular inplenentations or depl oynent nodel s

* Address the verification of Al nodel correctness or fairness

* Define conprehensive Al governance protocols (authorization, risk
classification, approval workfl ows)

1.4.1. Relationship to Gher |ETF Al Wrk

It is inportant to distinguish VAP fromother Al-related work in the
| ETF:

Al PREF (Al Preferences): The Al PREF working group addresses how
content owners express preferences about Al training data
collection (e.g., robots.txt extensions). VAP does not address
training data provenance; rather, it focuses on the runtine
deci si on- naki ng of deployed Al systens. Al PREF governs what data
Al may learn from VAP records what decisions Al systens nmake
after depl oynment.

W MSE (Workload Identity in Miulti-System Environments): The W MSE
wor ki ng group addresses identity and authentication for workl oads
in cloud-native environnents. VAP profiles may | everage W MSE for
Al agent identity managenent and signing key issuance, treating
W MSE as conplenentary infrastructure rather than overl appi ng
scope.
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1.5. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Note that this document primarily uses descriptive rather than
nornmative | anguage, as it describes an architectural franmework rather
than a protocol specification

2. Pr obl em St at enent

This section describes the specific gaps in current approaches to
aut omat ed systemauditability that notivate the VAP franework

2.1. Non-Repudiation Gaps

Non-repudi ation requires that an entity cannot deny havi ng perforned
an action. Current audit approaches often fail to provide this
guar ant ee because:

* Logs may not be cryptographically signed by the acting entity.

* Signatures, when present, nmay use keys that are not adequately
protected or attested.

* The relationship between the signing key and the clained identity
may not be independently verifiable.

For automated systems, non-repudiation is particularly challenging
because the "actor"” may be an al gorithmrather than a hunman,
requiring clear identification of the specific system version,
configuration, and operational paraneters that produced a given
deci si on.

The Entity Attestati on Token (EAT) [ RFC9711] provides a foundation
for addressing these chall enges through standardized clains for
device and entity identification, software neasurenents, and
freshness guarant ees.

2.2. Integrity Wthout Conpl eteness
Many exi sting approaches can denonstrate that individual |og entries

have not been nodified (integrity), but cannot prove that no entries
have been omtted (conpleteness). This gap is critical because:
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* An adversary can selectively delete unfavorable entries while
preserving the integrity of remaining entries.

* Auditors cannot distinguish between "no events occurred during
period X' and "events were deleted from period X'

* Regul atory requirenents often nandate conplete audit trails, not
merely tanper-evident individual entries.

The Certificate Transparency nodel [RFC6962] denonstrated that
conpl et eness can be addressed through append-only logs with Merkle
tree commtnents, but this pattern has not been widely applied to
aut omated systemaudit trails. See Appendix A for |essons | earned.

Specifically, Merkle tree-based Receipts enable two critical proofs:

* Inclusion Proof: Proves a specific record exists inthe log at a
given tree state.

* Consistency Proof: Proves that a later tree state is an append-
only extension of an earlier state--no records were renoved or
nodi fi ed between the two states.

By requiring both proof types, VAP enables detection of attenpts to
selectively omit records. Sequential record identifiers (e.g.

nmonot oni ¢ sequence numbers or UUI D v7 timestanps) provide additiona
gap detection capability.

2.3. M sssing Responsibility Boundaries

Aut omat ed systens frequently operate across organi zationa
boundari es, creating uncertainty about responsibility allocation

* An Al systemmay receive inputs fromnultiple external sources
whose integrity cannot be independently verified.

* Decisions may be influenced by nodels trained on data from various
parties.

* The chain of custody for decision inputs may span nultiple
organi zations with different trust |evels.

Current | ogging approaches typically capture only the |local view of a
single system w thout cryptographic binding to the provenance of
inputs or the responsibilities of other parties in the decision

chai n.
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2

2

4.

5.

Note: RFC 9334 Errata 7314 identifies term nol ogy anbiguities
regarding entity and role definitions in nulti-party scenarios. VAP
profiles should carefully define responsibility boundaries with
explicit reference to this errata when nmapping to RATS concepts.
Inability to Independently Verify

Per haps the nost fundanmental gap is that current approaches require
trust in the |og-producing entity. An auditor exam ning a
traditional audit trail nust trust that:

* The | oggi ng systemwas correctly inplenmented.

* The operator did not nodify logs after the fact.

* The presented | ogs represent the conplete record.

* Tinmestanps accurately refl ect when events occurred.

This trust requirement is particularly problematic when the entity
bei ng audited has an incentive to present a favorable but inaccurate
record, which is precisely when audit trails are nost needed.
Sunmary of Gaps

The follow ng table summari zes the gaps that VAP addresses:

[ e ——————— e —_——————————————— Ll p—p——_———
| Gap | Traditional | VAP Requirenent |
I | Approach I I
| Non-repudiation | Trust-based | Cryptographic signatures

| | | with attested keys |
o e e e e oo o e e e e e oo oo o e m e e e e e oo +
| Conpl et eness | Not addressed | Merkle tree proofs |
. e e +
| Cross-org | Point-to-point | Verifiable chains |
| accountability | | |
o e e e oo T S +
| I ndependent | Trust operator | External anchoring |
| verification | | |
R e e +

Table 1: Summary of Gaps in Current Approaches
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3. Design CGoals

Thi s section describes the high-level design goals that guide the VAP
f ramewor k.

3.1. Verifiability Over Trust
The fundanental principle of VAP is "Verify, Don't Trust." Rather
than requiring auditors to trust |og-producing entities, VAP enables
mat hermat i cal verification of:
* |Individual record integrity (the record has not been nodified).
* Record conpl eteness (nho records have been omtted).
* Tenporal ordering (records appear in the correct sequence).
* Actor attribution (the clained entity produced the record).
This shift fromtrust to verification is essential for audit
scenari os where the audited entity may have incentives to present
i naccurate records.

3.2. Cryptographi c Conpl et eness

VAP requires that conpl eteness be cryptographically verifiable. This
nmeans:

* Auditors can prove that they have received all records, not just a
sel ected subset.

* @Gaps in the record sequence are detectable.

* Historical states of the | og can be reconstructed and verifi ed.
Thi s goes beyond traditional integrity (individual records are
unnodi fied) to ensure that the entire audit trail is conplete and
verifiabl e.

3.3. Independent Verification

VAP shoul d enabl e verification wi thout requiring cooperation fromthe
entity being audited. This requires:

* External anchoring of commitnments to independent third parties.

* Standard formats that any verifier can process.
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3.

3.

4.

5

* Public or shared verification infrastructure where appropriate.
Accountability Across Organi zati onal Boundari es

Aut omat ed systens increasingly operate in environnents where:

* Inputs come fromexternal parties whose integrity natters

* Qutputs are consumed by downstream systens operated by others.

* Miltiple organizations nmay share responsibility for a decision
VAP shoul d support clear accountability boundaries by enabling:

*  Cryptographic binding of inputs to their sources.

* (Cear delineation of which entity is responsible for each
assertion.

* Verification that does not require trust in intermedi ate parties.
Domai n Agnosti ci sm

Whi l e particul ar applications of VAP nay be domai n-specific, the
framework itself should be donai n-agnosti c:

* Core concepts should apply across different sectors (finance,
heal thcare, transportation, etc.).

*  Dommi n-specific requirenents shoul d be addressed through profiles
that extend the base franework

* The framework should not mandate domai n-specific data formats or
semanti cs.

Thi s approach enabl es reuse of verification infrastructure across
domai ns while allow ng each domain to define its specific
requirenents

VAP Architecture Overvi ew

Thi s section describes the conceptual architecture of VAP. This is
an architectural framework, not a protocol specification; actua

i mpl ement ations woul d realize these concepts using specific
technol ogi es such as those described in Section 5
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4. 1.

Layered Architecture

VAP defines three conceptual |ayers:

Integrity Layer: Provides tanper-evidence for individual records and

the overall log structure. This |layer addresses per-record
integrity through cryptographi c hashing, forward chaining to
create append-only structure, periodic comritnents (e.g., Merkle
roots) for efficient verification, and external anchoring for

i ndependent verification

Provenance Layer: Captures the "what, when, who, why" of each

decision. This layer defines actor identification (which system
nmodel produced the decision), input provenance (what data informed
the decision), decision context (paraneters, constraints,
environnmental factors), and output characterization (what was

deci ded/ reconmended/ executed).

Accountability Layer: Enables responsibility assignment and cross-

organi zational verification. This |ayer provides responsibility
boundari es between parties, verification interfaces for externa
audi tors, evidence packagi ng for regulatory subm ssion, and cross-
reference capabilities for multi-party scenari os.

These | ayers are conceptual ; actual inplenmentations rmay conbi ne them
in various ways dependi ng on depl oynent requiremnents.

4. 2.

Rel ati onshi p Between Framework and Profiles

VAP i s designed as a franmework that supports domai n-specific
profiles. The framework defines:

*

Conmon requirenments that apply across domains.
Mappi ng to underlying | ETF technol ogi es.

Ext ensi on points where profiles can add donai n-specific
requirenents

Profil es define:

*

Donai n- speci fi ¢ event schenas.
Regul at ory mappi ng for the specific domain.
Conf ormance requirenents appropriate to the domain.

Any donai n-specific extensions to the base franmework.
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This separation allows the franework to remain stable while profiles
evol ve to meet changi ng domai n requirenents

4.3. Cryptographic Agility

VAP systens shoul d support cryptographic agility, neaning the ability
to:

* Update cryptographic algorithns w thout protocol changes
* Support nultiple algorithnms during transition periods.

* (Cearly docunment the security properties provided by chosen
al gorithms.

Thi s approach, often called "crypto-agility,"” is essential given the
ongoi ng evol ution of cryptographic best practices and the transition
to post-quantum al gorit hns.

4.3.1. Post-Quantum Crypt ography Consi derations

NI ST has standardi zed three post-quantum cryptographic algorithns in
August 2024:

* FIPS 203 [FIPS-203] (M.-KEM: Modul e-Lattice-Based Key-
Encapsul ati on Mechani sm

* FIPS 204 [FIPS-204] (M.-DSA): Modul e-Lattice-Based Digita
Si gnature Al gorithm

* FIPS 205 [FI PS-205] (SLH-DSA): Statel ess Hash-Based Digita
Signature Al gorithm

For long-lived Al provenance records that may need to renmin
verifiable for decades, VAP profiles should consider post-quantum
signature algorithns. The COSE working group is standardi zi ng M- DSA
for COSE [I-D.ietf-cose-dilithiun], which registers:

* M.-DSA-44 (COSE al gorithm value -48): Security level 2

* M.- DSA-65 (CCSE al gorithmvalue -49): Security level 3

* M.-DSA-87 (COSE al gorithmvalue -50): Security level 5

Profiles may nmandate specific algorithnms for interoperability within

a domain, but should do so in a way that allows future algorithm
updat es.
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5.

5.

Mappi ng to Existing | ETF Work

A key principle of VAP is to | everage existing | ETF technol ogi es
wher ever possible rather than defining new protocols or fornats.
Thi s section describes how VAP concepts map to ongoing | ETF worKk.

R +
VAP | (Archi tectural Framework)
| (This Docunent) |
o e e e o - +
I
S - S +
I I I I
% % % %
[ S, + [ S, + [ S, + S +
| SCTT| | RATS | | COsE | | WMSE | (I ETF W&s)
S + S + S + S D +
I I I I
% % % %
F-- - - - + F-- - - - + F-- - - - + B S, +
| CFRG | | JOSE | | etc. | | SPICE | (Supporting)
[ + [ + [ + E +

Figure 1: VAP Rel ationship to | ETF Wr ki ng G oups
1. SCTT (Supply Chain Integrity, Transparency and Trust)

The SCITT working group [I-D.ietf-scitt-architecture] provides the
nmost direct mapping to VAP's Integrity Layer requirenents.

.1.1. Concept Mpping

+ +

| VAP Concept | |

[ s s oo e e

| Provenance Record | | COSE _Signl with OAT |
| | clainms per RFC 9597 |
+ +
I I

T T I JE SIS +
| Append-Only Log Tr anspar ency Mai nt ai ns ordered |
| | Service | log via VDS |
o e e o s o e e e oo Fom e e e e e oo s +
| Merkle Commitnment | Receipt | COSE Recei pt per |
| | | Merkle Tree Proofs |
o e e e e m e i oo o e e e e a e oo m o e e e e e a e oo +
| Verification | Registration | Admi ssion criteria |
| Policy | Policy | |
o e e o s o e e e oo Fom e e e e e oo s +
| External Anchor | Merkle Tree Root | Published via |
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5. 1.

2

| | | Signed Tree Head |

| Transparent | Transparent | Statenment + Receipt
| Record | Statenent | |

Table 2: VAP to SCITT Concept Mapping

SCI TT Charter Scope Considerations

The SCITT WG charter explicitly scopes work to "software supply
chain" and "firmmvare." However, the charter also notes that SCITT is
"applicable to any other type of supply chain statenents." VAP
positions Al provenance as content-agnostic payload within SCITT s
Signed Statenents, which is explicitly supported by the
architecture’s design.

Profiles that wish to use SCITT infrastructure shoul d:

*

5. 1.

3.

Frame provenance records as supply chain statements about Al
syst em behavi or

Use standard SCI TT Registration Policies for adm ssion control

Leverage existing Transparency Service inplenentations where
avai |l abl e

Key SCITT Term nol ogy

VAP profiles using SCITT shoul d adopt the follow ng term nol ogy from
[I-Dietf-scitt-architecture]:

*

Transparency Service: The service operating the append-only |og

Signed Statenent: A COSE Signl signed object containing the
provenance payl oad

Recei pt: A COSE Receipt proving inclusion in the |og

Transparent Statenent: A Signed Statenent conbined with its
Recei pt

Regi stration Policy: Rules governing what statenents are accepted

Verifiable Data Structure (VDS): The cryptographic structure
(typically Merkle tree) underlying the | og
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5.1.4. External Anchor Requirenents

VWil e SCITT provi des robust tanper-evidence through Merkle tree
commitnents, VAP profiles should consider requiring periodic Externa
Anchoring--the publication of Merkle Tree roots to independent,
external systens (e.g., public blockchains, trusted tinmestanping
services, or Certificate Transparency | ogs).

Ext ernal Anchoring addresses a specific threat: a malicious
Transparency Service operator who mght attenpt to rewite history by
reconstructing the entire log with altered content. By periodically
anchoring the Merkle root to external systens beyond the operator’s
control, VAP ensures that:

* Historical log states are cormitted to third-party systens

* Any attenpt to reconstruct a different history would produce
Merkl e roots inconsistent with previously anchored val ues

* Regulators and auditors can verify that |ogs have not been
retroactively altered

Thi s requirenent energed fromdomain profile experience (VCP vl.1)
where the "Verify, Don't Trust" principle demanded cryptographic
guar ant ees even agai nst col |l usi on between system operators and
Transparency Service providers. Profiles may specify anchoring
frequency (e.g., hourly, daily) based on domain-specific risk
assessnent.

5.1.5. Alignnment Approach
VAP profiles that address the Integrity Layer requirenents shoul d:

* Encode provenance records as SCITT Signed Statenments where
appl i cabl e.

* Include COM d ains (COSE header paraneter 15) with at m ni mum
‘iss' (issuer) and ‘sub‘ (subject) clains per [RFC9597].

* Use SCITT Transparency Services for append-only | og mai ntenance.
* Leverage COSE Receipts per [I-D.ietf-cose-nmerkle-tree-proofs] for
i nclusion proofs, using the registered COSE header paraneters:

receipts (394), vds (395), and vdp (396).

* Define Registration Policies appropriate to the donmain.
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5.

5.

5.

This alignment allows VAP-conpliant systenms to benefit fromthe SCITT
ecosystem including existing Transparency Service inplenentations
and verification tooling.

2. Renote Attestation Procedures (RATS)

The RATS wor ki ng group [ RFC9334] addresses the question of how to
verify the state of a system producing attestations. This is
rel evant to VAP's Accountability Layer.

Per RFC 9334, the RATS architecture defines specific roles and data
types: an Attester produces Evidence (clains about its own state), a
Verifier evaluates that Evidence and produces an Attestation Result,
and a Relying Party consunes the Attestation Result to make trust
deci sions. VAP s cross-organi zational verification scenarios map
naturally to this nodel.

2.1. Concept Mpping

| VAP Concept | RATS Equi val ent | Notes |
[} s s sl ey sy o}
| Actor Attestation | Attester | Entity producing |
| | | provenance records |
o e e e oo o Fom e e e e e oo o +
| Environment | Evidence | dainms about |
| Binding | | Attester state |
o e e e e oo o e e e e oo o e e e e oo +
| Cross-Org Verify | Verifier | Third-party |
| | verification svc |
o e e e oo o Fom e e e e e oo o +
| Verification | Attestation | Verifier output |
| Result | Result | for Relying Party |
o e e e e oo o e e e e oo o e e e e oo +
| Auditor/Regulator | Relying Party | Consunes results |
| | | for trust decision |
o e e e oo o Fom e e e e e oo o +

Table 3: VAP to RATS Concept Mappi ng
2.2. Entity Attestation Token (EAT)

The Entity Attestation Token specification [ RFC9711] provides
attestation-oriented clains particularly relevant to Al provenance:

* Devicelentity identification: ‘ueid', ‘sueid clains for unique Al
nmodel or inference endpoint identification
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* Software measurenents: ‘manifests' and ‘ measurenents’ clains for
recordi ng nodel hashes, weights, and dependenci es

* Conposite systens: ‘subnods’ claimfor representing ensenbl e
nmodel s or M. pipelines

* Freshness: ‘eat_nonce’ ensuring non-replayabl e provenance records

* Jurisdictional conpliance: ‘location' claimfor capturing
i nference geography (relevant to data sovereignty requirenents)

5.2.3. Additional RATS Docunents
VAP profiles requiring strong attestati on should al so consi der:

* Concise Reference Integrity Manifest (CoRIM
[I-Dietf-rats-corini: For nodel reference val ues

* EAT Attestation Results [I-D.fv-rats-ear]: Standardized format for
attestation results

* Attestation Results for Secure Interactions (AR4SI)
[I-Dietf-rats-ardsi]: Trustworthiness vectors

5.2.4. Alignnment Approach

RATS concepts are particularly rel evant when VAP systens need to
attest to the integrity of the |og-producing environnent itself:

* Entity Attestation Tokens (EAT) [ RFC9711] can provi de evi dence
about the execution environnent.

* Hardware-rooted attestati on can strengthen clai ms about system
integrity.

* The RATS architecture provides a framework for reasoni ng about
trust in the | og-producing system

VAP does not require RATS integration, but profiles may specify RATS
usage for environnents where stronger assurance about the |og
producer is needed.

5.3. COSE (CBOR nj ect Signing and Encryption)
COSE [ RFC9052] provides the cryptographic message formats used by

both SCITT and RATS. VAP systens that | everage these technol ogies
will use COSE for
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* Digital signatures on provenance records (COSE _Signl).
* OW Clains in COSE headers per [RFC9597].

* Receipts/inclusion proofs (COSE Recei pts per
[I-D.ietf-cose-nerkle-tree-proofs]).

*  Encrypted payl oads when confidentiality is required.
* Algorithmidentification and crypto-agility.

5.3.1. Alignnment Approach
VAP profiles shoul d:

* Use COSE for all cryptographic operations where interoperability
with SCI TT/ RATS is desired.

*  Fol | ow COSE al gorithm recomrendati ons and deprecation gui dance.

* Leverage COSE's built-in algorithmagility for future mgration,
including transition to post-quantum al gorithns per
[I-D.ietf-cose-dilithiuni.

Profiles that need JSON based formats may alternatively use JOSE

[ RFC7515] [ RFC7516], though this linmits interoperability with CBOR-

based ecosystens.

5.4. CFRG (Crypto Forum Research G oup)

The Crypto Forum Research Group (CFRG provides cryptographic review

and gui dance that informs VAP s cryptographic requirenents. Relevant

CFRG wor k i ncl udes:

* @uidance on hash function selection for Merkle trees.

* Signature algorithmreconmendati ons.

* Post-quant um crypt ography consi derati ons.

VAP does not directly depend on CFRG outputs, but profiles should

ref erence CFRG recommendati ons when sel ecting cryptographic
al gorithms.
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5.5. WMSE (Wrkload Identity in Milti-System Environnents)
The W MSE wor ki ng group addresses identity and authentication for
wor kl oads (processes, containers, serverless functions) in cloud-
native and multi-systemenvironnments. For VAP, WMSE is relevant to
the question of how Al systens obtain and nanage the signing keys
used to authenticate provenance records.

5.5.1. Relevance to Al Agent ldentity
Al systens operating as autononpus agents require identity
credentials to sign provenance records. WMSE provi des nechani sns
for:
* Workl oad identity issuance in containerized/cloud environnments
* Credential |ifecycle nmanagenent
* Cross-organi zational identity federation

The individual draft [I-D.ni-w nmse-ai-agent-identity] specifically
addresses Al agent identity within the WNMSE franeworKk.

5.5.2. Alignnment Approach
VAP does not define identity nanagenment nechani snms; instead, it
assunes that actors (Al systens) possess valid signing credentials.
Profiles may specify:

* WMSE as the identity infrastructure for cloud-native Al
depl oynent s

* Integration points between WMSE credential issuance and VAP
si gni ng requi renents

* Trust nodel considerations when Al agents operate across
organi zati onal boundari es

Thi s separation of concerns allows VAP to focus on provenance
structure and verification, while delegating identity nmanagenent to
specialized infrastructure |ike W MSE.

5.6. Relationship Sumary

The followi ng table sunmarizes how VAP | ayers map to | ETF work
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6.

1.

| VAP Layer | Primary | ETF Work | Supporting Work |
[} e —————— Ll ———————————_———_ Ll —p—p——————r
| Integrity Layer | SCITT | COSE, Merkle Tree Proofs,

| | | CT (RFC 6962/9162) |
R RIS Feme e e eeeaeeeieeaaaaaa. +
| Provenance | (Donmmin-specific | JSON Schema, CBOR, WBC VC |
| Layer | profiles) | 2.0, C2PA |
o e e e oo o e e e o o e e e e e +
| Accountability | RATS, EAT (RFC | WMSE, CoRIM AR4SI, |
| Layer | 9711) | QAut h/ A DC |
. RISy Fome e e eeeaeceieeaaaaaa. +

Table 4: VAP Layers to | ETF Wrk Mappi ng

VAP is explicitly designed to avoid duplicating existing | ETF work.
Where existing standards adequately address a requirenent, VAP
profiles should reference those standards rather than defining

al ternatives

Wy a Framework is Needed

G ven that existing | ETF technol ogi es provi de nany of the necessary
bui I di ng bl ocks, one mnight ask whether a framework docunent is
needed. This section explains the value of architectura

coordi nati on.

The challenge is not the absence of suitable technol ogies, but
rat her:

* Ensuring consistent application of these technol ogi es across
domai ns.

* Providing a reference architecture that profile devel opers can
fol | ow.

* ldentifying gaps that may require additional standardization

* Enabling interoperability between systens in different domains
that need to exchange provenance infornation

Ri sk of Fragnentation

Wthout architectural coordination, there is a risk that different
domai ns will devel op inconpatibl e approaches to Al/automated system
provenance:

* Financial services night devel op one approach
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* Heal thcare night devel op another inconpatible approach

* Autonotive mght devel op yet another

Thi s fragnentati on woul d:

* Prevent reuse of verification infrastructure across donains.

* Conplicate cross-domain scenarios (e.g., Al systens that span
finance and heal t hcare).

* Increase inplenentation costs by requiring donain-specific tools.

* Create confusion about what "verifiable provenance" neans in
di fferent contexts.

A framewor k docunent can help prevent this fragnentation by
est abl i shing common vocabul ary, requirenents, and architectural
patterns.

6.2. Profiles Alone Are Insufficient
One alternative to a framework woul d be to devel op domai n-specific
profiles directly, without an overarching framework. This approach
has dr awbacks
* Each profile would need to independently define conmon concepts.
* There would be no reference for ensuring profiles are conpati bl e.
* Common security considerations would be repeated across profiles.
* It would be unclear how to devel op profiles for new domai ns.
A framework provides a foundation that profile devel opers can build
upon, ensuring consistency while allow ng donai n-specific
cust om zati on.

6.3. Architectural Coordination Role
The value of VAP as a framework lies in its coordination role:
* Defining common requirements that all profiles should neet.

* Mapping those requirenents to existing | ETF technol ogi es.

* Providing gui dance on how to devel op conpliant profiles.

Kam nur a Expires 12 July 2026 [ Page 23]



I nternet-Draft VAP Fr anmewor k January 2026

* ldentifying areas where existing standards may be insufficient.
* Enabling discussion of cross-domain interoperability requirenents.
Thi s coordi nation role does not require VAP to define new protocols;
rather, it provides the architectural context within which existing
protocol s are appli ed.

6.4. Relationship to Gher Al Governance Wrk
VAP is specifically focused on evidentiary-grade decision trails--
the problem of recording and verifying what decisions were nmade. It
is not intended to address the full scope of Al governance, which
i ncl udes concerns such as:
* Risk-based authorization and approval workfl ows
* Real -tine governance deci sions
* Al nodel evaluation and certification
* Federated governance authority networks
O her work addressi ng broader Al governance concerns may consune VAP
provenance data as an input to governance decisions. VAP provides
the forensic/evidentiary |layer that such systens can build upon

6.5. VAP as Bridge Between Static and Runtime Verification

Exami ning the existing | ETF | andscape reveal s a gap that VAP
addr esses:

SCITT (Supply Chain): Excels at tracking static artifacts--built
binaries, signed firmvare, software bills of materials. It
answers: "Was this the correct, untanpered software?"

RATS (Attestation): Excels at capturing point-in-tine systemstate--
hardware configuration, OS integrity, TEE status. It answers:
"WAs the execution environment trustworthy at this nonent?”

VAP (Decision Provenance): Captures the dynanic decisions nade by
verified software in verified environnents. It answers: "Wat did
the system actually decide, and can we prove it?"

The uni que value of VAP lies in connecting these domains:

* A SCITT-verified Al nodel binary..
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* ...running in a RATS-attested trusted environment. ..

* . ..produces decisions that VAP records as evidentiary-grade
provenance.

This "m ssing link" perspective explains why VAP warrants
architectural coordination: it bridges two established | ETF work
streans to address a probl em (dynam ¢ deci sion accountability) that
neither fully covers al one.

7. Relationship to Domai n-Specific Profiles
VAP is designed to support donain-specific profiles that tailor the
framework to particular use cases. This section describes how
profiles relate to the framework, using existing work as an exanpl e.

7.1. Exanple: Financial Trading (VCP)
The VeritasChain Protocol (VCP) [I|-D. kam nmura-scitt-vcp] is a profile
of VAP focused on Al-driven algorithmc trading systems. VCP
demonstrates how a profile specializes the franmework

7.2. Potential Future Profiles

The framework is designed to accommpdate profiles for various domain
requi renents. Exanples of potential future profiles include:

Medical Al: Profiles for diagnostic Al systens, addressing H PAA
privacy requirenents and FDA nedi cal device regul ations.

Aut ononous Vehicles: Profiles for driving decision systens,
addressing incident reconstruction and liability determ nation.

Public Admi nistration: Profiles for governnment scoring and
recomendat i on systens, addressing administrative procedure
requirenents.

Energy Infrastructure: Profiles for grid managenment Al, addressing
critical infrastructure protection requirenents.

Each profile woul d define domai n-specific event schenas, confornmance
requi renents, and regul atory mappi ngs while adhering to the common
framework requirements.

7.3. Profile Independence

It is inportant to enphasize that:
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8.

8.

8.

* VAP does not depend on any particular profile.
* Profiles are devel oped i ndependently by domai n experts.

* A dommin can adopt VAP without inplenenting profiles for other
domai ns.

* The framework is conmplete without reference to any specific
profile.

The nention of VCP or other potential profiles in this docunment is
illustrative only. VAP s value lies in providing architectura
coordi nation, not in mandating any particul ar domain application

Security Considerations

As an architectural framework rather than a protocol specification
VAP s security considerations are prinmarily about ensuring that
profiles and inplenmentations address the relevant threats. This
section describes the threat nodel and explicit non-goals.

1. Threat Mbdel Overview

1.

1.

VAP addresses threats fromentities who nmight seek to:

1. Falsify Historical Records

An operator might attenpt to nodify, delete, or fabricate historical
records to conceal problematic behavior or create fal se evidence.
VAP addresses this through:

*  Cryptographic chaining that makes nodificati on detectable.

* External anchoring that prevents history rewiting.

* | ndependent verification that does not require operator
cooper ati on.

2. Omt Unfavorabl e Records

An operator might attenpt to selectively omt records that revea
probl emati ¢ behavi or while preserving favorable records. VAP
addresses this through:

*  Conpl eteness verification via Merkle proofs.

* Sequence nunbering that reveal s gaps.
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* External commitnments that prove log state at specific tines.
8.1.3. Msattribute Actions

An operator might attenpt to attribute actions to a different actor

(algorithm operator, or external party) than the one actually

responsi bl e. VAP addresses this through

* Digital signatures binding actions to specific actors.

* |dentity verification through established PKI or attestation
mechani sns.

* (C ear provenance chains for multi-party scenari os.
8.1.4. Manipulate Timng

An operator might attenpt to nanipul ate tinestanps to change the
appar ent sequence of events. VAP addresses this through

* Cryptographic chaining that establishes relative ordering.
* External anchoring that establishes absolute tine bounds.

* Trusted tinestanping services where stronger guarantees are
needed.

8.2. Explicit Non-Goals

VAP does not address certain security concerns that are outside its
scope:

Al Mbdel Security: VAP records what decisions were made, not whet her
t hose deci sions were correct or whether the Al nodel is secure
agai nst adversarial attacks.

Input Validation: VAP can record what inputs were received, but does
not validate whether inputs were legitimte or malicious.

Confidentiality: Wile profiles may address confidentiality, the
framework focuses on integrity and verifiability rather than
confidentiality. Profiles must address confidentiality
requirenents specific to their domain

Real - Ti me Detection: VAP provides forensic and audit capabilities,
not real-tinme anomaly detection or intrusion prevention. Real-
time nonitoring systens nay use VAP data, but such systens are
out si de VAP’ s scope.
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8.

8.

3.

3.

Privacy Considerations

VAP provenance records may contain sensitive information about:
* Business activities (e.g., trading strategies)

* Personal data (e.g., in healthcare applications)

* Critical infrastructure operations

Profiles nmust address privacy requirenments specific to their domain,
whi ch may i ncl ude:

* Encryption of sensitive payl oad dat a.
* Access controls on Transparency Service queri es.

* Crypto-shreddi ng mechani snms for data subject to deletion rights
(e.g., GDPR Article 17). This technique, corresponding to
Cryptographic Erasure (CE) as described in NIST SP 800-88 Rev. 1
[ NI ST- SP-800-88], enables effective data del etion by destroying
encryption keys rather than the encrypted data.

* Selective disclosure nechanisns that reveal only necessary
i nformati on.

1. Reconciling Append-Only Logs with Deletion Rights

A fundanental tension exists between append-only transparency | ogs
(where deletion is cryptographically prevented) and regul atory
requirenents for data deletion (e.g., GDPR Article 17 "right to
erasure"). Profiles addressing domains with deletion requirenents
shoul d consi der:

* (Off-chain data storage: Register only cryptographi c hashes of
sensitive payloads in the Transparency Service, storing actua
data in separate systens where deletion is possible. This "hash-
only registration" approach preserves verifiability-- anyone with
the original data can verify it matches the regi stered hash--while
keepi ng sensitive content out of the i mutable I|og.

* Encryption with key managenent: Encrypt sensitive payl oad data
before registration; deletion is achieved by destroying the
encryption keys (crypto-shredding).

* Architectural separation: Design systens such that provenance
nmet adata (which may need long-termretention) is separated from
personal data (which may require del etion).
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10.

10.

* Redacted proofs: For profiles requiring selective disclosure,
consi der cryptographic techniques (e.g., hash trees with selective
revel ation) that allow proving specific clains wthout revealing
the conplete record

The framework itself does not nandate specific privacy mechani sms,
but requires that profiles clearly docunment how privacy requiremnments
are addressed.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.

Domai n-specific profiles may request |1 ANA registrations for nedia
types, COSE algorithmidentifiers, or other paranmeters as needed.
Such requests would be made in the profile docunents, not in this
framewor k docunent .

Next Steps

This docunment is intended to facilitate di scussi on about whet her
architectural coordination work is needed in the area of Al/automated
syst em provenance.

1. Discussion Path
The aut hor proposes the foll ow ng discussion path:

1. Present this docunent for discussion at SecDi spatch to determne
the appropriate venue for further work.

2. Solicit feedback fromthe SCI TT and RATS wor ki ng groups on the
proposed mappings to their work.

3. Gather input from donmain experts on whether the franmework
adequat el y addresses their requirenents.

4. Based on feedback, determ ne whether this work should proceed as
i ndi vi dual submi ssions building on existing Was (likely SCITT
given cl osest alignnent), be considered for a new focused work
item or be deferred pending additional inplenentation
experi ence.

G ven the EU Al Act Article 12 enforcenent date of 2 August 2026,
timely progress could position this work as a critical conpliance
enabl er.
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10.

11.

11.

2

Potential Future Wrk

Dependi ng on community interest, future work m ght include:

*

Devel opnent of additional donmain-specific profiles.

Speci fication of interoperability requirenents between profiles.
Definition of common verification tooling requirenents.

Gui dance on regul atory conpliance mappi ng.

Policy ldentification mechani snms: Each domain profile may need to
identify which operational policy or regulatory requirenent
governs a particular provenance record. This aligns with SCITT s
Regi stration Policy concept and enabl es aut omated conpli ance
verification. Future work coul d standardize policy identifier
formats and regi stration procedures.

Thi s docunent does not presuppose any particular outconme; it is
intended to frane the problemand facilitate informed di scussion.
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Appendi x A. Lessons from Certificate Transparency

Certificate Transparency (CT) [ RFC6962] provides val uable | essons for
VAP design. CT denponstrated that append-only, Merkle-tree-based | ogs
can achi eve wi despread depl oynent, but al so reveal ed chal | enges t hat
VAP shoul d address.

Successes to Emul ate

Sinplicity: CT vl's relative sinplicity enabl ed adoption, while CT
v2 [ RFC9162] saw | inited depl oynent due to increased conplexity.

Client enforcement: Browser requirenents for CT created strong
adoption incentives. Regulatory requirenents (EU Al Act) nmay
serve a simlar function for Al provenance.

Static serving: Recent CT innovations (e.g., Let’s Encrypt’s
Sunlight) denonstrate that |ogs can be served efficiently from
static infrastructure, serving nmillions of proofs using mnnimal
resources. VAP inplementations should consider simlar efficiency
optim zati ons.

Chal | enges to Address

Split-view detection: CI's gossip protocols for detecting

equi vocation were never w dely deployed. VAP profiles should
consider how to detect a Transparency Service presenting different
views to different parties

Ecosyst em coordi nation: CT required coordi nati on across browsers,
CAs, and log operators. VAP will sinilarly require ecosystem
coordi nation, which this framework ains to facilitate.

Log diversity: CT has seen concentration of |ogs anong few
operators. VAP profiles should consider whether |og diversity
requi renents are needed for their donains.

I mplications for VAP

Based on CT experience, VAP profiles shoul d:

*

Prioritize operational sinplicity over feature conpleteness.
Design for static/cacheable proofs where possible.
Consi der enforcenent nmechani sns that create adoption incentives.

Docurnent split-view detection and nmitigation strategies.
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