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Abst ract

Thi s docunment defines a SCITT (Supply Chain Integrity, Transparency,
and Trust) profile for creating tanper-evident audit trails of Al-
driven algorithm c tradi ng decisions and executions. The
VeritasChain Protocol (VCP) extends the SCITT architecture to address
the specific requirenents of financial markets, including nanosecond-
precision tinestanps, regulatory conpliance with EU Al Act and M FID
I'l, and privacy-preserving mechani sns (crypto-shredding) for GDPR
compliance. This profile defines how VCP events are encoded as SCI TT
Signed Statenents, registered with Transparency Services, and
verified using COSE Recei pts.

About This Docunent
This note is to be renoved before publishing as an RFC

The | atest version of this docunent, along with inplenentation
resources and test vectors, can be found at
https://github. com veritaschai n/ vcp- spec.

Di scussion of this docunent takes place on the SCITT Working G oup
mailing list (scitt@etf.org).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

The SCITT (Supply Chain Integrity, Transparency, and Trust)
architecture [I-D.ietf-scitt-architecture] provides a framework for
creating tanper-evident |logs of digital artifacts through

Transparency Services. VWhile SCITT was initially designed for
software supply chain use cases, its core primtives—Signed
Statenments, Receipts, and Transparency Services—are applicable to any
domain requiring verifiable audit trails.

Thi s docunent specifies how SCITT can be applied to the domain of Al-
driven algorithmc trading systenms in financial markets. The
VeritasChain Protocol (VCP) defines

* A schenma for encoding trading events as SCI TT Signed Statenents

* Registration policies for financial audit trails

* Confornmance tiers (Silver, Gold, Platinun) with varying
requirenents for timng precision and cryptographic guarantees

* Privacy nechani sns conpatible with GDPR data erasure requirenents
VCP serves as an "Al Flight Recorder"” for algorithmc trading,
enabl i ng post-incident reconstruction of system behavior with
crypt ographi c proof of integrity.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

1.2. Relationship to SCTT

This docunent is a profile of the SCITT architecture. |It:
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1.

3.

*  REQUI RES conpliance with [I-D.ietf-scitt-architecture]

*  REQUI RES use of SCRAPI [I-D.ietf-scitt-scrapi] for Transparency
Service interactions

*  RECOMMVENDS COSE Receipts for inclusion proofs
*  DEFI NES domai n-specific extensions for financial trading
Scope

Thi

s docunent specifies:

* VCP Event schema as SCITT Signed Statenent payl oad

* Registration Policy requirenents for VCP Transparency Services

*  Mappi ng of VCP concepts to SCITT term nol ogy

* Three conformance tiers with specific requirenents

* Crypto-shreddi ng mechani smfor privacy conpliance

Thi s docunent does not specify:

* Ceneral SCITT architecture (see [I-D.ietf-scitt-architecture])

* SCRAPI endpoints (see [I-D.ietf-scitt-scrapi])

*  COSE Receipt format (see [ RFC9052])

* Specific regulatory mappi ng (covered i n conpani on documents)
Ter mi nol ogy

Thi s docunent uses termnology from[Il-D.ietf-scitt-architecture].
The following terns are specific to this profile:

VCP Event A single auditable record in the VeritasChain Protocol,
encoded as a SCITT Signed Statenent. Consists of Header, Payl oad,
and Security netadat a.

VCP I ssuer An algorithmic trading system Al nodel, or hunman
operator that generates VCP Events. Corresponds to SCITT I|ssuer.

VCP Transparency Service A SCITT Transparency Service configured
with VCP-specific Registration Policies. Operates a VCP-conpliant
append-only | og.
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2.

3.

1.

VCP Receipt A COSE Receipt issued by a VCP Transparency Servi ce,
proving inclusion of a VCP Event in the |og.

Actor An entity (algorithm human operator, or systen) identified by
Actor| D that generates VCP Events.

Crypto- Shredding A privacy techni que where encrypted payl oad data is
rendered permanently unrecoverable by destroying the encryption
key, while preserving the cryptographic integrity proofs (hashes
and Receipts).

Conformance Tier One of three inplenentation levels (Silver, Gold,
Platinum) with increasing requirenments for timng precision,
anchoring frequency, and cryptographi c guarantees.

SCI TT Ter m nol ogy Mappi ng

The foll owi ng table maps VCP concepts to SCITT term nol ogy:

| VCP Concept | SCITT Equi val ent | Notes |
[S pleesfemms e femsems e fessee s fesee e fespe s fes ey ess s essfes e fes s fes e s ey ey o}
| VCP Event | Signed Statenent | VCP Event is the payload |
| | | of a Signed Statenent |
oo oo oo +
| VCP Issuer | Issuer | Trading systemor Al |
| | | nodel |
o e e e e oo oo o e e e e oo oo o e m e e e e e oo +
| VCP Transparency | Transparency | Wth VCP Registration |
| Service | Service | Policy |
oo oo Fom e +
| VCP Recei pt | Recei pt | COSE Receipt with Merkle |
| | | inclusion proof |
o e e e e oo oo o e e e e oo oo o e m e e e e e oo +
| Hash Chain | Append-only Log | VCP adds per-Actor |
| | | chai ning |
oo oo oo +
| Merkle Anchor | Merkle Tree Root | Periodic commtnent |
o e e e e oo oo o e e e e oo oo S +

Table 1: VCP to SCITT Term nol ogy Mappi ng
Architecture

VCP builds upon the SCITT architecture with domai n-specific
extensions for financial trading:
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. + T +
| VCP | ssuer | | VCP Transparency |
| (Trading Systenm | | Servi ce |
S SRR R + R R +
I I
| 1. Create VCP Event |
| 2. Sign as COSE_Signil |
I I
oo Si gned Statenment ----- >|
| (via SCRAPI) |
| | 3. Validate against
| | Regi stration Policy
I I
| | 4. Append to Log
| |
| <-------- VCP Receipt -------- +
| (COSE Recei pt) |
I I
Fommmaa - T + S S ISRy +
| Verifier | | Ext ernal Anchor |
| (Auditor/Regul.) | | (Timestanp/ Bl ockchain) |
o e e e e oo oo + o e e e e e e e e oo oo +

3. 1. Event Fl ow

1. *BEvent Generation:* VCP |Issuer creates a VCP Event contai ning
tradi ng deci sion or execution data.

2. *Signing:* Event is signed using COSE _Signl [ RFC9052] with the
I ssuer’s private key.

3. *Registration:* Signed Statenent is subnmitted to VCP Transparency
Service via SCRAPI POST /entries.

4. *Validation:* Transparency Service validates agai nst VCP
Regi stration Policy.

5. *Logging:* Valid statement is appended to the append-only I og.

6. *Receipt:* COSE Receipt with Merkle inclusion proof is returned
to | ssuer.
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3.2. Per-Actor Hash Chain

In addition to SCITT' s gl obal append-only | og, VCP maintains per-
Actor hash chains. Each VCP Event includes a PrevHash field
containing the hash of the previous event fromthe sane Actor. This
enabl es efficient verification of a single Actor’s event sequence

wi t hout downl oading the entire | og.

Actor A: Event Al --hash--> Event A2 --hash--> Event_ A3

Actor B: Event Bl --hash--> Event B2

d obal Log: [Event_Al, Event_Bl1, Event_A2, Event_B2, Event_A3, ...]
4. VCP Event Schema

A VCP Event is encoded as the payload of a SCITT Signed Statenent.
The payl oad MJUST be a JSON object conform ng to the foll ow ng schena:

4.1. Header nject

The Header contai ns netadata common to all VCP Events:

"Header":
"Event | D': "01961e5f -5c0d- 7000- 8000- 123456789abc",
"Ti mestanpl SO': "2026-03-15T09: 30: 00. 1234567892",
"Ti mestanplnt": 1742034600123456789,
"Event Type": "ORD',
"Actorl D': "al go- nonentum 001",
"Chai nl D': "chain-actor-001",
"SequenceNunt': 42

}

}

EventI D REQUI RED. UUI D v7 [RFC9562] providing time-sortable unique
i dentification.

Ti mestanpl SO REQUI RED. 1SO 8601 timestanp with nanosecond
preci si on.

Ti mestanmplnt REQUI RED. Integer tinestanp in nanoseconds since Unix
epoch.

Event Type REQUI RED. Three-letter code identifying the event type
(see Section 4.4).

Actorl D REQU RED. Identifier of the entity generating this event.

Kam nur a Expires 26 June 2026 [ Page 7]



Internet-Draft SCI TT- VCP Decenber 2025

ChainlD REQU RED. Identifier of the per-Actor hash chain.

SequenceNum REQUI RED. Mbnotonically increasing sequence number
within the Actor’s chain.

4.2. Payl oad Object
The Payl oad contai ns dommi n-specific data organi zed i nto nmodul es:

VCP- TRADE Tradi ng data: orders, executions, nodifications,
cancel | ati ons.

VCP-RI SK Ri sk managenent data: exposure, limts, nmargin.

VCP- GOV CGovernance data: al gorithm paraneters, decision factors,
operator actions.

VCP- PRI VACY Privacy netadata: encryption keys, retention policies.

"Payl oad": {
" VCP- TRADE" :
"Order|l D': "ord-2026-001",
"Symbol ": " AAPL",
"Side": "BUY",

"Quantity": "100",
"Price": "185.50",
"Order Type": "LIMT"

}

"VCP- GOV': {
"Al gol D': "momentumv2.3",
"Deci si onFactors”": ["RSI_oversold", "volume_spike"],
"Confi denceScore": 0.87

}

}
}

4.3. Security nject

The Security object contains integrity and chaining information
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{
"Security": {
"Event Hash": "sha256:alb2c3d4...",
"PrevHash": "sha256:f 6e5d4c3...",
"Merkl eRoot": "sha256: 1234abcd. .. ",
" Si gnAl go": "ED25519"
}
}

Event HHsh REQUI RED. SHA-256 hash of the canonicalized Header and
Payl oad, conmputed using JSON Canonicalization Schene [ RFC8785].

PrevHash REQUI RED (except for INIT events). Hash of the previous
event in this Actor’s chain.

Mer kl eRoot  OPTIONAL. Merkle root of the current batch (Gold/
Platinumtiers).

SignAlgo REQUIRED. Signature algorithmidentifier. MJST be
"ED25519" or "DILITH UMB" (for post-quantum.

4.4, Event Types

| Code | Nane | Description |
| INNIT | Initialization | Chain initialization, no PrevHash |
[ oo - - oo e e e e e e e e e oo - oo +
| SIG | Signal | Tradi ng signal generated |
Fomm o - o a o S +
| ORD | Order | Order submitted |
F-- - - - S o +
| ACK | Acknow edgment | Order acknow edged by venue |
[ oo - - oo e e e e e e e e e oo - oo +
| EXE | Execution | Order executed (fill) |
Fomm o - o a o S +
| CXL | Cancellation | Order cancelled |
F-- - - - S o +
| MOD | Modification | Order nodified |
[ oo - - oo e e e e e e e e e oo - oo +
| RSK | Risk | Risk event or limt breach |
Fomm o - o a o S +
| ERR | Error | Systemerror |
F-- - - - S o +
| HBT | Heart beat | Periodic Iiveness signal |
[ oo - - oo e e e e e e e e e oo - oo +
| CLS | dose | Position closed |
Fomm o - o a o S +
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| ANC | Anchor | Merkle anchor event |

Table 2: VCP Event Types
5. Registration Policy

A VCP Transparency Service MJIST enforce a Registration Policy that
val i dates incom ng Signed Statenents.

5.1. Policy ldentification

The Regi stration Policy identifier MJUST be explicitly included in the
Si gned St atenent payl oad or associ at ed net adat a.

The Transparency Service MJIST validate the registration request
agai nst the referenced Registration Policy and MJST NOT infer,
sel ect, or substitute a policy on its own.
Conformance tiers (e.g., Silver, Gold, Platinun) represent additiona
verification depth and operational requirenents applied on top of the
sanme core Registration Policy, and do not define separate or
i nconpatible registration policies.
5.2. Validation Requirenents
The Registration Policy MIST verify:
1. *Schema Conpliance:* Payload conforns to VCP Event schenma.

2. *Signature Validity:* COSE_Signl signature is valid for the
regi stered |Issuer public key.

3. *Timestanp Validity:* Tinmestanplnt is within acceptable bounds
(not in future, not too old).

4. *Chain Integrity:* PrevHash matches the hash of the nobst recent
event fromthis Actor (if not INT).

5. *Sequence Mbnotonicity:* SequenceNumis exactly one greater than
the previous event’s SequenceNum

5.3. Tier-Specific Requirenents
Thi s specification distinguishes tinestanp resolution from cl ock
accuracy. Nanosecond-resolution tinestanps represent the storage

format capability, while actual clock accuracy is explicitly recorded
and enforced per tier.
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[ ool s s e oo s s
| Requirement | Silver | Gold | Platinum |
[S ool oo s e oo e s
| Tinmestanp | MIlisecond | Mcrosecond | Nanosecond |
| Resolution | | | |
S S S oo +
| dock | NTP (~10n8) | NTP + drift | PTPv2 (<lus) |
| Accuracy | | (~1ns) | |
S S S o e e e e e oo - +
| Merkle | Daily | Hourly | Per-mnute |
| Anchoring | | | |
S S S oo +
| Signhature | Ed25519 | Ed25519 | Ed25519 + Dilithium |
| Algorithm | | | (OPTI ONAL) |
S S S o e e e e e oo - +
| Key Storage | Software | Software/ | HSM Required |
I I | HSM I I
S S S oo +
| External | Optional | Recommended | Required |
| Anchor | | | |
S S S o e e e e e oo - +

Tabl e 3: Conformance Tier Requirenents
Note: Silver tier is NOT intended for regul atory-grade algorithmic
tradi ng systens subject to MFID Il RTS 25, SEC Rule 17a-4, or
equi val ent cl ock synchroni zation requirenents. Silver tier is
appropriate for devel opnent, testing, backtesting analysis, and non-
regul ated tradi ng scenari os.
6. Crypto-Shredding for Privacy Conpliance
VCP supports crypto-shredding to enabl e GDPR-conpliant data erasure
whil e preserving audit trail integrity. This nmechanism allows
del etion of personal data w thout invalidating cryptographic proofs.
6.1. Mechanism

1. *Encryption:* Sensitive payload fields are encrypted with a per-
record or per-subject Data Encrypti on Key (DEK)

2. *Key Storage:* DEK is stored separately, indexed by SubjectlD.

3. *Hashing:* EventHash is conputed over the encrypted payl oad,
preserving integrity.

4. *Shreddi ng:* Upon erasure request, DEK is destroyed. Encrypted
dat a beconmes unrecoverabl e.
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5. *Verification:* Receipt and hash chain remain valid—verifiers can
confirm event existence and ordering w thout accessing decrypted
content.

6.2. VCP-PRI VACY Modul e
"VCP- PRI VACY" : {
"EncryptedFi el ds": ["VCP-TRADE. dientlD', "VCP-TRADE. AccountlD'],
"Keyl D': "dek-2026-001-subj ect-12345",

"Al gorithni: "AES-256- GCM',
"RetentionPolicy": "GDPR 5Y"

7. SCRAPI |ntegration
VCP Transparency Services MJST inpl ement SCRAPI
[I-Dietf-scitt-scrapi] with the follow ng VCP-specific
consi derati ons:

7.1. Registration (PCST /entries)
VCP Events are submitted as COSE _Signl Signed Statenents:
POST /entries HITP/ 1.1
Host: vcp-ts. exanpl e.com
Cont ent - Type: application/cose

<COSE_Si gnl contai ning VCP Event payl oad>

The Transparency Service validates the VCP Registration Policy and
returns a COSE Recei pt on success.

7.2. Retrieval (GET /entries/{entry_id})
Retrieve a specific VCP Event by its entry ID (derived from EventlD).
7.3. Receipt (GET /entries/{entry_id}/receipt)

Retrieve the COSE Receipt for a registered VCP Event, containing the
Mer kl e inclusion proof.

8. Security Considerations
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8.

8.

8. 3.

1.

2

Chain Integrity

The per-Actor hash chain construction provides tamper evidence:
nodi fi cation of any event invalidates all subsequent hashes in that
Actor’s chain. Conbined with SCITT s gl obal append-only |og and
Merkle tree, this provides defense in depth

M tigations agai nst key conpromi se:

* Frequent Merkle anchoring to external imutable stores

*  HSM based key storage (Platinumtier requirenent)

* Key rotation with explicit ROTATE events

Quant um Resi st ance

Ed25519 signatures are vulnerable to attacks by cryptographically
rel evant quantum conputers. VCP provides crypto-agility to address
future threats:

* SignAlgo field enables algorithmnegotiation and mgration

* Post-quantum signature algorithms (e.g., M.-DSA/Dilithiun) are
OPTI ONAL and i ntended for experinmental or high-assurance

depl oynent s

* Hash chain integrity based on SHA-256 provi des approxi mately
128-bit post-quantum security against Grover’'s al gorithm

| mpl enenters requiring post-quantum guar antees SHOULD nonitor CFRG
and PQUI P wor ki ng group outputs for updated gui dance on al gorithm
sel ection and mgration tinelines.

Tim ng Attacks

Cl ock mani pul ati on can enabl e backdati ng of events. Mtigations:

* UUIDv7 provides enbedded tinmestanp that nust match Ti mestanpl nt
* Transparency Service enforces tinestanp bounds

* Platinumtier requires PTPv2 synchronization

* External anchoring provides independent tinestanp attestation
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8. 4.

10.

10.

Privacy Considerations

VCP Events may contain sensitive trading information. Operators
SHOULD:

* Use crypto-shredding for personal data subject to GDPR
* I mpl enent access controls on Transparency Service queries
* Consi der encrypted payloads for highly sensitive data
I ANA Consi derations
Thi s docunent has no | ANA actions at this tine.
Future versions of this specification nmay request:
* Registration of nedia type "application/vcp+json"
* Establishment of a VCP Event Type registry
* COSE algorithmidentifiers for VCP-specific extensions
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Appendi x A,  Conpl ete VCP Event Exanple

The following is a conplete VCP Event encoded as JSON, ready to be
wrapped in a COSE_Signl Signed Statenent:
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"Header": {
"Event| D': "01961e5f-5c0d- 7000- 8000- 123456789abc",
"Ti mestanpl SO': "2026-03-15T09: 30: 00. 1234567892",
"Ti mestanplnt": 1742034600123456789,
"Event Type": "ORD',
"Actorl D': "al go- nonentum 001",
"Chainl D': "chain-actor-001",
"SequenceNunt': 42

b
"Payl oad": {
"VCP- TRADE": {
"Order|I D': "ord-2026-001",
"Symbol ": "AAPL",
"Side": "BUY",
"Quantity": "100",
"Price": "185.50",
"Order Type": "LIMT",
"Ti mel nForce": "DAY"
b,
" VCP- GOV":
"Al gol D': "nmonmentumv2.3",
"Deci sionFactors": ["RSI _oversold", "volunme_spike"],
" Confi denceScore": 0.87,
"Ri skCheckPassed": true
}
I
"Security": {
"Event Hash": "sha256: alb2c3d4e5f 6alb2c3d4e5f 6alb2c3d4e5f 6alb2c3d4e5f 6alb2c3d4e5f 6a
1b2",
"PrevHash": "sha256: f 6e5d4c3b2alf 6e5d4c3b2alf 6e5d4c3b2alf 6e5d4c3b2alf 6e5d4c3b2alf 6
e5",
" Si gnAl go": "ED25519"
}

Appendi x B. JSON Schema Reference
The conpl ete JSON Schema for VCP Events is avail able at:
https://veritaschain. org/ schema/ vcp-event-vl1.0.json
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