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Abst r act

Thi s docunent defines a claimset for recording Al content refusal
events. The claimset specifies the semantic content and correl ation
rules for refusal audit trails, independent of any particul ar
serialization format. The clains are designed to be carried within
SCI TT Signed Statenments and verified using SCITT Receipts.

This specification addresses claimsemantics and verification
requirenents; it does not mandate a specific encoding. A CDDL
definition is provided for CBOR-based inpl enentations, and equi val ent
JSON representations are shown in an appendi x for illustration.

Thi s specification provides auditability of |ogged refusal decisions.
It does not define content noderation policies, classification
criteria, or what Al systens shoul d refuse.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The | atest version of this docunment, along with inplenmentation
resources and exanpl es, can be found at

<https://github. conl veritaschai n/ cap-spec>.

Di scussion of this docunent takes place on the SCITT Wrking G oup
mailing list (scitt@etf.org).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Al systens capabl e of generating content increasingly inplenent

safety mechani sms to refuse requests deened harnful, illegal, or
policy-violating. However, these refusal decisions typically |eave
no verifiable audit trail. Wen a systemrefuses to generate

content, the event vanishes—there is no receipt, no log entry
accessible to external parties, and no nechanismfor third-party
verification.

Thi s docunent defines a claimset for recording such refusal events.
The cl ai mset specifies:

* The senantic nmeaning of each claim

* Correlation rules linking attenpts to outcones

* A conpleteness invariant for audit trail integrity

*  Privacy-preserving approaches using cryptographic hashes

The clainms are designed to be carried within SCITT Signed Statenents
[I-Dietf-scitt-architecture] and verified using SCITT Receipts.
Thi s docunent does not nandate a specific serialization;

i npl ementations may use CBOR, JSON, or other formats as appropriate
for their depl oynent context.
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1.1. Motivation
The January 2026 G ok incident denonstrated the need for verifiable
refusal records. The Al systemgenerated millions of harnful inages
whil e the provider clainmed noderation systens were functioning.
External parties had no nmechanismto verify whether refusals actually
occurred or whether clainmed saf eguards were enforced
Thi s creates several problens:

* Regul ators cannot independently verify that Al providers enforce
stated policies

* Providers cannot prove to external auditors that specific requests
wer e refused

* Third parties investigating incidents have no way to establish
refusal w thout trusting provider clains

SCI TT provides the infrastructure—Signed Statements, Transparency
Servi ces, and Receipts—to address this gap. This docunment defines
the claimsemantics for Al refusal events that can be carried within
that infrastructure
1.2. Scope
Thi s docunent defi nes:
* A claimset for ATTEMPT and Qutcone events
* Semantic definitions for each claim
* A conpl eteness invariant for correlation
* A CDDL grammar for CBOR representation
* Integration guidance for SCITT Transparency Services
Thi s docunent does NOT defi ne:
* Content noderation policies
* Classification algorithms or risk scoring

* Mandatory serialization formats

* Transparency Service behavi or beyond standard SCITT
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* Regul atory conpliance requirenents

This specification is an application profile for SCITT, defining
dommi n-specific claimsemantics. It does not extend or nodify SCITT
architecture.

1.3. Limtations

Thi s specification provides auditability of refusal decisions that
are | ogged, not cryptographic proof that no unl ogged generation
occurred. An Al systemthat bypasses logging entirely cannot be
detected by this nechani sm al one.

Transparency Services do not enforce the conpl eteness invariant
defined in this document; such checks are perforned by verifiers at
the application | evel using the claimsemantics defined herein.

1.4. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy

Thi s docunent uses termnology from[I-D.ietf-scitt-architecture].
The following terns are specific to this specification

Generation Request A request submitted to an Al systemto produce
content.

Ref usal Event A decision by an Al systemto decline a generation
request.

ATTEMPT A claimset recording that a generation request was
recei ved.

DENY A claimset recording that a generation request was refused.
Ref erences the correspondi ng ATTEMPT.

GENERATE A cl ai mset recording successful content generation
Ref erences the correspondi ng ATTEMPT.

ERROR A claimset recording systemfailure during processing.
Ref erences the correspondi ng ATTEMPT.
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Qut come  Any of DENY, GENERATE, or ERROR

Conpl et eness Invariant The property that every | ogged ATTEMPT has
exactly one correspondi ng CQutcone.

Verifiable Refusal Record An ATTEMPT claim set, a DENY claimset,
and Receipts proving their registration with a Transparency
Servi ce.
2.1. Mapping to SCITT

This specification maps directly to SCITT primtives:

| This Docunent | SCATT Primtive |
E s s sl s U
| ATTEMPT claim set | Signed Statenent payload |
o e e oo s o e e e e e e e e oo s +
| Qutconme claimset | Signed Statenent payload |
o e e e e oo oo o e e e e e e oo o +
| Al System | Issuer |
o e e e e oo o e m e e e e e oo +
| I'nclusion proof | Recei pt |
o e e oo s o e e e e e e e e oo s +
Table 1

3. CamSet Definition

This section defines the clains for refusal events. Cdains are
specified by their semantic nmeani ng; encoding is depl oynment-specific.
Section 4 provides a CDDL grammar for CBOR representation.

3.1. Common d ains
The followi ng clains appear in all event types:

event-type (REQUI RED) One of: "ATTEMPT", "DENY", "GENERATE',
"ERROR'. ldentifies the event category.

event-id (REQU RED) Unique identifier for this event. UU Dv7
[ RFC9562] is RECOMVENDED for tenporal ordering.

timestanp (REQUIRED) Tine of event occurrence. |In CBOR MJST be
either tag 0 (RFC 3339 date-tine string) or tag 1 (epoch-based
integer/float). Untagged integers representing Unix epoch seconds
are also pernitted.
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i ssuer (REQU RED) Identifier of the Al systemthat created this
event. SHOULD be a URI.
3.2. ATTEMPT d ains

An ATTEMPT records receipt of a generation request. It MJST be
created before any safety eval uati on begins.

pronpt - hash (REQUI RED) Cryptographi c hash of the pronpt content.
MUST use SHA-256 or stronger. The original pronpt MJUST NOT be

st or ed.
i nput-type (REQUI RED) Type of input: "text", "image", "text+i nage",
"audi 0", "video", or "multinbdal"

ref erence-input-hashes (OPTIONAL) Array of hashes for non-text
i nputs (imges, audio, etc.).

session-id (OPTIONAL) Session identifier for correlation across
requests.

actor-hash (OPTIONAL) Pseudonym zed hash of the requesting entity.

nmodel -id (OPTIONAL) Identifier of the Al nodel processing the
request .

policy-id (OPTIONAL) Identifier of the content policy being applied.

The requirenent to create ATTEMPT before safety eval uation prevents
sel ective | ogging where only "safe" requests are recorded.

3.3. DENY d ains
A DENY records refusal of a generation request.
attenpt-id (REQU RED) The event-id of the correspondi ng ATTEMPT.
Thi s establishes the correlation required by the conpl et eness

i nvari ant.

ri sk-category (OPTIONAL) Category of policy violation. Values are
depl oynent - speci fic; Appendi x A provides a non-normative taxonomny.

ri sk-score (OPTIONAL) Confidence score, 0.0 to 1.0.

refusal -reason (OPTIONAL) Human-readabl e reason. SHOULD NOT cont ain
pronpt content.

human- overri de (OPTI ONAL) Bool ean indi cating hunman revi ewer
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i nvol venent .
3.4. CGENERATE d ai ns
A CENERATE records successful content generation.
attenpt-id (REQUIRED) The event-id of the correspondi ng ATTEMPT.

out put - hash (OPTI ONAL) Hash of the generated content, for
correlation wth downstream provenance (e.g., C2PA manifests).

3.5. ERROR C ains
An ERROR records system failure, not a policy decision.
attenpt-id (REQUIRED) The event-id of the correspondi ng ATTEMPT.
error-code (OPTIONAL) Machine-readable error identifier
error-nessage (OPTIONAL) Human-readabl e error description.

ERROR does not indicate policy enforcement. A high ERROR rate may
i ndi cate operational issues or adversarial inputs.

3.6. Conpl eteness | nvariant
The conpl eteness invariant is the core integrity property:
For every ATTEMPT with event-id Athat is registered with a
Transparency Service, there MJST exist exactly one Qutcone (DENY,
GENERATE, or ERROR) with attenpt-id equal to A
Formal | y:

| {ATTEMPT}| = | {DENY}| + | {CGENERATE}| + | {ERRCR}|

where each Qutcone references exactly one ATTEMPT, and no ATTEMPT is
referenced by multiple Qutcones.

Vi ol ati ons indicate:
*  ATTEMPT without CQutcone: inconplete |ogging or in-progress request
* Qutcone without ATTEMPT: fabricated outconme or |logging failure

* Miltiple Qutcones per ATTEMPT:. data integrity failure
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Verifiers SHOULD check this invariant when auditing event streans.
Transparency Services do not enforce this invariant; it is an
application-level semantic constraint.

3.7. Timng Requirenents
To maintain audit trail integrity:
* ATTEMPT MUST be created before safety eval uati on begins
* Qutcome SHOULD be created pronptly after decision

* Qutcone tinmestanp MJST be greater than or equal to ATTEMPT
ti mestamp

Sone scenarios require del ayed outconmes (human review, system
recovery). Inplenentations SHOULD docunent expected | atency bounds.

4. CDDL Definition

This section provides a CDDL [ RFC8610] grammar for CBOR-based
representation of the claimset. This grammar i s RECOVMENDED f or
i npl ementations using CBOR encoding within SCITT Signed Statenents.

I mpl enent ati ons using other encodings (e.g., JSON) SHOULD mai ntain
semanti c equivalence with this definition

;. Refusal Event C ai m Set
; draft-kam nmura-scitt-refusal -events-02

refusal -event = attenpt-event / outcome-event

; Common cl ains (appear in all events)
common-clains = (
event-type: event-type-val ue,
event-id: uuid,
ti mestanp: tine,
i ssuer: tstr

)
event-type-value = "ATTEMPT" / "DENY" / "GENERATE" / "ERROR'

. ATTEMPT event
attenpt-event = {
comon- cl ai s,
pronpt - hash: hash-val ue,
i nput-type: input-type-val ue,
? reference-input-hashes: [+ hash-val ue],
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? session-id: uuid,
? actor-hash: hash-val ue,
? nodel -id: tstr
? policy-id: tstr,
* tstr => any ; extension point
}
i nput-type-value = "text" / "inmage" / "text+i mage" /

"audi 0" / "video" / "nultinbdal"

;. Qutcone events
out conme-event = deny-event / generate-event / error-event

deny-event = {
comon- cl ai s,
attenpt-id: uuid,
? risk-category: tstr,
? risk-score: floatl6 .le 1.0,
? refusal -reason: tstr,
? human-overri de: bool
* tstr => any

}

generate-event = {
conmon- cl ai s,
attenpt-id: uuid,
? out put - hash: hash-val ue,
* tstr => any

}

error-event = {
common- cl ai s,
attenpt-id: wuuid,
? error-code: tstr
? error-nessage: tstr,
* tstr => any

}

; Supporting types

uuid = bstr .size 16 / tstr ; binary or string representation
hash-val ue = bstr / tstr ; raw bytes or prefixed string

time = #6.0(tstr) / #6.1(nunber) / uint ; tag O (date-tinme string),
; tag 1 (epoch), or raw uint

Not es on the CDDL definition:

* Extension points (* tstr => any) allow depl oynent-specific clains
wi t hout breaking interoperability
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* UUID may be binary (16 bytes) or string (RFC 9562 format)

* Hash val ues may be raw bytes or prefixed strings (e.qg.,
"sha256:...")

* Timestanps support CBOR tag 0 (RFC 3339 date-tinme string), tag 1
(epoch-based nunber), or untagged epoch seconds

The claimnanes defined in this specification (e.g., "event-type",
"pronpt - hash") represent semantic |abels. |nplenentations MAY use
alternative key representations (such as short integer |abels for
CBOR efficiency) provided the semantic nmeaning is preserved and
docunent ed.

5. SCITT Integration

This section describes how refusal event claimsets integrate with
SCITT infrastructure.

5.1. Encoding as Signed Statenents

A refusal event claimset is carried as the payload of a SCITT Si gned
St at ement :

* The claimset is serialized (CBOR RECOMVENDED)

* The serialized bytes beconme the COSE_Signl [ RFC9052] payl oad
* The Issuer is the Al system s signing identity

* Content-Type SHOULD indicate the claimset format

For CBOR-encoded cl aimsets, the Content-Type "application/cbor” or a
nore specific nmedia type MAY be used.

5.2. Registration

After creating a Signed Statenent, the Issuer SHOULD register it with
a SCITT Transparency Service via SCRAPI [I-D.ietf-scitt-scrapi].

The Transparency Service returns a Recei pt proving inclusion.
| ssuers SHOULD store Receipts for future verification requests.

Registration timng affects audit trail integrity:

* Pronpt registration provides stronger tenporal guarantees

Kam nur a Expi res 3 August 2026 [ Page 11]



I nternet-Draft SClI TT- Ref usal - Event s January 2026
* Batched registration nay be acceptable for non-tine-critica
audits
5.3. Verification
A Verifiable Refusal Record consists of:
1. ATTEMPT Signed Statement and Recei pt
2. DENY Signed Statenment and Recei pt
3. Verification that attenpt-id in DENY equals event-id in ATTEMPT
Verifiers confirm
* Both Receipts are valid for the Transparency Service
* Both Signed Statements have valid |ssuer signatures
* The attenpt-id correlation is correct
* Tinmestanps are consistent (Qutcone >= ATTEMPT)

This denonstrates that a refusal was |logged. It does not prove that
no unl ogged generation occurred.

5.4. Registration Policy Considerations

A Transparency Service MAY apply a Registration Policy that
val i dat es:

* Required clains are present
* Timestanp is within acceptable bounds
* |ssuer is authorized (if restricted)
Transparency Services SHOULD NOT attenpt to enforce the conpl eteness
invariant; this is an application-Ilevel verification perfornmed by
audi tors.
6. | ANA Consi derations
Thi s docunent has no | ANA actions at this tinme.

Future revisions nmay request:

* Registration of a nedia type for refusal event claimsets
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7

7

7

7

* Establishment of a registry for event-type val ues
* Establishment of a registry for risk-category val ues

The wor ki ng group shoul d consi der whet her standardi zed registries
woul d benefit interoperability, or whether depl oynent-specific
vocabul aries are sufficient.

Security Considerations
1. Threat Mbdel

Thi s specification assunes:

* The Al system (Issuer) is partially trusted: expected to |og
events but may have bugs or be conprom sed

* The Transparency Service is partially trusted: provides append-
only guarantees but may be conproni sed

* Verifiers are trusted to perform conpl et eness checks

Thi s specification does NOT protect against:

* An Al systemthat bypasses |ogging entirely

* Col lusi on between |Issuer and Transparency Service

2. Orission Attacks

An adversary controlling the Al systemnight onit events to hide
policy violations. The compl eteness invariant provides detection for
| ogged events: auditors can identify ATTEMPTs wi t hout Qutcones.
However, if an ATTEMPT is never |ogged, this specification cannot
detect the onission. Conplete prevention requires externa
mechani sms (trusted execution, attestation [ RFC9334]) outside this
speci fication s scope.

3. Log Equivocation

A malicious Transparency Service mght present different views to
different parties. Mtigations include:

* Gossiping of Signed Tree Heads between verifiers

* Registration with multiple Transparency Services
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* External anchoring to public |edgers
7.4. Replay Attacks
Replay of old events is nmitigated by:
* UUI Dv7 tenporal ordering
* Timestanp verification against registration tine
* Receipt binding to specific |og position
7.5. Dictionary Attacks on Hashes

An adversary with a dictionary of pronpts could attenpt to identify
whi ch pronpt was used by hash conparison. Mtigations include:

* Access controls on event queries
* Rate limting
* Time-limted retention

8. Privacy Considerations

8.1. Harnful Content

Ref usal events may be triggered by harnful content. To prevent the
audit log frombecom ng a repository of harnful content:

* pronpt-hash stores only a hash, not the origina
* refusal -reason SHOULD NOT quote pronpt content
* Reference inmages are stored as hashes only
8.2. Actor Privacy
act or- hash provi des pseudonym zation. |nplenentations SHOULD:
* Use pseudonynous identifiers by default
*  Maintain separate access-controlled identity nmappings

* Support crypto-shredding for data del etion
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8.3. Correlation Risks

Event metadata may enabl e correl ation attacks:

* Tinmestanps reveal activity patterns

* session-id links requests

* nodel -id reveal s system usage

I mpl enent ati ons SHOULD apply appropriate access control s.
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Appendi x A,  Risk Category Taxonony (Non-Normative)
Thi s appendi x provi des an exanpl e taxonony for risk-category val ues.

Thi s taxonony is non-normative; deploynents MAY use different val ues
appropriate to their context.
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| Category | Description |
[} e —————————————_ e p—p—_—— L
| CSAM RI SK | Child sexual abuse materi al |
e e +
| NCII_RISK | Non-consensual intimate inagery

o meemeemeemeaeiaeaaaas e T e +
| M NOR_SEXUALI ZATI ON | Sexualization of mnors |
o e e e e e e oo T +
| REAL_PERSON_DEEPFAKE | Unauthorized realistic depiction

e e +
| VI OLENCE_EXTREMVE | Graphic violence |
T e +
| HATE_CONTENT | Discrimninatory content |
o e e e e e e oo T +
| TERRORI ST_CONTENT | Terrorismrelated materi al |
e e +
| SELF_HARM PROMOTI ON | Sel f-harm encour agenent |
o meemeemeemeaeciaeaaaas Fe e m e e eemeeeeiiemeeccieaaaaen. +
| COPYRI GHT_VI OLATI ON | dear IP infringenment |
o e e e e e e oo T +
| COPYRI GHT_STYLE_ MM CRY | Artist style imtation |
e Fe e e ieecieiiiseciciaaaaaaan +
| OTHER | Other policy violations |
o mmemeeeeeeaccaeaaaas e e +

Tabl e 2

A future revision may define an I ANA registry for risk categories if
interoperability requires standardi zed val ues.

Appendi x B. Depl oynent Consi derations (Non-Normative)
Thi s appendi x provi des gui dance for depl oynents with varying
assurance requirenents. These are not conformance tiers; all
depl oynents MJST satisfy the normative requirenents in Section 3.
B.1. Basic Depl oynent
Suitable for voluntary transparency:
* Log ATTEMPT and Qutcome events |ocally
* Register with Transparency Service periodically (daily)

* Retain events for 6+ nonths

* Provide Evidence Packs on request
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B. 2. Regul ated Depl oynent

Sui

table for regulatory conpliance (e.g., EU Al Act):
* Register events pronptly (within mnutes)
* | npl enent continuous conpl et eness nonitoring
* Retain events for 2+ years
* Provide progranmatic audit AP
* Docunent |atency bounds and retention policies
B. 3. Hi gh-Assurance Depl oynent

Su

tabl e for maxi num accountability:
* Register events in real-tine (wthin seconds)
* Use HSM for signing keys
* Register with nultiple Transparency Services
* I npl enent external anchoring (blockchain, nultiple TSAs)
* Retain events for 5+ years
*  Support 24-hour incident response
Appendi x C. JSON Representation Exanpl e (Non-Normative)
Thi s appendi x shows equi val ent JSON representations of the claimsets
defined in Section 3. These exanples are for illustration; the

normati ve definition is the CDDL in Section 4.

C. 1. ATTEMPT Exanple

Kam nur a Expi res 3 August 2026 [ Page 18]



Internet-Draft SCI TT- Ref usal - Event s

C 2.

}

"event-type": "ATTEMPT",
"event-id": "019467al-0001- 7000- 0000- 000000000001",
"timestamp": 1738159425,

"issuer": "urn:exanpl e:ai-service:ing-gen-prod"
"pronpt - hash": "sha256: 7f 83b1657f f 1f c53b92dc18148a1d65d
"input-type": "text+image",

"reference-input-hashes": |
"sha256: 9f 86d081884c7d659a2f eaaO0c55ad015. . . "
]

",ession—id": "019467al1- 0001- 7000- 0000- 000000000000",
"actor-hash": "sha256: e3b0c44298f clc1l49af bf 4c8996f b924.

"model -id": "ing-gen-v4.2. 1",
"policy-id": "content-safety-v2"
DENY Exanpl e

"event -type": "DENY",

"event-id": "019467al- 0001- 7000- 0000- 000000000002",
"timestanp": 1738159426,

"issuer": "urn:exanpl e:ai-service:ing-gen-prod"
"attenpt-id": "019467al-0001- 7000- 0000- 000000000001",
"risk-category": "NCI|_RI SK",

"risk-score": 0.94,

"refusal -reason”: "Content policy violation detected"

Appendi x D. Evidence Pack Format (Non-Nornmative)

January 2026

"
y

"
. y

An Evidence Pack is a self-contained collection of events suitable
for regulatory submi ssion or third-party audit. This for
depl oynent - speci fic and not required for confornance.

A typical Evidence Pack contains:

*

Mani fest with nmetadata and checksuns
Serialized events (CBOR or JSON Lines)
Recei pts from Transparency Services
Conpl et eness verification results

Public keys for signature verification

Kam nur a Expi res 3 August 2026
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The CAP- SRP specification [ CAP-SRP] defines a detail ed Evi dence Pack
format for content Al applications.
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