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Abst r act

Thi s docunent describes a SClI TT-based nechani smfor creating
verifiable records of Al content refusal events. |t defines how
refusal decisions can be encoded as SCI TT Signed Statenents,
registered with Transparency Services, and verified by third parties
usi ng Recei pts.

This specification provides auditability of refusal decisions that
are | ogged, not cryptographic proof that no unl ogged generation
occurred. It does not define content noderation policies,
classification criteria, or what Al systems should refuse; it
addresses only the audit trail mechani sm

This revision (-01) incorporates |essons fromthe January 2026 G ok
NCI | incident, aligns with the CAP-SRP v1.0 specification, and
addresses energing regul atory requirenents including EU Al Act
Article 12/50 and the Korea Al Basic Act.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The | atest version of this docunment, along with inplenentation
resources and exanples, can be found at [ CAP-SRP].

Di scussion of this docunent takes place on the SCITT Wrking G oup
mailing list (scitt@etf.org).

The conpani on specification CAP-SRP v1.0 [ CAP-SRP-SPEC] provides a
conpl ete domain profile for content/creative Al systens.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1. Introduction
Thi s docunent is NOT a content noderation policy. 1t does not
prescri be what Al systens should or should not refuse to generate,
nor does it define criteria for classifying requests as harnful. The

mechani sm descri bed herein is agnostic to the reasons for refusa
decisions; it provides only an interoperable format for recording
that such decisions occurred. Policy decisions regarding acceptabl e
content remain the domain of Al providers, regulators, and applicable
| aw.

1.1. Motivation

Al systens capabl e of generating content increasingly inplenent

safety mechani sms to refuse requests deened harnful, illegal, or
policy-violating. However, these refusal decisions typically |eave
no verifiable audit trail. Wen a systemrefuses to generate

content, the event vanishes—there is no receipt, no log entry
accessible to external parties, and no nechanismfor third-party
verification.

Thi s creates several problens:

* Regul ators cannot independently verify that Al providers enforce
stated policies

* Providers cannot prove to external auditors that specific requests
wer e refused

* Third parties investigating incidents have no way to establish
refusal w thout trusting provider clains

* The compl eteness of audit | ogs cannot be verified externally
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The SCITT architecture [I-D.ietf-scitt-architecture] provides
primtives—Signed Statenents, Transparency Services, and

Recei pts—that can address this gap. This docunent describes how
these primtives can be applied to Al refusal events.

1.1.1. The G ok NCI Incident (January 2026)

The January 2026 G ok incident exposed the critical need for
verifiable refusal nechani sns. xAl’s generative Al system produced
approximately 4.4 mllion inages in 9 days, with external analysis
indicating at |least 41% were sexualized i nages and 2% depi ct ed
mnors. This triggered unprecedented nulti-jurisdictiona

enf or cement :

* EU D gital Services Act investigation (potential fine up to 6% of
gl obal revenue)

* 35-state US coalition demanding elinination of harnful content
capabilities

* UK OcomOnline Safety Act investigation (potential fine up to 10%
of gl obal revenue)

* PBrazil joint regulatory action with 30-day conpliance deadline
* Indonesia tenporary service bl ock

When xAl asserted that noderation systenms were functioning, no
external party could verify this claim The absence of verifiable
refusal records neant regulators had to rely on provider self-
reports, Al Forensics external testing, and user conplaints rather
than crypt ographi c proof.

This incident denpnstrates that the problemis not detection accuracy
al one, but verification capability. Even if an Al system has
effective content classifiers, the inability to prove refusals
occurred creates an accountability gap that this specification
addr esses.

1.2. Regul atory Context

Multiple jurisdictions are inplenenting Al transparency and | oggi ng
requi renents that this specification can help satisfy:

1.2.1. EU Al Act

The EU Al Act (Regul ation 2024/ 1689) establishes conprehensive
| oggi ng requirenents:
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* Article 12 mandates automatic recording of events for high-risk Al
systens, with m nimum 6-nmonth retention

* Article 50 requires Al-generated content to be marked in machine-
readable format, with detection tools available

* Hi gh-risk Al obligations becone applicabl e August 2, 2026

This specification’s event nodel directly supports Article 12
conpliance by providing tanper-evident |ogging with externa
anchoring for independent verification.

2. Korea Al Basic Act

The Korea Al Basic Act (Al), effective January 22, 2026, requires:
* Mandatory | abeling for generative Al outputs

*  Meani ngful explanations for high-inpact Al decisions

* Donmestic representatives for foreign Al businesses exceedi ng
speci fied threshol ds

The conpl eteness invariant defined in this specification provides a
mechani sm for denonstrating that Al systens nake consistent decisions
that can be explai ned and audited.

3. US Regul atory Landscape
US regul ations relevant to Al content provenance include:

* Col orado Al Act (SB24-205, effective June 30, 2026): requires
i npact assessments and 3-year document retention

* California SB 942 (effective August 2, 2026): requires provenance
met adat a and detection tools

* TAKE IT DOMN Act (platformconpliance by May 19, 2026): requires
48-hour NCII renmoval with docunentation

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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Scope
Thi s docunent descri bes:
* Termnol ogy for refusal events mapped to SCITT primtives

* A data nodel for ATTEMPT and DENY events as Signed Statenent
payl oads

* A conpleteness invariant for audit trail integrity checking
* An integration approach with SCITT Transparency Services
* Bvidence Pack format for regulatory subm ssion

* Confornmance | evels (Bronze/Silver/Gold) for graduated
i npl ementation

—
=.

i s docunent does NOT defi ne:

* Content noderation policies (what should be refused)

* (Cassification algorithms or risk scoring nethods

* Thresholds or criteria for refusal decisions

* General SCITT architecture (see [I-D.ietf-scitt-architecture])
* Legal or regulatory requirenents for specific jurisdictions
Limtations

Thi s specification provides auditability of refusal decisions that
are | ogged, not cryptographic proof that no unl ogged generation
occurred. An Al systemthat bypasses logging entirely cannot be
detected by this nechani smal one. Detection of such bypass requires
ext ernal enforcement mechanisms (e.g., trusted execution
environments, attestation) which are outside the scope of this
docunent .

This profile does not require Transparency Services to enforce

conpl eteness invariants; such checks are perfornmed by verifiers using
application-level 1ogic.
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1.6. Relationship to CAP-SRP

This Internet-Draft provides the I ETF-track specification for
verifiable Al refusal events using SCITT primtives. The conpanion
CAP- SRP speci fication [ CAP- SRP- SPEC] published by the VeritasChain
St andards Organi zati on provides:

* Conplete domain profile for content/creative Al systens

* |Integration with the VAP (Verifiable Al Provenance) franmework

* Detailed regulatory conpliance nmapping

* Reference inplenmentation gui dance

* C2PA integration for content provenance

I mpl ement ations may conformto this Internet-Draft alone for basic
SCITT interoperability, or additionally conformto CAP-SRP for
compr ehensi ve content Al audit trail capabilities.

2. Term nol ogy

Thi s docunent uses terminology from[I-D.ietf-scitt-architecture].
The following terns are specific to this profile:

Generation Request A request submitted to an Al systemto produce
content. May include text pronpts, reference inmages, or other
i nput s.

Ref usal Event A decision by an Al systemto decline a generation
request based on safety, policy, or other criteria. Results in no
content being produced.

ATTEMPT (GEN _ATTEMPT) A Signed Statenent recording that a generation
request was received. Does not indicate the outcone. CAP-SRP
uses the term GEN_ATTEMPT for this event type.

DENY (GEN_DENY) A Signed Statenent recording that a generation
request was refused. References the correspondi ng ATTEMPT vi a
attenptld. CAP-SRP uses the term GEN DENY for this event type.

GENERATE (CEN) A Signed Statenent recording that content was
successfully generated in response to a request. References the
correspondi ng ATTEMPT via attenptld. CAP-SRP uses the term GEN
for this event type.

ERROR (CGEN_ERROR) A Signed Statenent indicating that no content was
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generated due to systemfailure (e.g., timeout, resource
exhaustion, nodel error) rather than a policy decision. ERROR
does not constitute a refusal and does not indicate policy
enforcement. References the corresponding ATTEMPT via attenptld.

Qutcome A Signed Statenent recording the result of a generation
request: DENY (refusal), GENERATE (successful generation), or
ERROR (system failure)

Verifiable Refusal Record An auditable record consisting of an
ATTEMPT Signed Statenent, a DENY Signed Statenent, and Receipts
proving their inclusion in a Transparency Service. This provides
evi dence that a refusal decision was |ogged, but does not
cryptographically prove that no unl ogged generation occurred.

Conpl eteness Invariant The property that every | ogged ATTEMPT has
exactly one correspondi ng Qutcone. Fornmally: X ATTEMPT = [X
GENERATE + [XI DENY + X ERROR.  This invariant is checked by
verifiers at the application level; it is not enforced by
Transpar ency Servi ces.

Evi dence Pack A self-contained, cryptographically verifiable
collection of events suitable for regulatory subm ssion or third-
party audit. |Includes events, anchor records, Merkle proofs, and
verification netadata.

pronpt Hash A crypt ographi c hash of the generation request content.
Enabl es verification that a specific request was processed wi thout
storing the potentially harnful pronpt text.

Ref usal Receipt A cryptographic token provided to users proving
their request was processed and refused. Enables user-side
verification without exposing internal audit details.

Thi s docunent focuses on refusal events because successful generation
i s already observabl e through content existence and downstream
provenance mechani snms (e.g., C2PA manifests, watermarks). Refusa
events, by contrast, are negative events that |eave no externa
artifact unless explicitly | ogged. The GENERATE and ERROR out cones
are defined for conpleteness invariant verification but are not the
primary focus of this specification.

2.1. Mapping to SCITT Prinmitives

This profile maps refusal event concepts directly to SCITT
primtives, mnimzing new term nol ogy:
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B ooy s s e
| This Docunent | CAP-SRP Term | SCITT Primtive |
[ ooy ooy e e
| ATTEMPT | GEN_ATTEMPT | Signed Statenent

I - +
| DENY | GEN_DENY | Signed Statenent

I T e +
| GENERATE | GEN | Signed Statenent

o e e e oo o e e - o e e e e oo oo +
| ERROR | GEN_ERROR | Signed Statenent

I - +
| Al System | Issuer | Issuer |
I T e +
| I'nclusion Proof | Receipt | Recei pt |
o e e e oo o e e - o e e e e oo oo +

Table 1

Ref usal events are registered with a standard SCI TT Transparency
Service; this docunment does not define a separate |og type

Thi s docunent uses dommi n-agnostic event type nanmes (ATTEMPT, DENY,
GENERATE, ERROR) to enable application across nultiple Al donains.
CAP- SRP uses donumi n-specific prefixes (GEN_ATTEMPT, GEN_DENY, CEN
GEN_ERROR) appropriate for content generation. |nplenmentations
targeting CAP-SRP confornmance SHOULD use CAP-SRP event type names in
the event Type field; inplenentations targeting broader SCITT
interoperability MAY use the names defined in this docunent.

3. Conformance Levels
Thi s specification defines three conformance | evels to acconmodat e
di fferent organi zational capabilities and regulatory requirements.
These levels align with the VAP Framework v1.2 [VAP- FRAVEVWORK]
conf ormance structure

3.1. Bronze Leve
M ni mum requi renments for basic confornmance:
* MJST: Log all ATTEMPT events before safety eval uation
*  MJIST: Log correspondi ng Qutcone for each ATTEMPT
*  MJST: Hash prompt content (pronptHash), never store cleartext

* DMJST: Sign all events using COSE Signl
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*  MJST: Use SHA-256 for hashing

*  MUST: Use Ed25519 for signatures

* MJST: Include |1SO 8601 tinmestanps with tinmezone
*  SHOULD: Use UUI Dv7 for event identifiers

* SHOULD: | npl enent hash chain Iinking (PrevHash)
* Retention: Mnimm6 nonths

Bronze level is suitable for voluntary transparency and early
adopt er s.

3.2. Silver Level
Al'l Bronze requirenents, plus:
*  MUIST: Register events with SCITT Transparency Service
* MJST: Obtain and store Receipts for all events
*  MJST: I|nplenent external anchoring (m ninmmdaily)
*  MJIST: Verify Conpleteness Invariant continuously
* MJST: Support Evidence Pack generation
*  MJST: Inplenent Merkle tree construction
*  SHOULD: Provide third-party verification endpoint
* Retention: Mninmum2 years

Silver level is reconmended for organizations subject to EU Al Act
Article 12 or similar regul ations.

3.3. Cold Level
Al Silver requirenents, plus:
*  MUIST: Inplenent real-time anchoring (within 1 hour)
*  MJST: Use HSM for signing key storage

* MJST: Provide real-tine audit API
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*  MUST: Support 24-hour incident response evidence preservation

* SHOULD: Integrate with SCITT Transparency Service for continuous
nmoni t ori ng

*  SHOULD: | npl ement geographi c redundancy
* Retention: Mnimum5 years

Gold level is required for Very Large Online Platforns (VLOPs) under
DSA Article 37 and high-risk Al systens requiring naxi mum assurance.

4. Use Cases
4.1. Regulatory Audit

A regulatory authority investigating Al system conpliance needs to
verify that a provider’'s stated content policies are actually
enforced. Wthout verifiable refusal events, the regul ator nust
trust provider self-reports. Wth this nechanism regulators can
request Evidence Packs for specified time ranges, verify ATTEMPT/

Qut come conpl eteness for | ogged events, confirmrefusal decisions are
anchored in an append-only |og, and conpare refusal statistics

agai nst external incident reports.

This directly addresses the verification gap exposed by the G ok
i ncident, where regulators had no mechanismto i ndependently verify
provi der clains about safety system effectiveness.

4.2. Incident Investigation

When investigati ng whether an Al systemrefused a specific request,
investigators need to establish provenance. A Verifiable Refusa
Record (ATTEMPT + DENY + Recei pts) denpbnstrates that a specific
request was received, classified as policy-violating, refused, and
the refusal was |ogged with external timestanp anchori ng.

4.3. Provider Accountability

Al service providers may need to denonstrate to stakehol ders that
safety mechani sns function as clainmed. Verifiable refusal events
enabl e statistical reporting on |ogged refusal rates, third-party
verification of safety clains, auditable proof that specific requests
were refused, and conparison agai nst industry benchmarks.
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4.4. Legal Proceedings

In | egal proceedi ngs concerning Al-generated content, parties may
need evidence that a systemdeclined a request. Verifiable Refusa
Records provide such evidence, subject to the linmtation that they
denonstrate | ogged refusals, not the absence of unlogged generation
Evi dence Packs provi de court-adm ssi bl e docunentation with
cryptographic integrity proofs.

4.5. User Verification

Users who receive refusals may need proof that their request was
processed. Refusal Receipts enable users to verify their request was
| ogged, appeal refusal decisions with evidence, and denonstrate to
third parties that they attenpted but were refused (useful for
content creators docurenting conpliance efforts)

5. Requirements

This section defines requirenments for inplenentations. To nmaximze
interoperability while allowi ng inplenmentation flexibility, a smal
set of core requirenents use MJST; other requirenents use SHOULD or
MAY.

5.1. Conpl eteness Invari ant

The conpl eteness invariant is the central requirement of this
profile:

Formal definition:
X ATTEMPT = X GENERATE + X DENY + [X ERROR

For any tinme window [T, T]:
count (ATTEMPT where T timestanp T) =
count (GENERATE where T tinmestanp T + grace_period) +
count (DENY where T tinestanp T + grace_period) +
count (ERROR where T timestanmp T + grace_period)

* Every | ogged ATTEMPT Signed Statenent MJST have exactly one
correspondi ng Qutcone Signed Statenent (DENY, GENERATE, or ERROR).

* Qutconme Signed Statenments MJUST reference their corresponding
ATTEMPT via the attenptld field.

* Pronpt content MJUST NOT be stored in cleartext in Signed

Statements; inplenentations MJST use cryptographic hashes
(prompt Hash) i nstead.
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5.

2

* The ATTEMPT event MUST be | ogged BEFORE any safety eval uation
begi ns (pre-eval uation | oggi ng).

Verifiers SHOULD flag any | ogged ATTEMPT wi thout a corresponding
Qut come as potential evidence of inconplete |ogging or system
failure.

Vi ol ati on detection:

System nmay be |
hi ding results |

o e e e e e oo - o e e e o e e e e e oo - +
| Qutcones > Attenmpts | O phan out cones | System may have |
| | | fabricated refusals

o e e e e oo s o e e oo o e e e e oo s +
| Duplicate outcomes | Miltiple outcomes | Data integrity |
| | per attenpt | failure

o e e e e e oo - o e e e o e e e e e oo - +

Tabl e 2

This conpl eteness invariant is defined at the event senmantics |eve
and applies only to |l ogged events. |t cannot detect ATTEMPT events
that were never |ogged. Cryptographic detection of invariant

vi ol ati ons depends on the properties of the underlying Transparency
Service and verifier |ogic.

This profile does not require Transparency Services to enforce

compl eteness invariants; such checks are performed by verifiers using
application-level |ogic.

Integrity

To protect against tanpering, inplenentations SHOULD

* Include a cryptographic hash of event content in each Signed
St at ement ( Event Hash)

* Digitally sign all Signed Statenents
* Chain events via PrevHash fields to detect deletion or reordering

* Register Signed Statenents with a SCITT Transparency Service and
obtai n Receipts
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PrevHash chaining is RECOWENDED but not required because append-only
guarantees are primarily provided by the Transparency Service.
PrevHash provi des an additional, issuer-local integrity signal that
can detect tanpering even before Transparency Service registration

SHA- 256 for hashi ng and Ed25519 for signatures are RECOMVENDED.
O her algorithms registered with COSE MAY be used. |Inplenmentations
SHOULD support algorithmagility for future post-quantum cryptography
m gration.

5.3. Privacy
Ref usal events may be triggered by harnful or sensitive content. To
avoid the audit | og becom ng a repository of harnful content,
i mpl ement ati ons SHOULD:
* Replace pronpt text wth pronptHash
* Replace reference i mages with cryptographi c hashes

* Ensure refusal reasons do not quote or describe pronpt content in
det ai |

* Pseudonym ze actor identifiers where appropriate (ActorHash)
The hash function SHOULD be collision-resistant to prevent an
adversary fromclaimng a benign pronmpt hashes to the sane value as a
har nful one.
Hashing wi thout salting nmay be vul nerable to dictionary attacks if an
adversary has a list of candidate pronpts. Mtigations include
access controls on event queries, time-limted retention policies,
and nonitoring for bulk query patterns. Salting may provide
additional protection but introduces conplexity; if used,
i npl ementations nust ensure verification renmains possible without
requi ring disclosure of the salt to third-party verifiers

5.4. Third-Party Verifiability

To enabl e external verification without access to internal systens,
i mpl ement ati ons SHOULD:

* Ensure verification requires only the Signed Statenment and Recei pt
* Publish Issuer public signing keys or certificates

* ©Make Transparency Service | ogs queryabl e by authorized auditors
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* Support offline verification given the necessary cryptographic
mat eri al
* Provide Evidence Pack export in standardized format
5.5. Tineliness
To maintain audit trail integrity, inplenentations SHOULD:

* Create ATTEMPT Signed Statenents pronptly upon request receipt
(within 100mns)

* Create Qutconme Signhed Statements pronptly upon decision (within 1
second for automated deci sions)

* Register Signed Statenents with the Transparency Service within a
r easonabl e wi ndow (wi thin 60 seconds)

Ext ernal anchoring frequency requirenents by conformance | evel:

B oo s sty ety
| Level | Mninmum Frequency | Maxi num Del ay |
R gl Sty Ll ety o
| Bronze | Optional | NA |
I I I I R I I T +
| Silver | Daily | 24 hours |
+---- - - - I I I R S I +
| Gold | Hourly | 1 hour |
F-------- I i I I R I i +

Tabl e 3
Sone operational scenarios may require del ayed outcones:
*  Human review processes nmay take m nutes, hours, or days
* System crashes may del ay outcone |ogging until recovery
* Network failures may del ay Transparency Service registration
I mpl enent ati ons SHOULD docunent expected | atency bounds in their
glegirf;rati on Policy. Extended delays SHOULD trigger nonitoring

5.6. Confornmance

An inplenentation conforns to this specification if it satisfies the
foll owi ng requirenents:
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*  MJST: Every | ogged ATTEMPT has exactly one Qutcome

*  MJIST: Qutconmes reference ATTEMPTs via attenptld

* MJST: Pronpt content is hashed, not stored in cleartext

*  MJST: Signed Statenents are encoded as COSE_Si gnil

*  MJST: ATTEMPT is |ogged before safety eval uation

Al'l other requirenents (SHOULD, RECOMVENDED, MAY) are gui dance for
interoperability and security best practices but are not required for

conf or mance.

I mpl enent ati ons MAY extend the data nodel with additional fields
provi ded the core confornmance requirenents are satisfied

I mpl ement ations claimng a specific conformance | evel (Bronze/Silver/
CGol d) MUST satisfy all requirenents for that level as defined in
Section 3.

6. Data Model
Thi s section defines exanpl e payl oads for ATTEMPT, DENY, GENERATE
and ERROR Signed Statenents. These are encoded as JSON payl oads.
This data nodel is non-normative; inplenmentati ons MAY extend or
modi fy these structures provided the conformance requirenments in
Section 5.6 are satisfied.

6.1. ATTEMPT Signed Statenent Payl oad

An ATTEMPT records that a generation request was received:
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{
"event Type": "ATTEMPT",
"eventld": "019467al-0001- 7000- 0000- 000000000001",
"chainld": "019467a0- 0000- 7000- 0000- 000000000000",
"timestanmp": "2026-01-29T14: 23: 45. 100Z2",
"issuer": "urn:exanpl e:ai-service:ing-gen-prod"
"pronpt Hash": "sha256: 7f 83b1657f f 1f c53b92dc18148a1d65d. . . ",
"input Type": "text+i mage",
"referencel nput Hashes": [
"sha256: 9f 86d081884c7d659a2f eaa0c55ad015. . . "
1,
"sessionld": "019467al-0001- 7000- 0000- 000000000000",
"actorHash": "sha256: e3b0c44298f c1cl49af bf 4c8996f b924. . .",
"nodel 1d": "ing-gen-v4.2.1",
"policyld": "content-safety-v2",
"pol i cyVersion": "2026-01-01",
"hashAl go": " SHA256",
"signAl go": "ED25519",
"prevHash": "sha256: 0000000000000000000000000000000. . . ",
"event Hash": "sha256: alb2c3d4e5f 6alb2c3d4e5f 6alb2c3d4. .. "
}

Field definitions:
event Type "ATTEMPT" (or "GEN_ATTEMPT" for CAP-SRP alignment)

eventld Unique identifier (UUI D v7 [RFC9562] RECOMVENDED f or
tenmporal ordering)

chainld Identifier for the event chain (enables nmultiple independent
chai ns per issuer)

timestanp 1SO 8601 tinmestanp of request receipt with tinmezone
i ssuer URN identifying the Al system
pronpt Hash Hash of the textual pronpt (if any)

i nput Type Type of input: "text", "inage", "text+i mage", "audio",
"vi deo"

ref erencel nput Hashes Array of hashes for non-text inputs
sessionld Session identifier for correlation
actor Hash Pseudonym zed hash of the requesting user/system

model |d Identifier and version of the Al npdel
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policyld ldentifier of the content policy applied
policyVersion Version of the policy (enables policy change tracking)
hashAl go Hash al gorithmused (default: "SHA256")
signAlgo Signature algorithmused (default: "ED25519")
prevHash Hash of the previous event (for chain integrity)
event Hash Hash of this event’'s canonical form
6.2. DENY Signed Statenent Payl oad

A DENY records that a request was refused:

{
"event Type": "DENY",
"eventld": "019467al-0001- 7000-0000- 000000000002",
"chainld": "019467a0- 0000- 7000- 0000- 000000000000",
"timestanp": "2026-01-29T14: 23: 45. 1502",
"issuer": "urn:exanpl e:ai-service:ing-gen-prod"
"attenptld": "019467al-0001- 7000- 0000- 000000000001",
"riskCategory": "NC|_RI SK",
"riskSubCat egori es": ["REAL_PERSON', "CLOTH NG _REMOVAL_REQUEST"],
"riskScore": 0.94,
"refusal Reason”: "Non-consensual intimte inmagery request detected”,
"model Deci si on": "DENY",
"humanOverride": false,
"escal ationld": null,
"hashAl go": "SHA256",
"si gnAl go": "ED25519",
"prevHash": "sha256: alb2c3d4e5f 6alb2c3d4e5f 6alb2c3d4. .. ",
"event Hash": "sha256: e5f 6g7h8i 9 0e5f 6g7h8i 9j 0e5f 6g7h8. .. "
}
Fiel d definitions:

event Type "DENY" (or "GEN_DENY" for CAP-SRP alignnent)
eventld Unique identifier

chainld Mist match the correspondi ng ATTEMPT' s chainld
timestanp 1SO 8601 timestanp of refusal decision

attenptld Reference to the correspondi ng ATTEMPT (required for
conpl et eness invariant)
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ri skCategory Category of policy violation detected. See Section 6.5
for non-normative taxonony.

ri skSubCategories Array of sub-categories for detailed
classification

ri skScore Confidence score (0.0 to 1.0) if available. Scoring
met hodol ogy i s inplenentation-defined.

ref usal Reason Human-readabl e reason (SHOULD NOT contain pronpt
content). The taxonony of reasons is inplenentation-defined.

nmodel Deci sion The action taken: "DENY", "WARN', "ESCALATE",
" QUARANTI NE"

humanOverride Boolean indicating if a human revi ewer was invol ved

escal ationld Reference to escalation record if human revi ew was
triggered

prevHash Hash of the previous event
event Hash Hash of this event’'s canonical form
Thi s specification does not standardi ze content noderation
categories, risk taxonom es, or refusal reason formats. These are
policy decisions that remain the domain of Al providers and
appl i cabl e regul ati ons.

6.3. CENERATE Si gned Statenent Payl oad
A CENERATE records that content was successfully produced. This

docunent focuses on refusal events; GENERATE is included for
conpl eteness invariant verification
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{
"event Type": " GENERATE",
"eventld": "019467al-0001- 7000- 0000- 000000000004",
"chainld": "019467a0- 0000- 7000- 0000- 000000000000",
"timestanmp": "2026-01-29T14: 23: 46. 500Z2",
"issuer": "urn:exanpl e:ai-service:ing-gen-prod"
"attenptld": "019467al-0001- 7000- 0000- 000000000001",
"out put Hash": "sha256: b2c3d4e5f 6a7b2c3d4e5f 6a7b2c3d4e5. .. ",
"out put Type": "image/ png",
"c2paMani festld": "urn:c2pa:manifest:...",
"hashAl go": " SHA256",
"signAl go": "ED25519",
"prevHash": "sha256: alb2c3d4e5f 6alb2c3d4e5f 6alb2c3d4. .. ",
"event Hash": "sha256: c3d4e5f 6a7b8c3d4e5f 6a7b8c3d4e5f6. .. "
}
Field definitions specific to GENERATE:

out put Hash Hash of the generated content (enables verification
wi t hout storing content)

out put Type M ME type of generated content

c2paMani festld OPTIONAL. Reference to C2PA nanifest if content
provenance i s enbedded in out put

GENERATE events are typically not the focus of regulatory audits

since successful generation is observable through content existence

and downstream provenance (e.g., C2PA manifests, SynthlD watermarks).

They are included here to enabl e conpl eteness invariant verification
6.4. ERROR Signed Statenent Payl oad

An ERROR records that a request failed due to system i ssues:
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{
"event Type": "ERRCR',
"eventld": "019467al-0001- 7000- 0000- 000000000003",
"chainld": "019467a0- 0000- 7000- 0000- 000000000000",
"timestanmp": "2026-01-29T14: 23: 45. 200Z2",
"issuer": "urn:exanpl e:ai-service:ing-gen-prod"
"attenptld": "019467al-0001- 7000- 0000- 000000000001",
"errorCode": "TIMEQUT",
"errorMessage": "Mddel inference tineout after 30s",
"hashAl go": " SHA256",
"si gnAl go": "ED25519",
"prevHash": "sha256: e5f 6g7h8i 9j 0e5f 6g7h8i 9] 0e5f 6g7h8. .. ",
"event Hash": "sha256: h8i 9j Ok1l 2n8h8i 9j Ok1l 2nBh8i 9j Ok1..."
}

ERROR events indicate systemfailures, not policy decisions. A high
ERROR rate may indicate operational issues or potential abuse (e.g.,
adversarial inputs designed to crash the system). |Inplenentations
SHOULD nonitor ERROR rates and investigate anonali es.

6.5. R sk Categories (Non-Normative)
The followi ng risk categories are provided as a non-nornative

ref erence taxonomny. |nplenmentations MAY use different categories
based on their policies and applicable regul ations:
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[ oo
| Category |
+o——oooo—o———o——————————————+4
| CSAM RI SK |
I I
I I
I T +
| NCII_RISK |
I I
T i I S +
| M NOR_SEXUALI ZATI ON |
I I
I I
I T +
| REAL_PERSON DEEPFAKE |
I I
I I
I i T +
| VI OLENCE_EXTREME |
I T +
| HATE_CONTENT |
I I
I T T +
| TERRORI ST_CONTENT |
I I
I T +
| SELF_HARM PROMOTI ON |
I I
I T T +
| COPYRI GHT_VI OLATI ON |
I I
I T +
| COPYRI GHT_STYLE M M CRY |
I I
I T T +
| OTHER |
I I
I T +

7. Evidence Pack

An Evi dence Pack is a sel f-contained,

Chil d sexua
abuse materi al

Non- consensua
intimte imgery
Cont ent
sexual i zi ng

m nor s

Unaut hori zed
realistic

depi ction

Di scrim natory
cont ent

Sel f-harm
encour agenent

Clear IP

i nfringenent
Artist style
imtation

O her policy
vi ol ati ons

Tabl e 4

January 2026

M nor |
sexual i zati on |
request |

Deepf ake |
por nogr aphy |

Age-i nappropriate |
requests |

Celebrity face |
swap |

Core, torture |

Raci st i magery |

Pr opaganda, |
recruitnent |

Tr adenar ked |
characters |

Protected style |
requests |

cryptographically verifiable

collection of events suitable for regulatory subm ssion or third-

party audit.
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7.1. Directory Structure

evi dence_pack/

-—— manifest.json # Pack netadata and integrity info
-—— events/

F—— events_001. j sonl # Event batch 1 (JSON Lines format)

t———— events_002.j sonl # Event batch 2
——— anchors/

—— anchor _001.j son # External anchor records
-—— nerkle/

F—— tree_001.json # Merkle tree structure

L—— proofs/ # Sel ective disclosure proofs
-—— keys/

L—— public_keys.json # Public keys for verification
——— signatures/

L—— pack_signature.json # Pack-1evel signature

7.2. Mani f est For nat
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"packl d": "019467b2- 0000- 7000- 0000- 000000000000",
"packVersion": "1.0",
"generatedAt": "2026-01-29T15: 00: 00Z",
"generatedBy": "urn:exanpl e: ai-service:ing-gen-prod",
"conformancelLevel ": "Silver",
"event Count": 150000,
"timeRange": {
"start": "2026-01-01T00: 00: 00Z",
"end": "2026-01-29T14:59: 597"

}

hecksums": {

"events/events_001.jsonl": "sha256:...",
"events/events_002.jsonl": "sha256:...",
"anchor s/ anchor _001.json": "sha256:..."

}

onpl et enessVerification": {

"total Attenpts": 145000,

"total Generate": 140000,

"total Deny": 4500,

"total Error”: 500,

"invariantValid": true,

"verificationTi mestamp": "2026-01-29T15: 00: 00Z"

}

1xternaIAnchor§H [
"anchor!1d": "019467b0-0000- 7000- 0000- 000000000000",

"anchor Type": "RFC3161",
"anchor Ti nest anp”: "2026-01-29T00: 00: 00Z"

}
]
}

7.3. Verification Process
Third-party verification of an Evidence Pack invol ves:
1. Verify pack signature against published public key
2. Verify all file checksunms in nmanifest
3. Verify hash chain integrity across all events
4. Verify individual event signatures
5. Verify Conpl eteness |nvariant

6. Verify external anchor records against TSA/ SCITT
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7. Cenerate verification report
8. SCITT Integration
8.1. Encoding as Signed Statenents

ATTEMPT, DENY, CENERATE, and ERROR events are encoded as SCI TT Si gned
St at enent s:

*  The event JSON is the Signed Statenent payl oad
* The Issuer is the Al system s signing identity

* The Content Type MAY use "application/vnd.scitt.refusal-
event +j son"

* The Signed Statenent is wapped in COSE Signl per [ RFC9052]

The JSON payl oad is canonicalized per [RFC8785] and signed as the
COSE_Si gnl payl oad bytes. This ensures determnistic serialization
for signature verification.

8.2. Registration

After creating a Signed Statenent, the Issuer SHOULD register it with
a SCI TT Transparency Servi ce:

1. Subnmit the Signed Statenment via SCRAPI [I-D.ietf-scitt-scrapi]
2. Receive a Receipt proving inclusion
3. Store the Receipt for future verification requests
The Transparency Service's Registration Policy MAY verify that
required fields are present and tinmestanps are within acceptable
bounds.
Regi stration may fail due to network issues, service unavailability,
or policy rejection. |Inplenentations SHOULD i mpl enent retry logic
wi th exponential backoff. Persistent registration failures SHOULD be
| ogged locally and trigger operational alerts.

8.3. Registration Policy Guidance (Non-Normative)

A Transparency Service operating as a refusal event |og MAY inpl enent
a Registration Policy that validates:

* Signhature validity (COSE_Signl verification)
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* Required fields present (eventType, eventld, tinestanp, issuer)
* Timestanmp sanity (not in the future, not unreasonably ol d)

* |ssuer authorization (if the TS restricts which issuers may
regi ster)

This profile does not require Transparency Services to enforce
compl eteness invariants. A TS accepting refusal events is not
expected to verify that every ATTEMPT has an Qutcone; such
verification is performed by auditors and verifiers at the
application |evel

8.4. Verification with Receipts
A conplete Verifiable Refusal Record consists of:
1. The ATTEMPT Signed Statenent and its Receipt
2. The correspondi ng DENY Signed Statement and its Recei pt
3. Verification that attenptld in DENY matches eventld in ATTEMPT
Verifiers can confirmthat a refusal was |ogged by validating both
Recei pts and checking the ATTEMPT/ DENY |inkage. This denobnstrates
that the refusal decision was recorded in the Transparency Service,
but does not prove that no unl ogged generation occurred.

8.5. External Anchoring

For additional assurance, inplenentations MAY periodically anchor
Merkl e tree roots to external systens:

* RFC 3161 Tine Stanping Authority (TSA)

* Miltiple independent SCI TT Transparency Services

* Public blockchains (Bitcoin, Ethereun

* Regulatory authority registries

Ext ernal anchoring provi des defense against a conprom sed
Transparency Service and satisfies regulatory requirenents for

i ndependent timestanp verification

Anchor record format:
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9

10.

{
"anchorld": "019467b0- 0000- 7000- 0000- 000000000000",
"anchor Type": "RFC3161",
"merkl eRoot": "sha256: abcd1234...",
"event Count": 1000,
"firstEventld": "019467a0- 0000- 7000- 0000- 000000000001",
"l ast Event 1 d": "019467a0- 0000- 7000- 0000- 000001000000",
"timestanp": "2026-01-29T00: 00: 00Z",
"anchor Proof": "M | HkwYJKoZl hve...",
"serviceEndpoint”: "https://tinmestanp.digicert.cont

}

C2PA I ntegration (Non-Nornative)

The Coalition for Content Provenance and Authenticity (C2PA) provides
standards for content provenance that conplenent this specification

* C2PA proves "this content was generated"
* This specification proves "this request was bl ocked"

Cenerated content MAY include a C2PA manifest with a reference to the
corresponding SCI TT events:

{
"c2pa: assertions": {
"scitt:reference": {
"eventld": "019467al-...",
"chainld": "019467a0-...",
"verificationEndpoint": "https://api.exanple.comverify"
}
}
}
This cross-reference enables verifiers to trace fromthe content
artifact back to the complete audit trail including any prior refusa

attenpts in the sanme session.
I ANA Consi derati ons
Thi s docunment has no | ANA actions at this tine.
Future revisions may request registration of:
* Media type "application/vnd.scitt.refusal -event+j son”

* Registry for standardi zed event type val ues
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11.

11.

11.

* Registry for risk category codes
Security Considerations
1. Threat Model
Thi s specification assunmes the follow ng threat nodel

* The Al system (Issuer) is partially trusted: it is expected to |og
events but may have bugs or be conprom sed

* The Transparency Service is partially trusted: it provides append-
only guarantees but may be conprom sed or present split views

* Verifiers are trusted to perform conpl eteness checks correctly

* External parties (regulators, auditors) have access to Receipts
and can query the Transparency Service

—
=.

is specification does NOT protect against:

* An Al systemthat bypasses logging entirely (no ATTEMPT | ogged)
* Col lusion between the Issuer and Transparency Service

*  Conpromse of all verifiers

2. QOmission Attacks

An adversary controlling the Al systemm ght attenpt to omt refusa
events to hide policy violations or, conversely, omt GENERATE events
to falsely claimcontent was refused. The conpl eteness invariant
provi des detection for |ogged events: auditors can identify ATTEMPT
Si gned Statenents without correspondi ng Qutcones. Hash chains detect
deletion of internedi ate events.

However, if an ATTEMPT is never |ogged, this specification cannot
detect the onmission. Conplete prevention of onission attacks is
beyond the scope of this specification and would require externa
enf orcement mechani snms such as trusted execution environments, RATS
attestation, or real-tinme external nonitoring.

The requirement that ATTEMPT be | ogged BEFORE safety evaluation (pre-
eval uati on | oggi ng) prevents sel ective |ogging where only "safe"
requests are recorded.

Kam nur a Expi res 2 August 2026 [ Page 29]



I nternet-Draft SClI TT- Ref usal - Event s January 2026

11.

11.

11.

11.

3. Log Equivocation

A malicious Transparency Service mght present different views of the
log to different parties (equivocation). For exanple, it mght show
auditors a | og containing DENY events while providing a different
view to other verifiers. Mtigations include:

* Gossiping of Signed Tree Heads between verifiers to detect
i nconsi st enci es

* Registration with multiple independent Transparency Services

* External anchoring to public | edgers that provide gl oba
consi st ency

* Auditor conparison of Receipts for the sane tine periods

Det ecti on of equivocation requires coordination between verifiers; a
single verifier in isolation cannot detect it.

4. Split-View Between Event Types

A malicious |Issuer nmight nmaintain separate | ogs for refusals and
generations, showing only the refusal log to auditors. The
conmpl eteness invariant mitigates this by requiring every | ogged
ATTEMPT to have an Qutcome; if the GENERATE outcomes are hidden
auditors will observe orphaned ATTEMPTS.

5. Log Tanpering

Direct nodification of log entries is prevented by cryptographic
signatures on Signed Statenents, hash chain linking, Merkle tree
inclusion proofs in Receipts, and the append-only structure enforced
by the Transparency Servi ce.

6. Replay Attacks

An attacker might attenpt to replay old refusal events to inflate
refusal statistics or create false alibis. Mtigations include: UU D
v7 provides tenporal ordering (events with earlier tinmestanps have
smal ler UUIDs), tinmestanps are verified against Transparency Service
registration tine, and prevHash chai ni ng detects out-of-order
insertion or duplicate events.
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11.

11.

11.

12.

12.

7. Key Conpromi se

If an Issuer’s signing key is conprom sed, an attacker could create
fraudul ent Signed Statenents. Previously signed Signed Statenents
remain valid. |nplenentations SHOULD support key rotation and
revocation. Transparency Service tinestanps provide evi dence of when
Signed Statenents were registered, which can hel p bound the inpact of
a conprom se.

Gol d | evel conformance requires HSM storage for signing keys,
significantly reducing key conprom se ri sk.

8. Prompt Dictionary Attacks

Al t hough pronpts are stored as hashes, an adversary with a dictionary
of known pronpts could attenpt to identify which pronpt was used by
conmputi ng hashes and conparing. Mtigations include access controls
on event queries, tinme-limted retention policies, nmonitoring for
bul k query patterns, and rate limting.

Sal ted hashing may provide additional protection but introduces
operational conplexity. |If salting is used, the salt nust be nmanaged
such that verification remains possible wthout disclosing the salt
to third parties. This specification does not nandate salting.

9. Deni al of Service

An attacker could flood the systemw th generation requests to create
a |l arge volume of ATTEMPT Signed Statenents, potentially overwhel mng
the Transparency Service or obscuring legitimte events. Standard
rate limting and access controls at the Al systemlevel can nmitigate
this. The Transparency Service MAY inplenment its own adm ssion
control s.

Privacy Consi derations
1. Harnful Content Storage

This profile requires that harnful content not be stored. Pronmpt
text is replaced with pronptHash, reference inages are replaced with
hashes, and refusal reasons SHOULD NOT quote or describe pronpt
content in detail. This prevents the audit |og from beconing a
repository of harnful content.
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12.

12.

12.

13.

13.

2. Actor ldentification

Actor identification creates tension between accountability and
privacy. |Inplenentations SHOULD use pseudonynous identifiers

(Actor Hash) by default, naintain a separate access-controlled napping
from pseudonyns to identities, define clear policies for de-
pseudonymni zati on, and support erasure of the mapping while preserving
audit integrity (crypto-shredding).

3. Correlation Risks

Event netadata nay enable correlation attacks. Tinmestanps could
reveal user activity patterns, SessionlDs link nultiple requests, and
Model | Ds reveal which Al systens a user interacts wth.

I mpl enent ati ons SHOULD apply appropriate access controls and MAY

i npl ement differential privacy techniques for aggregate statistics.

4. Data Subject Rights

Were personal data protection regulations apply (e.g., GDPR)

i npl ement ati ons SHOULD support data subject access requests, erasure
requests via crypto-shreddi ng (destroying encryption keys for
personal data while preserving cryptographic integrity proofs), and
purpose limtation.

Crypto-shreddi ng architecture

* Sensitive fields encrypted with per-user synmmetric keys

* Key deletion renders personal data unrecoverabl e

* Hash chain integrity preserved (hashes remain, content
i naccessi bl e)

* Conpl eteness invariant remmins verifiable

Future Work (Non-Normative)
This section describes potential extensions and research directions
that are outside the scope of this specification but may be addressed
in future work.
1. RATS/ Attestation Integration
Integration with Rempte ATtestation procedureS (RATS) [ RFC9334] coul d
provi de stronger guarantees that the Al systemis operating as

expected and | ogging all events. Hardware-backed attestation could
reduce the trust assunptions on the Issuer
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2. Batching and Scal ability

H gh-vol ume Al systenms may generate mllions of events per day.
Future work coul d expl ore batching nmechanisnms, rolling | ogs, and

hi erarchical Merkle structures to inprove scalability while

mai ntai ning verifiability.

3. Advanced Privacy Mechani sms

More sophisticated privacy nechani sns coul d be expl ored, including:

*  Comm tnent schenes that all ow sel ective disclosure

* Zero-know edge proofs for aggregate statistics wi thout revealing
i ndi vi dual events

*  Hononor phi ¢ encryption for privacy-preserving audits

These nechani sns woul d add conplexity and are not required for the
core auditability goals of this specification

4. External Conpl eteness Enforcenent

Stronger conpl et eness guarant ees coul d be achi eved through externa
enf orcenment nechani sns such as:

* Trusted execution environments (TEEs) that guarantee | oggi ng
bef ore generation

*  Hardware security nodul es (HSMs) that control signing keys
* Real-time nonitoring by independent observers
* Bl ockchai n-based comnmi t nent schenes

These approaches invol ve significant architectural changes and are
out side the scope of this specification

5.  Post-Quantum Crypt ography M gration

The current specification uses Ed25519 signatures which are

vul nerable to quantum attacks. Future revisions should address
mgration to post-quantumalgorithns (e.g., M.-DSA/Dilithiun) as N ST
standards mature. The hashAl go and signAl go fields support algorithm
agility for this transition.

Ref er ences
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Appendi x A.  Exanpl e: Conplete Refusal Event Flow

This appendi x illustrates a conplete flow fromrequest receipt to
Verifiable Refusal Record verification.

A. 1. Event Sequence
1. User subnmits generation request to Al system
2. Al system creates ATTEMPT Signed Statenent (conputes pronptHash
= SHA256( pronpt), generates UUI D v7 Eventld, signs as
COSE_Si gnl)
3. Al systemregisters ATTEMPT with Transparency Service
4. Transparency Service returns Recei pt_ATTEMPT

5. Al system eval uat es request agai nst content policy

6. Policy classifier determnes refusal is required
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A 2.

An

1.

2.

Al system creates DENY Signed Statenent (sets attenptld =
ATTEMPT. event I d, records riskCategory and Refusal Reason, signs
as COSE_Signl)
Al systemregisters DENY with Transparency Service
Transparency Service returns Recei pt_DENY
Al system generates Refusal Receipt for user
User receives refusal response with Receipt
Third-Party Verification
auditor verifying the Verifiable Refusal Record:
ot ai ns ATTEMPT Si gned Statenent and Recei pt _ATTEMPT
Obt ai ns DENY Signed Statenent and Recei pt _DENY
Verifies |Issuer signature on both Signed Statements
Verifies both Recei pts against Transparency Service public key
Confirms DENY.attenptld equals ATTEMPT. eventld
Confirms DENY.Timestanp is after ATTEMPT. Ti nest anp

Verifies external anchor if avail able

Concl udes: The request identified by ATTEMPT. pronpt Hash was
refused and the refusal was | ogged at DENY. Ti nest anp

This verification confirnms that a refusal was | ogged, but does not
prove that no unl ogged generation occurred.

A 3.

Evi dence Pack Verification

A regul ator verifying an Evidence Pack

1.

2.

Verify pack signature agai nst published issuer key
Verify all checksums in nmanifest
Load all events fromevents/*.jsonl files

Verify hash chain integrity
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5. Verify each event signature

6. Verify Compl eteness Invariant: count( ATTEMPT) = count ( GENERATE) +
count (DENY) + count ( ERROR)

7. Verify external anchors against TSA/ SCITT services
8. GCenerate verification report with statistics
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