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Abst r act

Thi s docunent extends the QAuth 2.0 token endpoint error response
(RFC 6749) with a new error code that indicates to the client that it
must provide additional input for the authorization server to
authorize it and accept its request.

Thi s nmechani sm enabl es just-in-tinme authorization flows in which the
aut hori zation server dynamically challenges the client during a
request and the client tries to satisfy it. For exanple, the

aut hori zati on server can ask the client md-flow to provide an

assertion, a verifiable presentation, or other proof-of-possession
mat eri al

About Thi s Docunent
This note is to be renoved before publishing as an RFC
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-kahrer-oauth-client-challenge-
pr ot ocol /.
Source for this draft and an issue tracker can be found at
https://github.com curityio/ietf-draft-oauth-client-challenge-
pr ot ocol

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Kahr er Expi res 20 Novenber 2026 [ Page 1]



I nterne

t-Draft QAuth dient Chall enge Protocol

May 2026

Internet-Drafts are draft documents valid for a maxi num of six nonths
may be updated, replaced, or obsol eted by other docunents at any

and

tinme.

mat e
Thi s

Copyri g

Internet-Draft will expire on 20 Novenber 2026.

ht Notice

It is inappropriate to use Internet-Drafts as reference
rial or to cite themother than as "work in progress."”

Copyright (c) 2026 | ETF Trust and the persons identified as the

docu

Thi s

ment authors. All rights reserved.

docunent is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Documents (https://trustee.ietf.org/
nse-info) in effect on the date of publication of this docunent.

lice

Pl ease revi ew these docunents carefully,

and
extr
desc

Table o

1.
1.

ONoOhwD

9
9.
9
10.
10.

10. .
ndix A Exanple with Authorlzat|on Deta|ls .

Appe
Ackn
Docu

Kahr er

restrictions with respect to this docunent.

as they describe your rights
Code Conponents

acted fromthis docunment nust include Revised BSD License text as
ribed in Section 4.e of the Trust Legal Provisions and are
provi ded without warranty as described in the Revised BSD License.

f Contents

I ntroduction .

1. Mtivation and Use Cases

1.1.1. Just-in-Tinme Authorization

1.1.2. dient Authentication Step-Up .
1.1.3. Continuos Authorization . .

2. Comparison with QAuth 2.0 First- Party Appllcatlons
Conventions and Definitions .

Ter i nol ogy .

Insufficient Ci ent Aut horl zatl on Response
The aut hori zati on_requi renent Obj ect

Provi di ng Aut hori zation Requirenent

Client Metadata . .

Security Considerati ons .

. 1. Sender- Constrained Tokene
.2. Challenge Session .

| ANA Consi derations .

.1. QAuth Paraneters Regi stratlon .

2. QAuth Error Codes .

.3. QAuth dient Metadate i?egl stratlon

Ref erences .
1. Nor mati ve Ref erences .
2. Informati ve References .

ow edgnents .
ment History

Expi res 20 Novenber 2026

OCOOWOWOOWONNUTOOPADWWW

RPRRRRRER
WNNOOOO

[ Page 2]



I nternet-Draft QAuth dient Chall enge Protocol May 2026

Author’s Address . . . . . . . . .o e 13
1. Introduction

The QAuth 2.0 Authorization Framework [ RFC6749] assunes that a single
grant signaled through the grant_type paraneter is sufficient for the

aut hori zation server to authorize the client. |1t does not define how
the aut horization server signals to the client to provide additiona
input for it to make a decision - like an additional grant fromthe

Resource Owner or an attestation artifact to prove the client’s
provenance.

Real -worl d depl oynents increasingly require the authorization server
to apply dynam c, contextual authorization policies — for exanple:

* Demanding a freshly signed client attestation when risk signals
i ndicate an el evated threat |evel

* Requiring the client to prove its nandate before a high-val ue
token is issued.

Thi s docunent introduces a way for the authorization server to start
a chal l enge session where it defines requirenments that it expects
fromthe client. It extends the QAuth 2.0 Authorization Franmework by
i ntroducing the follow ng paraneters

1. A newerror code insufficient_client_authorization for token
error responses that the authorization server returns when it
cannot proceed without additional client-supplied material

2. A conpani on response paraneter authorization_requirenent — a
typed JSON obj ect that describes what the authorization server
requires.

3. Processing rules for both parties, including the requirenent to
return unaut horized_client when subsequently provided input fails
val i dati on.

1.1. Motivati on and Use Cases
1.1.1. Just-in-Tine Authorization

Whet her and in which forman authorization server may return an
access token to a client depends not only on the presented grant and
requested access but also on the capabilities of the client, e.qg.,
whether it is a public client or a confidential client, whether it is
a first-party client or a third-party client. Just-in-tine

aut hori zation neans that the authorization server can, dynamically
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and on denand, eval uate necessary data fromdifferent sources to
under stand the context of a request and use that information to
accept or deny a token request froma client.

In a just-in-tine flow, the authorization server defers its fina
aut hori zation decision, challenges the client for supplenental proof
material, and only then either grants or denies the request.

1.1.2. dient Authentication Step-Up

An aut hori zation server nay accept client authentication for |ow
assurance tokens but require an attestation for tokens granting

el evated privil eges (see

([1-D.ietf-oauth-attestati on-based-client-auth])). The
insufficient_client_authorization nechanism allows the authorization
server to escalate the authentication requirenent without the client
needi ng to specul atively include high-assurance credentials on every
request. It allows, for exanple, public clients to increase their
trust profile.

1.1.3. Continuos Authorization

The security state of a systemcan change at any tinme. Systens may
conmmuni cate via signhals about certain security-rel evant events that
they observed for other systens to adopt. |In such an environnent the
aut hori zati on server may receive signals that constitute the need for
additional input for authorization to e.g., mtigate attacks and
prevent m suse.

1.2. Conparison with QAuth 2.0 First-Party Applications

QAuth 2.0 First-Party Applications [I-D.ietf-oauth-first-party-apps]
defines an APl for user authentication where the authorization server
chal  enges the QAuth 2.0 client to provide data fromthe user. The
proposed APl is simlar to the mechani smdefined in this docunent.
However, there is a subtle difference: QAuth 2.0 First-Party
Applications defines a new error code for the client to provide nore
data fromthe end-user (Resource Omer). |Its main purpose is to
enable clients to control the user experience. For that it makes two
i mportant assunptions:

* The client can interact with an end-user

* The client is trusted to handl e sensitive data |i ke the end-user’s
credentials, i.e., the client is a first-party application
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The extension in this docunment is different because it assumes that
the client can satisfy the challenge fromthe Authorization
Requirenment itself. 1t is applicable for both first- and third-party
use cases where the authorization server challenges the client to
provide additional input for the authorization grant. The client
does not have to handl e end-user credentials. What’'s nore, it does
not require an additional endpoint but extends the token response.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Term nol ogy

Thi s docunment uses the terns "access token", "authorization server",
"client", "client authentication", "token response", "token request"
and "token endpoint” as defined by the QAuth 2.0 Authorization
Framewor k [ RFC6749], unl ess otherwi se specified by this docunent.

In addition, the docunent uses the follow ng terns:

*Insufficient Client Authorization Response*: A token error response
fromthe QAuth 2.0 token endpoint that indicates to the client
that the authorization server requires additional input for it to
aut hori ze the client.

*Aut hori zation Requirement*: A typed JSON object returned by the
aut hori zation server in an Insufficient dient Authorization
Response that specifies the additional material the client nust

supply.

*Chal | enge Session*: A string managed by the authorization server
that serves as the nonce in the chall enge-response pattern. It
associates an Insufficient Cient Authorization Response with the
subsequent request that satisfies it.

4. Insufficient Cient Authorization Response
Thi s docunent registers the error code
insufficient_client_authorization for use in QAuth 2.0 token endpoint

error responses as defined in Section 5.2 of [RFC6749].

The followi ng content applies to the Insufficient dient
Aut hori zati on Response.

Kahr er Expi res 20 Novenber 2026 [ Page 5]



I nternet-Draft QAuth dient Chall enge Protocol May 2026

error: REQU RED. The error paraneter MJST be
insufficient _client _authorization

aut hori zation_requirenment: REQU RED. The authorization_requirenent
paraneter is a typed JSON object as defined in Section 5.

chal | enge_session: REQUI RED. An opaque identifier generated by the
aut hori zation server that binds this authorization challenge to
the foll ow up request.

The client MJUST include this value in the subsequent request to
the authorization server if it receives one along with the
i nsufficient_client_authorization error response.

expires_in: OPTIONAL. A JSON nunber that defines the number of
seconds fromthe time of the Insufficient Cdient Authorization
Response until the chall enge_sessi on expires.

The client MJUST NOT submit a response after this tine.

The aut horization server MJST conply with Section 5.2 of [RFC6749].
The aut hori zation server SHOULD respond with HTTP status code 403
(Forbidden). It MAY include other paranmeters in the response. The
client MJUST ignhore any paraneters it does not understand.

If the client does not understand or cannot satisfy the Authorization
Requirenment, it MJST treat the Insufficient Cient Authorization
Response as if the authorization server returned an

unaut hori zed_client error

The Insufficient Cient Authorization Response indicates the
fol | owi ng:

1. The authorization server has determned that it cannot yet
authorize the client or issue an access token.

2. The condition is resolvable: the authorization server knows what
additional input would allow it to proceed.

3. The authorization server wishes to challenge the client to supply
that input.

The foll owing represents a non-nornative exanple of an Insufficient
Client Authorization Response.
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HTTP/ 1.1 403 For bi dden
Cont ent - Type: application/json
Cache-Control: no-store

{
"error": "insufficient_client_authorization",
"aut hori zation_requirenent": {
"type": "verifiable_presentation”,
"chal | enge_session": "7f3d9e2a-4clb- 4f 8e- b5a0- 1e6¢8d2f 0a9b”,
"presentation_definition": { ... }
}
}

5. The authorization_requirement hject

The aut hori zation_requirenent paraneter holds a JSON object that
i ndi cates what type of input the authorization server requires for
the client to satisfy the insufficient client authorization

The foll owi ng nenber is defined for all authorization_requirenent
types:

type: REQU RED. An absolute URI or a string identifying the
aut hori zation requirenment type. The value determ nes the
semantics of other nenbers in the object.

6. Providing Authorization Requirenent

Each profile of this docunment that specifies a type of Authorization
Requi rement al so MUST define how the client can fulfill the challenge
and provide the required input to the authorization server.

If the client does not understand the type of the

aut hori zation_requirenment of an Insufficient Cient Authorization
Response or if it cannot satisfy the requirenent, the client MJST
treat the Insufficient Cient Authorization Response as if the

aut hori zati on server returned an unauthorized_client error as defined
in Section 5.2 in [RFC6749], see also Section 4.

The client MJUST include the chall enge _session paraneter with the sane
value as it received in the Insufficient dient Authorization
Response in its subsequent request and attenpt to resolve the
chal | enge

Kahr er Expi res 20 Novenber 2026 [ Page 7]



I nternet-Draft QAuth dient Chall enge Protocol May 2026

Sone extensions to QAuth 2.0, notably Pushed Authorizati on Requests

[ RFC9126], mmke use of the token endpoint response outside a token
endpoint request. A profile that defines an Authorization

Requi renent type SHOULD define nechanisns to fulfill the requirenents
that are applicable to authorization and token requests alike.

If the authorization server deens the supplied input fromthe client
in response to an Authorization Requirenment challenge as invalid and
if there is no other way for the client to resolve the
insufficient_authorization error, the authorization server MJST
respond with an unaut horized client error

7. dient Mtadata

Clients that conmunicate their client netadata, for exanmple via
dynamic client registration [RFC7591] or client |ID netadata docunent
[1-D.ietf-oauth-client-id-netadata-docunent] can signal support for
this specification. To do so, they MJST include the foll ow ng
property in their client netadata:

insufficient_client_authorization_supported: OPTIONAL. JSON bool ean
val ue specifying whether the client supports this specification

Thi s enabl es authorization servers to apply this specification
wi t hout breaking integrations.

8. Security Considerations
8.1. Sender-Constrai ned Tokens

The aut hori zation server SHOULD i ssue sender-constrai ned tokens as a
result of a successfully resolved client authorization challenge. In
this way, the authorization server can mtigate the risk of token
theft and replay. The idea is that the authorization server binds
the token to a public key that the client controls. For the token to
be valid, the client MJST provide a proof-of-possession that
satisfies that key binding. The exact methods on how the

aut hori zati on server binds the token to the client’s key and how the
client provides a proof-of-possession are out of scope of this
docunent. Denonstrating Proof-of-Possession (DPoP) [RFC9449] and
certificate-bound access tokens [ RFC8705] are two exanples, and there
may be ot hers.
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8.2. Chall enge Session
The chal | enge_sessi on paraneter associates a Insufficient dient
Aut hori zation Response with followup resolution attenpts. To
mtigate session hijacking and replay, the authorization server
SHOULD bi nd the chal |l enge_session to the device requesting tokens,
for exanple via DPoP. Simlar to sender-constrained tokens, the
bi ndi ng prevents ot her devices fromreplaying a captured
chal | enge_session and thus prevents other devices fromtaking over
sessions (session hijacking).

9. | ANA Consi derations

9.1. CQAuth Parameters Registration
Thi s docunent defines the follow ng values for the I ANA "QAuth
Par anet ers" registry of [I|ANA oaut h-paraneters] established by
[ RFC6749] .
*Par amet er Nane*: chal | enge_sessi on
*Par anet er Usage Location*: token response, token request
*Change Controller*: |ETF

*Speci fication Docunent*: Section 4 of [draft-kahrer-oauth-client-
chal | enge- pr ot ocol - 00]

9.2. QAuth Error Codes

Thi s docunent defines the follow ng values for the | ANA "QAuth
Extensions Error" registry of [|ANA oauth-paraneters].

*Error Nane*: insufficient_client_authorization
*Error Usage Location*: token endpoi nt

*Rel at ed Protocol Extension*: n/a

*Change Controller*: |ETF

*Speci fication Docunent*: Section 4 of [draft-kahrer-oauth-client-
chal | enge- prot ocol - 00]
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9.3. CQAuth dient Metadata Registration

Thi s docunent defines the follow ng values for the |
Dynamic Client Registration Metadata" registry of
[ 1 ANA. oaut h- paranet ers] established by [ RFC7591].

May 2026

ANA " QAut h

*Client Metadata Nane*: insufficient_client_authorization_supported

*Client Metadata Description*: JSON bool ean val ue that specifies
whet her the QAuth client supports insufficient client authorization

error in token error responses.

*Change Controller*: |ESG

*Specification Docunent*: Section 7 of [draft-kahrer-oauth-client-

chal | enge- prot ocol - 00]
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Appendi x A.  Exanple with Authorization Details

The following is an exanmple that illustrates a token request using
aut hori zation_details as defined in [RFC9396]. The authorization
details indicate that the client ains to operate in an open banki ng
ecosystem that has certain requirenents.

POST /token HTTP/ 1.1

Host: authorizati on-server. exanpl e
Cont ent - Type: appli cati on/ x-wwform url encoded
QAuth-Client-Attestation: eyJOeXA O JvYX. .

DPoP: eyJOeXAi O JkcGD. .

grant _type=client_credential s&

resour ce=https://api.openbanki ng. exanpl e&

aut hori zati on_det ai | s=%B%WBY22t ype¥@?2%3A%¥22paynment _i nitiati on¥229%2C¥%2act i ons%22%3AYoBYR
2initiatey29%2CY¥22st at us¥R29%2CY¥%22cancel Y22%6D¥R2CY¥22| ocat i onsY22Y8AY6BY22ht t psYBAYRFY2Fapi
. openbanki ng. exanpl e%2Fpaynent s%22% DYR2C¥R22i nst r uct edAnount %22%8A% BY22cur r ency%R22%Y8A%22E
URMR29%2CYR22anount ¥22%8A%22123. 509%22% D¥R2C¥22cr edi t or Name%22%8A%R22Mer chant ¥20A%R22%2CYR22cr e
di t or Account ¥2298A% B%22i ban%22%3A%2DE02100100109307118603%22% D¥2C¥%22r emi t t ancel nf or mat
i onUnst ruct ur ed%229%3A%22Ref %20Nunber ¥20Mer chant ¥22% D¥6D

While the client authentication already provides sone infornmation
about the provenance of the running software, the client al so needs
to prove that it conplies with the requirenents. Therefore, the

aut hori zation server challenges the client and responds with a
Insufficient Cient Authorization Response. The authorization server
requests fromthe client the presentation of a verifiable
credentials, e.g., a verifiable intent [Mastercard. VI].

HTTP/ 1.1 403 For bi dden
Cont ent - Type: application/json
Cache-Control : no-store

{
"error": "insufficient_client_authorization",
"aut hori zation_requirenent": {
"type": "verifiable_presentation”,
"chal | enge_session": "7f3d9e2a-4clb- 4f 8e- b5a0- 1e6¢c8d2f 0a9b”,
"presentation_definition": { ... }
}
}
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