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Abst r act

Thi s document specifies the ZI2 Certified Email Server Attestation
Protocol, a mechanismfor cryptographic attestation of email origin
at the mail server level. Unlike existing email authentication
protocols (SPF, DKIM DMARC), which operate at the domain level, ZI2
Certified operates at the server-instance |level, enabling definitive
identification of the specific server that dispatched a given enail
message. The protocol introduces two custom nmail headers
(X-Zl2-Certified and X-Zl 2-Verified), a DNS TXT record publication
format, a graduated trust nmodel with four levels, and an integration
interface for Al-based email classification systens. The protoco
operates conplenmentarily to existing email authentication
infrastructure and does not require nodification of SPF, DKIM or
DIVARC

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 24 COctober 2026

Copyright Notice
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1.2. Scope

Thi s docunent specifies a server-level cryptographic attestation
protocol that:

1. Cenerates a unique Ed25519 [ RFC8032] key pair per server
i nstance.

2. Signs outbound email with a server-specific attestation header

3. Publishes the server’s public key via DNS TXT records, HITPS
wel | - known endpoints, and direct server-to-server exchange.

4. Verifies inbound email bearing the attestation header against the
publ i shed public key.

5. Assigns graduated trust levels reflecting the strength of the
verification nethod.

6. Integrates with Al-based email classification systens as a
primary trust signal

1.3. Relationship to Existing Protocols

Z12 Certified does not nodify, replace, or interfere with SPF, DKl M
DMARC, ARC [ RFC8617], BIM, MIA-STS, or DANE [ RFC7671]. It operates
as a conplenentary attestation |ayer that addresses the server-|eve
aut hentication gap | eft by existing domain-level protocols. Existing
protocol s SHOULD continue to be depl oyed al ongside ZI2 Certified.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] and

[ RFC8174] .

Certification The process by which a sending mail server generates a
cryptographic attestation of email origin and injects the
attestation into the email as a structured header.

Verification The process by which a receiving mail server validates
a certification header by retrieving the sender server’s public
key and verifying the cryptographic signature.

Certifying Server A mmil server that generates and injects ZI2

Certified headers on outbound enail originating fromits locally-
host ed donmai ns.
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Verifying Server A nail server that validates ZI2 Certified headers
on inbound email

Trust Level A graduated integer value (0 through 3) representing the
confidence in the verification result based on the nmethod of
public key retrieval

Key ldentifier (kid) A unique string identifying a specific public/
private key pair, formatted as "zi 2-cert-YYYY-MM'.

Server ldentifier (sid) The fully-qualified domain nane (FQDN) of
the certifying server.

Intra-Server Email Email transmtted between two domai ns hosted on
the sanme physical or virtual server instance.

3. Protocol Specification
3.1. Cryptographic Prinitives

The protocol uses Ed25519 [ RFC8032] for signing (approximtely 128
bits of security, determnistic signatures, 32-byte public keys,

64- byte signatures), SHA-256 [RFC6234] for body hash conputation, and
Base64 [ RFC4648] for encoding.

3.2. Key Ceneration

Upon initial deploynment, the certifying server MUST generate an
Ed25519 key pair. The private key MJST be stored with restricted
filesystem perni ssions and MUST NOT be transmitted outside the server
boundary. The key identifier MJST follow the format "zi2-cert-YYYY-
MM .

3.3. CQutbound Certification

The certifying server MJUST construct a canonical certification

payl oad contai ni ng: protocol version, |owercase sender address,

| ower case recipient address, Unix tinestanp, Message-ID, server

host name, Base64 SHA-256 hash of the conpl ete nmessage body, and
Base64 128-bit random nonce. The payl oad MJUST be signed with Ed25519
and injected as the X-Zl2-Certified header.
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3.4. Inbound Verification

The verifying server MIST check for the X-ZI2-Certified header,
retrieve the public key (fromlocal store, trust store cache, direct
exchange, DNS TXT, or HTTPS endpoint), reconstruct the canonica

payl oad, and verify the Ed25519 signature. Additional checks include
ti mestanp freshness (24-hour wi ndow), body hash integrity (SHA-256 of
compl ete body), and optional nonce uni queness.

4. Header For mat

The X-Zl2-Certified header uses tag=value format: v (version), t
(timestamp), sid (server 1D, bh (body hash), n (nonce), sig (Ed25519
signature), kid (key identifier). Al tags are REQU RED.

The X-Zl2-Verified header uses: result (pass/fail/m ssing/expired/
tanmpered), level (0-3), reason (nachi ne-readable code), sid, ts
(verification tinmestanp).

5. DNS Publ i cati on

A certifying server MJST publish a DNS TXT record at

_zZi 2cert.<domai n> for each hosted domain. Format: "v=ZI 2CERT1;
k=ed25519; p=<baseb64_key>; kid=<key id>". Al donains on the sane
server share the sane public key because attestation is server-1|evel
During key rotation, two records MAY coexi st.

6. Trust Levels

Level 3 (ABSOLUTE): Intra-server verification using |ocal key store.
Level 2 (VERI FIED): Key obtained via direct server-to-server
exchange. Level 1 (DNS): Key obtained via DNS TXT record. Level O
(UNKNOMWN) : No certification present or verification failed.

Level 3 is unique to this protocol. Wen both sender and recipient
domai ns are co-hosted, verification uses the same key pair that
generated the certification, providing mathematical certainty with no
ext ernal dependenci es.

7. Security Considerations

Key conprom se inpact is bounded by the 24-hour freshness w ndow and
key rotation interval. DNS poisoning affects Trust Level 1 only;
DNSSEC [ RFC4033] SHOULD be depl oyed. Header injection is mtigated
by Ed25519 signature verification. Replay attacks are mitigated by
nonce, tinestanp, and Message-ID binding. Body nodification by

i ntermedi ari es causes body hash mismatch. Ed25519 is vulnerable to
quant um conputi ng; post-quantum al gorithns nay be adopted via the
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versi on and al gorithmtags.
8. | ANA Consi derations

Thi s docunent requests registration of header fields X-ZI2-Certified
and X-Zl2-Verified, DNS underscore |abel _ziZ2cert, and well-known UR
zi 2-cert.json.
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