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Abst ract

HTTP resources are frequently exposed in nultiple representations
(e.g., text/htm for rendering and application/json for
processing) via Content Negotiation. Standard HITP validators such
as ETags identify selected representations, while nmany
appl i cations need concurrency control over a shared | ogica
resource state. This creates a synchronization gap where a client
nmodi fyi ng one representati on cannot guarantee consistency with the
underlying state of another representation, leading to race
conditions and "l ost updates™ in nulti-client environnments.

Thi s docunent specifies Agentic State Transfer (AST), an HITP
profile for managi ng Canoni cal Resource State (CRS) across
mul ti pl e synchroni zed representati ons of the sane resource. It
defines a State-Bearing Representation (SBR) whose strong ETag
acts as the AST semantic validator for the CRS. It further
mandat es the use of Optimistic Concurrency Control via If-Match
headers for state-changi ng operations, ensuring that nutations
appl i ed by agents (whether automated clients, scripts, or human-
driven applications) are atom c and consi stent across all views.
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1. I nt roduction

The architecture of the Wrld Wde Wb allows a single |ogica
resource

(identified by a URI) to be represented in nultiple formats. A
common

pattern in nodern systens is to expose

* a *Rendered Representation* (e.g., text/htm) for human agents,
and

* a *Structural Representation* (e.g., application/json) for

aut omat ed

agents.

In AST term nol ogy, rendered representations are typically

Pr oj ect ed

Representations, while a structural representati on MAY serve as
t he

St at e- Beari ng Representation (SBR) when it exposes the ful
Canoni ca

Resource State.

HTTP provi des mechani snms for content negotiation [ RFC9110], and
defi nes

val i dators such as ETag for caching and conditional requests.
However, in nost depl oynents:

* validators are derived froma particular representation’ s bytes,
and

* concurrency control, if present at all, is scoped to a single
representation.

This creates a synchroni zation gap: two clients interacting with
different representations of the same |ogical resource can
unwittingly

overwite each other’s work.

AST addresses this problemby treating the Canonical Resource
State

(CRS) as the primary object of synchronization, and by

st andar di zi ng how

the SBR ETag is used as the profile-specific semantic validator
for that

CRS.

1.1. The Synchronization Problem
Consi der a resource /article/123 exposed both as HTML and JSON

1. dient A (Browser) retrieves the HTM. representation

2. Cdient B (Automated Agent) retrieves the JSON representation
3. Cdient A submits an edit (e.g., via the JSON APl or a form
handl er

that wites to the CRS), updating the underlying database record
4. dient B, unaware of the change, conputes an update based on
its

stale JSON representation and submts a PUT or PATCH request.

In typical HTTP APls, at |east one of the following is true



* there is no ETag at all;

* the ETag is tied to the bytes of a specific representation
(e.qg.,

JSON only); or

* the server does not enforce preconditions (If-Mtch).

As aresult, dient B s request may succeed, even though

* jts view of the resource is stale, and
* the update logically conflicts with Cient A s change

This is the classic Lost Update problem now exacerbated by the
growi ng use of automated agents acting as first-class editors.

1.2. Canonical Resource State (CRS)

To address this, AST introduces the concept of Canonical Resource
State
(CRS):

CRS is the authoritative, |ogical state of the resource,
i ndependent
of any particular representation or serialization.

For exanple, the CRS m ght be:

* a database row (or set of rows),

* a docurment or abstract syntax tree,

* a domain object in application nmenory, or

* in a WrdPress CM5, the post record in wp_posts with fields like
post _content, post_title, post_status, and associ ated netadat a.

Represent ati ons such as HTM., JSON, or Markdown are derived from
t he
CRS and are considered projections of that state.

AST defines a profile where:

1. Shared ldentity -- Al HITP representations of an AST resource
are projections of the sane CRS.

2. Semantic Validation -- Validators (ETag val ues) are derived
fromthe CRS, not a specific representation’s bytes, so that a
change to the CRS invalidates all representations together

3. Mandatory Concurrency -- State-changi ng operations on AST
resources MJST provide a precondition (If-Match) based on the CRS
val i dat or.

Thi s enabl es safe interaction by automated agents and hunman
clients,
ensuring they participate in the sane state transition nodel.

1.3. Depl oynent Models
AST acconmopdat es two comon depl oynment patterns:

Si ngl e-URI (Content Negotiation): The SBR and Projected
Representations are served fromthe same URl based on Accept
header s.

The SBR ETag is returned when the structural nedia type (e.qg.,
application/json) is selected; a different representation-specific
ETag MAY be returned for other nedia types. Discovery of the SBR
medi a

type is inplicit in the content negotiation

Mul ti-UR (Separate Endpoints): The SBR is served from a dedicated
APl endpoint (e.g., /api/article/123) while Projected



Repr esent ati ons

are served fromother URIs (e.g., /article/123). The rel ="state"
i nk header connects Projected Representations to the SBR
endpoi nt .

In both nodels, the SBR ETag serves as the Semantic Validator for
t he

shared CRS. Clients MJST use the SBR ETag (not any projection-
specific

ETag) for If-Match preconditions on state-changi ng operations.

In multi-URl deployments, the SBR endpoint and Projected endpoints
MAY

reside on different authorities, base paths, or even different
servers.

The rel ="state" link is the canonical connector that all ows
clients to

di scover the SBR regardl ess of depl oynment topol ogy.

AST is defined as a profile - a set of constraints and conventions
| ayer ed

on standard HTTP semantics. Conform ng inplementations remain
fully

interoperable with generic HITP clients and servers; AST does not

i ntroduce breaking changes to HITP

1.4. Relationship to Dual-Native Pattern

This specification defines an HTTP profile of the Dual -Native
Pattern,

an architectural approach where resources provide both human-
optim zed and

machi ne-optim zed representations with formal semantic equival ence
guar ant ees.

The Dual -Native Pattern is defined in the Core Architecture and
Requi renent s

specification and denonstrated across nultiple domains (HTTP,
dat abases,

stream ng systens, healthcare). AST specifically addresses the
HTTP bi ndi ng

with focus on safe concurrency control for state-changing
oper ati ons.

1.4.1. Term nol ogy Mappi ng

AST terninology aligns with Dual -Native Pattern concepts as
fol | ows:

- AST Term/ Dual -Native Term Description

- State-Bearing Representation (SBR) / Machi ne Representation
(MR): Canonical, structured representation for programatic access
- Projected Representation / Human Representation (HR)
Presentation-optimzed interface (typically HTM)

- Semantic Validator (SBR ETag) / Content ldentity (CID): Version-
specific strong validator for change detection

- Canoni cal Resource State (CRS) / Underlying resource state:

Aut horitative | ogical state independent of serialization

- Resource URI / Resource ldentity (RID): Stable identifier shared
across representations

- If-Match preconditions / Safe wites: Optimstic concurrency
control via validator preconditions

- If-None-Match conditional requests / Zero-fetch reads: Bandwi dth
optimnmization via validator revalidation

- Content-Digest / Integrity digest: Verification of exact byte-

| evel payload parity



- rel="state" discovery / Dual-Native Catal og (DNC) entry:
Di scovery nechani sm connecting representations

1.4.2. Critical Properties Coverage

AST inplements the critical properties identified in the Dual -
Native Pattern

1. Canonical MR The SBR serves as the determ nistic, machine-
r eadabl e
representation (Section 3.1)

2. Strong CID: The SBR ETag is a strong validator that changes
whenever the CRS changes (Section 3.2)

3. Safe wites: |f-Match preconditions provide optinmistic
concurrency
control with explicit conflict signals (Section 3.4)

4. Zero-fetch reads: |f-None-Match conditional requests enable
bandwi dt h
optimi zation when content is unchanged (Section 3.3)

5. Integrity: Content-Di gest provides byte-level verification
i ndependent
of semantic validation (Section 5)

6. Discovery: rel="state" links enable clients to discover the SBR
from
Proj ected Representations (Section 6)

1.4.3. Scope: HITP-Specific Binding
AST is specifically an HTTP profile. It defines:

- How to nmap Dual - Native concepts to HITP headers (ETag, |f-Match,
Cont ent - Di gest, Link)

- HITP-specific status codes (412, 428, 304)

- Content negotiation patterns (single-UR vs multi-URI)

- HTTP caching senantics for SBR and Projected Representations

AST does not address:

- Dat abase, streanming, or 10T bindings (see Dual-Native

I mpl enent ati on Cui de)

- Full catalog/registry specifications (DNC is out of scope; AST
covers

poi nt -t o-poi nt di scovery only)

- Schema evolution or version mgration strategies

- Aut hentication/authorization nmechani sns (domai n-specific)

For the broader architectural context, see the Dual-Native Pattern
Wi t epaper .

For formal cross-domain requirenents, see the Core Architecture
and

Requi renents specification

2. Term nol ogy

Note: AST terminology is consistent with the Dual-Native Pattern
specification famly. See Section 1.4.1 for detail ed nappi ng.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL
NOT" ,

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', " MAY",
and



"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14

[ RFC2119] [ RFC8174] when, and only when, they appear in all
capitals.

Canoni cal Resource State (CRS)

The underlying, authoritative logical state of a resource (e.qg.,
t he
dat abase record or abstract syntax tree). The CRS is the atonmic
unit
of concurrency.

St at e- Beari ng Representati on (SBR)

A specific representation (e.g., application/json) that exposes
t he
CRS in a lossless, deterministic format. The SBR serves as the
Concurrency Token for the resource. Its ETag represents the
versi on of
the CRS.

St at e- Beari ng Endpoi nt
The HTTP endpoint (URI) that serves the State-Bearing
Repr esent ati on.
This is the primary target for state-changi ng operations and the
authoritative source of the Semantic Validator.

Proj ected Representation

A representation derived fromthe CRS for a specific consunption
pattern (e.g., text/htm for rendering, text/csv for analysis).
Projected Representations reflect the CRS but do not govern it.
St at e- changi ng operati ons SHOULD be directed to the State-Bearing
Endpoint; see Wite Semantics for handling wites at other
endpoi nts.

Semanti c Val i dat or

The strong ETag associated with the SBR It MJST change whenever
the
CRS changes. It SHOULD NOT change when the CRS has not changed,
al t hough i npl enentation factors (for exanple, canonicalization or
hashi ng al gorithm changes, migrations, or salting strategies) nmay
occasional ly cause validator changes wi thout CRS changes. In this
docunent, "Semantic Validator" means the AST profile’ s SBR ETag.
The
separate Semantic-ETag field defined in
[1-D.jurkovikj-http-semantic-validator] is a related HTTP
ext ensi on but
is not required by this profile.

AST Resource

A | ogi cal Canonical Resource State (CRS) that nmay be exposed via
one or
nmore HTTP endpoints (URIs). Endpoints that share the same CRS
share the
same Semantic Validator (SBR ETag) for concurrency purposes.

The AST Profile

This section defines the Agentic State Transfer (AST) profile. It
specifies how clients synchronize state across multiple
representations

by pivoting on the State-Bearing Representation (SBR).

.1. Representation Roles

For a given AST Resource, the server MJST designate exactly one
representation as the State-Bearing Representation (SBR). Al



ot her
representations are consi dered Projected Representations.

* The SBR acts as the source of truth for state synchronization

* Projected Representations are derivative views. Wile they MY
have

their own caching validators (ETags) based on their specific byte
sequences, they MJUST NOT be used as the basis for state-changing
preconditions on the CRS

Endpoi nts that expose distinct CRS values (i.e., different |ogica
resources) MJIST use distinct Semantic Validators. Conversely,
endpoi nt s

that share the sane CRS MJUST be bound to the sanme Semantic
Val i dator for

concurrency control, meaning they MJST direct clients to the sane
SBR

ETag for If-Match preconditions. Projected endpoints MAY emnit
their

own representation-specific ETags for cachi ng purposes, but these
MUST

NOT be used for CRS concurrency control

3.2. Semantic Validators (The SBR ETag)

The server MJST assign a Strong ETag to the SBR This ETag serves
as the

AST Senmantic Validator for the resource. Because |f-Match uses the
strong conparison function [ RFC9110], weak entity-tags are not
suitabl e

for AST concurrency control; a weak ETag will never satisfy an

| f-Match precondition.

* Determ nism The SBR ETag MJST change whenever the CRS changes.
* Scope: The SBR ETag MJST NOT be reused as the ETag for Projected
Representations, as this would confuse standard HTTP caches.

Canoni cal i zati on: | npl enentati ons SHOULD conpute the SBR ETag from
a

determnistic canonical serialization of the CRS. Wen the SBR
uses

JSON, servers MJST canonicalize using the JSON Canonicalization
Schene

([RFC8785]) or a profile-specified, equivalently determnistic
canoni cal i zati on before conputing the validator. This ensures that
logically identical states produce identical validators,

regardl ess of

field ordering or formatting variations. See the Canonicalization
subsection in Conmputing and Managi ng Semantic Validators for
detail ed

gui dance

3.2.1. ETag Conputation (Informative)

The SBR ETag MJST be a strong validator as defined in [ RFC9110].
I mpl enent ati ons MAY conpute the SBR ETag using any nethod that
satisfies

both the determ nismand strong validator requirements. Comon
appr oaches

i ncl ude:

* Content Hash: SHA-256 or simlar cryptographic hash over the
canoni cal i zed SBR bytes (e.g., "sha256-YWjMIlz..."). This is

RECOMVENDED f or depl oynent predictability, as it supports

repr oduci bl e

val i dator generation and naturally produces strong validators.



* Version Counter: Monotonic version nunber fromthe data store
(e.g., "v42" or "rev-1234"). This is sinple but requires
centralized version tracking. The version nust increment on every
CRS

change to mmintain strong validator senmantics.

The content hash approach provides the strongest guarantee that
i dentica

CRS val ues produce identical ETags within the same
canoni cal i zati on and

val i dat or-construction regi ne, which aids debuggi ng and
distributed

depl oynent s.

.2.2. Relationship to Semantic- ETag

This profile uses the standard ETag field on the SBR as the AST
Semantic Validator because If-Match and |f-None-Match al ready
define

strong val i dator behavior for state-changing and conditiona
requests.

The separate Semantic- ETag extension
[1-D.jurkovikj-http-semantic-validator] defines an HITP field for
carrying a server-defined semantic validator independently of the
sel ected representation. Deploynents that support both profiles
can

expose Senantic-ETag on Projected Representations as an additiona
signal for clients that understand it. Such use does not replace
the AST

requirenent that CRS nutations use the SBR ETag, discovered

t hrough the

SBR endpoint, as the |f-Match precondition unless a |later AST
revision

explicitly defines otherw se.

A future revision of AST might define If-Semantic-Match as an
alternative to SBR discovery for deploynents that expose
Senmantic-ETag; this revision does not define that alternative.

.2.3. Encodings and ETags

SBR endpoi nts MJUST NOT apply content-codings to SBR responses; the
Cont ent - Encodi ng header field MJST be absent. (The identity token
is reserved in HTTP and MJUST NOT appear in Content-Encodi ng

[ RFC9110] .)

Thi s requirenment ensures the SBR ETag renmains a single, stable
strong

val idator suitable for If-Match concurrency control

SBR endpoi nts SHOULD i ncl ude Cache-Control: no-transformto
prevent
intermedi aries fromapplying transformations in transit.

Clients SHOULD indicate that no content-codings are acceptable
when

retrieving the SBR, for exanple by sending Accept-Encodi ng:
identity

or by omtting Accept-Encoding entirely if the client does not
support

any codi ngs.

Depl oynents that cannot avoid content-coding at a given URl (for
exanpl e,
due to platformor internmediary constraints) SHOULD NOT desi ghate



that UR

as the SBR Instead, they SHOULD expose a separate SBR endpoi nt
that can

be served without content-coding and link to it using rel="state".
The

content-coded URI MAY be treated as a Projected Representation

3.3. Read Semantics
3.3.1. Reading the SBR

Clients SHOULD use the SBR ETag for conditional requests
(I'f-None-Match) on the SBR URI. The server MJIST return 304 Not
Modified if the CRS has not changed. On a 304 response, the server
SHOULD i nclude the current SBR ETag in the response headers.

Clients SHOULD NOT use the SBR ETag as |f-None-Match agai nst

Pr oj ect ed

endpoi nts. Projected endpoints have their own byte-specific

val i dat ors;

usi ng the SBR ETag would result in unnecessary cache m sses and
confl at es

semantic validation with byte-Ilevel caching.

Exanmpl e: HEAD Request to Fetch SBR Val i dat or

Clients MAY use HEAD to obtain the current SBR ETag w t hout
transferring
the full representation body:

HEAD /api/article/ 123 HITP/ 1.1
Host: exanpl e. com
Accept: application/json

HTTP/ 1.1 200 K

Cont ent - Type: application/json

ETag: "sha256- RK63H5GHLGQIQVBA7LN7 RP8VNR7F"
Content - Lengt h: 4521

This allows clients to check for state changes with mni nal
bandwi dt h
usage before deciding whether to fetch the full representation

3.3.2. Reading Projections

Clients MAY cache Projected Representations using their specific
ETags.

However, clients MJST recogni ze that a Projected Representation
may be

stale relative to the CRS if the SBR ETag has changed.

3.3.3. Low Overhead Change Detection (Informative)

Clients monitoring resources for changes (e.g., polling for
updat es) can
m nim ze bandw dth by using conditional requests wi th HEAD or GET.

Pattern 1: HEAD + |f-None-Match (M nimal Overhead)

HEAD /api/article/ 123 HITP/ 1.1

Host: exanpl e. com

Accept: application/json

| f- None- Mat ch: "sha256- RK63H5GHLGQI QVBA7LN7RP8VNR7F"

HTTP/ 1.1 304 Not Mbdified
ETag: "sha256- RK63H5GH1GQIQVBA7LN7RP8VNR7F"



If the resource has changed:

HEAD /api/article/ 123 HTTP/ 1.1

Host: exanpl e. com

Accept: application/json

| f- None- Mat ch: " sha256- RK63H5GH1GQJI QVBA7LN7 RP8VNR7F"

HTTP/ 1.1 200 K
ETag: "sha256- NEW/ALI DATOR456"
Content - Lengt h: 4721

The client detects the ETag change wi thout transferring the body,
t hen

performs a GET to retrieve the updated representati on only when
needed.

Pattern 2: GET + |If-None-Match (Conditional Transfer)

GET /apil/article/ 123 HITP/ 1.1

Host: exanpl e. com

Accept: application/json

| f- None- Mat ch: " sha256- RK63H5GH1GQI QVBA7LN7 RP8VNR7F"

HTTP/ 1.1 304 Not Modified
ETag: "sha256- RK63H5GH1GQIQVBA7LN7 RPSVNR7F"

This pattern comnbi nes checking and fetching in one request. |f
unchanged,

the server returns 304 with no body. If changed, it returns 200
with

the new representation, saving a round trip conpared to HEAD-t hen-
GET.

Reconmendation for Polling: Use Pattern 2 (GET + |f-None-Match)
when

the client expects frequent changes and will fetch the body nost
of the

time. Use Pattern 1 (HEAD + |f-None-Match) when changes are

i nf requent

and the client needs the ETag for other purposes (e.g., preparing
an

If-Match precondition for a future wite).

3.4. Wite Semantics (The Safe Wite Protocol)

To nmodi fy the Canonical Resource State, clients MJST performthe
mut ati on agai nst the SBR Endpoint (or an endpoint explicitly bound
to

the SBR s validator).

Clients MJST NOT use a Projected Representation's ETag as an

I f-Match precondition for CRS nmutations. Only the SBR s own ETag
is

valid for concurrency control

1. Precondition: The client obtains the current SBR ETag (via GET
or HEAD on the SBR URI).

2. Mitation: The client sends the state-changing request (PUT,
POST, PATCH, DELETE) including the If-Match header set to

the SBR ETag.

3. Verification:

* |f the If-Match header is mssing, servers SHOULD respond with



428 Precondition Required [ RFC6585]. Servers MAY respond with

400 Bad Request if 428 is not supported by the inplenentation
environment, provided the error body clearly indicates the nissing
precondition requirement.

* |f the provided ETag does not nmatch the current CRS version, the
server MJST respond with 412 Precondition Fail ed.

* |f the provided ETag matches the current CRS version, the server
MAY performthe wite if the request is otherw se authorized and
valid. If the server perforns the wite, it MJST update the CRS
and ensure subsequent Projected Representation responses are
derived fromthe updated state. Projected validators SHOULD change
when the projection bytes change.

Not e: HTTP provi des no general nechanismfor servers to actively

i nval i date cached Proj ected Representations in shared caches or
CDNs.

Clients that perform CRS nutations SHOULD i nvalidate their own

| ocal l'y

cached projections; internediary caches will expire based on their
Cache-Control directives.

Not e: For endpoints that do not inplenment AST semantics,
servers MAY accept unconditional wites as in traditional HTTP
APl s.

See the "Non- AST Resources and Fal | back Behavi or"” section for
gui dance on ni xed depl oynents.

4. Response: Upon a successful wite, the server SHOULD convey

t he

new SBR ETag to allow the client to chain subsequent updates. The
mechani sm depends on the response type:

* |f the response body is the SBR representation (e.g., the server
returns 200 OK with Content-Type: application/json containing

the updated state): include ETag: <new sbr-etag> in the response
header s.

* |f the response body is a Projected Representation or enpty:
convey

the updated SBR validator via the Link header’s state-etag
parameter, the 204 No Content with Content-Location pattern,

or the 303 See Ot her redirect pattern (see "Returning the Updated
Val i dat or from Non- SBR Endpoi nt s" bel ow).

The ETag header in a response MJST describe the sel ected
representation in that response [RFC9110]; it MJST NOT be used to
convey the SBR validator when the response body is not the SBR

3.4.1. Nor mat i ve Foundati ons

The AST safe wite protocol builds on standard HTTP conditiona
request
semanti cs and status codes:

* Entity Tags and Strong Conparison [RFC9110] Section 8.8.3 and
Section 13.1.1: Define entity-tag syntax and the strong conpari son
function used by If-Match. AST requires strong validators because
weak entity-tags never satisfy |f-Match preconditions under strong
compari son.

* |f-Match Precondition [ RFC9110] Section 13.1.1: Defines
precondition

eval uati on. The server MJST perform strong conpari son between the
provided entity-tag(s) and the current validator. |If none match,

t he

server MJST respond with 412 Precondition Fail ed.



* 428 Precondition Required [ RFC6585] Section 3: Defines the
status

code for requests that require a precondition but |lack one. AST
servers

SHOULD use 428 when If-Match is mssing on state-changi ng
oper ati ons.

* 412 Precondition Failed [RFC9110] Section 15.5.13: Indicates

t hat

precondition evaluation failed. AST servers MJST return 412 when
I f-Match does not match the current SBR ETag.

* Problem Details [RFCO457]: Defines application/probl emtjson for
machi ne-readabl e error responses. AST servers SHOULD return
Probl em

Detail s bodies for 412, 428, and 400 (missing precondition)
responses to assist automated conflict resol ution

This normative alignnment ensures AST concurrency contro
i ntegrates
cleanly with existing HTTP i npl ementati ons and internediaries.

3.4.2. FError Handling

For 412, 428, and 400 (when used for m ssing preconditions)
responses, servers SHOULD return a Problem Details body [ RFC9457]
to

assi st automated clients in resolving the conflict.

When rejecting a request due to Digest Fields validation failures
(unsupported algorithm nalfornmed digest value, or digest

m smat ch),

servers MAY return 400 Bad Request with a Probl em Details body

usi ng

the problemtypes defined in
[1-D.ietf-httpapi-digest-fields-problemtypes]. Servers SHOULD NOT
i nclude the server-conputed digest value in error responses to
avoi d

potential oracle attacks.

3.4.3. Wite Location

St at e- changi ng operati ons SHOULD be perforned agai nst the State-
Beari ng

Endpoi nt. Projected endpoints (e.g., HTM. rendering URIs) SHOULD
reject

st at e- changi ng requests with 405 Method Not All owed and include a
Li nk header with rel ="state" pointing to the SBR endpoint.

A server MAY designate additional endpoints as accepting state-

changi ng
operations (e.g., for conpatibility with existing form subm ssi ons
or

| egacy APIs). Such endpoints MJST:

* enforce |f-Match against the same Semantic Validator as the SBR
* advertise the SBR via a Link header with rel ="state", and

* return the updated Semantic Validator in a manner consistent
with HTTP

semantics (see bel ow).

Ret urni ng the Updated Validator from Non-SBR Endpoi nts:

In HTTP, the ETag header in a response describes the selected
representation returned in that response [ RFC9110]. If a non-SBR



endpoi nt

returns a Projected Representation (e.g., HIM.) after a successfu
wite,

the ETag header MUST describe that projection, not the SBR

To provide the updated SBR validator without violating HTTP
semanti cs,
servers SHOULD use one of the follow ng patterns

* 303 See G her Redirect (RECOWENDED): Return 303 See Ot her with
Location pointing to the SBR URI. The client obtains the updated
ETag fromthe subsequent CGET. This adds a round-trip but is
unanbi guous and w del y under st ood.

http

HTTP/ 1.1 303 See O her

Location: /api/articlel/ 123

Li nk: </api/articlel/ 123>, rel="state"; type="application/json"

* 204 No Content with Content-Location: Return 204 No Content with
Content-Location set to the SBR URI and the ETag header set to

the updated Semantic Validator. Because Content-Location
identifies

the representation described by the response netadata, this

appr oach

is semantically defensible, though sone inplenentations may find
it

unusual

http

HTTP/ 1.1 204 No Content

Content-Location: /api/article/123

ETag: "sha256- NEW/ALI DATOR123"

Link: </api/articlel/ 123>, rel="state"; type="application/json"

* Projection Response with Link Metadata: Return the projection
with

its own ETag, and convey the updated SBR validator via the Link
header using an extension paraneter:

http

HTTP/ 1.1 200 XK

Cont ent - Type: text/htm

ETag: "htm -v2"

Link: </apil/articlel/ 123>, rel="state"; type="application/json";
st at e- et ag="\"sha256- NEWVALI DATOR123\ " "

In this pattern, the response ETag describes the HTM. projection,
whil e the Link header’s state-etag paraneter conveys the SBR

val i dat or.

Clients MJST use the state-etag paraneter value (not the response
ETag) for subsequent |f-Match preconditions.

Definition of state-etag Link Extension Paraneter:

The state-etag paraneter is an extension paraneter as permtted by
[ RFC8288] Section 3.4.2. Its value is an RFC 8288 quoted-string
whose

decoded content is an HITP entity-tag as defined in [ RFC9110]

Secti on

8.8.3 (including the surroundi ng DQUOTE characters). The backsl ash
escaping is required because Link paraneters use the quoted-string
producti on.

For exanple, if the SBR ETag is "sha256- ABC123", the Link
par anet er



is serialized as state-etag="\"sha256- ABC123\"". Cients
extracting
the entity-tag MJST:

1. Parse the paraneter value as an RFC 8288 quoted-string
(removi ng

out er quotes and unescapi ng backsl ashes), vyielding

"sha256- ABC123".

2. Use this value directly in If-Match or |f-None-Match headers
wi t hout additional quoting changes.

Thi s ensures that regardl ess of which endpoint processes the
wite, all

clients can obtain the updated Senmantic Validator while

mai nt ai ni ng

correct HTTP semanti cs.

3.4.4. Patch Formats (I nformative)

When using PATCH [ RFC5789] for partial updates, servers SHOULD
support one or
nmore of the follow ng standard patch formats:

* JSON Merge Patch ([RFC7396]): application/ merge-patch+json for
simple field-level nerging. Suitable for nmpbst partial updates.

* JSON Patch ([ RFC6902]): application/json-patch+json for

oper ati on-based updates (including array mani pul ation).

Servers SHOULD docurent which patch formats they accept. Cients
SHOULD

use the Accept-Patch header (if provided) to discover supported
formats.

Exanpl e: 428 Response for M ssing Precondition

When a client attenpts a state-changing operation w thout If-
Mat ch, the
server SHOULD return a 428 response:

PATCH /api/article/123 HTTP/ 1.1
Host: exanpl e. com
Cont ent - Type: application/json

HTTP/ 1.1 428 Precondition Required
Cont ent - Type: application/probl em+j son

{
"type": "https://exanple.conlerrors/precondition-required",
"title": "Precondition Required”,
"status": 428,
"detail": "If-Match header is required for CRS nutations"
}

Al ternative: 400 Response Wen 428 |Is Not Avail able

If the server environnent does not support 428, it MAY use 400
with a
cl ear error nessage:

PATCH /api/article/123 HTTP/ 1.1
Host: exanpl e. com
Cont ent - Type: application/json

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/probl em+j son



"type": "https://exanple.conlerrors/mssing-precondition",
"title": "M ssing Required Precondition”,

"status": 400,

"detail": "If-Match header is required for state-changing

operations on AST resources”

}
Exanmpl e: 412 Response with Problem Details

Wen a client’s If-Match precondition fails, the server SHOULD
return a
Probl em Detail s response indicating the current state:

PATCH /api/article/123 HTTP/ 1.1

Host: exanpl e. com

Cont ent - Type: application/json

| f-Match: "sha256- ABC123C0LDVALUE4A56789STALE0123"

HTTP/ 1.1 412 Precondition Fail ed

Cont ent - Type: application/probl em+j son

Link: </apil/articlel/ 123>, rel="state"; type="application/json";
state-etag="\"sha256- RK63H5GH1GQI QVBA7LN7RP8VNR7F\ " "

{
"type": "https://exanple.com errors/precondition-failed",
"title": "Precondition Failed",
"status": 412,
"detail": "The resource state has changed since you | ast read
it.",
"current-etag": "sha256- RK63H5GH1GQIQVBA7LN7RPSVNR7F",
"provi ded-etag": "sha256- ABC1230LDVALUE456789STALE0123"
}

The current SBR validator is conveyed via both the state-etag Link
paraneter (for header-level access) and the current-etag nmenber in
the Problem Details body. This allows clients to inrediately retry
with the correct If-Match value or refetch the |atest state.

3.4.5. Conflict Resolution (Informative)

When a client receives a 412 Precondition Fail ed response, it
SHOULD
foll ow one of these resolution strategies:

1. Refetch and Retry: Fetch the current SBR to obtain the new ETag
and state, then reapply the intended nutation and retry with the
updat ed ETag.

2. Three-Way Merge: If the client maintains the original state it
read, the changes it intended to nake, and can obtain the current
server state, it MAY attenpt an automatic nmerge (sinmilar to

versi on

control systens). This is only appropriate when changes affect
non- overl apping fields or can be determ nistically conbi ned.

3. User Intervention: Present the conflict to the user (human or
aut onat ed deci si on system) for manual resol ution, showi ng both the
client’s intended changes and the server’s current state.

4. Abort: Abandon the update if the conflict indicates the
client’'s
viewis too stale or the changes are inconpati bl e.

Servers MAY assist conflict resolution by including the current
state or



a conflict diff in the 412 response body (see Problem Details
exanpl e

above). This reduces round trips and provides clients with

i mredi at e

context for resolution.

Retry Exanpl e:

Client receives 412:

HTTP/ 1.1 412 Precondition Fail ed

Cont ent - Type: application/probl em+j son

Li nk: </api/articlel/ 123>, rel ="state"; type="application/json";
state-etag="\"sha256- RK63H5GH1LGQI QVBA7LN7RP8VNR7F\ " "

Client immediately refetches:
CGET /apil/articlel/ 123 HITP/ 1.1
| f- None- Mat ch: "sha256- ABC1230LDVALUE456789STALE0123"

HTTP/ 1.1 200 XK

ETag: "sha256- RK63H5GH1GQIQVBA7LN7RP8VNR7F"

{ ...current state... }

Client reapplies nutation with fresh ETag:

PATCH /api/article/123 HTTP/ 1.1

I f-Match: "sha256- RK63H5GH1GQI QVBA7LN7 RP8VNR7F"
3.4.6. |denpotency

Servers MAY support an |denpotency-Key header for POST and PATCH

to

all ow safe retries by automated agents. When a duplicate request
is

received with the sane idenpotency key and identical senmantics,
servers

SHOULD respond with the original status code, headers (including
ETag),
and, if applicable, response body.

Exanpl e: | denpot ency-Key Usage for Resource Creation

POST /api/articles HITP/ 1.1

Host: exanpl e. com

Cont ent - Type: application/json

| denpot ency- Key: client-txn-abcl23

{"title": "New Article", "body": "..."}

HTTP/ 1.1 201 Created
Location: /api/articles/456
ETag: "sha256- NEW/VALUE789XYZ"

Not e on Resource Creation: The If-Match requirenent applies to
mut ati ons of existing resources. For creating new resources,
clients

typically cannot use If-Match on the target UR (which does not
yet

exist). Servers MAY support creation patterns such as:

* POST to a collection endpoint, returning the new resource UR
and

SBR ETag in the response (as shown above), or

* PUT with | f-None-Match: * to create a resource only if it does
not already exist at that URI.

Once created, subsequent nutations to the resource follow the
st andard



I f-Match protocol.

Not e: | denpotency-Key is an opaque token. Per HTTP header grammar,
bot h

token and quoted-string forns are acceptable; the exact format is
i mpl ement at i on- def i ned.

| denpot ency- Key behavior is intentionally profile-neutral
Depl oynents that support this header SHOULD docunent replay w ndows,
storage scope, and duplicate-detection semantics.

.4.7. Asynchronous Updates

For mutations that cannot conplete synchronously, servers MAY
respond with
202 Accepted and a Locati on header pointing to a status resource.

When the mutation conpl et es:

* The status resource SHOULD i ndicate conpletion and provide the
URI of

t he updated resource.

* A subsequent CGET on the updated resource MJST return the new SBR
ETag.

* Clients SHOULD poll the status resource or use server-sent
events /

webhooks if avail abl e.

The original If-Match precondition applies at the time the 202 is
i ssued; the server MJIST reject the operation with 412 Precondition
Failed if the precondition fails at that point, even if processing
is

def erred.

. 5. SBR Endpoi nt Headers

To ensure correct caching and transfer behavior, SBR endpoints
SHOULD
i nclude the follow ng headers:

* Cache-Control: SBR responses SHOULD i ncl ude Cache- Contr ol
no-transformto prevent intermediaries from nodifying the
representation (which would invalidate the Semantic Validator).

* Vary: For single-URl deploynments serving nultiple nedia types
Vi a

content negotiation (e.g., JSON and HTM. fromthe same URI), set
Vary: Accept to ensure caches differentiate by requested nedi a

t ype.

Si nce SBR endpoi nts MUST NOT apply content-coding (per Encodi ngs
and ETags),

Vary: Accept-Encoding is not applicable to the SBR itself.

Not e on Content Codings: The Semantic Validator (SBR ETag) is
computed fromthe canonical, unconpressed representati on bytes.
SBR

endpoi nts MJUST NOT apply content-codi ng; the Cache-Control: no-
transform

directive prevents internediaries fromintroducing encoding in
transit.

* Accept - Ranges: SBR endpoi nts SHOULD i ncl ude Accept-Ranges: none
if range requests woul d break the senantic integrity of the
representation (e.g., partial JSON structures).

Exanpl e SBR Response Headers:



HTTP/ 1.1 200 K
Cont ent - Type: application/json
ETag: "sha256- RK63H5GH1GQIQVBAT7LN7RP8VNR7F"
Cache- Control : no-cache, no-transform
Vary: Accept
Accept - Ranges: none
Cont ent - Di gest:
sha- 256=: RK63H5GH1 GQI QVBA7LN7 RP8VNR7 FVXVWHL TQKIMBQZHA =

.6. Caching Considerations

.6.1. SBR Caching

AST cachi ng behavi or follows HITP caching semantics [ RFC9111].
SBR endpoi nts SHOULD fol |l ow t hese caching practices:

* Non- Negotiated SBR Prefer a single canonical nedia type for the
SBR to avoid cache fragnmentation

* Strong ETag: The SBR MJST expose a strong ETag as the Semantic
Val i dat or .

* Cache-Control: Use Cache-Control: no-cache, no-transformto
require revalidation while allowing storage. If the SBR contains
sensitive or user-specific data, use Cache-Control: private or
no-store as appropriate.

* Vary: For single-URl deploynents serving multiple nedia types
Vi a

content negotiation, set Vary: Accept to ensure caches
differentiate

by nmedia type. Since SBR endpoints MJST NOT apply content-coding
(per

Encodi ngs and ETags), Vary: Accept-Encoding is not applicable to
t he SBR

* Accept - Ranges: Consider Accept-Ranges: none to prevent
partial -byte range requests that could create anmbiguity in state
val i dati on.

* 304 Revalidation: Support conditional requests with |f-None-
Mat ch
and respond with 304 Not Modified when the SBR ETag mmat ches.

* ETag Scope: Do NOT reuse the SBR ETag on Projected endpoints, as
this would conflate semantic and byte-level validation.

.6.2. Projected Representation Caching

Proj ected Representations SHOULD be cached using standard HTTP
cachi ng
mechani sis:

* Representation-Specific ETags: Use their own ETags based on the
byte content of each projection

* Standard Cache-Control: Apply appropriate Cache-Contro
directives (e.g., max-age, public, private) based on the
projection’s volatility and sensitivity.

* Client-Side Invalidation: Clients that perform CRS nutations
SHOULD i nvalidate their own cached Projected Representations after
a

successful wite or upon receiving a 412 Precondition Fail ed
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response. Note that shared caches and internediaries will not
automatically invalidate projections based on SBR changes.

Di scovery of Synchroni zed Representations

To enabl e agents to discover different representations of the sane
AST

resource, servers SHOULD expose rel ati onshi ps between
representations

usi ng the HTTP Li nk header [RFCB8288].

The state Rel ation (SBR Di scovery)

Proj ected Representations SHOULD i ncl ude a Link header with

rel ="state"

pointing to the State-Bearing Representation (SBR). This allows
clients

consumng a Projected Representation to discover the SBR for
synchroni zati on or editing.

The state relation identifies the authoritative SBR for
concurrency

control purposes. Cients MIST use the ETag fromthe state target
(the

SBR) for all If-Match and |If-None-Match preconditions on

st at e- changi ng operati ons.

Exanpl e (Projected Representation response):

HTTP/ 1.1 200 XK

Cont ent - Type: text/htm

ETag: "htm -v1"

Link: </api/articlel/ 123>, rel="state"; type="application/json"

The alternate Relation (CGeneral Cross-Representation Navigation)

The alternate link relation type is RECOWENDED for genera
navi gati on between synchroni zed representati ons of the sane AST
resource.

When providing an alternate |ink

* the type attribute MJIST be present to indicate the nedia type of
the target representation (for exanple, application/json,
text/htm); and

* the profile attribute MAY be used to indicate a specific schemn
or capability set of the target representation

Exampl e (SBR response linking to Projected):

HTTP/ 1.1 200 K

Cont ent - Type: application/json

ETag: "sha256- RK63H5GH1GQIQVBA7LN7 RP8VNR7F"

Link: </article/123. htm >; rel="alternate"; type="text/htm"

Note: The state relation specifically identifies the SBR for
concurrency control purposes. In contrast, rel="alternate" is for
general cross-representation navigation and does not inply
concurrency senmantics. Cients MJST NOT assunme that a
representation

linked via alternate participates in the AST concurrency protocol

Bi di rectional Linking

To ensure agents can navi gate between representations regardl ess
of



their entry point, |inking SHOULD be bidirectional

* |f Representation A links to Representation B, then
Representation B

SHOULD |i nk back to Representation A (or to a canonical URl that
resolves to A).

This ensures that an agent encountering a structura
representation

(for exanple, JSON) can identify the correspondi ng rendered
representation (for exanple, HTM.) for attribution, verification,
or

human i nspecti on.

4.4. Profile Advertisenent

To enable clients to detect whether a resource inplenments AST
semanti cs,

servers SHOULD advertise this using the profile link relation
[ RFC6906]

via one of the follow ng nechani sns:

Li nk Header with Profile Rel ation

HTTP/ 1.1 200 K

Cont ent - Type: application/json

Li nk: <https://datatracker.ietf.org/doc/draft-jurkovikj-
htt papi -agentic-state/>; rel ="profile"

ETag: "sha256- RK63H5GH1GQIQVBA7LN7 RP8VNR7F"

Cont ent - Type Profil e Paraneter

HTTP/ 1.1 200 K

Cont ent - Type: application/json;
profile="https://datatracker.ietf.org/doc/draft-jurkovikj -
htt papi - agentic-state/"

ETag: "sha256- RK63H5GH1GQIQVBA7LN7RP8VNR7F"

This allows clients to detect AST resources and apply appropriate
concurrency control workflows (If-Mtch preconditions, 412
handl i ng,

etc.) instead of assuming traditional HITP semanti cs.

I npl enent ati ons MAY advertise either a versioned profile UR
(e.g.,

.../draft-jurkovikj-httpapi-agentic-state-01) or the versionless
profile URI (e.g., .../draft-jurkovikj-httpapi-agentic-state/).
Clients

SHOULD accept both as equivalent identifiers for the purposes of
feature

det ecti on.

5. Integrity and Transport

In standard HTTP usage, ETags often serve a dual purpose:
validating the

semantic state for caching/concurrency, and validating the
integrity of

the response bytes (to detect transport corruption).

In the AST profile, the State-Bearing Representation (SBR) ETag
serves

as the Senmantic Validator for the Canonical Resource State (CRS)
Proj ected Representations MAY have their own representation-
specific

ETags for cachi ng purposes, but these MJST NOT be used as Senantic
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Val i dators for concurrency control.
Separation of State and Integrity

To allowclients to verify the integrity of the payl oad bytes
i ndependently of the semantic state, AST servers SHOULD use the
Cont ent - Di gest header field defined in [ RFC9530].

* ETag (SBR): validates the *Canonical Resource State* (| ogical
truth) and is used with If-Match and |If-None-Match for concurrency
control.

* ETag (Projected): MAY be used for caching individual
representations, but MJST NOT be used for state-changing
precondi tions.

* Content-Digest: validates HTTP content according to [ RFC9530],
i ndependently of CRS validation.

Clients MJUST NOT send |f-Match or |f-None-Match preconditions
using a Projected Representation’s ETag when interacting with the
SBR

endpoint. Only the SBR s own ETag participates in concurrency
control

| ogi c.

Exanpl e Response (SBR):

HTTP/ 1.1 200 K
Cont ent - Type: application/json
ETag: "sha256- RK63H5GHLGQIQVBA7LN7 RP8VNR7F"
Cont ent - Di gest:
sha- 256=: RK63H5GH1 GQI QVBA7 L N7 RP8VNR7 FVXWH1 TQKIMBQZH4 =:

Exanpl e Response (Projected):

HTTP/ 1.1 200 K

Content - Type: text/htm

ETag: "htm -v1"

Link: </api/articlel/ 123>, rel="state"; type="application/json"
Cont ent - Di gest: sha-256=: X8Z29Y7WV5U4T3S2R1QUPOCBN7M6L5KA4=:

This separation allows internmediaries and clients to detect
payl oad
integrity failures without conflating themw th state changes.

In AST, the SBR ETag serves as a semantic validator for the
Canoni cal

Resource State. Clients SHOULD use Content-Digest for verifying
HTTP

content integrity. Qutside of AST contexts, traditional ETag
usage for caching and integrity remains unchanged.

When content-coding is applied to non-SBR (Projected)
representations,

servers MAY include Content-Di gest and/or Repr-Di gest [ RFC9530]
according to the Digest Fields content-coding rules. dients that
need

to verify the unencoded representati on MAY use Unencoded- Di gest
and

express preferences w th Want - Unencoded- Di gest
[1-D.ietf-httpbis-unencoded-digest], if provided/ supported by the
server.

Request Integrity (Cient-Sent Digests)



Clients MAY include Content-Di gest or Repr-Di gest [ RFC9530] on
st at e-changi ng requests to allow servers to verify payl oad
integrity

bef ore processing.

Servers that choose to validate request digests:

* SHOULD docunent which digest algorithns they accept;

* MJST reject requests with unsupported al gorithns or mal forned

di gests

with an appropriate error response; and

* SHOULD NOT echo the server-conputed digest in error responses to
avoi d

potential oracle attacks.

When returning errors for digest validation failures, servers MAY
use

the problemtypes defined in [I-D.ietf-httpapi-digest-fields-
probl emt ypes].

These problemtypes will be registered in the HITP Probl em Types
registry

upon publication of that specification; servers SHOULD use the
type

menber of the Problem Details response to reference the
appropriate URI

as defined in that specification.

Exanpl e di gest validation error:

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/probl em+j son

{

"type": "https://iana.org/assignnents/http-problem

t ypes#di gest -i nval i d- val ues",

"title": "lInvalid D gest Values",

"status": 400,

"detail": "The sha-256 di gest value has incorrect |ength"
}

Request digest validation is independent of AST concurrency
control

If-Match remains the nechani smfor preventing | ost updates, while
digests verify payload integrity.

Conputing and Managi ng Semantic Validators

AST does not mandate a single algorithmfor conputing Semantic
Val i dat ors. However, deploynent predictability benefits from
consi st ent

appr oaches.

.1. Canonicalization

A common pattern is to derive the Semantic Validator froma
canoni ca
serialization of the CRS. For exanpl e:

1. Serialize the CRS to a structured format (for exanple, JSON).
2. Canonicalize the serialization (for exanple, by sorting keys
and

controlling nuneric formats).

3. Conpute a hash over the canonical form (for exanple, SHA-256).
4. Encode and prefix the hash to produce the ETag val ue.

Servers SHOULD ensure that:
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* fields that are purely operational or volatile (for exanple,
| ast

access tinestanps) are excluded fromthe canonical form and
* the canonicalization process is determnistic across

depl oynent s.

Servers MAY use [RFC8785] JSON Canonicalization Schenme (JCS) or an
equi val ent determnistic procedure. Wen the SBR is JSON, servers
MUST

use [ RFC8785] or a profile-specified, equivalently determnistic
canoni calization prior to computing the SBR validator.

St orage Model s
Servers MAY:

* compute Semantic Validators on demand fromthe CRS; or
* store preconputed Semantic Validators al ongside the CRS.

When validators are stored:

* they SHOULD be updated atomically with the CRS; and
* they MJST be invalidated or reconputed whenever the CRS changes.

When validators are conputed on denmand, inplenentations SHOULD
ensure that the cost of conputing the validator is snmall relative
to the

cost of generating the representation.

Rel ati onship to Applicati on Backends

AST is agnostic to how applications store and nmanage CRS. For
exanpl e:

* a SQL application mght treat a row (or set of rows) as CRS,
with the

Semantic Validator derived froma version colum and rel evant
fields;

* a docunent store might treat a docunment body plus netadata as
CRS;

* a CM5 mght treat a block tree or content graph as CRS.

The only requirenent is that the Semantic Validator change
whenever the

| ogi cal CRS changes, regardl ess of how many representations exist.
Non- AST Resources and Fal | back Behavi or

Servers MAY inplenent AST for some resources and not others.

For resources that do not foll ow AST:

* servers MAY continue to use representation-specific ETags as
byt e

val i dat ors;

* servers MAY accept unconditional wites (no If-Match required),
as

in traditional HTTP APlIs; and

* clients MJUST NOT assune AST semanti cs.

Servers SHOULD cl early docurment which resources inplenment AST.
Conf or mance Requirenments Sumrary

This section provides a checklist of normative requirements for



AST

conformance. |nplenentations MJST satisfy all itens narked
MUST/ REQUI RED;

itens marked SHOULD/ RECOMMVENDED are strongly advi sed.

.1. Server Requirements
.1.1. State-Bearing Representation (SBR)

- [ ] MIUST designate exactly one representation as the SBR for
each

AST resource

- [ ] MIUST assign a strong ETag to the SBR t hat changes whenever
t he

CRS changes

- [ ] MUST NOT apply content-coding to SBR responses (Content-
Encodi ng

MJUST be absent)

- [ ] SHOULD compute SBR ETag from canonicalized CRS (using RFC
8785

for JSON)
- [ ] SHOULD include Cache-Control: no-transformon SBR responses

.1.2. Concurrency Contro

- [ ] MJST evaluate If-Match preconditions on state-changing
operations

usi ng strong conparison [ RFC9110]

- [ ] MUST respond with 412 Precondition Failed when |If-Match does
not match current SBR ETag

- [ ] SHOULD respond with 428 Precondition Required when |f-Match
is mssing on state-changi ng operations

- [ ] SHOULD return Problem Details [RFC9457] body for 412, 428,
and 400 (missing precondition) responses

.1.3. Discovery and Linking

- [ ] SHOULD include Link: rel="state" header on Projected
Representati ons pointing to the SBR endpoi nt

- [ ] SHOULD advertise AST profile using Link: rel="profile" or
Cont ent - Type profil e paraneter

- [ ] SHOULD include bidirectional rel="alternate" |inks between
representations

.1.4. Prohibited Actions

- [ ] MUST NOT reuse the SBR ETag as the ETag for Projected
Repr esent ati ons

- [ ] MUST NOT use weak entity-tags for the SBR validator

- [ ] MUST NOT use Content-Encoding on SBR responses

.2. dient Requirenents
.2.1. Reading State

- [ ] SHOULD use If-None-Match with SBR ETag for conditiona
requests to the SBR

- [ ] SHOULD NOT use SBR ETag as |f-None-Match agai nst Projected
endpoi nt s

.2.2. Witing State

- [ ] MJUST obtain current SBR ETag before perform ng state-
changi ng

operations

- [ ] MUST include If-Match header with SBR ETag on all state-
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changi ng

requests to AST resources

- [ ] MJUST NOT use Projected Representation ETags as |f-Match
preconditions for CRS nutations

- [ ] SHOULD handl e 412 responses by refetching current state and
retrying or resolving conflicts

3. Discovery

- [ ] SHOULD follow rel ="state" |inks from Projected
Represent ati ons

to di scover SBR endpoints

- [ ] SHOULD check for rel="profile" links to detect AST resources

HTTP St atus Codes

AST-conformning inplenmentati ons MIST use these status codes as
speci fi ed:

Code - Usage

200 OK - Successful read or wite

204 No Content - Successful wite with no body (when using
Content - Locati on pattern)

303 See Ot her - Redirect to SBR after successful wite (optiona
pattern)

304 Not Modified - Conditional request matched current ETag
400 Bad Request - Digest validation failure or mssing
precondition (if 428 unavail abl e)

412 Precondition Failed - If-Match precondition did not match
current ETag

428 Precondition Required - If-Match m ssing on state-changing
operation

Requi red Headers
1. SBR Response Headers

- ETag: Strong validator (e.g., "sha256-ABC123...")

- Cache-Control: Should include no-transform

- Vary: Accept for single-UR negotiated depl oynents

- Link: rel="alternate" to Projected Representations (recomended)

2. Projected Response Headers

- ETag: Representation-specific validator (optional)
- Link: rel="state" pointing to SBR endpoi nt (recomended)

.3. Wite Request Headers

- If-Match: SBR ETag for precondition evaluation (required)
- Content-Type: Appropriate nmedia type for request body
- ldenpot ency-Key: For idenpotent POST/ PATCH (optional)

This checklist is informative; the normative requirenments remain
t hose
specified in the body of this docunment using RFC 2119 keywords.

Security Considerations

This profile relies on existing HITP security nmechani sns. However,
the

synchroni zation of nmultiple representations introduces specific
security

consi derati ons.

Consi stency and Race Conditions
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8.
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The primary security benefit of AST is the prevention of race
condi tions

(Lost Updates). By enforcing |If-Match checks against the CRS, the
server ensures that an agent cannot overwite state changes nade
by

another client, even if those changes were nade via a different
representation.

Applications SHOULD treat failed preconditions (412,
428) as an expected outcone in concurrent editing scenarios and
provi de appropriate conflict resolution mechani sms.

2. Information Leakage via Divergence

If the access control policies for different representations
di ver ge,
there is a risk of information |eakage.

* Servers MJST ensure that the authorization requirenents for
accessing a structural representation (for exanple, JSON) are at
| east as strict as those for the rendered representation (for
exanpl e,

HTM.) .

* Servers MJST ensure that a structural representation does not
expose sensitive data that is redacted in the rendered
representation,

unless the client is explicitly authorized to see the raw state.

If different audi ences see different subsets of the CRS, the
server
SHOULD ei t her

* maintain separate CRS domains with separate Semantic Validators;
or

* apply viewspecific filtering consistently to al

representations

exposed to that audi ence.

3. Validator Guessing

Because Semantic Validators are often derived fromcontent (for
exanpl e,

a hash), they nmay be susceptible to offline guessing attacks if
t he

content has | ow entropy.

I mpl enent ati ons SHOULD ensure that:

* validators have sufficient entropy; or

* validators are conbined with a secret salt; or

* validators are derived frominternal versioning nechanisns
rat her than

directly from pl ai ntext content,

if the content version itself is sensitive.

Val i dators MJUST NOT be treated as authentication or authorization
t okens.

| ANA Consi der ati ons
1. Link Relation Type Registration

Thi s docunent requests registration of the "state" link relation



type in
the "Link Relation Types" registry maintai ned by | ANA per
[ RFCB8288] :

* Relation Nane: state

* Description: Refers to the State-Bearing Representation (SBR) of
the current resource for concurrency control. The target is the
authoritative CRS view and exposes the strong ETag used for |f-
Mat ch

and | f-None-Match on CRS-affecting operations.

* Reference: This docunment (Sections 4.1 and 9.1)

* Notes: The target’s nedia type SHOULD be suitable for machine
processing (e.g., application/json). Cients MIST use the target’s
strong ETag (not the source representation’s ETag) as the
val i dat or

for CRS preconditions. The type attribute SHOULD be present on the
link to indicate the target’s nedia type.

Rational e for Name Sel ection

The nane state was chosen over alternatives such as edit,
canoni cal ,
or source because:

* edit (defined in [RFC5023]) inplies wite capability, which may
not

apply to all clients;

* canoni cal [RFC6596] identifies the preferred URI for a resource,
not specifically its concurrency-control representation;

* source suggests origin content rather than authoritative state.

The termstate directly conveys that the target exposes the
resource’s

authoritative state for concurrency purposes, aligning with the
" St at e- Beari ng Representation" termnol ogy used throughout this
speci fication.

Regi stration Process and Ti m ng:

This registration is requested upon adoption or publication of
this

specification in the | ETF stream Per |ANA registration policy,
Li nk

Rel ation Type registrations typically occur after Working G oup
adoption

or RFC publication, not fromunadopted Internet-Drafts.

I nterimUsage:

I mpl enent ati ons deploying this profile prior to | ANA registration
SHOULD
use the extension relation type UR

https://datatracker.ietf.org/doc/draft-jurkovikj-httpapi-agentic-
state/rels/state

This URI -based extension relation is inmedi ately usabl e wi thout
registry

conflicts and foll ows [ RFC8288] extensibility nmechani snms. Once the
state

relation type is registered by I ANA, inplenentations SHOULD
mgrate to

the registered sinple string form(rel="state").

Exanpl e using URI -based extension rel ation:



Li nk: </api/articlel123>;
rel ="https://datatracker.ietf.org/doc/draft-jurkovikj-
htt papi -agentic-state/rel s/state"; type="application/json"

Appendi x A. I nplenmentation Status
Note to RFC Editor: Please renmove this section before publication.

This section records the status of known inplenmentations of the
AST

profile at the tine of publication. Based on [ RFC7942], reviewers
are

invited to report inplenmentation experiences.

Wor dPress Dual - Native | nplenmentation
Organi zation: | ndependent inplenmentation

Description: A WrdPress plugin inplenmenting the AST profile for
content managenent and tenpl ate synchronization

| mpl enent ati on Details:

* SBR Endpoi nt: Exposes WordPress posts and tenpl ates as
application/json representations at /wp-json/dual -
native/ vl/ posts/{id}

and /wp-json/dual -native/vl/design/tenplates/..

* Semantic Validators: Uses SHA-256 content hashes as strong
ETags,

formatted as "sha256-{base64}", conputed from canonicalized JSON
representation of the CRS

* Concurrency Control: Enforces |f-Match preconditions on al

st at e- changi ng operations (POST, PATCH). Returns 412 Precondition
Fail ed on ETag m smatches and 428 Preconditi on Required when If-
Mat ch

is mssing.

* Projected Representations: HTM. rendering at canoni cal WordPress
URLs with rel ="state" Link headers pointing to the SBR endpoint.

* Discovery: Inplements rel="state" link relations on HTM.
responses and rel="alternate" on SBR responses.

* Multi-Bot Testing: Denmpnstrated with nultiple concurrent agents.
Reported testing showed reduced nonitoring bandwi dth and no | ost
updates in the tested concurrent-agent workl oad.

Maturity: Experimental inplenentation reported in active use.
Coverage: Inplenents all normative requirenments of this
speci fication
i ncludi ng SBR desi gnati on, strong ETag generation, |f-Match
enf or cenment ,
412/ 428 error handling with Problem Details (RFC 9457), and Link
header
di scovery.
Li censi ng: Open source
Contact: antunj urkovi c@nail.com
Appendi x B. Canonicalization Test Vectors (Infornative)

Thi s appendi x provides test vectors for inplenenters to verify



canoni cal i zati on and ETag conputation
B.1. JSON Canonicalization (RFC 8785)
Input (arbitrary formatting):
"status": "published",

"id: 123
}

Canoni cal form (JCS per RFC 8785):
{"id":123,"status": "published"}
SHA- 256 (hex):
f 8b47f 69857655c0c84f eb9427d443933d91891589f 5eeebe51
Resul ti ng ETag (base64-encoded, exanple):
"sha256- +LR/ aYV2Vvc DI T+uUJ9RD2Sx8Dht EOTPZGIFYn17ubl E="
The ETag val ue shown above is the Base64-encoded SHA-256 di gest of
Egﬁonical JSON form

B. 2. Nuneric Precision
I nput :
{"value": 1.0}
Canoni cal form (JCS nornalizes 1.0 to 1):
{"val ue": 1}

I npl enenters MUST ensure their JSON canonicalization produces JCS-
conpl i ant out put before hashing.

Appendi x C. Single-UR Depl oynent Exanple (Infornative)

Thi s appendi x denonstrates a conpl ete workfl ow using the Single-
URI depl oynent nodel, where both the Projected Representation
(HTML) and the State-Bearing Representation (JSON) are served from
the same URl via content negotiation

Scenario: A blog article at https://exanmple.confarticlel/ 123 serves
both HTM. (for browsers) and canonical JSON (for APl clients). An
agent wants to read the human-friendly HTM., extract the Senantic
Validator, and performa safe wite operation

C.1. Reading the Projected Representation
The agent first requests the HTML Projected Representation
GET /article/123 HITP/ 1.1
Host: exanpl e. com
Accept: text/htm
Server response
HTTP/ 1.1 200 K
Cont ent - Type: text/htm

ETag: "htm -abc123"
Vary: Accept



Li nk: </article/123>; rel ="state"; type="application/json”

<! DOCTYPE ht m >
<htm >
<head><ti t| e>Under st andi ng HTTP Cachi ng</titl e></head>
<body>
<articl e>
<hl>Under st andi ng HTTP Cachi ng</hl>
<p class="neta">Status: published | Author: Jane Snith</p>
<p>HTTP caching is a fundamental optimnzation...</p>
</article>
</ body>
</htm >

The Link: </article/123>; rel="state" header indicates the SBRis
avai |l abl e at the same URI by requesting application/json

C.2. Ontaining the SBR Validator

To obtain the Semantic Validator for safe wites, the agent
requests the SBR

GET /article/123 HITP/ 1.1
Host: exanpl e. com
Accept: application/json

Server response:

HTTP/ 1.1 200 K

Cont ent - Type: application/json

ETag: "sha256- KBNOP3M2L5H7"

Vary: Accept

Link: </article/123>; rel="alternate"; type="text/htm"

Li nk: <https://datatracker.ietf.org/doc/draft-jurkovikj-
htt papi -agentic-state/>; rel ="profile"

{

"id": 123,

"title": "Understandi ng HTTP Cachi ng",

"status": "published",

"author": "Jane Smth",

"body": "HITP caching is a fundanental optim zation..."
}

The SBR response uses rel="alternate" to link to the HTM.

proj ection,

enabling bidirectional navigation. The rel="state" link is onitted
because this response is the SBR clients already have the
authoritative

validator in the ETag header

The agent now has the Semantic Validator "sha256- KBNOP3M2L5H7"
whi ch represents the current Canonical Resource State.

C.3. Performng a Safe Wite

The agent wants to update the article status to "draft". It sends
a conditional wite using the Semantic Validator

PATCH /article/ 123 HTTP/ 1.1

Host: exanpl e. com

Cont ent - Type: applicati on/ merge- pat ch+j son
| f-Match: "sha256- KBNOP3M2L5H7"

"status": "draft"



}

Success response (303 See Ot her pattern):

HTTP/ 1.1 303 See O her

Location: /article/123

Li nk: </article/123>; rel ="state"; type="application/json";
state-etag="\"sha256- ROT4ABP1IN7/M3\ ""

The agent can now follow the Location header to retrieve the
updated SBR, or extract the new Semantic Vali dator

"sha256- ROTA@BPLN/M3" fromthe state-etag paraneter for subsequent
oper ati ons.

Al ternative success response (204 No Content pattern):

HTTP/ 1.1 204 No Content

Content-Location: /articlel/123

Li nk: </article/123>; rel ="state"; type="application/json";
state-etag="\"sha256- ROT4ABP1IN7/M3\ ""

Conflict response (state changed):

I f another agent nodified the article between steps C. 2 and C. 3:
HTTP/ 1.1 412 Precondition Fail ed

Cont ent - Type: application/probl em+j son

Link: </article/123>; rel ="state"; type="application/json";
stat e- et ag="\"sha256- X2Y9Zz4WLV8U5\ " "

{
"type": "https://exanple.com errors/precondition-failed",
"title": "Precondition Failed",
"status": 412,
"detail": "The article has been nodified by another agent.",
"current-etag": "sha256-X2Y9Z4WLVBU5",
"provi ded-etag": "sha256- KBNOP3M2L5H7"

}

The agent can extract the current Semantic Validator fromthe
state-etag paranmeter and retry with the updated state.

C. 4. Optional: Zero-Fetch Optimzation

For nmonitoring scenarios, the agent can efficiently poll for
changes without fetching the full representation:

Pattern 1: HEAD request with If-None-Match

HEAD /article/ 123 HTTP/ 1.1

Host: exanpl e. com

Accept: application/json

| f- None- Mat ch: "sha256- ROT4QBP1N7M3"

I f unchanged:

HTTP/ 1.1 304 Not Mbdified
ETag: "sha256- ROT4(BPLN7M3"
Vary: Accept

I f changed:

HTTP/ 1.1 200 K

ETag: "sha256- T5SUBV1IWAIX7Y0"
Vary: Accept

Cont ent - Type: application/json
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Content - Lengt h: 234
Pattern 2: GET request with |f-None-Mtch

GET /article/123 HITP/ 1.1

Host: exanpl e. com

Accept: application/json

| f- None- Mat ch: "sha256- ROT4(BP1N7M3"

Server returns 304 if unchanged, or 200 with updated content if
changed.

This zero-fetch pattern m nim zes bandw dth whil e maintaini ng
accurate change detection based on the Semantic Validator.
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