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Abst r act

HTTP resources are frequently exposed in nultiple representations
(e.g., text/htm for rendering and application/json for processing)
via Content Negotiation. However, standard HTTP concurrency controls
(such as ETags) are typically scoped to the byte sequence of a
specific representation. This creates a synchroni zation gap where a
client nodifying one representati on cannot guarantee consistency with
the underlying state of another representation, leading to race
conditions and "l ost updates" in nulti-client environnents.

Thi s docunent specifies _Agentic State Transfer_ (AST), an HITP
profile for managi ng _Canonical Resource State_ (CRS) across nultiple

synchroni zed representations of the sane resource. It defines the
use of _Semantic Validators_(Content Identity) to track the |ogica
state of a resource independent of its serialization. It further

mandat es the use of Optimistic Concurrency Control via If-Mtch
headers for state-changi ng operations, ensuring that nutations

appl i ed by automated agents are atom ¢ and consi stent across al
Vi ews.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 13 June 2026
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1. Introduction

The architecture of the Wirld Wde Wb allows a single |ogica
resource (identified by a URI) to be represented in nmultiple formts.
A common pattern in nodern systens is to expose

* a _Rendered Representation_ (e.g., text/htm) for hunman agents,
and

* a _Structural Representation_ (e.g., application/json) for
aut omat ed agents.

In AST term nol ogy, rendered representations are typically _Projected
Representations_, while a structural representati on MAY serve as the
_State-Bearing Representation (SBR)_ when it exposes the ful

Canoni cal Resource State

HTTP provi des mechani sms for content negotiation [ RFC9110], and
defines validators such as ETag for caching and conditional requests.
However, in nost depl oynents:

* wvalidators are derived froma particular representation’s bytes,
and

* concurrency control, if present at all, is scoped to a single
representation.

This creates a _synchronization gap_: two clients interacting with
different representations of the sane |ogical resource can
unwittingly overwite each other’s work.

AST addresses this problemby treating the Canonical Resource State_

(CRS) as the primary object of synchronization, and by standardi zi ng
how HTTP validators are used as _Semantic Validators_ for that CRS
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1.1

The Synchroni zati on Probl em

Consi der a resource /article/123 exposed both as HTM. and JSON.

1.

2.

*

_Cient A (Browser) retrieves the HTM. representation.
_Cient B (Automated Agent) retrieves the JSON representation.

Client A submts an edit via an HTM. form updating the
under | yi ng dat abase record.

Client B, unaware of the change, conputes an update based on its
stal e JSON representation and subnits a PUT or PATCH request.

typical HTTP APls, at |east one of the following is true:
there is no ETag at all;

the ETag is tied to the bytes of a specific representation (e.g.,
JSON only); or

the server does not enforce preconditions (If-Match).
aresult, Cdient B s request may succeed, even though:
its view of the resource is stale, and

the update logically conflicts with dient A's change.

This is the classic _Lost Update_ problem now exacerbated by the
growi ng use of automated agents acting as first-class editors.

1.2. Canonical Resource State (CRS)
To address this, AST introduces the concept of _Canonical Resource
State_ (CRS):

CRS is the authoritative, |ogical state of the resource,
i ndependent of any particul ar representation or serialization.

For exanple, the CRS m ght be:

*

*

*

a dat abase row (or set of rows),
a docunent or AST (abstract syntax tree),

a donain object in application nenory, or
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* in a WrdPress CV5, the post record in wp_posts with fields |ike
post _content, post_title, post_status, and associ ated netadat a.

Represent ati ons such as HTM., JSQN, or Markdown are derived from_
the CRS and are considered projections of that state.

AST defines a profile where:

1. *Shared ldentity* -- Al HITP representations of an AST resource
are projections of the same CRS

2. *Semantic Validation* -- Validators (ETag val ues) are derived
fromthe CRS, not a specific representation’s bytes, so that a
change to the CRS invalidates all representations together.

3. *Mandatory Concurrency* -- State-changi ng operations on AST
resources MJST provide a precondition (If-Match) based on the CRS
val i dat or.

Thi s enabl es safe interaction by automated agents and human clients,
ensuring they participate in the sane state transition nodel

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals.

*Canoni cal Resource State (CRS)* The underlying, authoritative
| ogi cal state of a resource (e.g., the database record or abstract
syntax tree). The CRS is the atom c unit of concurrency.

*St at e- Beari ng Representation (SBR)* A specific representation
(e.g., application/json) that exposes the CRS in a |ossless,
deterministic format. The SBR serves as the Concurrency Lock for
the resource. |Its ETag represents the version of the CRS

*Projected Representation* A representation derived fromthe CRS for
a specific consunption pattern (e.g., text/htm for rendering,
text/csv for analysis). Projected Representations are Read-Only
with respect to the CRS; they reflect the state but do not govern
it.

*Semantic Validator* The Strong ETag associated with the SBR It
changes if and only if the CRS changes.
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3.

3.

3.

3.

*AST Resource* A resource that confornms to this profile.
The AST Profile

This section defines the Agentic State Transfer (AST) profile. It
specifies how clients synchronize state across nmultiple
representations by pivoting on the State-Bearing Representation
(SBR).

1. Representation Roles

For a given AST Resource, the server MJST designate exactly one
representation as the State-Bearing Representation (SBR). All other
representations are considered Projected Representations.

* The SBR acts as the source of truth for state synchronization

* Projected Representations are derivative views. Wile they MY
have their own caching validators (ETags) based on their specific
byt e sequences, they MJST NOT be used as the basis for state-
changi ng preconditions on the CRS

2. Semantic Validators (The SBR ETag)

The server MUST assign a Strong ETag to the SBR This ETag serves as
the Semantic Validator for the resource

* *Determ nisnt: The SBR ETag MJST change whenever the CRS changes.

* *Scope*: The SBR ETag MJUST NOT be reused as the ETag for Projected
Representations, as this would confuse standard HTTP caches.

*Canoni cal i zati on*: |npl ementati ons MAY conpute the SBR ETag from a
determnistic canonical serialization of the CRS (e.g., JSON
Canoni cal i zati on Schenme, RFC 8785 [RFC8785]). This ensures that
logically identical states produce identical validators, regardl ess
of field ordering or formatting variations. See Section 4.1 for
det ai | ed gui dance.

2.1. ETag Conputation (Informative)

The SBR ETag MJUST be a strong validator as defined in [ RFC9110].
| mpl enent ati ons MAY conpute the SBR ETag using any mnethod that
satisfies both the determ nismand strong validator requirenents.
Conmon appr oaches i ncl ude:
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* *Content Hash*: SHA-256 or sinilar cryptographic hash over the
canoni cal i zed SBR bytes (e.g., "sha256-YWjMIlz..."). This is
RECOMVENDED for interoperability, as it allows clients to verify
state equival ence without server coordination and naturally
produces strong validators

*  *Version Counter*: Monotonic version nunber fromthe data store
(e.g., "v42" or "rev-1234"). This is sinple but requires
centralized version tracking. The version nust increnment on every
CRS change to maintain strong validator semantics

The content hash approach provides the strongest guarantee that

i dentical CRS val ues produce identical ETags across different server
i nstances or tine periods, which aids debuggi ng and di stri buted

depl oynent s.

3.3. Discovery (rel="state")

To enable clients consunming a Projected Representation (e.g., HTM)
to di scover the SBR for synchronization or editing, servers SHOULD
include a Link header with the state relation type. The type
attribute MJST be present to indicate the nedia type of the SBR
enabling clients to determne howto interact with it.

*Exanpl e* (response for GET /article/123. htm):

http HTTP/ 1.1 200 OK Content-Type: text/htm ETag: "htm -v1" Link
</apilarticlel/ 123>, rel="state"; type="application/json"

3.4. Read Senmantics

3.4.1. Reading the SBR
Clients SHOULD use the SBR ETag for conditional requests (If-None-
Match) on the SBR URI. The server MJST return 304 Not Modified if
the CRS has not changed. On a 304 response, the server SHOULD
include the current SBR ETag in the response headers.
Clients MJUST NOT use the SBR ETag as |f-None-Mtch agai nst Projected

endpoints. Projected endpoints have their own byte-specific
val i dators

*Exanpl e: HEAD Request to Fetch SBR Validator*

Clients MAY use HEAD to obtain the current SBR ETag w t hout
transferring the full representation body:
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‘“‘**http HEAD /api/article/ 123 HTTP/ 1.1 Host: exanpl e.com Accept:
application/json

HTTP/ 1.1 200 OK Content-Type: application/json ETag:
"sha256- RK63H5GH1GQIQVBA7LN7RP8VNR7F" Cont ent - Lengt h: 4521 **

This allows clients to check for state changes with minimal bandw dth
usage before deciding whether to fetch the full representation

3.4.2. Reading Projections

Clients MAY cache Projected Representations using their specific
ETags. However, clients MJST recogni ze that a Projected
Representati on may be stale relative to the CRS if the SBR ETag has
changed.

3.5. Wite Senmantics (The Safe Wite Protocol)

To nmodi fy the Canonical Resource State, clients MJST performthe
mut ati on agai nst the SBR Endpoint (or an endpoint explicitly bound to
the SBR s validator).

Clients *MJST NOT* use a Projected Representation’s ETag as an |f-
Mat ch precondition for CRS nmutations. Only the SBR' s own ETag is
valid for concurrency control

1. *Precondition*: The client obtains the current SBR ETag (via GET
or HEAD on the SBR URI).

2. *Mutation*: The client sends the state-changing request (PUT
POST, PATCH) including the If-Match header set to the SBR ETag.

3. *Verification*:

* |f the If-Match header is mssing, servers SHOULD respond with
428 Precondition Required [RFC6585]. Servers MAY respond with
400 Bad Request if 428 is not supported by the inplenmentation
environment, provided the error body clearly indicates the
m ssing precondition requirenent.

* |f the provided ETag does not match the current CRS version,
the server MJST respond with 412 Precondition Fail ed.

* |f the provided ETag matches the current CRS version, the

server MJST accept the wite (subject to authorization),
update the CRS, and invalidate all Projected Representations.
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*Not e*: For endpoints that do *not* inplenment AST semanti cs,
servers MAY accept unconditional wites as in traditional HTTP
APl's. See the "Non-AST Resources and Fal | back Behavi or" section
for guidance on m xed depl oynents.

4. *Response*: Upon a successful wite, the server SHOULD return the
new SBR ETag in the response headers, allowing the client to
chai n subsequent updates i mediately.

5. *Error Bodies*: For 412, 428, and 400 (when used for nissing
precondi ti ons) responses, servers SHOULD return a Problem Details
body [ RFC7807] to assist automated clients in resolving the
conflict.

*Exanpl e: 428 Response for M ssing Precondition*

When a client attenpts a state-changing operation wi thout |f-Match,
the server SHOULD return a 428 response:

“*“http PATCH /api/article/ 123 HITP/ 1.1 Host: exanpl e.com Content -
Type: application/json

HTTP/ 1.1 428 Preconditi on Required Content-Type: application/
pr obl emtj son

{ "type": "https://exanple.conlerrors/precondition-required",
"title": "Precondition Required", "status": 428, "detail": "If-Mtch
header is required for CRS nutations" } ‘*‘°

*Alternative: 400 Response When 428 |s Not Avail abl e*

If the server environnent does not support 428, it MAY use 400 with a
cl ear error nessage:

“‘*‘“http PATCH /api/article/ 123 HTITP/ 1.1 Host: exanpl e.com Content -
Type: application/json

HTTP/ 1.1 400 Bad Request Content-Type: application/probl emtjson
{ "type": "https://exanple.conlferrors/mssing-precondition", "title":

"M ssing Required Precondition", "status": 400, "detail": "If-Match
header is required for state-changi ng operations on AST resources" }

*Exanpl e: 412 Response with Probl em Detail s*

When a client’s If-Match precondition fails, the server SHOULD return
a Problem Details response indicating the current state:
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“‘*http PATCH /api/article/ 123 HTTP/ 1.1 Host: exanpl e. com Cont ent -
Type: application/json |f-Match:
"sha256- ABC1230LDVALUE456789STALEO12"

HTTP/ 1.1 412 Precondition Failed Content-Type: application/
probl emtj son ETag: "sha256- RK63H5GHLGQIQVBA7LN7RP8VNR7F"

{ "type": "https://exanple.comerrors/precondition-failed", "title":
"Precondition Failed", "status": 412, "detail": "The resource state
has changed since you last read it.", "current-etag"

"sha256- RK63H5GHLGQIQVBA7LN7RP8VNR7F", "provi ded- et ag”

"sha256- ABC1230LDVALUE456789STALEO12" } **°

The inclusion of the current ETag in the error response allows the
client to immediately refetch the |latest state without an additiona
round trip.

3.5.1. Conflict Resolution (Informative)

When a client receives a 412 Precondition Failed response, it SHOULD
foll ow one of these resolution strategies:

1. *Refetch and Retry*: Fetch the current SBR to obtain the new ETag
and state, then reapply the intended nutation and retry with the
updat ed ETag.

2. *Three-Way Merge*: If the client maintains the original state it
read, the changes it intended to nake, and can obtain the current
server state, it MAY attenpt an automatic nmerge (sinilar to
version control systens). This is only appropriate when changes
af fect non-overl apping fields or can be determnistically
combi ned.

3. *User Intervention*: Present the conflict to the user (human or
aut onat ed deci si on systen) for nmanual resol ution, showi ng both
the client’s intended changes and the server’s current state.

4. *Abort*: Abandon the update if the conflict indicates the
client’s viewis too stale or the changes are inconpati bl e.

Servers MAY assist conflict resolution by including the current state
or a conflict diff in the 412 response body (see Problem Details
exanpl e above). This reduces round trips and provides clients with

i medi ate context for resolution

*Retry Exanple:*
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“**http # Cient receives 412 HITP/ 1.1 412 Precondition Fail ed
Cont ent - Type: application/probl em+j son ETag:
"sha256- RK63H5GH1 GQI QVBA7LN7 RP8VNR7 F"

4. dient imediately refetches

GET /apil/article/ 123 HTTP/ 1.1 |f-None- Mt ch:
"sha256- ABC1230LDVALUE456789STALEO12"

HTTP/ 1.1 200 OK ETag: "sha256- RK63H5GH1GQIQVBA7LN7RPSVNR7F" {
...current state... }

5. Cdient reapplies nutation with fresh ETag

PATCH /api/article/123 HTTP/ 1.1 |If-Match:
"sha256- RK63H5GHLGQI QVBA7LN7/RPBVNR7F" * *

5.1. SBR Endpoi nt Headers

To ensure correct caching and transfer behavior, SBR endpoints SHOULD
i nclude the foll ow ng headers:

* *Cache-Control *: SBR responses SHOULD i ncl ude Cache-Control: no-
transformto prevent intermediaries fromnodifying the
representation (which would invalidate the Semantic Validator).

* *Vary*: |f the SBR supports conpression or other content
transformations, servers SHOULD set Vary: Accept-Encoding to
ensure caches di stinguish between conpressed and unconpressed
vari ants.

* *Accept - Ranges*: SBR endpoints SHOULD i ncl ude Accept-Ranges: none
if range requests would break the semantic integrity of the
representation (e.g., partial JSON structures).

*Exanpl e SBR Response Headers: *

http HTTP/ 1.1 200 OK Content-Type: application/json ETag:

"sha256- RK63H5GHLGQIQVBA7LN7RPBVNR7F" Cache- Control : no-cache, no-

transform Vary: Accept-Encodi ng Accept-Ranges: none Content-Di gest:

sha- 256=: RK63H5GH1 GQI QVBA7LN7 RP8VNR7 FVXVWHL TQKIMBQZHA =
5.2. Caching Considerations
5.2.1. SBR Caching

SBR endpoi nts SHOULD fol |l ow t hese caching practices:
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5. 2.

*Non- Negoti ated SBR*: Prefer a single canonical nmedia type for the
SBR to avoid cache fragnmentation

*Strong ETag*: The SBR MJST expose a strong ETag as the Semantic
Val i dat or.

*Cache-Control *: Use Cache-Control: no-cache, no-transformto
require revalidation while allowing storage. |If the SBR contains
sensitive or user-specific data, use Cache-Control: private or no-
store as appropriate.

*Vary*: Set Vary: Accept-Encoding if conpression is applied to
al | ow caches to distinguish between conpressed and unconpressed
vari ants.

*Accept - Ranges*: Consi der Accept-Ranges: none to prevent partial -
byte range requests that could create anbiguity in state
val i dati on.

*304 Revalidation*: Support conditional requests with |f-None-
Mat ch and respond wi th 304 Not Mdified when the SBR ETag mat ches.

*ETag Scope*: Do NOT reuse the SBR ETag on Projected endpoints, as
this would conflate semantic and byte-level validation.

Proj ected Representation Caching

Proj ected Representations SHOULD be cached using standard HTTP
cachi ng nmechani sns:

*

*Representati on-Specific ETags*: Use their own ETags based on the
byte content of each projection.

*St andard Cache-Control *: Apply appropriate Cache- Contr ol
directives (e.g., max-age, public, private) based on the
projection’s volatility and sensitivity.

*Client-Side Invalidation*: Cients that perform CRS nutations
SHOULD i nvalidate their own cached Projected Representations after
a successful wite or upon receiving a 412 Precondition Fail ed
response. Note that shared caches and internediaries will not
automatically invalidate projections based on SBR changes.

Conputi ng and Managi hg Semantic Validators

AST does not mandate a single algorithmfor conputing Semantic
Val idators. However, interoperability and predictability benefit
from consi st ent approaches.
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6.1. Canonicalization

A common pattern is to derive the Semantic Validator froma canoni cal
serialization of the CRS. For exanple:

1. Serialize the CRS to a structured format (for exanple, JSON).

2. Canonicalize the serialization (for exanple, by sorting keys and
controlling nuneric formats).

3. Conpute a hash over the canonical form (for exanple, SHA-256).
4. Encode and prefix the hash to produce the ETag val ue.
Servers *SHOULD* ensure that:

* fields that are purely operational or volatile (for exanple, |ast
access tinestanps) are excluded fromthe canonical form and

* the canonicalization process is determ nistic across depl oynments.

Servers MAY use [RFC8785] JSON Canonicalization Schenme (JCS) or an
equi val ent determ nistic procedure.

6.2. Storage Mdels
Servers MNAY:
* conpute Sermantic Validators on demand fromthe CRS; or
* store preconputed Sermantic Validators al ongside the CRS.
When validators are stored:
* they *SHOULD* be updated atonmically with the CRS; and
* they *MJST* be invalidated or reconputed whenever the CRS changes.
When validators are computed on demand, inplenentations *SHOULD*
ensure that the cost of conputing the validator is small relative to
the cost of generating the representation.

6.3. Relationship to Application Backends

AST is agnostic to how applications store and manage CRS. For
exanpl e:
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* a SQ application mght treat a row (or set of rows) as CRS, with
the Semantic Validator derived froma version columm and rel evant
fields;

* a docunent store mght treat a docunent body plus netadata as CRS

* a CVs might treat a block tree or content graph as CRS

The only requirenment is that the Semantic Validator change whenever

the | ogi cal CRS changes, regardl ess of how many representations

exi st.

6.4. Non- AST Resources and Fal | back Behavi or
Servers MAY inmpl enent AST for sonme resources and not others.

For resources that do not foll ow AST

* servers MAY continue to use representation-specific ETags as byte
val i dat ors;

* servers MAY accept unconditional wites (no If-Match required), as
intraditional HTTP APls; and

* clients MUST NOT assume AST senanti cs.
Servers SHOULD cl early docunment which resources inplenment AST.

7. Integrity and Transport
In standard HTTP usage, ETags often serve a dual purpose: validating
the semantic state for caching/concurrency, and validating the
integrity of the response bytes (to detect transport corruption).
In the AST profile, the State-Bearing Representation (SBR) ETag
serves as the *Semantic Validator* for the Canoni cal Resource State
(CRS). Projected Representations MAY have their own representation-
speci fic ETags for caching purposes, but these MJST NOT be used as
Semantic Validators for concurrency control

7.1. Separation of State and Integrity
To allow clients to verify the integrity of the payl oad bytes

i ndependently of the semantic state, AST servers *SHOULD* use the
Cont ent - Di gest header field defined in [ RFC9530].
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* *ETag (SBR)*: validates the _Canonical Resource State_ (Il ogica
truth) and is used with If-Match and |If-None-Match for concurrency
control

* *ETag (Projected)*: MAY be used for caching individua
representations, but MJST NOT be used for state-changing
precondi tions.

* *Content-Digest*: validates the _representation bytes_ (wire
truth) and is used to verify that the transfer conpleted
successful ly.

Cients *MJST NOT* send If-Match or |f-None-Match preconditions using
a Projected Representation’s ETag when interacting with the SBR
endpoint. Only the SBR s own ETag participates in concurrency
control | ogic.

*Exanpl e Response (SBR):*

http HTTP/ 1.1 200 OK Content-Type: application/json ETag:
"sha256- RK63H5GH1GQIQVBA7LN7RPBVNR7F" Cont ent - Di gest: sha-
256=: RK63H5GH1GQJI QVBA7LN7RP8VNR7 FVXWHL TQKIMBQZH4 =:

*Exanpl e Response (Projected):*

http HTTP/ 1.1 200 OK Content-Type: text/htm ETag: "htm -v1" Link:
</apilarticlel/ 123>, rel ="state"; type="application/json" Content-
Di gest: sha-256=: X8Z9Y7WsV5U4T3S2R1QOP9CBN7M5L5KA4=

This separation allows intermediaries and clients to detect transport
corruption without conflating it with state changes.

In AST, the SBR ETag serves as a semantic validator for the Canonica
Resource State. Cdients SHOULD use Content-Di gest for verifying byte
integrity of the transfer. Qutside of AST contexts, traditional ETag
usage for caching and integrity remains unchanged.

8. Discovery of Synchronized Representations
To enabl e agents to discover different representations of the sane

AST resource, servers *SHOULD* expose rel ationshi ps between
representations using the HTTP Li nk header [RFC8288].
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8.1. The state Relation (SBR Discovery)

As defined in Section 3.3, Projected Representati ons SHOULD i ncl ude a
Li nk header with rel ="state" pointing to the State-Bearing
Representation (SBR). This allows clients consumng a Projected
Representation to discover the SBR for synchronization or editing.

The state relation identifies the authoritative SBR for concurrency
control purposes. Cdients MJST use the ETag fromthe state target
(the SBR) for all If-Match and I|f-None-Match preconditions on state-
changi ng operati ons.

*Exanpl e* (Projected Representation response):

http HTTP/ 1.1 200 OK Content-Type: text/htm ETag: "htm -v1" Link
</apilarticlel/ 123>, rel="state"; type="application/json"

8.2. The alternate Relation (General Cross-Representation Navigation)

The alternate link relation type is *RECOMVENDED* for genera
navi gati on between synchroni zed representati ons of the sane AST
resource.

When providing an alternate |ink

* the type attribute *MJST* be present to indicate the nmedia type of
the target representation (for exanple, application/json, text/
htm); and

* the profile attribute *MAY* be used to indicate a specific schem
or capability set of the target representation

*Exanpl e* (SBR response |linking to Projected):

http HTTP/ 1.1 200 OK Content-Type: application/json ETag:
"sha256- RK63H5GHLGQIQVBA7ZLN7RPBVNR7F" Link: </article/123. htnl >
rel ="alternate"; type="text/htm"

*Note:* The state relation specifically identifies the SBR for
concurrency control purposes. |In contrast, rel="alternate" is for
general cross-representation navigation and does *not* inply
concurrency senmantics. Cients MIUST NOT assune that a representation
linked via alternate participates in the AST concurrency protocol

8.3. Bidirectional Linking

To ensure agents can navi gate between representati ons regardl ess of
their entry point, |inking *SHOULD* be bidirectional
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* |f Representation Alinks to Representation B, then Representation
B *SHOULD* |ink back to Representation A (or to a canonical UR
that resolves to A)

This ensures that an agent encountering a structural representation
(for exanple, JSON) can identify the correspondi ng rendered
representation (for exanple, HTM.) for attribution, verification, or
human i nspecti on.

8.4. Profile Advertisenent

To enable clients to detect whether a resource inplements AST
semantics, servers SHOULD advertise this using the profile Iink
rel ati on [ RFC6906] via one of the follow ng nmechani sns:

*Link Header with Profile Relation:*

http HTTP/ 1.1 200 OK Content-Type: application/json Link:
<https://datatracker.ietf.org/doc/draft-jurkovikj-http-agentic-
state/>; rel="profile" ETag: "sha256-RK63H5GH1GQIQVBA7LN7RP8VNR7F"

*Content - Type Profile Paraneter:*

http HTTP/ 1.1 200 OK Content-Type: application/json;
profile="https://datatracker.ietf.org/doc/draft-jurkovikj-http-
agentic-state/" ETag: "sha256- RK63H5GH1GQIQVBA7LN7RP8VNR7F"

This allows clients to detect AST resources and apply appropriate
concurrency control workflows (If-Match preconditions, 412 handling,
etc.) instead of assuming traditional HTTP semanti cs.

9. Security Considerations

This profile relies on existing HITP security nechani sns. However,
the synchroni zation of nmultiple representations introduces specific
security considerations.

9.1. Consistency and Race Conditions

The primary security benefit of AST is the prevention of race
conditions (Lost Updates). By enforcing If-Match checks agai nst the
CRS, the server ensures that an agent cannot overwite state changes
made by another client, even if those changes were nmade via a
different representation

Applications *SHOULD* treat failed preconditions (412, 428) as an

expected outcone in concurrent editing scenarios and provide
appropriate conflict resolution nechanisns.
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9. 2.

I nformati on Leakage via Divergence

If the access control policies for different representations diverge,
there is a risk of information |eakage.

* Servers *MJST* ensure that the authorization requirenents for
accessing a structural representation (for exanple, JSON) are at
| east as strict as those for the rendered representation (for
exanpl e, HTM).

* Servers *MJST* ensure that a structural representation does not
expose sensitive data that is redacted in the rendered
representation, unless the client is explicitly authorized to see
the raw state.

If different audi ences see different subsets of the CRS, the server
SHOULD ei t her

* maintain separate CRS donmains with separate Semantic Validators;
or

* apply viewspecific filtering consistently to all representations
exposed to that audi ence.

9.3. Validator Guessing

10.

Because Semantic Validators are often derived fromcontent (for
exanpl e, a hash), they nmay be susceptible to offline guessing attacks
if the content has | ow entropy.

I mpl ement ati ons *SHOULD* ensure that:

* validators have sufficient entropy; or

* validators are conbined with a secret salt; or

* validators are derived frominternal versioning mechani sms rather
than directly from plai ntext content,

if the content version itself is sensitive.

Val i dators MJUST NOT be treated as authentication or authorization
t okens.

| ANA Consi der ations
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10.1. Link Relation Type Registration

Thi s docunent requests registration of the "state"” link relation type
in the Link Relation Type Registry defined by [ RFC8288]:

*  *Relation Nanme*: state

* *Description*: Refers to the State-Bearing Representation (SBR) of
the current resource for concurrency control. The target is the
authoritative CRS view and exposes the strong ETag used for |f-
Mat ch and | f-None-Match on CRS-affecting operations.

* *Reference*: This document (Sections 3.3 and 6.1)

* *Notes*: The target’s nedia type SHOULD be suitable for machine
processing (e.g., application/json). dients MJST use the
target’'s strong ETag (not the source representation’s ETag) as the
validator for CRS preconditions. The type attribute SHOULD be
present on the link to indicate the target’s nedia type.
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Appendi x A, Appendix A.  Inplenentation Status
*Note to RFC Editor*: Please renove this section before publication.
This section records the status of known inplenmentations of the AST
profile at the tine of publication. Based on [ RFC7942], reviewers
are invited to report inplenentation experiences.

A. 1. WrdPress Dual -Native | nplenentation

*Organi zation*: |ndependent inplenmentation

*Description*: A WrdPress plugin inplenmenting the AST profile for
content managenent and tenpl ate synchroni zati on.

*| mpl enent ati on Detail s*:
*  *SBR Endpoi nt*: Exposes WrdPress posts and tenpl ates as

application/json representations at /wp-json/dual -native/vl/
posts/{id} and /wp-json/dual -native/vl/design/tenplates/...
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* *Semantic Validators*: Uses SHA-256 content hashes as strong
ETags, formatted as "sha256-{base64}", conputed from canoni calized
JSON representation of the CRS.

* *Concurrency Control*: Enforces If-Match preconditions on all
st at e- changi ng operations (POST, PATCH). Returns 412 Precondition
Fail ed on ETag mi smatches and 428 Precondition Required when If-
Match is m ssing.

* *Projected Representations*: HTM. rendering at canoni cal WordPress
URLs with rel ="state" Link headers pointing to the SBR endpoint.

* *Discovery*: Inplenents rel="state" link relations on HTM.
responses and rel ="alternate" on SBR responses.

* *Multi-Bot Testing*: Denonstrated in production with nultiple
concurrent agents. Testing showed 89. 4% bandwi dt h savi ngs for
moni t ori ng wor kl oads and zero | ost updates (vs. 67% | ost with
standard WordPress REST API).

*Maturity*: Production use since Novenber 2025.

*Coverage*: Inplenents all nornative requirenments of this

speci fication including SBR designation, strong ETag generation, |f-
Mat ch enforcement, 412/428 error handling with Problem Details (RFC
7807), and Link header discovery.

*Li censi ng*: Qpen source

*Cont act*: antunjurkovic@nuail.com
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