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Abst r act

Thi s docunent specifies the Collaboration Tunnel Protocol, an HTTP-
based nmethod for efficient, verifiable delivery of web content to

aut omat ed agents. The protocol uses bidirectional URL discovery,
tenpl ate-invariant content fingerprinting with strong ETags, sitemap-
first verification, and strict conditional request discipline to
reduce bandw dth whil e preserving canoni cal URLs.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 18 May 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Aut omat ed agents (search engines, Al craw ers, archives, nonitoring
tool s, aggregators) increasingly consume web content at scale.
Fetching and parsing full HTM. pages for machi ne consunption is often
i nefficient:

* Page weight is dom nated by tenpl ates, navigation, ads, and
scripts.

* Machi ne consuners typically need a stable textual representation
of the core content.

* ©Many pages do not change frequently, but are re-fetched in full.
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Various sites already expose JSON APls or feeds, but:
* formats differ across sites, and
* use of HTTP validators is inconsistent.

The Col | aborati on Tunnel Protocol (TCT) defines a sinple,
interoperable profile on top of HTTP that:

* exposes a canonical JSON representation (MURL) for selected
resour ces;

* advertises C-URL/M URL mappi ngs and validators in a JSON sitemap
(M Sitenmap);

* uses a single, well-defined strong ETag nethod for M URLs; and

* enabl es "zero-fetch" behavior when content is unchanged.

TCT is intentionally conservative: it uses only existing HITP
mechani sms, i s backward compatible with the Wb, and does not define
policy or licensing semantics.

. 1.  Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s.

* G URL:

- The canoni cal, human-facing URL of a resource, typically an
HTML document .

* M URL:

- The machi ne-facing URL providing the TCT JSON representation of
that resource

* M Sitenap:

- The JSON sitemap enumerating G URL/ M URL pairs and associ at ed
val i dators

* Representation:
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1.

1.

1.

1.

- As defined in [RFC9110]: the information in a payl oad,
i ncluding representati on netadata, that is subject to content
negoti ati on.

Unl ess stated otherwise, "client" refers to an autonmated agent that
is aware of TCT.

1. Pr obl em St at enment

Key inefficiencies in current autonmated consunpti on of web content
i ncl ude:

* repeated transfer of large HTML docunents whose core content has
not changed;

* lack of a standard, conpact, semantics-focused representation for
page-|i ke resources;

* ad hoc usage or absence of validators (ETag, Last-Mdified),
hi nderi ng efficient revalidation;

* difficulty for agents to reason about change detection at scale
using only HTM. and XM sitenaps.

2. CGoal s and Non- Goal s
TCT is designed to:

* reuse HITP semantics ([ RFC9110], [RFC9111]) rather than introduce
new ones;

* provide a sinple, determnistic JSON representati on appropriate
for:

- search indexing,

- content analysis,

- retrieval -augnented generation (RAG,
- archival and nonitoring;

* define discovery and validation clearly enough for interoperable
clients and servers.

TCT explicitly does NOT:

Jur kovi Kj Expires 18 May 2026 [ Page 5]
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1.2

define how content may or nmay not be used (policy, licensing, Al
usage) ;

change the semantics of resources at C URLs;
require new HTTP net hods or status codes.

Architecture

TCT introduces three main el enents per participating origin:

*

C URL:
- The canoni cal resource URL for humans, often serving HTM.
M URL:

- A URL providing a canonical JSON representation of the sane
| ogi cal resource (TCT JSON).

M Si t emap:

- A JSON docunent listing CGURLs, MURLs, and strong validators
(etag val ues).

Hi gh-1evel flow (informative):

1.

2.

Client perfornms GET / at https://exanple.coni.

The origin root response includes:

* Link: </Il mpages.json>; rel="index"; type="application/json".
Client fetches /Il mpages.json (MSitemp).

For each item

* learns (cUrl, ml, etag).

Client fetches nJl as needed:

* CGET mrl, with If-None-Match on subsequent checks.

Server responds wth:

* 200 OK + JSON when changed;

* 304 Not Modified when unchanged.
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1.

1.

3.

3.

TCT is additive and optional
* Non-TCT clients ignore TCT artifacts.

* Servers can depl oy TCT gradual ly al ongsi de existing content and
si t emaps.

Desi gn Rationale and Rel ation to Existing Mechani sns

TCT is grounded in existing mechani sns and conpl enents severa
related efforts:

1. Related Wrk

*XML Sitemaps:* - Wdely deployed for URL discovery (search engines,
craw ers). - Provide <lastnod> tinmestanps but do not define normative
bi ndi ngs between sitemap entries and HTTP val i dators (ETags) for
endpoi nt representations. - TCT builds on this nodel by adding
structured JSON representati ons and strong validator integration

*Resour ceSync: * - Devel oped by the OQpen Archives Initiative and

col l aborators for resource synchronization in digital libraries. -
Provi des resource |lists, change lists, and capability docunents. -
Focus is synchronization and preservation; does not define a single,
tightly integrated pattern conbining: - per-resource JSON
representation, - sitemap listing with validators, and - ETag-based
zero-fetch semantics. - TCT addresses the specific use case of
efficient web content delivery to autonated agents.

*AMP (Accel erated Mobile Pages):* - Defines an HTM. subset optim zed
for fast rendering on nobil e devices. - Provides alternate
representations via <link rel ="amphtm ">. - TCT provides JSON (not
HTML) for machi ne consunption, targeting crawl ers and content

anal ysis rather than human browsi ng

*Cust om JSON APIs:* - Many sites expose custom JSON endpoints for
content access. - Structures, field names, and validator usage vary
wi dely across inplenentations. - TCT ainms to standardize a mninmal,
interoperable profile suitable for broad adoption

*robots.txt:* - Defines crawl directives and access policies. - TCT
does not replace robots.txt; publishers MAY use both nechanisns: -
robots.txt for crawl pernissions and rate guidance, and - TCT for
efficient content delivery.
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*RSS/ At om Feeds: * - Provide syndication of updates and content
excerpts. - Typically lack HTTP caching integration (per-item ETags,
conditional requests). - TCT can be viewed as "RSS wi th disciplined
HTTP cachi ng semantics."
1.3.2. TCT Design Choices
Key design choices in TCT:
* Use only existing HTTP semanti cs:
- CET, HEAD, 200, 304, ETag, Cache-Control, Link.
* Use JSON as the machi ne representation:
- Sinple, widely supported, easy to parse.
- TCT is conplenmentary to existing HITP content-codi ng and
di ctionary-based conpression mechani snms: it reduces
representation size and refetch frequency at the application
| ayer while remaining fully conpatible with conpression applied
to M URL responses.
* Define one strong ETag net hod:
- Based on canonical JSON bytes of the M URL payl oad.
- Avoi d anbi guous or dual hash net hods.
* Keep policy and energy considerations out of the core:
- Those can be specified separately as informational work.
The intent is to offer an interoperable profile that is:
* easy to inplenent,
* friendly to existing caches/CDNs, and
* precise enough for standardization.
1.4. Discovery
1.4.1. MSitemap D scovery

A publisher inplenmenting TCT MUST expose an M Sitenmap and adverti se
it fromthe origin root resource.
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When a client perfornms:
* GET / with Host: exanple.com

and receives a successful (2xx) response (either directly or after
following redirects per [RFC9110]), that response:

*  MJST include a Link header wth:
- rel ="index"
- type="application/json"

- atarget that is the MSitemap URL for this origin.

Exanpl e:
* Link: </lIImsitemap.json>; rel="index"; type="application/json"
In this specification, a Link header field with rel ="i ndex",

type="application/json", and a target whose content matches Section 7
identifies the TCT MSitemap for that origin. Qher uses of
rel ="i ndex" remain valid and are outside the scope of this docunent.

Not es:
* [llmsitemap.json is an exanple; any stable path MAY be used.

* |f / redirects (e.g., 301 or 302 to /en/ or /index.htnml), the Link
header MJUST appear on the final redirect target.

* (dients:

- SHOULD follow redirects per [RFC9110] before checking for TCT
support.

- MJST discover the MSitemap via the Link header on the fina
response.

- If no such Link is present, SHOULD assurme TCT is not depl oyed
and MUST NOT guess pat hs.

* |f multiple Link headers with rel ="index" and type="application/
json" are present, clients MAY choose any or load all. This
docunent does not define nulti-sitemap sel ection semantics; |arge-
site sharding is left to operational conventions (see
Section 9.2).
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Thi s specification does not define or require any /.well-known/ URI.
1.4.2. MURL Discovery and Canoni cal Links
For each resource where an MURL is provided:

* The C- URL response (typically HTM.) SHOULD adverti se the MURL as
an alternate JSON representation:

Ei ther via HTM.:

- <link rel="alternate" type="application/json"
href ="https://exanpl e.com post/|lI mjson">

O HITP:

- Link: <https://exanple.confpost/lImjson> rel="alternate";
type="application/json"

*  The M URL response for that resource MJST include a correspondi ng
canoni cal link ([RFC6596]):

- Link: <https://exanple.conl post/>; rel="canonical"
*Note on MURL paths:* The choice of MURL path (e.g., /post/
II'mjson, /post/llm, /post.json, etc.) is not specified by this
docunent. Publishers MAY choose any stable URL scheme that suits
their architecture. dients MJST discover MURLs via advertised
Iinks (as shown above) and MJUST NOT assune a fixed path pattern.
Exanpl es of valid MURL patterns: - https://exanple.con post/IImjson
(used in this docunment) - https://exanple.com post/|lIm (directory-
style) - https://exanpl e.coni post.json (extension-based)
This bidirectional |inkage allows clients to:
* wverify that an MURL is an alternate for the expected C URL;
* detect msconfigurations when |links are inconsistent; and
* ensure the canonical _url field in the MURL JSON rmatches (or is
consistent with) the URL advertised via rel="canonical" for the
correspondi ng C URL.
1.4.3. Tenplate-Ilnvariance

TCT' s tenpl ate-invari ance property:

Jur kovi Kj Expires 18 May 2026 [ Page 10]
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1.

1.

1.

5.

5.

5.

* Changes to HTM. tenplates, CSS, or JavaScript at the C URL SHOULD
NOT require changes to the MURL JSON, so long as the underlying
resource content has not changed.

This is achi eved by:

* treating MURLs as distinct, canonical JSON representations of
content; and

* conputing strong ETags over the M URL JSON only.

Tenpl ate-i nvariance is NOT achi eved by rel axi ng strong ETag
semantics; for any given MURL, identical strong ETags MJST inply
byt e-identical JSON bodi es.

M URL Representation

An MURL is an HTTP resource that serves a JSON representation of a
content resource suitable for nachine consunption.

Thi s specification defines the observable JSON representation at
M URLs; it does not constrain how servers derive these
representations fromtheir internal data nodels, tenplates, or
st or age.
1. Content-Type and Encodi ng
M URL responses:
*  MJST use:
- Content-Type: application/json; charset=utf-8
* MJST be valid JSON as per [RFCB8259].
*  MJST use UTF-8 wi t hout BOM
2. Required JSON Fields
The minimal M URL JSON object for a resource MJST contain:
* canonical _url (string, REQU RED)
- The canoni cal human-facing URL (C URL).
* title (string, REQU RED)

- A human-readable title for the resource.
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* content (string, REQU RED)
- Core textual content:
o plain text (no raw HTM. narkup);
0 SHOULD exclude purely tenplate/boilerplate text.
* hash (string, REQUI RED)
- Avalidator string of the form
o sha256- followed by 64 | owercase hex characters,
0 conputed as specified in Section 6. 2.

- The hash field of an MURL representati on MJST equal the strong
ETag val ue for that representation, excluding the HTTP quoti ng.

Addi tionally:
* profile (string, RECOVWENDED)
- TCT profile identifier, e.g., tct-1.

Exanpl e (non-normative):

json { "profile": "tct-1", "canonical url": "https://exanple.conl
post/", "title": "Article Title", "content": "Core article
content...", "hash": "sha256-

2c26b46b68f f c68f f 99b453c1d30413413422d706483bf a0f 98a5e886266e7" }
1.5.3. Representation Stability

For an MURL inplenenting this specification:

* For a given resource state, the JSON body MJST be determ nistic.

* Any change to the JSON body bytes (including required or optional
fields) MUST result in a different strong ETag (Section 6.2).

* Servers MJST NOT include per-request randomess (e.g., varying
timestanps) in the TCT JSON representation.

1.6. Determnistic JSON and Strong ETags

Jur kovi Kj Expires 18 May 2026 [ Page 12]
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1.6.1. Determnistic JSON Serialization

M URL responses MJST use determnistic JSON serialization sufficient
to support strong ETag semantics:

I mpl enent ati ons SHOULD use the JSON Canonical i zati on Schene (JCS)
defined in [RFC8785]. Inplenentations that do not use RFC8785 MJST
define and i npl ement a canoni calization al gorithmthat:

* produces a single, unique octet sequence for each abstract JSON
val ue;

* applies stable ordering of object nenbers at all levels (for
exanpl e, | exicographic by code point);

* uses determnistic formatting of nunbers; and

* does not introduce insignificant whitespace beyond what is
necessary to delimt JSON tokens.

The sane canonicalization al gorithm MJST be used both when conputing
the ETag and when generating the response body.

1.6.2. Strong ETag Ceneration (Single Mthod)
TCT defines one mandatory method for conputing ETags for M URLs
For an M URL representation

1. Construct the full JSON object representing the resource,
including all fields except hash

2. Canonicalize this JSON object to a UTF-8 byte sequence as per
Section 6. 1.

3. Conpute the SHA-256 digest of these bytes.

4. Let $F$ be the 64-character |owercase hex encoding of this
di gest.

5. Set:
* HITP ETag header
- "sha256- $F"

*  JSON hash fiel d:
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- sha256- $F$
6. Canonicalize the final JSON object (now including hash) using the
sanme algorithmdefined in Section 6.1, and send that canoni cal
formas the response body.
| mpl enent ati ons MUST NOT conpute the ETag over one serialization of
the JSON object and send a different, non-canonical serialization on
the wire.
Requi r enent s:
* ETags for M URLs:
- MJST be strong (no W prefix).
- MJST be quoted-strings as in [ RFC9110].

*  Two successful M URL responses with the sane strong ETag MJST have
i dentical response body bytes.

* Any change in the response body bytes MJST cause the strong ETag
to change.

1.6.3. Relationship to Tenpl ate-Invariance

Strong ETags in TCT are validators for the MURL JSON representation
only.

Tenpl ate-invariance is achieved structurally:
* MURLs do not include HTM. tenpl ates or |ayout.

* Changes to G-URL HTM. that do not affect the MURL JSON do not
af fect the strong ETag.

* For TCT-conformant M URLs, strong ETags MJST be representation-
based and MJUST NOT vary per request in the absence of a change to
the underlying JSON representation.

1.6.4. Canonical Text Nornalization (Optional for Producers)

TCT does not require clients to normalize text or reconpute hashes.

Use of this normalization algorithmis OPTIONAL and is not required

for TCT conformance by either servers or clients. It defines an

additional 'TCT text normalization profile for inplenentations that
choose to adopt it.
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However, producers or validators that derive text fields (such as
content) fromupstream formats MAY inplenent the normalization

al gorithm defined here to ensure stable input before JSON

canoni cal i zati on.

If an inplementation clainms confornmance to this normalization, it:
* MJIST follow the algorithmin this section; and

* MJST pass the test vectors in Appendi x A

Al gorithm (sunmary):

G ven input string S

1. (Optional) HTM. entity decodi ng:

* |If starting fromHTM source, determ nistically decode
character references.

2. Uni code normalization:
*  Apply NFKC as defined in Unicode Standard Annex #15 (UAX15).
3. Case folding:
* Apply Unicode case folding as defined in Uni code- CaseFol di ng.
* Local e-dependent mappi ngs MJUST NOT be used.
4. Control characters:
* Renove all Cc characters except:
- U+0009 (TAB), UW+000A (LF), U+000D (CR).
5. Wi tespace coll apsing:
* Define set W
- U+0020, U+0009, U+000A, U+000D.
* (Optionally treat WU+00AO as whitespace, if done consistently.

* Replace each maximal run of W (and optional NBSP) with a
singl e U+0020 SPACE.

6. Trim
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* Renove | eading and trailing SPACE (U+0020).
The result is the normalized string N(S).
Details, exanples, and confornance | anguage are in Appendi x A
1.7. MSitemap Format and Semantics
1.7.1. MSitemap JSON Structure
The M Sitemap is a JSON object that |ists TCT-enabl ed resources.
Fi el ds:
* version (integer, REQU RED)
- MSitenap format version. Initial value: 1.
* profile (string, RECOMVENDED)
- Profile identifier, e.g., tct-1.
* itens (array of objects, REQUI RED)
- Each item
o cUl (string, REQU RED)
+ Canoni cal URL.
o mul (string, REQU RED)
+ MURL of the JSON representation.
0 etag (string, REQU RED)

+ Strong validator identifier, equal to the MURL ETag
val ue wi t hout quotes.

+ MJST be sha256- followed by the 64-hex digest used in

Section 6. 2.
Exanpl e:
json { "version": 1, "profile": "tct-1", "items": [ { "cUrl":
"https://exanpl e.com post/", "mul": "https://exanpl e.coni post/
IImjson", "etag": "sha256-

2c26b46b68f f c68f f 99b453¢c1d30413413422d706483bf aOf 98a5e886266e7" } ] }
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1.7.2. HITP Response for M Sitenap
The M Sitemap:
*  MJST use:
- Content-Type: application/json; charset=utf-8

* SHOULD use cache directives that encourage tinmely revalidation,
for exanpl e:

- Cache-Control: max-age=0, mnust-revalidate, or

- a short max-age val ue appropriate to the site’s update
frequency.

*  SHOULD i ncl ude:
- Vary: Accept-Encodi ng
1.7.3. Parity Semantics
Design intent:

* MSitemap etag val ues SHOULD match the current strong ETag val ues
of their correspondi ng M URLs.

Requi r enent s:

* Publishers MJUST conmpute etag val ues using the same al gorithm as
Section 6. 2.

*  publishers SHOULD keep M Sitemap etag values in sync with M URL
ETags.

* Transient msmatches (due to non-atonic updates, caches, or
propagati on del ays) MAY occur.

Client behavior:

* (Cients SHOULD treat MSitenap etag as a hint for change
det ecti on.

* Cients MAY compare etag with the M URL ETag.

* Cients MJUST NOT treat m smatches al one as protocol errors.
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* In case of mismatch, clients SHOULD fall back to standard
conditional requests on the MURL and treat the MSitemap etag as
an advi sory signal only.

Strong ETag val ues for MURLs and etag values in the MSitemap are

scoped to the origin that serves them Cdients MJUST NOT assune that

i dentical validator values observed on different origins inply

i dentical content.

1.8. dient Behavior
1.8.1. Zero-Fetch Optim zation

A typical TCT-aware client:

1. Fetches / and discovers the MSitemap via Link.

2. Fetches the M Sitenap.

3. For each item (cUl, nmkxl, etag):

* |f it has a cached ETag for nrl:
- |f cached ETag equal s sitemap etag:
o MAY skip fetching mUl (zero-fetch).
- Otherw se:
0 SHOULD issue conditional CET:
+ GET nirl
+ |f-None-Mtch: "sha256-...".
* |f no cached ETag:
- SHOULD fetch mUrl with CET.
- MAY include If-None-Match using sitemap etag as hint.
This enabl es | arge reductions in redundant fetches.
This optimzation is OPTIONAL. dients that prefer strict HITP cache

val i dati on MAY al ways performa conditional GET with |f-None-Match on
M URLs instead of relying solely on MSitemap etag hints.
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1.8.2. Conditional Requests to M URLs
M URLs i npl ementi ng TCT:
*  MJST support |f-None-Match as defined in [ RFC9110].
Specifically:
* |f 1f-None-Match matches the current strong ETag:
- Respond with 304 Not Mbdified, no body.
* Ot herw se:
- Respond with 200 OK and the JSON representation.
If both If-None-Match and |If-Mdified-Since are present:
* | f-None-Match MJST take precedence (per [RFC9110]).

Servers SHOULD send appropriate Cache-Control directives to encourage
reval i dation and safe cachi ng.

1.8.3. Use of HEAD (Optional)
Clients MAY use HEAD on M URLs as an optim zation:

* |f a HEAD response includes an ETag equal to the cached one, a GET
may be ski pped.

* |f HEAD is unreliable, clients SHOULD fall back to conditional
GET.

Conditional GET with |f-None-Match SHOULD be considered the primary
mechani sm

1.8.4. dient Validation (Optional)
For protocol correctness:

* (Cients are not required to inplenment the text nornalization
algorithmor to reconmpute validators.

* Cients MAY treat ETags and sitemap etag val ues as opaque.

Clients MAY perform additional checks as desired, such as:
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verifying that an M URL includes rel ="canonical" pointing at the
expected C URL;

checking MSitemap etag vs MURL ETag parity;

reconputi ng hashes using the published al gorithns.

Such addi tional checks are inplenmentation choices and are out of
scope for TCT conpli ance.

1.9.

1.9.

*

*

*

1.9

perational Considerations (Infornative)
Depl oyment with CDNs and Proxies
M URLs and M Sitemaps are ordi nary cacheabl e JSON resour ces.
CDNs and reverse proxies:
- MAY cache them
- SHOULD honor strong ETags and 304 responses.
Si nce ETags are based on unconpressed canoni cal JSON:
- Downstream conpression does not invalidate validators.

Large Sites and Sharding

For very large sites:

*

*

Qperators MAY create multiple M Sitemaps (e.g., per section or
date).

A primary MSitemap can |ist additional ones by convention.

Thi s docunent does not standardi ze a JSON sitenmap index; such work
may be done separately.

A future revision of this specification or a separate docunent MAY
define a JSON M Sitemap i ndex format, anal ogous to the XM. Sitemap
I ndex, to provide interoperable conventions for sharding and | arge-
site discovery.

1.9

Error Handl i ng

Recomrended behavi or:

*

If the MSitemap is unavail able or invalid:
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- Treat TCT as tenporarily unavail abl e.
* |f an MURL returns 4xx/5xx:

- Follow normal HTTP semantics for retries/backoff.
* |f the MURL is persistently broken:

- Cdients MAY ignore it and rely on the CGURL HTM, if
appropri at e.

1.9.4. Backwards Conpatibility
* TCT is purely additive:
- It does not alter C URL senmantics.
- Non-participating clients see no change.
* (Qperators can deploy TCT increnentally on sel ected resources.
1.10. Security Considerations

TCT builds directly on HTTP;, nost security considerations are
i nherited from[RFC9110] and [ RFC9111].

Key points:

*  HITPS:
- Publishers SHOULD serve M URLs and M Sitemaps over HTTPS.
- Clients SHOULD validate TLS as usual .

* Integrity:

- Strong ETags identify specific representations but do not
aut henti cate servers.

- For stronger guarantees, publishers MAY use:
o Content-Di gest headers ([RFC9530]); and/ or
0 HITP Message Signatures ([RFC9421]).

* Access control:
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If a CGURL requires authentication, its corresponding M URL
SHOULD be simlarly protected.

M Si temaps MJST NOT | eak sensitive MURLs or validators.

* Cache poi soni ng:

Q

Correct use of ETag and Cache-Control mtigates stale or nixed
content.

Clients MUST treat JSON as untrusted data and validate/sanitize
as appropriate.

i vacy:

As with any sitemap, listing URLs in an MSitemap can revea
site structure

Publ i shers concerned about this SHOULD |imt entries or
restrict access.

igin trust:

Clients that consume M Sitemaps and M URLs inherently trust the
origin in the same way they trust HTM. pages or XM. Sitenaps
fromthat origin. A conpronised or msconfigured origin can
advertise incorrect mappings; this is not a new class of attack
i ntroduced by TCT.

* |Internediaries:

Depl oyments SHOULD ensure that CDNs and ot her intermnediaries do
not strip or rewite strong ETags on M URLs or M Sitemaps, as
doing so can interfere with correct validation and zero-fetch
behavi or .

1.11. | ANA Consi derati ons

Thi s docunent has no | ANA acti ons.

A future revision or separate docunent MAY define and register

* a well-known URI for TCT M Sitenaps; and/or

* a dedicated nedia type or profile paranmeter for TCT JSON

Such registrations are intentionally out of scope for this version
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Appendi x A.  Appendix A Nornualization Test Vectors

Thi s appendi x provides test vectors for inplenentations that claim
conformance to the nornalization algorithm (Section 6.4).

*Conf ormance Requirenment:* | nplenentations claimng normalization
support MJST produce the outputs specified below for all test inputs.

*Test Format:* Each test shows: - Input string - Qutput after each
nornal i zation step - Final SHA-256 hash (conputed over UTF-8 bytes of
final output)

Al Al Basi ¢ ASCI |

*Test 1: Sinple ASCII text* - Input: "Hello Wrld" - After step 1
(HTML decode): "Hello World" - After step 2 (NFKC): "Hello World"
After step 3 (casefold): "hello world" - After step 4 (control
chars): "hello world" - After step 5 (whitespace): "hello world"
After step 6 (trim: "hello world" - SHA-256:
b94d27b9934d3e08a52e52d7da7dabf ac484ef e37a5380ee9088f 7ace2ef cde9

*Test 2: Leading/trailing whitespace* - Input: " Hello World "

After step 1. " Hello World " - After step 2: " Hello Wrld " - After
step 3: " hello world " - After step 4: " hello world " - After step
5. " hello world " - After step 6: "hello world" - SHA-256:

b94d27b9934d3e08a52e52d7da7dabf ac484ef e37a5380ee9088f 7ace2ef cde9

*Test 3: Multiple spaces* - Input: "Hello World" - After step 1:
"Hello Worl d" - After step 2: "Hello Wrld" - After step 3: "hello
world" - After step 4: "hello world" - After step 5: "hello world"
After step 6: "hello world" - SHA-256:
b94d27b9934d3e08a52e52d7da7dabf ac484ef e37a5380ee9088f 7ace2ef cde9

Al.1. A2 HIM Entities

*Test 4: Common HTM. entities* - Input: "Hello &np; goodbye" - After
step 1: "Hello & goodbye" - After step 2: "Hello & goodbye" - After
step 3: "hello & goodbye" - After step 4: "hello & goodbye" - After
step 5: "hello & goodbye" - After step 6: "hello & goodbye" - SHA-
256: da73536eaa9c427f 3189de5b6371d798193e98f 3c31df 8bef 710bba835e8c621

*Test 5. Angle brackets* - Input: "& t;tagé&gt;" - After step 1:
"<tag>" - After step 2: "<tag>" - After step 3: "<tag>" - After step
4: "<tag>" - After step 5: "<tag>" - After step 6: "<tag>" - SHA-256:
c8lef 880af Of cf ef 49e1b45¢c3690a1666¢c47d9e064b7eaead2af 09bb78884dcd
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*Test 6: Quotes* - Input: "&quot; quoted&quot;" - After step 1:
"\"quoted\"" - After step 2: "\"quoted\"" - After step 3:
"\"quoted\"" - After step 4: "\"quoted\"" - After step 5:
"\"quoted\"" - After step 6: "\"quoted\"" - SHA-256:

272f ca25899893eeb27b89583d5c81b8adac5af 4d1e37e3909d879947303c1ch
A.1.2. A 3. Unicode Normalization (NFKC)

*Test 7: Conposed vs deconposed * - Input (conposed): "Caf"
(U+00E9) - After step 1: "Caf" - After step 2 (NFKC): "Caf"
(normalized to conposed form - After step 3: "caf" - After step 4:
"caf" - After step 5. "caf" - After step 6: "caf" - SHA- 256:

850f 7dc43910f f 890f 8879c0ed26f e697c93a067ad93a7d50f 466a7028a9bf 4e

*Test 7b: Deconposed form (shoul d produce sanme result)* - |nput
(deconposed): "Cafe\u0301" (e + conbining acute) - After step 2
(NFKC): "Caf" (normalized to conposed) - Final result: Same as Test
7 - SHA- 256:

850f 7dc43910f f 890f 8879c0ed26f e697c93a067ad93a7d50f 466a7028a9bf 4e
(same as Test 7)

*Test 8: Full-width characters* - Input: "HE L L O" (full-width Latin) -
After step 1: "HE L L O" - After step 2 (NFKC): "HELLO' (converted to
hal f-wi dth) - After step 3: "hello" - After step 4. "hello" - After

step 5: "hello" - After step 6: "hello" - SHA- 256:

2cf 24dba5f b0a30e26e83b2ac5b9e29el1b161e5clf a7425e73043362938b9824

A.1.3. A 4. Case Folding Edge Cases

*Test 9: German sharp S* - Input: "Strae" - After step 1: "Strae" -
After step 2: "Strae" - After step 3 (casefold): "strasse" ( -> ss)
- After step 4: "strasse" - After step 5: "strasse" - After step 6:
"strasse" - SHA-256:

16d96952087774f ee069b7585d3991b24d90c181c09b2129b4908c35baa7f 0cO

*Test 10: Turkish (dotted capital 1)* - Input: "stanbul" - After
step 1: "stanbul" - After step 2: "stanbul" - After step 3
(casefold): "i\u0307stanbul" (Il ocal e-i ndependent) - After step 4:
"i\u0307stanbul " - After step 5: "i\u0307stanbul” - After step 6:
"i\u0307stanbul " - SHA-256:

4a4df 120f 7d1f 3c286f 58651abf cec2aade892ace635f 96f 02b946c96e6elf 86
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A.1.4. A 5. Control Characters

*Test 11: Enbedded tab* - Input: "Hello\tWrld' - After step 1:

"Hel lo\tWorld" - After step 2: "Hello\tWrld" - After step 3:
"hello\tworld" - After step 4: "hello\tworld" (tab preserved) - After
step 5: "hello world" (tab -> space) - After step 6: "hello world"
SHA- 256:
b94d27b9934d3e08a52e52d7da7dabf ac484ef e37a5380ee9088f 7ace2ef cde9

*Test 12: Enbedded newline* - Input: "Hello\nWrld" - After step 1:
"Hel lo\nWorl d" - After step 2: "Hello\nWrld" - After step 3:
"hel l o\ nworl d" - After step 4: "hello\nworld" (newine preserved) -
After step 5: "hello world" (newline -> space) - After step 6: "hello
wor | d" - SHA-256:
b94d27b9934d3e08a52e52d7da7dabf ac484ef e37a5380ee9088f 7ace2ef cde9

*Test 13: Control character (BEL)* - Input: "Hello\u0007Worl d"
(WU+0007 = BEL) - After step 1. "Hello\u0007World" - After step 2

"Hel o\ u0007Worl d"* - After step 3: "hello\u0007worl d" - After step 4:
"hel l oworl d" (control char renmoved) - After step 5: "helloworld"
After step 6: "helloworld" - SHA-256
936al85caaa266bb9cbe981e9e05¢ch78cd732b0b3280eb944412bb6f 8f 8f 07af

A.1.5. A 6. Witespace Edge Cases

*Test 14: Non- breaking space (NBSP)* - Input: "Hell o\u0O0AOWYI d"
(WH00A0 = NBSP) - After step 1: "Hell o\uOOAOWOIrI d" - After step 2
"Hel | o\ uOOAOWOr | d" - After step 3: "hell o\uOOAOworl d" - After step 4:
"hel | o\ uOOAOwWor | d"* - After step 5: "hello world" (NBSP -> space, if
treating NBSP as whitespace) - After step 6: "hello world" - SHA-256
b94d27b9934d3e08a52e52d7da7dabf ac484ef e37a5380ee9088f 7ace2ef cde9

*Note:* Step 5 behavior for NBSP is inplenentation-defined per
Section 6.4 ("Optionally treat U+O0A0 as whitespace, if done
consistently"). This test assunes NBSP is treated as whitespace.

*Test 15: M xed whitespace* - Input: "Hello \t\n Wrld" - After step
1: "Hello \t\n Wirld" - After step 2: "Hello \t\n Wrld" - After step
3: "hello \t\n world" - After step 4: "hello \t\n world" - After step
5: "hello world" - After step 6: "hello world" - SHA-256
b94d27b9934d3e08a52e52d7da7dabf ac484ef e37a5380ee9088f 7ace2ef cde9

A 1.6. A 7. Enpty and Edge Cases

*Test 16: Enpty string* - Input: "" - After all steps: "" - SHA- 256
e3b0c44298f clcl49af bf 4c8996f b92427ae41e4649b934ca495991h7852b855
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*Test 17: Whitespace only* - Input: " " - After step 1: " " - After
step 2: " " - After step 3: " " - After step 4: " " - After step 5 "
" - After step 6: "" (trimmed) - SHA-256:

e3b0c44298f clcl49af bf 4c8996f b92427ae41e4649b934ca495991h7852b855

*Test 18: Single character* - Input: "A" - After step 1. "A" - After
step 2: "A" - After step 3: "a" - After step 4: "a" - After step 5:
"a" - After step 6: "a" - SHA-256:

ca978112calbbdcaf ac231b39a23dc4da786ef f 8147c4e72b9807785af ee48bb

A.1.7. A 8  Conplex Real-Wrld Exanpl es
*Test 19: Article excerpt* - Input: "The caf’s "special" offer: 50%
of fI" - Expected output after normalization: the caf’s "special”
offer: 50% of f! - SHA-256:
25cdbe2315674d38ddaf 1df 6f e7ccd494ce89ef ebe8a3b5285742e57e7367545
*Test 20: Unicode mxed with entities* - Input: "Cich &np; rsunt
- Expected output after normalization: clich & rsum- SHA-256:
7d56f 360edd22f 7beObcOf 126d45481df 83e8af c68b83788cf 37544c4eebce2l
A.1.8. A 9. Inplenentation Notes
*Conputi ng SHA-256:* - Encode the final nornalized string as UTF-8
bytes - Conpute SHA-256 over those bytes - Express result as 64
| ower case hex characters
*Test Vector Validation:* - Inplenentations claimng normalization
support MJST produce the SHA-256 hashes specified above - The seven
"hello world" variants (Tests 1, 2, 3, 11, 12, 14, 15) all nornalize
to identical output ("hello world"), denonstrating whitespace

normal i zati on equi val ence - Tests 7 and 7b denonstrate NFKC conbi ni ng
character handling (both produce identical hashes)

A. 2. Appendix B. Example Flows (Informative)

Thi s appendi x illustrates TCT di scovery and fetch patterns.
A.2.1. B.1. Initial D scovery and First Fetch

*Scenario:* Client visits origin for the first tine.

‘1. dient -> Server: GET / HTTP/ 1.1 Host: exanple.com

1. Server -> Cient: HITP/1.1 200 K Link: </I| m pages.json>;
rel ="i ndex"; type="application/json" Content-Type: text/htm

[ HTML body. . . ]
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2. dient -> Server: CGET /Il mpages.json HITP/ 1.1 Host: exanple.com

3. Server -> Cient: HITP/1.1 200 OK Content-Type: application/json;
charset=utf-8 Cache-Control: max-age=0, nust-revalidate

{
"version": 1,
"profile": "tct-1",
"items": [
{
"cUl": "https://exanple.comarticlel",
"mUrl": "https://exanple.comarticle/llmjson",
"etag": "sha256-abc123..."
}
]
}

4. dient -> Server: CET /article/llmjson HITP/ 1.1 Host:
exanpl e. com

5. Server -> dient: HITP/1.1 200 OK Content-Type: application/json;

charset=utf-8 ETag: "sha256-abc123..." Link: https://exanple.com
articlel/ (https://exanple.confarticle/); rel="canonical"
{
"profile": "tct-1",
"canonical _url": "https://exanple.conarticlel/",
"title": "Article Title",
"content": "Article content...",
"hash": "sha256-abc123..."
} [
*Client actions after step 6:* - Stores MURL content locally -
Caches ETag "sha256-abc123..." for future revalidation

A 2.2. B.2. Zero-Fetch Optim zation (Content Unchanged)
*Scenario:* Client returns after sonme tine; content hasn’'t changed.

‘1. dient -> Server: GET /Il mpages.json HITP/ 1.1 Host:
exanpl e. com

1. Server -> Cient: HITP/1.1 200 OK Content-Type: application/json;
charset=utf-8
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{
"version": 1,
"items": [
"cUl": "https://exanple.comarticlel",
"mUrl": "https://exanple.comarticle/llmjson",
"etag": "sha256-abc123..."
}
]
}

2. dient local conparison:
* Sitemap etag: "sha256-abc123..."
* Cached ETag: "sha256-abc123..."
* Match! -> Skip fetch entirely (zero-fetch)

3. Cdient uses locally cached content for /articlel

*Result:* Zero bytes transferred for MURL; content known to be
current.

A.2.3. B.3. Conditional Request (Content Unchanged)

*Scenario:* Sitemap etag differs fromcache, but actual content
hasn’t changed.

‘tt 1. dient -> Server: CGET /Il mpages.json HITP/ 1.1
1. Server -> Cient: [Sitemap shows etag: "sha256-def456..."]
2. dient conparison:

* Sitemap etag: "sha256-def456..." (different!)

* Cached ETag: "sha256-abc123..."

* Msmatch -> Must fetch, but use conditional request

3. dient -> Server: CGET /article/llmjson HTTP/ 1.1 |f-None-Match:
"sha256-abc123..."

4. Server -> Cient: HITP/1.1 304 Not Modified ETag:
"sha256-abc123..."

5. dient actions:
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* Content unchanged; uses cached copy

* Notes: sitemap was stal e/inconsistent; no protocol violation

*Result:* Small 304 response instead of full payl oad.
A.2.4. B.4. Content Changed
*Scenari o:* Content has been updat ed.
‘tt 1. dient -> Server: CGET /Il mpages.json HITP/ 1.1
1. Server -> Cient: [Sitemap shows etag: "sha256-xyz789..."]
2. dient conparison
* Sitemap etag: "sha256-xyz789..." (different)
* Cached ETag: "sha256-abc123..."
* Msmatch -> Fetch with | f-None-Match

3. dient -> Server: CGET /article/llmjson HTTP/ 1.1 |f-None-Match
"sha256-abc123..."

4. Server -> Cient: HITP/1.1 200 OK Content-Type: application/json;
charset=utf-8 ETag: "sha256-xyz789..."

{
"canonical _url": "https://exanple.conarticle/",
"title": "Updated Title",
"content": "Updated content...",
"hash": "sha256-xyz789..."
}

5. dient actions:
* Repl aces cached cont ent
* Updates cached ETag to "sha256-xyz789..." *‘'
*Result:* Full new representation received.
A.2.5. B.5 Parity Msmatch Handling

*Scenario:* Sitemap etag doesn’'t match actual M URL ETag (transient
i nconsi st ency).

Jur kovi Kj Expires 18 May 2026 [ Page 30]



Internet-Draft TCT Novenber 2025

‘tt 1. dient -> Server: GET /Il mpages.json HITP/ 1.1
1. Server -> Cient: [Sitemap shows etag: "sha256-ol d999..."]

2. dient -> Server: GET /article/llmjson HITP/ 1.1 |f-None-Match:
"sha256- ol d999..."

3. Server -> dient: HITP/1.1 200 OK ETag: "sha256-new000..." <-
Different from sitemap!

[Full MURL JSON...]
4. dient actions:
* Accepts MURL response (valid per HITP)

* Uses ETag from M URL response ("sha256-new000...") for future
reval i dation

* Notes: sitemap inconsistency tolerated; no error

*Result:* Client falls back to standard HTTP cachi ng; no protocol
failure.

A.2.6. B.6. Using HEAD for Efficient Freshness Check
*Scenario:* Client wants to check freshness before fetching.

‘1. dient -> Server: HEAD /article/llmjson HITP/ 1.1 |f-None-
Mat ch: "sha256-abc123..."

1. Server -> Cient: HITP/1.1 304 Not Mdified ETag:
"sha256-abc123..."

2. dient actions:
* Content unchanged; uses cached copy
* Avoided transferring full body

OR (if content changed):

1. Server -> Cient: HITP/1.1 200 CK ETag: "sha256-xyz789..."
Cont ent - Lengt h: 4567

2. Cdient -> Server: GET /article/llmjson HITP/ 1.1 |f-None-Match:
"sha256-abc123..."
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3. Server -> dient: HITP/1.1 200 OK ETag: "sha256-xyz789..."
[Full MURL JSON...] *°

*Not e: * HEAD support is optional; conditional GET is the primary
mechani sm

A.2.7. B.7. Discovery via CGURL
*Scenario:* Client discovers MURL directly from HTM. page
‘1. dient -> Server: CGET /article/ HTTP/ 1.1

1. Server -> Cient: HITP/1.1 200 K Link: </article/llmjson>;
rel ="alternate"; type="application/json" Content-Type: text/htn

<! DOCTYPE ht m >
<htm >
<head>
<link rel="alternate" type="application/json"
href="https://exanple.conmarticle/ll mjson">
</ head>
2. dient -> Server: CET /article/llmjson HITP/ 1.1
3. Server -> Cient: HITP/1.1 200 OK ETag: "sha256-abc123..." Link
https://exanple.comarticle/ (https://exanple.comarticle/);
rel ="canoni cal "
[MURL JSON...]
4. Cient verifies:
* Canonical link points back to /article/ -> Consistent OK ‘'
*Result:* M URL di scovered and validated w thout sitemap.
A.3. Appendix C. Inplenentation Notes (Informative)
Thi s appendi x provi des gui dance for inplenmenters.
A.3.1. C 1. Reference Inplenentations
*Note:* The follow ng inplenmentations are provided as informative

exanpl es. Repository URLs, package nanmes, and depl oynent details may
change over tine and are not normative.
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The foll owing i npl ementati ons denonstrate TCT in production
envi ronment s:

*WordPress Plugin (PHP):* - Repository: https://github.con

ant unj ur kovi c-col l ab/tct-wp-plugin - Version: 1.0.0 - Depl oynent: 3
production sites (970 URLs total) - Features: - Automatic M URL
generation for posts/pages - MSitenap generati on and caching -
Strong ETag conputation using canonical JSON - Normalization

al gorithminplementati on - Dependencies: WrdPress 6.0+, PHP 7.4+ -
JSON serialization: json_encode() with JSON_UNESCAPED_SLASHES |
JSON_UNESCAPED_UNI CODE

*Pyt hon Validator:* - PyPl package: coll ab-tunnel
(https://pypi.org/project/collab-tunnel/1.0.2/) - Version: 1.0.2 -

Pur pose: Protocol conpliance testing - Features: - Validates M URL
and M Sitemap structure - Tests ETag parity - Verifies canonical |ink
bidirectionality - Runs nornmalization test vectors - Usage: python
fromcollab_tunnel inport validate origin results =

val idate_origin("https://exanple.con')

*Cl oudfl are Worker (Edge Proxy):* - Repository: https://github.com
ant unj ur kovi c-col | ab/tct-worker - Purpose: Denonstrates CDN
integration - Features: - Proxies MURLs with proper ETag handling -
I mpl enents 304 Not Modified caching - Handl es conditional requests
correctly - Deploynment: Coudflare Wrkers platform

A.3.2. C 2. Deternmnistic JSON Libraries
For RFC 8785 (JSON Canoni cal i zati on Schene) conpli ance:

*Pyt hon: * python inport canonicaljson canonical _bytes =

canoni cal j son. encode_canoni cal _json(obj) - Library: pip instal
canoni cal json - Docs: https://github.com matri x-org/python-
canoni cal j son

*JavaScript:* javascript const canonicalize =

requi re(’ canonicalize'); const canonical _string = canonicalize(obj);
- Library: npminstall canonicalize - Docs:

https://github. com cyber phone/json-canoni calization

*Go:* go inport "github. conl cyberphone/json-canonicalization/go/json"
canoni cal, _ := json. CanonicalizeJSON(i nput)

*Alternative (Stable Ordering):* If not using RFC 8785, ensure: -
hj ect keys sorted | exicographically (at ALL nesting levels) - No
insignificant whitespace - Consistent nunber formatting - UTF-8
encodi ng wi t hout BOM
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*Important:* Sinple key-sorting hel pers (e.g.,

oj ect . keys(obj).sort() in JavaScript) are *insufficient* for nested
objects. For production inplenentations claimng TCT conformance,
use RFC 8785 libraries or inplement the full specification. The code
exanples in C.3 are *illustrative only* and may not handl e all edge
cases correctly.

A.3.3. C 3. SHA-256 Conputation

The exanples in this section are illustrative only. By thenselves
they do not guarantee the determnistic JSON requirenments of
Section 6.1 unless conbined with a conpl ete canonicalization

al gorithm such as RFC8785

*Not e: * The exanpl es below are sinmplified for illustration. For
production use, ensure proper RFC 8785 canonicalization (see C. 2)
bef ore hashi ng.

*Python:* **‘python inport hashlib inmport json

Appendi x B. Canoni cal JSON

canoni cal _json = json. dunps(obj, ensure_ascii=Fal se, sort_keys=True,
separators=(',’, ':')) canonical _bytes = canoni cal _json.encode(’ utf-
8")

Appendi x C. Hash

sha256_hash = hashli b. sha256( canoni cal _bytes). hexdi gest () etag_val ue
= f’ "sha256-{sha256 hash}"’' ‘*‘

*JavaScript:* ‘'‘javascript const crypto = require(’crypto’);

/1 Canonical JSON // NOTE: This is illustrative only; for ful
conformance, use RFC 8785 or a conpl ete canonicalization

i mpl ementation. const canonical _json = JSON. stringify(obj,
oj ect . keys(obj).sort()); const canonical _bytes =

Buf fer. fron{canonical _json, 'utf-8");

/1 Hash const sha256 hash =
crypto. creat eHash(’ sha256’ ). updat e( canoni cal _bytes). digest(’ hex');
const etag_val ue = "sha256-${sha256 hash}"; ‘*‘

*PHP: * ***php // Canonical JSON $canonical _json = json_encode($obj,
JSON_UNESCAPED SLASHES | JSON_UNESCAPED_ UNI CODE)

/'l Hash $sha256_hash = hash(’ sha256’, $canonical _json); $etag _val ue =
'"sha256-' . $sha256 hash . '"'; *‘
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C.1. C 4. Unicode Nornmualization

*Python:* ***python inport unicodedata
Appendi x D. NFKC nornalization

normal i zed = uni codedat a. nornmal i ze(’ NFKC , text)
Appendi x E. Case folding

casefol ded = normalized. casefold() *‘"*

*JavaScript:* ‘*‘javascript // NFKC normalization const normalized =
text.normalize(’ NFKC );

/1l Case folding (approximation: toLowerCase with |ocal e-i ndependent
behavi or) const casefol ded = normalized.tolLocal eLower Case(’ en-US' ) ;

*PHP: * **‘php // NFKC normalization (requires intl extension)
$normalized = Normalizer::normalize($text, Normalizer::NFKC);

/] Case folding (nb_strtolower with UTF-8) $casefol ded =
mb_strtol ower ($normalized, 'UTF-8); *‘*°

E.1. C. 5. HITP Response Headers
*Typi cal headers for M URLs:*

A conformant M URL response will include at |east: Content-Type
application/json, ETag (strong, quoted), and Link: rel="canonical"
(see Sections 5-6). Exanple:

HTTP/ 1.1 200 OK Content-Type: application/json; charset=utf-8 ETag:
"sha256-abc123..." Link: <https://exanple.comarticlel>

rel ="canoni cal " Cache-Control: public, max-age=3600, nust-revalidate
Vary: Accept-Encodi ng

*Typi cal headers for MSitemap:* HITP/1.1 200 OK Cont ent - Type:
application/json; charset=utf-8 Cache-Control: max-age=0, nust-
reval i date # Exanple; a short nax-age consistent with Section 7.2 MAY
al so be used Vary: Accept-Encodi ng

*Condi tional request handling:* ‘** # Request with |f-None-Match CGET
[article/lImjson HITP/1.1 If-None-Match: "sha256-abc123..."
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Appendi x F. Response if unchanged

HTTP/ 1.1 304 Not Mbodified ETag: "sha256-abc123..." Cache-Control:
public, max-age=3600, nust-revalidate

Appendi x G Response if changed

HTTP/ 1.1 200 OK ETag: "sha256-xyz789..." Content-Type: application/
json; charset=utf-8 [full body...] **°

G 1l. C. 6. Production Depl oynent Data

*Note:* The follow ng depl oynent data represents a snapshot as of
Noverber 2025. Specific sites, URLs, and netrics are provided as
i nformati ve exanpl es and may change.

As of Noverber 2025, TCT is depl oyed on:

*pest denoti vati onal posters.com* - 500 URLs - 100K+ pagevi ews/ nmonth -
WordPress 6.4 + TCT plugin v1.0.0 - Average HTM. size: 103 KB

(gzi pped) - Average MURL size: 17.7 KB (gzipped) - Bandwi dth
reduction: 83%

*wel | bei ng-support.com* - 400 URLs - Heal th/wel |l ness content -
Average zero-fetch rate: 85%

*omacedonii.com* - 70 URLs - Multilingual (Polish) - Denobnstrates
Uni code normalization in production

*Aggregate Results:* - Total URLs: 970 - Bandwi dth reduction: 83%
medi an - Zero-fetch rate: 70-90% (depends on update frequency) -
Conbi ned bandwi dth elimnation: ~98%in steady-state

G1l.1. C 7. Comon Inplenentation Pitfalls
*Pitfall 1: Non-deterministic JSON* - Problem Random key ordering,

fl oating-point precision issues, tinmestanps - Sol ution: Use RFC 8785
or strict ordering; exclude per-request randomess

*Pitfall 2: Weak ETags* - Problem Using W"sha256-..." instead of
"sha256-..." - Solution: Al ways use strong ETags for MURLs (no W
prefix)

*Pitfall 3: Sitemap Stal eness* - Problem Sitemap regenerated
asynchronously; race conditions cause m smatches - Sol ution: Accept
transi ent inconsistency; clients fall back to conditional GET
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*Pitfall 4: Incorrect Canonical Links* - Problem rel="canonical"
points to wwong URL or is mssing - Solution: Validate bidirectional
i nkage (G URL <-> M URL)

*Pitfall 5: HTM. in Content Field* - Problem Including raw HTM. tags
in content field - Solution: Extract plain text or use determnistic
mar kup (e.g., Markdown)

*Pitfall 6: Mssing Vary: Accept-Encodi ng* - Problem CDN caches
gzi pped and unconpressed versions with same key - Sol ution: A ways
i nclude Vary: Accept-Encodi ng header

*Pitfall 7: Local e-Dependent Case Fol ding* - Problem Turkish ->i
vs. | -> (locale-specific) - Solution: Use Unicode default case
fol ding (| ocal e-i ndependent)

G 1l.2. C. 8 Testing and Validation

*Aut omated Testing:* 1. Protocol conpliance: Use coll ab-tunnel -

val i dator PyPl package 2. Normalization: Run Appendi x A test vectors
3. ETag parity: Conpare sitemap etag vs. actual M URL ETag 4.

Condi tional requests: Test |f-None-Match wi th natchi ng/ non-nmat chi ng
ETags

*Manual Testing:* 1. Check discovery: curl -1 https://exanple.com
(look for Link header) 2. Fetch sitemap: curl https://exanple.con

Il mpages.json 3. Validate MURL: curl -H "Accept: application/json"
https://exanple.comarticle/llmjson 4. Test 304: curl -H ' I1f-None-
Mat ch: "sha256-..."" https://exanple.comarticle/llmjson

*Integration Testing:* - Deploy to staging environnent - Nonitor 304
response rates (should be >70% after initial craw) - Check CDN cache
hit rates - Verify canonical link bidirectionality

G1.3. C9. Performance Consi derations

*Server-Side:* - Cache normalized content and ETags (don’t reconpute
on every request) - Generate M Sitenmap asynchronously during content
updates - Use HTTP/2 for parallel MURL fetches - Inplement early
ETag validation (before full response generation)

*Cient-Side:* - Use zero-fetch optim zati on when possi bl e (sitenap
comparison) - Batch M Sitemap fetches (don’t fetch per-URL) -

I mpl enent exponenti al backoff for 429/503 responses - Cache M URLs
and ETags persistently
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*CDN/ Proxy:* - Configure strong ETag preservation - Enable
compression (gzip/brotli) with Vary: Accept-Encoding - Cache 304
responses appropriately - Don't strip ETag headers

G 1l.4. C. 10. Security Best Practices
*HTTPS: * - It is RECOWENDED to serve MURLs and M Sitemap over HITPS

(see Section 10) - Validate TLS certificates properly - Use HSTS
where appropriate

*Access Control:* - If CURL requires authentication, protect MURL
simlarly - Don't leak sensitive URLs in public sitemaps - |nplenent
rate limting to prevent abuse

*Content Validation:* - Treat MURL JSON as untrusted input -
Val i dat e/ saniti ze before use - Don't execute code fromcontent field

*ETag Integrity:* - Use Content-Di gest (RFC 9530) for additional
integrity - Consider HTTP Message Signatures (RFC 9421) for
aut hentication - Mnitor for ETag collision attenpts (though SHA-256
makes this infeasible)
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